From: lenforcement <{| I
To: |
Subject: Apple Response; Case Number: 2019R01059; (19271022)
Date: Thu, 19 Sep 2019 21:10:22 +0000
Importance: Normal
Attachments: 19271022 Production.zip.gpg

Wia Email Delivery

ausa I

United States Attorney’s Office
One 5t. Andrew’s Plaza
New York, NY

Dear AUSA IR

Apple Inc. (“Apple™) is providing APLO0000L through APLOO000S in response to the legal request received by Apple on
2019-08-13. These files are true copies of the data Apple has located based on a reasonable search of the last 12 months of
its data using the criteria and information provided in the legal request. Said files were prepared by Apple personnel in the
ordinary course of business.

For data security and customer confidentiality purposes, Apple's production of data containing customer personally
identifying information is encrypted using GPG encryption software. Law enforcement officers who receive Apple data
must be able to manage production files encrypted with the GPG format without technical assistance from Apple.

Technical information relating to GPG encryption software is available at: http:/Swww. gpegdwin.org/doc/en/gpgdwin-
compendium.html. Information in relation to installing GPG on Windows OS is included in this link under the heading
‘Installing Gpgdwin’. If vou require further technical assistance/information, please consult vour agency's Information
Technology Department.

The password for the GPG file will be provided in a separate email. Please note, any .xls files will need to be opened in
“Read Only” mode.

You may note entries from [P addresses beginning with "17." and/or "10." for any available connection logs provided. IP
addresses beginning with "17." are assigned to Apple and their occurrence in these logs is reflective of activity on Apple
internal servers and not an indication of any user connections. IP addresses beginning with "10." in relation to Find My
iPhone ("FMIP") logs are also reflective of activity on Apple internal servers and not an indication of any user connections.

All evidence preservation pursuant to the herein request response is the responsibility of the requesting law enforcement
agency.

Sincerely,
lan
Apple Privacy & Law Enforcement Compliance

http:/fwww.apple.com/privacy/

Enclosures

EFTA00123563



For more information about Apple’s Legal Process Guidelines for U.S. Law Enforcement, please visit:
hitp:Swww.apple.com/legal privacy/law-enforcement-guidelines-us. pdf
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This transmission may contain confidential information intended only for the person(s) named above. Any other
distribution, re-transmission, copying or disclosure is strictly prohibited. If you have received this transmission in error,
please notify ||| i:cdiatcly and delete this file/message from your system.
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