I, Aaron E. Spivack, having besen duly sworn by Supervisory
Spacial Agent (S55A) Dannisa W. Frice, Jr., hereby make the
following statement to 554 Price and 558 Matthew A, Zavala an
01/26/2024 and 53A Price and 35A Claudia Dubravetz on
OB/08/2024, whom I know to be 55As of the Federal Bureau of
Investigation (FBI), assigned to the Inspection Diwision (INSD)
at the time of my statement. My attorney, Richard J. Roberson,
Jr., was present during my statement on both cccasions, via
telephone. This statement took place over a two-day period. The
statement initiated on 0172672024, and again on 08/08/2024,
after additional allegations were added:

I enterad on duty (ECD) on 0272172006, as an Intelligence
Analyst (I&). I EOD on 1070872008, as a Special RAgent (3A) and I
am currently assigned to the New York Field Cffice (NYFO) in
that capacity.

I understand that this is an internal investigation
regarding an allegation that Special Agent Raron E. Spivack
improperly stored digital evidence at his residence in violation
of 1.6- Investigative Deficlency- Improper Handling of Property
in thea Care, Custody, or Control of the Government. On
1073072023 the following expanded allegations were added:
Special Agent Raron E. Spivack improperly handled, documented,
and stored digital evidence and failed to securs CEAM within
policy, resulting in a cyber intrusion in wviolation of 1.6-
Investigative Deficiency- Improper Handling of Property in the
Care, Custody, or Control of the Government and 5.17- Security

Violation- Failure to Secure sensitive Equipment/ Materials. On
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Q270772024 the fellowing expanded allegations were added:
Spacial Agent Aaron E. Spivack exceeded the limits of his
authority by contracting an outside company to develop computer
software on behalf of the FBI in wviclation of 2.8 Misuse of
Fosition and 3.23 Violation of Miscellanesous Rules/Regulations.
I have been further advised of my rights and
responsibilities in connection with this inguiry as set forth on
a "Warning and Assurance to Employee Reguired to Provide
Information® form FD-645 which I have read and signed. I
understand from my review of the FD-£845 that should I refuse to
answer or fail to reply fully and truthfully during this

interview, I can expect to be dismissed from the rolls of the

2
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I am currently assigned to CT-25, a Domestic Terrorism
sguad, but assigned to an Enterprise Investigation that is a
hybrid of Domestic Terrorism and Child Exploitation wiolations.
I was assigned to squad CY-3 in May 2010 and cfficially named on
the sgquad in July 2010. This was when the FEI'= child
exploitation program was referred to as “Innocent Images" and
fell under the Cyber Division, while Sguad C-20 was the Human
Trafficking (HT) sgquad at the time. I beliewve it was 2015 whan
Violent Crimes Against Children (VZAC) and HT programs were
combined under the FBI's Criminal Division, which led teo the
merger of the wvieglations in the NYFD under squad C-20. The sgquad
iz split and has the HT side and the VCAC side, and I was a VCAC
Agent. Agents primarily work their assigned wviolations, but we

come together as a sguad for operations.
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Lssistant United States Attorney's sffieses—mausa’ s) |

despite

AISAS.

I believe Digital Extraction Technician (DExT) training was
cpened to VCAC Agents in 201Z. Scott Ledford was my instructor
for DExT. As of 2023, I knew Ledford was a Unit Chief (UC) and

led the Cyber Action Team (CAT). I believe at least thres or
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2012, but I think all of us woerking Innocent Images/VCAC on the
squad were eventually trained. Howaver, once the child
exploitation program moved from the Cyber Division to the
Criminal Diwvision, that changed. The funding we received through
the Criminal Division was significantly less than what we
received through Cyber Division, S0 the DExT program was no
longer able to put on as many classes and certify as many peopla

as it had before. By the time of the intrusion that forms the
basis of this internal inguiry, only about half of the “child
exploitation” Agents on my squad were DExT certified. Fhss—3s

We got certified because the Computer Analysis Response
Team (CART) was long overburdened and not familiar with the
nuancas of the child exploitation wiolation, such as the types
of programs used by offenders, the vernaculars, ete. It was also
known, and something I witnessed parsonally, that dus to the
reliance on CART and how long it would take for them to prepare
a casse for revisw, “hands-on” offenders were not being arrested
in a timely manner. This resulted in the continuation of child
victimization at the hands of the offenders the FBI was actively
investigating. This was around the same time Agents working
octher violations bagan to alsoe see an increase in the collection
and reliance upon digital evidence in their cases. As DExTs, we

were ancouraged, and in some cases I believe required, to assist
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CART with their backleg by conducting DExT extracticns for other
sguads. The othar reason was to eliminate the lag time in
searching evidence and identifying contact offenders (offenders
who physically eaxpleited or physically assaulted children)
SO00NEr.

VCAC investigations are different than most other FEI
investigations since, in VCAC investigations, a search warrant
iz generally executed in the early stages of an inwvestigation,
and the evidence needed to arrest and charge an cffender is
usually derived from the materials seized during the execution
of a search warrant. Whereas other sguads, generally speaking,
execute search warrants at the culmination of their
investigations.

Mike Osborn was a UC of the Crimes Against Children Human
Trafficking Unit (CACHTU) at FBI HQ Headgquarters—{HO)-and
eventually an Assistant Special Agent in Charge (ASAC) at NYFO.
He was a huge proponent of DExT. Being DExT trained allowed us
to conduct our own data extractions faster, but more
importantly, it allowed for a faster and more efficient way of
identifying “contact”, or “hands-on”, ocffenders and, thus, rescue
child victims of sexual abuse before they could be further
victimized.

After bascoming DExT certified, we received DExT eguipment
that allowed us to image, process, and better review the digital
files. The DExT training allowed us to better use FBI analytical
programs to review digital evidence. Being DExT certified

allowsd us to assist CART by offering an alternatiwve for other
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sguads to use for data extractions. Bt the time, CART was not
located in NYFO Headguarters City (HQC). CART was located in
Moonachie, Mew Jersey. It could take an hour to get to the CART
lab from the NYFO. CART evidence reviews nesded to take place
thare and it could take all day. CART eventually moved to NYFOQ,
HOC.

The wolume of data extractions we took on lessened the
burden on CART. At least in MNew York, CART only had one or two
examiners who could handle data extractions immediately, and
almost certainly none who could respond after hours or on
weakends .

Since wa dealt with echild wietims, it was, and is,
imperative that the digital svidence be processed immediately.
In nearly every child exploitation investigation the digital
evidence is gquite literally the evidence to prowve the erime and
without a prompt review, there is no probable cause to effect an
arrest, putting the lives of child wictims in continued danger.
It is that wery risk, the risk of continued abuse, that has
prompted the FBI to enact new policies requiring expeditious
investigation into allegations of child expleoitation. This

includes the expeditious review of evidence.

Prior to the DExT training, ensite forensics, [ NN
triaging of electronic media on the site of a search warramt,
was not really a practice. We had te take digital evidence back
to the office to view it and we relied more on the post-ssarch
interview. After a search, we had to go back and arrest an

offender once we found the evidence. This made for a
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significantly more dangerous arrest because the cffenders knaw
we were coming. There was alse the potential for offender

suicide. We had three ocffender suicides that I can recall. -

NYFD Sas Linh Phung, Thomas “Tommy™ Thompson, Mitch
Thompson, and I were DExT trained. SA Cindy Welff (aka Cindy
Dya) was also DExT trained. Cindy was the last to be trained
while our sguad fell under Cyber Division. At the time, I was
the mast junior Agent on the sguad. Before being DExT trained,
all of our digital evidence was submitted to CART for data
extractions, imaging, and processing. We did hawve access to the
Case Agent Investigatiwve Review (CAIR) system, a forensic tool
for data rewview, but the program was slow, not capable of
handling large evidence reviews, did not work all that well, and
did not do what we in the child exploitation program needed it
to do. As a result, rather than using CAIR, Agents on the sguad
cpted to travel to Moonachie, _; whare CART was
logated, to conduct their reviews on site versus over the CAIR

network. The ineffectiveness of CAIR was no secret and was
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widely known, and one of the reasons for the creation of the
autonomous DExT labs.

After collecting digital evidence, I would enter the
digital evidence into the Evidence Control Unit (ECU) and get a
1E evidence number assigned. I would then enter a CART reguest
with & description of what forensic examinations I needed to be
performed and information on the device that nesded to be
extracted. Then I would submit it te CRRT. It could take a day
or two to get the evidence to CART and the amocunt of time it
would take CART to process the evidence wvaried. It could taks
weaks or months. Once it was extracted, CART would process it in
the Forensic Tool Kit (FTE). We could review the data on CRIR or
go to Moonachie to review it. Everyone on the sgquad, for the
mast part, chose to go to Moonachie. CARRT Digital Forensic
Examiners Stephen Flatley and Carlos Koo eventually set up a
spot in NYFO, HQC to de data extractions.

Even after receiving DExT training, we used CART for things
like wvery large media dumps/extractions and encrypted files. We
also used them to help us with understanding what some of the
digital ewvidence was. I believe CART may have provided us
digital copies of the data extraction and I think it may hawve

bean an DVDs. They would have been accessible on Operational

Wide Area Network (OPWAN) as vell| NSNS
S | 6 0 e G | EGeE S 0 . - -

what we did with the copies on COVD. CART may have checked them
inte evidence and provided a working copy. The DExT trained

Bgants would do data dumps on everything we could like hard
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drives, locose madia, and thumb drives. _

In 2015, generally if it was a device we could image, we
would follow this process. We would use write blockers to assure
we did not accidentally manipulate the original data. We would
craats an image of our evidence; sometimes we would use another
hard drive. We imaged and processed the data. We had some hard
deiveadr ivesf]l but I am not sure whare they came from. I beliave
HQ sent us a box of hard drives. I also balieve CART may have
given us some as wall.

We used a forensiec duplicater called a TD3, and later a TX-
1 as well as FTE Imager, to image a device onto a hard driwve and
make the derivative evidence. We would then make a working copy
image off of the derivative evidence. We would then work off of
the warking copy.

I am pratty sure the derivative evidence was cataloged and
placed in the NYFO ECU if that was the policy, but if that was
not the policy we would not have done that. The DExT Program
provided us with Redundant Array of Independent Disks (RAIDs).
These RAIDs were to be used to house our working copy evidence
images. I initially advised the interviewing 55As, once we ran
out of hard drives for derivative evidence, we wera instructead
to use the RAIDs and that these instructions came from either a
—nr my supervisor. This is true, as it was the 552 and
the case Agent for our squad’'s FEBBEBEE whose responsibility it

was to request and receive funding and equipment. Any regquests
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that we needed were routed through them, and the ESUBEENN-2se
Rgent was alsc one of our DExT Agents who alse faced the same
issues of not having the hard drives to create derivative
evidence. Howewver, I also recall these instructions were
provided by HQ, either our Program Manager (FM)}, the DExT FM, or
both. This may hawve occurred in 2012 when I went through the
DExT program and continued owver the years., As there has been a
revolving door of PMs, I do not recall the names of the people I
spoke with at the BB can provide as many names of PMs who
I ecan recall had been there over the years.

Typically, the person running a Group I or Group II
Undercover Operation (UCO) investigation and the sgquad 558 would
be the people who communicated with HQ for resources. As an
example, I recall in 2015, I sent an email te SA Tommy Thompson,
who was the case agent of our squad’'s Group II, asking for some
large capacity hard drives with our réemaining Group IT funds.
This was one of many requests I made, which were generally
werbal, for sguipment/resources. At the time we were still

merged with Cyber. When we moved to the Criminal Diwvision, our

funds were nearly wiped GUENISSHEEIRENERSFESEEEE]

EFTA00173492



EFTA00173493



—I was running ocut of hard drive space for derivative
evidence and of storage space in general. The PMs told us buying
hard drives in bulk was a problem. The stores had a capacity
limit, but I was advised to try anyway but was not successful. I
would purchase the drives on Amazon, like I was instructed to do
by HQ, until my cowvert account was shut down by Amazon since tha
purchasing of large guantities of hard drives was flagged as
suspicious. We were also purchasing hard drives from Hew Egg,
like we were instructed to do by HQ, specifically 554 Heath
Graves who was the DExT PM, because they could sell bulk (10 or
mare) hard drives, but I was later told by someone in the
Frocurement Unit we could not use New Egg. This left us with
wvery few options for buying hard drives and despite voicing
these issues, no one at HQ offered a sclution. In speaking with
other Rgents across the FBI, I learned this was a common

problem. I went to CART who gawve us what hard drives they could

sbere. T specifically sought assistance from senior CART

In 2017 I began to gain a veolice among many FBI Child

Exploitation circles. I took over our sguad's Group IT UCO, and

almost immediately conwverted it inte a Group I. This conversion,
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which allows for the use of sensitive technigques, was dons due

to my desire to enhance our undercover capabilities and increase

opur effectiveness by using some of the most rebust undercover

techniques available at the time. While every undercover

pparation must be approved every six months in front of the

Criminal Undercover Operations Beview Committee {(CUORC), because

ours was now a Group I, it also had to be presented up through

CACHTU and approved by the AD. During

the CUORC, I brought up the funding issues. In the funding

section we discussed what we spent and what we anticipated to

spand. During my time as the case Agent for my squad's Group I,

my sguad’s statistical accomplishments increased expensntially.

The number of undercover sessions conducted by my sgquad

increased by 198% in the four vears after I teok ever the HYED

child expleitatien program compared to the four vears prioar.

This meant an increase of approximately 2000 undercover sessions

in the same four-year span. More significantly, however, was how

I tasked undercovers and provided direction to ensure the

program worked to identify the most wvulnerable of the exploited

children; and set out te rescue them. The results cannot be

ovaerstated in that the lives of hundreds of childran were saved.

While I am personally responsible for saving the lives of

hundreds, many hundreds, if not thousands more were saved

because of how I managed and directed the child exploitaticn

program.
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In 2018 I did a five-week temporary duty assignment (TDY)

at CACHTU. My former SS8A, Sean Watson, was the UC there. My job

was to call every VCAC Group I and Group II UCO Case Agent and

ask guestions about the issues they were having and to provide

recommendations on how to better the program, how CACHTU could

better assist the field, things that needed improvement, stc. T

learnsd a lot about the issuss affecting the entire child

exploitation program and, while there were some differences in

the issues facing socme offices over others, there were a number

of common issues that impactsad every office. Thase issues

largely dealt with lack of guidance, direction, training,

gquipment, DExT support, funding, and persennel. I drafted a

summary of the calls I made and created a section for complaints

from the field in reference to [ pcovided ny assessment

to CACHTU leadership. One of the many takeawavs was that nearly

B T T T ———y—
complying with policy and guidance. ERSISCRISERISndNSEEEs
B ———E——————n

the interviewing Agents. and I can make it available to whomever

neads it.

Thisz same assessment, as well as additional detaills wers

alse provided to Bryan Worndran, who was the Deputy Assistant

Director {(DAD) who covered child exploitation, as well as to my

immediate supervisor and to the supervisors/PMs at CACHTU. This
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came as DAD Vorndran separataly regquested a working group of

Subject Matter Experts (SMEs) to address the needs of the VCAC
program. I explained to him how we had equipment Sl Gty

SRR I orcovided my assessment both orally and in

several documents.

Also in 2018, CACHTU PMs S5SAs Michael Deizlak and Matthew

Chicantek were presenting to E.-r(-ee-udt—:.-w_—l-]d-l-\-a—ele-meﬁ-b. on_ the

izsues facing child exploitation investigations. SS5A Deizlak and

SEA Chicantek reguested information frem me that they wanted to

prasent. I emailed 554 Deizlak and 55A Chicantek, along with UC

Sean Watson of CACHTU, the write-up I sent after my TDY as well

az a separate, even more detailed summary of the issuss. In this

three-page summary I talked about the need to appropriate maney

for egquipment, as well as detalls regarding issues affecting tha

program, including the DExT, guidance, support, and more.

her nd T e it ver lear H i5t W id n hav
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rivativ f th viden n the RAID r well

workirn If th widan W lar 11 ion of

i workin n rivatiwv n the RAID wer

riv h h nr However, i ften w h
where T maintair h rivatiwv viden £ veral

imw i ian n ingla har rive., This w h

he limi ion i when £ ible it w ne.

_

I have 1 f th har riw h r ill
maintained in the C-20 lab, and photographs of them have been
rowvi he interviewin As.
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When I was unable to create true derivative evidence to be

heck into E ar th rivatiwv viden £l baw I
considered the working copy of the evidence on my RAID of Server
th rivatiw o rdl h widen A h

“hash-verification” lo o ensure the coa W it-for-bi
image of the original., Additionally, the forensic programs we
u wer ign to preven han to th wviden o thar

W never a possibili hat th vidence copi could b

Commented [DW1)]: [ moved thas up
altered, | DW
2024-10-19 13:34:00

Commented [DW2]: [ moved thas up
Dw
2024-10-19 13:36:00

I have wvarious correspondence with HQ adwising there was a

lack of funding. This not only affacted us getting hard drives,
but alse warious other things. Phung provided ws with mors RAID
towers for EEEBUBEEME irstructed us to use the storage to meet
cur needs. I do aot recall har axaect woerds, but I understocd her
directions to mean I could use the BAID towers for the creatieon
of derivative and working copy evidence.

I also learned funds were available, but not designated for
the purchase of the hard drives. Money was either not there or
was allocated to something else. I spoke with Heath Graves who

was the DExT PM and then Jim Harrison who is the current DExT

FM.
In ne 202 I pr n i Im lar n
RSAC ncer Horn rding how to E he issue of handlin
derivative evidence since the long-standing process of using
xternal media tor civatiw viden W no longer
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T ical A Clark n AC Horn lik my i n I

m E h he E fin wl itech the 1
I reached out to Supervisory Administrative Specialist
B Arlen Kenn wh he NYF AS McEenn
1 lik my i il n han in th widen
guidelines or policy would have to come from the Field Evidence
Frogr FEF f the FBI* r ry Division (LD AS M nn
rowvi he n f the FEP’ rwisor n il

I T/202 I ke with MAFA h wia FEINET Sk

11. T 4i with MAPA h ths i with th rren
T which w £ ibl r when th iz £
glectronic evidence was significantly smaller, Tn those days,
civativ wvidan w T n DVD nd in extram
lue—r OWD or th rive. How £, in ¥ Jol £ h iz

of electronic evidence seizures has increased dramatically,
E iring har riv 1 h

I explain h while T rsonally h never h n i

gbtaining DWDs, T could not say the same about hard drives. T

xplain h whil h hanical envirz bsl he E
1i idan i n h h he FEBI'
idan 11 round it h n This h E h r
ol which i r f this inguir he fr nt inabili
abide by the guidance/policy. I stated that it has become
iner ingl fficult for the fiel in lian with
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h xistin idan 1i in he field no longer h h
E r lian
I offered to help figure out another process fer
maintainin rivatiw viden I believed it was a waste of
money and resources to purchase expensive hard drives for

derivative evidence, which will just be checked into evidence
ntil th nclusion of an inv i ion, just to then

destroyed. I spoke with MAPA Joseph about creating reusable

virtual derivative storage that was stand-alone. I suggested the
wir 1 eviden lacker 1 rver, which 1

ntroll h viden i ol h 1E n r 1 ill
fal i he folder £ th rivativ viden
il r h £ 1 rani hain of
process to document the access of the electronically stored
rivativ wvidan I furthar h if b
rivativ wvidan i re maintain 1 ronicall her

would be no need to waste funds on hard drives that would just
b} in r rn h hi nclusion of an

inw i ion when th wviden i B T o he medi

would be deleted, thereby freeing up space for new derivative

wviden MAPA h 13 h ian an he woul

i it with her ifically hear whi name T

sl r 11. ™M n 1 A Clar nd A Horn, wer

h awar £ my i n nver ion io1 Isl T

Thi mail, which in n provi he interviewin

B in rt:

EFTA00173501



™H lin

& couple weeks ago we had a discussion about

herizin EL re DE an iy Iver rather than
he r 1 nd w ful pr rchasin r
hard drives to store DE, The server, which would be secure,
ntain 1 n ill = iF 1B for th
1 ronicall T DE, woul k h 1 f th
physical hard drives which would save money, time, and
limin he n W r n bel f har iwn
Iw wondering wh h h nd if there i
hin hing 1i hi ing?
Thanks so much!
Baron”
MAPR h o) i 2023 with the following:
“Good Morning Raron,
Hope all is wall,
Apol for th 1 E Jol Tl ai 1 ing in-
rson trainin hiz weak for dden k' Far T
awareness, We are working on wrapping up several projects
for this £i 1 ¥. T in he DE i =
whi T i hi r h m ingl 11
k keholder h 1 inwolw 1f n‘t min
I'11 1 lendar inwvi h ie” n m lendar
to cirgle back with you to discuss what the team decided.
Kind regards,
Addy”

EFTA00173502



Since [ this emaill] I have not heard back [
from MRPA Joseph or anyone in her chain of command regarding

this issue.

I have provided a recent example to the interviewing
ABgents. In this example, which took place . November 2023,
after the intrusion and ENEJIRIEIEEISHYEERERDE inquiry, C-20
requested funds for derivative evidence hard drives and ware
denied. After requesting $2,155.62 for derivative evidence hard
drives, CACHTU responded to “Flease utilize cart for a rescurce
for this. We are under a CR and are wvery restrictive on what we
can appraove®. C-20 then want to CART, as directed, who in turn
stated they did not hawve any hard drives to spare and
recommended C-20 request funds from CACHTU.

This example further illustrates that even despite the
intrusion and the negative attention we received regarding
derivative evidence hard drives, the squad was again put in the
position of being unable to comply with policy because the FBI
would not provide the requisite hard drives or funding nesded to
be compliant.

Sometims later C-20 would eventually receive some hard
EEEEEE) - =-= then advised by the NYFO Information System
Security Qfficer (IS30) their hard drives were out of policy and
that they could not use them since the hard drives were not
manufactured in the United States. This, again, put the sguad in

an impossible situation with no alternatives being cffered. It
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was also gquite ridiculcus as it is likely that none of our

computer equipment is manufactured in the United States,

EFTA00173504



L L B e B e e B e L L L R ALs

T e AT ¥ o L e | T i PO NP = - Y r'.-..-..“. i-"l.-....lm
¥ M

EFTA00173505



EFTA00173506



EE“. .J..-.J.a.i L P.-. .

EFTA00173507



EFTA00173508



EFTA00173509



EFTA00173510



EFTA00173511



B S s thd—et == t e T
o el > . 3 o P e

B T B B R A e B )

L S e 1 L=trprn e L=atradaire - # =

PO E . . i . ) . » P

Pt — e e e e S e aarial

[ IFEPIIETR il T—m. TP (s | crbiddcd prdoaa sl

Pt

When interviewed by INSD, I was asked when the standard
practice for C-Z20 members changed to not adding derivative
copies to the ECU. According to INSD, I stated I did not know,
but the change did happen. INSD then asserted that I now believe
the practice of creating derivative evidence copies onto
separate hard drives to be checked into evidence was dependent
upon [(HEEEEE we were provided funds to purchase the drives or
the drives themselves.

This is not entirely correct and lacks context. The
“change” that occurred WaS) Eomewhat)EWe=Fold)and) staresd wien
the FBI moved VCAC from the Cyber Division to the Criminal
Divisien and the funding we received was dramatically reduced.
The other contributing factor was, as discussed earlier, the
increase in the size of the electronic media seized during
search warrants and the subsequent need for significantly larger
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and more expensive media to house the dferivative SEvidence.
This affected many things, including cur ability to purchase
hard drives. Scff the “change” that led to our inability to
regularly comply with the derivative evidence practice was out
of our control. Despite that, I personally wvoiced this concern
numerous times over the years, but it was not an issue many were
willing to care about. Early on, when VCAC fell under the Cyber
Division, we had regular access to these drives, but when the
program was moved into the Criminal Diwvision that changed.
Despite repeated regquests, as well as having alarted everyons
within the chain of command, we were told to figure it out.

We had been advised that if derivative hard drives ware not
available, to sters the darivative evidence on our local
storage, which is what we did. It may have been in 2016 or 2017
and possibly happened because we did not have hard drives. I
believe we ware initially getting some hard driwves from DExT
after completing the certification course. DExT slowly went to
no longer providing hard drives to new DExT certified Agents at
all. I do not know what they are teaching about digital ewidence
storage in DExT or how to get drives, but I know from other
Agents who have attended the DExT training more recently that
guidance has still been to seek funding from CACHTU, who again
has besen stating they do not have the funds.

Until approximately February 2023, the NYFD did not hawve a
designated ISS0. This is a required position, and I think it

being left unfilled exacerbated many of the problems that are

discussed herein. I havel provided INSD with documentation £rom
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The situatien was in essence entrapment. We were [EEENES
by policy to create derivative evidence, but we were not
FEEUEEEEE e :bility to comply. Despite repeated
acknowledgements from FBEI HQ about the conundrum, sclutions wera
never provided. We were told to adapt and to figure things out,
and wa did. The result is that we got punished for it, which is
guite insane. We should not be held accountable for a problem wa

could not fix and were not rasponsible for fixing, EEPSSES

When derivative hard drives were net available, we did as
we had been instructed by imaging the ocriginal evidence onto the
FRAID Storage or Network Attached Storage (MAS), and as
previously discussed, I even went above and beyond given our
limitations by creating derivative evidence copies of multiple
cases onte larger internal hard drives so I could ensure I was
doeing everything within my power to comply with the [IEEEIEE
times I would create a second copy. If I made a second copy, I
would use ona as the main copy and the other was the working
copy. If I did one copy, that one would be used as the working

copy. At times I would make multiple working copies
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Aecording to INSD, I advised I had not been making
derivative copies of digital evidence and that I now belisve I
personally made derivative copies and did whenever I was
afforded with the reguisite hard drives.

This is incorrect. From the beginning I hawve never wavered
and have always been adamant that I had been making derivative
evidence copies whenever pesekiesalpossible. As I have also
stated, this was an FEI-wide issue that affected many lgents;
ineluding many in supervisory positions. The issue [ not that
derivative evidence copies were not always created, the issue is
why the field was not always provided with the ability to create

derivative evidances copies.

=till had to adapt and
overcame and felt that while . may not have besn able to create
derivative copies for - the evidence, the reascns for that
were well documented and out of - control. Had wa, or I,
decided noet to work cases due to the lack of derivative evidence
hard drives or funding for them, we would hawve been punished for
that as well. Aside from neglecting work being itself an

cffense, there are cther policies governing the child
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exploitation program that explicitly reguire child expleoitaticn
Bgants to expeditiocusly conduct their investigations. It is like
being stuck between a rock and a hard place, and I, and others,
were told by FBEI leadership over the years to make do, as long
as the cases were being properly investigated, and that is what
we did.

At ne point in time have I ever INPFOEEEIY stored digital
evidence at my residence. After the intrusion when the FEI's INSD
conducted their interviews, I had been asked about “evidence” and
reviewing materials from homsa. I acknowledged that I, like
evaryone elsa, had done some work from home. However, the ™
evidence” being referred to has always been “working copies” and
items that are absolutely covered under poliey. At no time had I

taken original or derivative evidence homsa.
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When discussing this with the Inspectors, I was clear that
anything I reviswed outside appropriate facilities was working
copies. At no point had I ever discussed with anyone that I hawve
taken original and/or derivative evidence home or in any way in
wiolation of policy. Any assertion to the contrary is
categqorically false.

I have recantly found a folder that I created on my FEINET
computer called “to Take homa for baby leave”. This folder
contained items I planned to take home to work on while still
under the work-from-home guidance we received during the
pandemic, which is alse during the time my wife gawe birth to
cur twin boeys. The items in this feolder are generally indicatiwve
of other files I had reviewed from home, none of which are

original evidence, derivative ewvidence, or CSAM.
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Throughout most of its existence the C-20 lab was Internet
connected. Howewer, and for clarification, the C-20 lab existed
long before the DExT program and the misattributed Internet was
connected to our EENSENE misattributed computers. At the time,

work was primarily conducted on

computer-based Internet platforms whereas today, the majority of

OCE work iz on mobile-based platforms.
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legitimize the OCEs and help to dispel any fear offenders may
have that the OCEs are law enforcement.

Wihen we becams DExT certified, our computers were not
connected to the Internet except when we needed to update
softwarel] or some other Internet required task. Bs the years
went an, the need for our DExT computers to be connected to the
Internet grew. As discussed, HQ was aware of this and at times
even promoted programs that required this. Additicnally, two
agents from C-20 and our 55A had all gone down to CACHTU to
becoma E5Rs and the UC respectively, and they were aware of this
practice and need both from having worked on C-20 as wall as
from their positiens at CACHTU. Lastly, as previously disecussed,
at the time of the intrusion sur sgquad had been participating in
a CACHTU pilot program, which included several other VCAC sguads
from across the FBI and required the computers to be connected
to tha Internet.

Regardless, our lab has always been “stand-alene”, meaning
none of our computers [EECHCONNEEEEE tc any FBI systems.
Bdditicnally, our lab was “misattributed” and able to be used in
covert capacities and to access websites that could contain
Child Sexual Abuse Material (CSAM).

Initially, in approximately 2012, the C-20 lab was not
connected to the Internet, but at the time we had little reascn
cutside of software updates te be connected to the Internat.
Several years later that changed as the advancement in our
software and capabilities grew, reguiring our computers to be

Internet-connectead. ihe anly guidance or direction we recaived
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at the time was that our Internet-connected DExT computers not
be connected te a FBEI network, and as far as I have always been
aware that is the only policy on the matter as well. Even FEI HQ
implemented investigative steps that reguired DExT labs to be
Internet-connected, such as the method that was used to transmit
CEAM to the National Center for Missing and Exploited Children
{HCMEC), whereas previocusly it had been to do so wvia a storage

media. Later, the FBI created the “SIFTS” program which was an

enline portal for CSAM transmission. HENSRNEREmplel N ERENFETYE

In approximately 2022, CACHTU advised the field that the
licensing methad for one of our most used programs, “Axiom”, was
moving froem dongle-based to cloud-based. CACHTU wanted to pilet
the cloud-based method and elicited the assistance of five or
six VCAC squads from across the FBI to do so, one of which was
cur squad. —This pilot program, which began prior to our
intrusion and continued well after, required the DExT computers
to be connected to the Internet. It allowed us to check out a
license when we needed to, but t-.—. de so0, we needed to stay on
thae Internet—to—gse—it, Thers was some level of security
provided by the switch box and soms on the HNAS itself.

The computers, MAS and RRID tower storage that contained
CEAM were then all connected to the Internet. We received

guidance from CACHTU, specifically from the CDExT PMs, to disable

Commented [CT3]: Chat about this line
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the antivirus to use the Axiom since the antivirus would flag
the program. I believe this came from Tommy, Heath, and CART,
and others. Sguad C-20 did not know how to set up the Internet
and the switch box. We reached out to Computer Scientists (CS5s)

and CART and received some help, HHdITINAVE|RURSESUS] SHALIS]EHAE

. I do not know

anything about netwerking and how te set up netwerks, HEENESE

ENERENEEEYEEEEE. The CSs also did net know. I believe someocne

from the Operaticnal Technology Division (0TD) toeld me to Googlae

-
|

Networking is not a DExT funetion and is not in my skill

set, so I did net even know what guestions te ask. EEJEIRSEE

The cff-tha-shelf security that was in place was what wa
were using. I and the sguad asked everyons we could think eof for
help - CART, the CSs, OTD, the Office of the Chief Information
OQfficer (OCIO), Management Information Systems (MIS), eto. -

however, all were of no halp.
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C3 Jim Walsh and ITE Steven Flatley helped us set up some

of the egquipment. Christian Idsola from CART alsc helped, as did

another CART employee whose name I cannot recall. _

These

communications, along with many octhers, occurred in writing wia

email and 1 AEUEHEEEIEEE then cas provide them to
investigaters.

In our desperation to find someone with a networking/system

administrator backgreund to help us, we put out a Cenfidential

Human Source (CHS) canvass for assistance with our netwoark

through our CHS Coordinator. INUSNESSENSVSHENSNSNSNSSSRESES

We also

reachad out to OTD, Counterterrorism Division (CTD), and Cyber

Division (CyD) for help, but none were able to. An Agent on a CT

sgquad suggested that they had a Counterterrorism (CT) CHS who

could come over and loock at the network, however the CHS advised

networking was not his/her specialty. The CHS was a former

contractor for the FBI and had a Top Secret (TS} clearance and

was not able to assist.

Jim Roberson
2024-10-22 12:54:00
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Cur reguest was simple - to network the few standalone
computers in our lab. Howaver, no responsible entity within the
FEI would assist, so we had to reach out to friends and
colleagues to help on their own. While their help was wvaluable,
none of our wvolunteered help came from anyone who was a network
or systems administrator, and the FBI's network or system
administrators would not assist. The various networking and
system administrative units in the FEI handle FBI networks, and
the faw that handle covert/misattributed networks do not handle
CEAM networks. Despite the irrelevance of the latter from a
technical perspactive, CEAM is off-—putting and no one wanted to
aszsist and CACHTU did not know what to do. In fact, CACHTU was
aware that networking VCAC computers was an issue affecting sco
many other FBI Offices that PMs Stacie Kane, Brfindfln Roth and
James Harrison encouraged us to find the solution soe that it

could be emulated across the other VCAC DExT labs. ERJESEEINSEE
lab, and the improvements we had been making on behalf of the
VCAC program, contributed to several end-of-year “gold” ratings
by CACHTU.

As an example, in September 2022, S5A EBrendan Roth, who was
the PM for the Northeast region for CACHTU, requested [HEE 1
EEEEEE tn- DIEEEPIEIENE)OEENEE vcrC squad who needed to enhance
their FESEESN. FEI Albany was trying to figure out hew te
receive funds for their upgrades, and 53A Roth knew that I in

the NYFO had been [N this process and asked that I assist.

After S53A Roth and I spoke over the phone, he sent an email to
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myself and SA Brian Seymore from the Albany FEIGlOEEEEElstating
in part the following:
“haron
Per our convo about Group I UCO funds for CSAM review
statiens - CC’ing Brian from Albany.
Maybe you guys can talk and answer guestions he had about
the process and questions you were asked about it from
legal/procurement .
S5A Brendan Roth Criminal Investigative Division | Wiolent Crime

Section Crimes Against Children and Human Trafficking Unit

{CRACHTU) *
. . . i . d

BERT N S PR nEs RS N RIS EIEEE o+ roor—ab—ficeoded, some of

the egquipment was replaced by CACHTU and CART was able to

salvage some of the eguipment. We moved the C-20 lab to the 10th
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floor in Decembar 2020, I received approval on 1272272020 to
purchase switches, NASs, cables and hard drives. This sguipment
was purchased with 534,000 in CACHTU funding, which also

supplied the Long Island Resident Agency (RA) with similar

cquipment. This was less of an upgrade and more of a replacement

CACHTU PM Leslie Adamczyk was a former NYFD Agent and
member of C-20 and knew about these issues. 552 Adamczyk
similarly had her DExT computer connected to the Internet and
similarly did not always create derivative evidence.

During the COVID pandemic there were three of us from my
squad who came to the cffice on a regqular basis; myself, SB Matt
Deragan, and 5A Brian Gander. The guidance, however, was to work
from home. The C-20 S35RA at the time was Sean Watson. S5A Watson
provided guidance to work from home, in addition to the guidance
pushed by the FBI Director, our AD, and others in FBI
management . This guidance included conducting limited forensics
from home, and CACHTU pushed ocut to the field temporary AXIOM
licenses for the sole purpose of conducting limited forensic

reviews from home. This meant that literally the FBI was

encouraging Agents to conduct forensic reviews, of evidence,

rom home.

‘ I

HEVESEMTeviewsl This is a fact and can be corroborated by SAs

Deragqon and Gander, as well as by checking the building access

EFTA00173525



logs which will show I used my access badge toe anter the
building and the freguency I accessed the building. Other work
was done from home. I looked at subpoena returns and reviawed
working copy material that did not include CSAM. Anything I took
home was covered under [[EIESEEE v2: covered under the guidance
being disseminated. I hawve a Bureau-issued laptop computer that
I utilized for these purposes. It is categorically false that I

wviolated policy by taking home CS2M, original, or derivatiwve

evidence. I have numerous examples of guidance put out by the

At the tima, I was working on three cases primarily: Robert
Hadden, Darnel Feagins, and Jacob Daskal. Only one of these
cases, Feagins, was a C3AM investigation. The Feagins
investigation was the reason for my having to come to the cffice
during the pandemic, which eventually changed when, after
indicting him, Feagins fled, turning the investigation into a
fugitive matter. The Daskal and Hadden investigations were
contact offense, or “hands-on” cffense, cases that did not
involve CSAM.

Toe conduct the investigation for Hadden I was doing web-
based interviews from homs and writing FD-3025 and subpoena
returns which were all non-CSAM-related. For the Daskal case I
completed a G8-page DExT review FD-302. I took metadata-related

information. Some of it was exported from Daskal’s computer, but
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none of it was CSAM; rather it was data to prove he and the
victim of the investigation were together in various locations
and certain dates and times. For the Darnel Feagins case I was
splitting the work. I did not do CSAM-related work from home. I
did not take any storage devices home that were original or
derivative evidence. Any copies or data I took home would hawve
bean working copies. It would have been impossible for me to
take derivative copies home in genaral.

I was coming BBE the office avery day teo do my CSAM
reviews. I do not believe I was doing any OCE work at the time
since we were instructed not to. We were trying NOT to create a
nead for Agents to have to run out on warrants or to conduct
Enock and Talks (ETs) dus to COVID unless it was an emergancy —
- and other OCEs would do OCE work from everywhere,
including home, but all of that was coverad under our Group I
authority.

ABecording to INSD, during my original interview I advised
that Agents believed they were authorized to conduct OCE work
sutside FBI space and that we now have EIEEEESRIE]CERRIREEEEIER
EEEl-uthority to conduct OCE work outside FBI space. This is a
slight FHECHEESEEEEIEEEIEN -f ny statement as to this day it is
our balief that we always had authorization to conduct OCE work
cutside FBEI space. The refersnce to now having an EC was in
response to additional guesticning by THSD and did net change
tha fact we had appropriate authorization prier to the EC. For
one, how we functioned as OCEs, to include when and where we

conducted OCE sessiocns, had been directed to us through FBI
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trainings, FBI HQ, and our supervisors. Second, the authority

was written in our bi-annual FECUPJEMGEGUEIEE rencwals, which

are reviewed and approved by the entire chain of command and

include e NYFO!CHIEE! DIVESI6R| CoURSEY|(CHC) ~nd EhE|OFEIEE BE

Regarding anything I took home to work on, I have always
been certain EHEEE what I knew I was authorized te take home and
what I was not. As NEEEENEREEEEEE., 1 wculd take home removable
storage devices like a hard drive or thumb drive that contained
working-copy data and/or othar matarial that would allow me to
work from home. Some of my devices, including my FBI-issuad OCE
telephone and my FBI-issuad and encrypted laptop, may have had
CEAM on them, but as an OCE who was auvthorized te cenduct OCE
sessions from outside FBI space, which ineluded my home and
elsewhere, taking these devices home was covered by poliey as
these devices were used in aunthorized and capacities. The OCE
and UCE polices allow for these things since communicating as an

OCE with VCAZ offenders can require arcund-the-clock

communication. There|is absslutely zers Eruth Es any noticn|that

As for any evidence review I did from homes, all was done in

accordance with policy and guidance. Despite a semantical
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difference of opinion with INSD, I know that any evidence I did
take home was authorized under pelicy - it was not ocriginal or
derivative and was only working copies. Even as a matter of
logistics I would not have bsen able to take home original or
derivative evidence as I did not have the technical eguipment at
home to review them on my laptop. I would hawve reguired write
blockers and/or other eguipment to access original or derivative
evidence so despite the notion being outrageous anyway, it would

have been a neardy logistically dmpessterimpossibilitye.

Anything I took home to review was a sub-set of working-copy
data all authorized teo review from home. All original and
derivative evidence were aither checked inte the NYFO ECU or on
the C-20 lab server.

The lab server had to ba connected to the Internet . sand
CEAM to NCMEC. As mentionad previously, the official way to send
CERM to NCMEC is to use the SIFTS online portal. They will
accept hard drivesf| but it is not what they want, and NCMEC has
bean moving to eliminate the use of hard drives altogether.

There are conflicting policies, and I brought this up while
assisting in rewising the policy. I am one of, if not the only,
Court-certified expert witness for the entire FBI for child
exploitation.

During COVID, the concept of remote working was becoming a
thing. The idea came up during COVID to be able to do remote
work since that is what the FBI was beginning to promote. The
idea was continued by hearing from other members of law

enforcement, inecluding some within the FBI, that they were IS
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EEEEEE of remote computing to access their forensic labs while
away, such as on TDY or at a conference. The intention was not

to work from home, per se, but rather to increase the efficiency

of the forensic review process, SSNSIINSSNESNSSSIsElEHENEE
Besidenthgencies{RAe)-and other FBI offices with their
reviews, rather than having to use “Bbu-mail” to send working-
copy evidence back and forth or to require travel to another
EEEIEE e EEEIE e . The steps of imaging and
processing evidence befors it is ready for review can somatimes
take days. During this time there is little for the DExT Agent
to do while the computer is doing its processing work. What
littls there iz for the DExT Agent to do iz oftan what separates
ona stage of this process from the next. Eol if a stage is
complated on a Saturday, it will not move toe the next stage
until the DExT Agent dees the very few things needad to proceed,
which may not happen until the following Monday. This may then
kick the process off te the next stage, but now the Agent may
have to wait seweral hours or longer for the next step. In order
to be more efficient and to allow this process to begin on a
Friday, for emample, and be ready for review on a Monday, T
believed the idea of remote computing was a reascnable soluticon.
FRemote computing would have allowed for a the DExT Agent to
remote in over a weekend to initiate the next stage of a process
so that the process tock advantage of the weekend toe conduct the
lengthy steps so that by Monday it was ready for review. The

downloading process could take a while, but the steps between

the process werse three or four clicks. If I knew a hard driwve
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was going to take a day or so to process, and the next process

would also take a day or so, il EEEERSEEEEIEINSGINGENRE
EESnlpEaeiieal to go into the office just to click a button.

Especially in a densely populated area like New York City during
COVID. The idea was to be able to remote in to the server and
tell the computer to move on to the next step of the process.

The idea of using remote computing was reinforced a few
years ago when I attended training provided by the International
Bssociation of Computer Investigative Specialists (IACIS) during
which we went through basic computer forensies. I heard about
law enforcemant use of Microscft Remote Desktop Frotocol (RDE)
there. I believe RDF was being used in the Bureauf] but I am not
sure for what purpose or on what devices. I spoke with several
cthers in the FBI about ROP, including the DExT FM at the time,
85A Heath Graves, who mentioned he had either been using it or
toyed around with the idea. 55A Graves mentioned to me that
setting it vup and using it was fairly easy, and that all T
neaded to do was follow Microsoft’s directions as they wera
pretty sasy to foellow. 35A Graves knew what my intentions were
and thought it was a great idea to be able to remote in to cut
the lag time of cur processing.

I thought the C-20 system was secure. I attempted to access
tha C-20 computsr lab through RCOF. I belisved the lab’s security
pravented me from remoting in. I had no idea that in so doing I
had opened the lab’s RDF port and that it had worked. I could
access the port from in the lab, but once outside the lab, I was

unablse to gain access to the network. I thought the security was
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doing what it was supposed to. I was later adwised that the RDP
configuration was mostly correct and that I was a step or two
away from having set it up successfully and securely. I was not
trying to be lazy or silly, I wanted to be more efficient in the
download process. Scmetimss I would start a process on a Friday
ocnly to come in on Monday and see it crashed and needed to be
restarted. RDOP access would have allowed me to see the crash and
restart the process remotaly.

I believe enabling remote access to the C-20 computer lab
was a good initiative, but it was not executed properly. TEINEE
all about improving our abilities to protect children. I had
asked for help, but I did not get it, but I did get
ENEEUESEEREREN 1 was going off the guidance I received from the
DExT PM and CACHTU supervisor, 53A Heath Grawves, who advised me
to follow the instructions off the Microsoft website. While I
cannot recall verbatim what he said, I am positive it was in thea
realm of the Microscft instructions regarding RDF to be “wery
good” and “easy to follow” or something to that affect. My heart
and mind were in the right place, but T lacked the knowledge for
networking and was not a system administrator. Yet I was tasked
with setting up a network I did not know how to set up, and
despite repeated requests for help, I was denied. I should not
be held accountable for the FEI's systemic failure, especially
whan the FEI encouraged ms and approved me to enhance our lab. I
thought my attempt to remote inte the C-20 lab did not work

because the security settings were effective. I asked for help,

evan help with RODP, from nearly every unit in the FBI that had
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anything to do with networking, DExT, etc., including CACHTU and

the DExT FMs. All I got in responss was encouragemsent in what I

was doing, but no form of technical assistance. The FEI cannot
say it did not know what I was trying to do, because the FBI did
keswknow, and the FBI was suppurative of my efforts.

I attempted to set the RDP up in either the Fall/Winter of
2022 or early 2023, The intrusion happened on Super Bowl Sunday
of 2023, and I discovered it the wvary next dayl on Monday.

I provided the interviewing 55As with an outline I drafted
on 02/13/2024 of the intrusion situation which I read out loud.
I signed the copy of the outline and provided it to the
interviewing S55hs to add to my statement. The following is from
my ocutline. This portien of my statement is written as it

appears in the physical outline:

Seamus, below is a timeline of what transpired today,
noting that we had no idea this was a potential hack until late
this afternoon. Given the potential that somecne accessed our
lab to do this, and that the issue may have been with the way wa
setup our network, below is also a little insight to the many
attempts we'wve made to get the FBI to assist in both physical

security to the lab and to help with networking:

Today's events (approx times)
-T:30am - I arrived at the office and noticed my Talino computer

had restarted.

EFTA00173533



-T:40am - I logged in to my Taline and a txt file popped up that
said in part my network has been compromised and provided an
email address to contact. This file was in the “startup" folder
50 when legging in it opened avtomatically. I ran my computer’s
anti-virus software, which was up to date and actiwe, and it
identified one potential threat which I attempted to remowve.
While this is not common, it is alsc not unusual given the data

we recover from 305 subject devices.

-1 attempted to remowve the potential threat, but my
administrative privileges had been remowved, and despite many

attempts to gain access, I could not

-B:30am - I reached out to Christian Idsola at CART for help,

but he was going to be tied up for a couple of hours

-%:00am, I reached cut to Talino for help and they walked me
through some steps, but nothing worked. They then advised me of
a process to take to run antivirus software against my Talinos
Operating System hard drive, which took some time but identified
the likely source of the threat, which was attributed to a
forensic program we use called Axiom. The threat was determined
to possibly be a "booby-trap" left by a subject (who iz a
hacker) that was tripped when the Axiom forensic program ran
across it. After this discussion it was believed that was the
reason for the issues and we then began working on a solution,

which seemed likely to fix my issua.
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-Arcund this time I also noticed our main server was down, but I
didn't think too much of it since we just added a new switch and
tried to configure some ports to run at different settings to
increase our bandwidth., I assumed at the time the lack of access
was a result of incorrectly applying the settings to

tha "LAG" and "BOND" configurations of the switch. I was able to
sea that according to the switch, the server sesmed to be

connected just fine, so I spant some time troubleshooting it.

-Around 11:00am or so I was finally on instant message chat with
the makers of the server, Synology, who had us conduct some
tests and they ultimately concluded that a2 possikble issue was a
defective hard drive in the serwver. This was a problem sine the
server is "raided" and finding the defective hard drive was a
time—consuming and diffienlt task, but several of us bagan our

attempts.

-3:00pm - Is when Christian Idsola and Lewis LHU from CART came
over to help. After a bunch of triage and testing we could not
figura out why we could not connect to the server, since by all

accounts it was working.

-Wa then noticed that cur other servers (NASl and NASZ) ware
alse not working properly, although we were able to access their

control windows, unlike with the Synology server. After some
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digging around we noticed the folders that contain ocur data was
missing. Initially we thought this was dus to a firmware
issue since Christian and I had dealt with that in the past and

resembled the same issue.

-Around 3:30pm or so we located the log files and began combing
through, which is when we noticed strange IF activity that toock
place yesterday from two IP addresses. The actiwvity included

combing through certain files pertaining to the Epstein

investigation. I reached out to ocne of the case agents to ses if

thay were in the office yastarday, thinking that maybe thay
inadvertently changed a setting on the NAS or if they noticed

anything strangs about tham.

-Around 4/4:30pm we dove into the IPs and checked all of sur
computers to see which had the IPF: in gquestion. Ona computer,
cur discovery computer, matched one of them and is located in a
room next to the lab, The other IP iz one we don't recognize,
but is the same address as the IFson our network, leading us to
believe it was a computer that accessed our network somehow. We
were not able to identify the computer, but it had to have
accessed our network either by being plugged inte the network,

or possibly by telnetting in wvirtually.

-5:00pm - we realized we werse hacked and discussed what we

neaded to do to ensure its contained.
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-5:13pm, we immadiately saved our legs and shut everything down.
We disconnected the Internet and ensured anything containing a

log file was praserved.

-5:30pm - I began calling my 55A, Bob Whelp in Security, Jessica

Cardenas at CART, Amit Patel in Cyber. Physical Security

-Dac, 2021 - Mowved into the 10th floor lab

-Dac, 2021 - made numerous regquasts for an electronic keypad
lock on the door only to be teld by the locksmith there is no
funding for a lock. These requests have been made numerous times
from Dec, 2021 until a coupls months age, whan the response was
to make numerous copies of the key we have to the lab

Hetworking/Network Security

-Binca approx 2017 we have elicited help from CART and Cyber in
networking our lab, all to no awvail. Some CART and Cyber folks
have come over on their good graces, but they were not network
savwy and just tried te do what they could. Some months ago (T
can loock up the exact date) we again reguested help from CART,
but were told their networking persocn was too busy to help. This
meant ne one with networking experience or ability was willing

to help, so we had te figure it ocut on our own.

- End of the Qutline -
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Cnce I realized thers had been an intrusion, I called SSA
Clarke, and Bob Welp with Security. I also called CARRT and
Cyber. This all occcurred the same day I found out about the
intrusion.

The switch box was for the internal network. We had a
server rack and a server. We had a switch bnxl and we just added
a second switch box. We also had a misattributed Internet that
was connected to the OCE computers. The switch boxes were never
connected together. The Internet entered through a router that
was connected to the DExT computer and connected to the switch
box. I believed all were secure.

I believed, since we had a revolving door of CSz and CART

members, and since CACHTU was awars and having other offices

emulate the C-20 computer lab, I thought we were good.

Commented [DW5S]: [ think we should delete this, It
disssnt really make sense and 1s a bit redundant. . what do
you think?

Dw

Z02d=10-20 07: 1400

 Commented [JRERS5): Agreed. Take stoul. Wecan

artuculale that 1o INSD if they ask, and can always put it back
i if necessary.

Jim Roherson

Z02d=10-22 13:35:400
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drrtrwsion s Iowas oabde oo recover abwoeat S0 toraiebeg ool that
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The OCIC Section Chisf (3C), Matt Smith, was pissed because
he found an email I had sent pricr to the intrusion requesting
assistance that no one had responded te. I spoke with 5C Smith
who believed this was part of systemic failures. We asked for
help, and our requests fell on deaf ears. We were always

referred to somsocne else. I understand I opened the C-20 lab’s

ROF ports, but the FBI knew BRSE T was §@9AEIES@BIENIE, and the
HEBEIESNSRINGUIEGNBBERNERENBBEERN 1 «as trying to make things

better, and morsover CACHTU and other HD and management entities
knew what I was doing and supported me. The policies are not
easy to find, are simply not available on the FBI's site, and

share of attempts teo access pelicy just to find it isn't there.

FBI H{ Criminal Investigatiwve Division (CID) DAD Jose Parexz
has since acknowledged the policy for the lab was wague or non-
existent, which is something he advised Bl —Erecubive Maragement
cf in an email that I provided to the interviewing Agents.

Additionally, a few weeks after the intrusion, DAD Paresz,
with others from FBI HQ, were visiting the NYFO on un-related
matters, howaver there was a meeting to discuss the status of
the intrusion which I was present for. Prior to the meeting, DAD
Ferez, whom I hawve known for years, approached me and informed

me that he knew I was not responsible for the intrusion. DAD
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Ferez further advised me that our lab was one of many across the
FEI that had similar cenfigurations. DAD Perez assured me that
he knew the FEI had systemic failures, that we in the NYFD were
not alene, that I should not worry, and that FEI HQ would help
get our lab back up and running. DAD Perez also acknowledged me
for my work and stated he knew I was the kind of hard-working
ABgant that the FBI needs.

I was not part of the conversations to conduct a Security
Incidant Reporting System (SIRS) raport.

T believe an certain, based on the statistics, that if I
did not have the initiative, we would not have had ocur
successes, which have resulted in hundreds of children being
rescued and their offenders being brought to justice. I
cantinued to receive praise for my work, and CACHTU has
continued to ask me to review policy before it is sent out to
the field. I teok over the Group I UCO and doubled its
statistical accomplishments. T have rescued more exploited
children than anyone in the NYFD and in most of the Bureau. AlLlL
I wanted to do was to better the Bureau. I did not know how to
do everything right, but I always did the right thing and
everything I did was with good intentions. I lowe this job. I
was not reckless. There was no self-interest invoelved. I was
always trying to do the right thing. I also want to point ocut
that I was twice awarded the Medal of Excellance for my work,
amang cther accolades.

Prior to the intrusion the sguad was seen as the gold

standard for child exploitatien programs. Our end-of-year
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ratings were consistently “gold”, and we were often touted as
being amongst the highest performing sgquads in the Bureau. Our
squad was responsible for hundreds of child victims being
rescusd and dozens of cffendsrs being brought to justice. These

impacts are directly correlated to our DExT lab and the work we

did to enhance it. EWSHISHENF0SNEHA=SE=Ear Faing, IpoSE

After the intrusien we werse directed to completely stand
cur lab down. We were directed to submit - our electronic
evidence to CART for imaging and processing. A few months into
this process, I and others on my sgquad compiled statisties

comparing our effectivensess before and after the intrusieon. -

SEHEES N E TN SSRGS SHRSERERE Ty comparison, after the

intrusion our squad suffered a 95.52% reduction in productivity.
During this time frame, my squad had 281 electronic evidence
items that needed to be imaged and processed, and all but 12 of
these devices had been taken to CART. FPrior to the intrusion
Bgants on the sguad could begin imaging evidence they seized the
same day and were gensrally done imaging all their evidence
within a few days. However, the average completion time for CART
to image devices was approximately 30.35 days. This is a

staggering numbar and is a prime example of why the DExT program
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iz so important and how much of an impact the DExT lab had on my

sguad’s ability to swiftly and effectively conduct child

exploitation investigations.

Additionally, this summary highlighted one wvery unfortunate

instance in which, because of the lag time at CART and the
amount of time it took CART to image and process devices, an

cffender who was a citizen of ancther country managed to [FIEE

tha United States before the CART review could be completad. It

iz almost certain this would not have happenad if the DExT

review could have taken placs in the sgquad’s lab. However, it did

happen, and again illustrates the significance of the lab and
why the enhancements I made over the years, and the numerous
plaas I made for help, were so important.

This summary has been turned over to the interviewing
Agents, and I can make it available again if regquested.

Completaly separate and apart from the intrusion, but
cocurring simultanecusly, ApostleX is both the name of a
software company and their product. I had no previous
relationship with the company prior to a representative from
ApostleX wisiting the FBI, NYFO to provide a presentation on

their software. They were touring the United States, and

approaching law enforcement and [EEEEEEE -ccncies promoting

thair product. They are a startup company. ApostleX reachad out

to several entities within the [Bl] not just the NYFD. One of

thae RpostleX employees is a retired agent from NYFO named Chris

Braga. I knew Braga from NYFQD as a polygrapher. In October 2021

Braga reached out to me and several other individuals in the
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WYFC about ApostleX. I initially did not cars much about the
product. They were pitching a pressrvation tool that was geared
towards CH3s. It initially did not sound relevant to what we in
C-20 were working. Braga worked it out with others in the NYFO
and set up a few information sessions for different NYFO
Divisions. Our Gang sgquad, C-30 had an information session. On
1072072021, the C-30 55A sent out an email to my 55R who sent
tha invite for the presentation to our sgquad. Ancther Agent from
my sguad and I decided to attend. I attended what I believed was
a Bursau-sanctioned information session.

I want to be wery clesar that I had no previcus relationship
whatsoever with ApostleX. They approached the FBI, and I
initially declined to even attend an information session. It
wasn't until my supervisor sent an email to our sguad advising
of the information session that I decided to attend. All of this
iz wery provable from the many emails and correspondences that I
have provided as well as others I can provide.

I showed up late to the NYFO ApostleX information session
and laft early. The portion I did sit in on talked about how
ApostleX helped with CHSs" use of 3rd party apps. The lack of
technalogy available te preserve encrypted apps, or self-
B -crrunications, was a widely known issue. Self-destruct
apps cannoct be recovered, which makes them wvery popular with
WCAC offenders. Thare wers nal good methods te capture the

information. We wvoiced concerns about this for years, most
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CACHTU supervisors are participants, and there have been
hundreds of emails over the years of Agents voicing concerns,
asking guestions, identifying issues etcl; which include
ESAEErRE SESUEN ERIENPEETIEEHE. we did not have the ability to
go after VCAC offenders who used self-destruct apps like Wicker.
Thare were, and remain, no ways for us to preserve those typel
of communications. When conducting chat operations, depending on
tha application being used, the OCEs are unable to preserve the
chats with the offenders. Some applications allow for as short
as a one second self-destruct period, meaning that after one
second of viewing the chat, it is deleted and gone forewver.
Thare is no foransic program in existence within the FBI to
praserve that chat. Furtharmore, these self-destruct apps are
designed in such a way that if an OCE attempts to screen record
or usa a screen shot te preserve a chat they either alert the
person on the other end or do not allow the screenshot to be
taken. The Bureau’s answer to this problem was not really an
answer. Some responses to this problem were to use another
device to photograph the chats, which is problematic for a

wvariety of reasons, while other responses were for our issue to
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Onoe ApostleX came along and I heard what their product did

for CHSs, I askad if it would work for encrypted chats and self-
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destruct chats. They said it would. I left the meeting and mst
with ApostleX after the presentation was over. Whan wa metl wWe
discussed if their technology would do what I described. They
advised they would check and get back with me. They got back to
us in early November 2021 and advised they belisved they had the
ability to incorporate what I was asking for. I led the effort
with ApostleX, but my sguad was involved. I spoke with 3558
Seamus Clark and ASAC John Panza (retired). We saw the benefit
of it for VCAC purposes. My bosses wanted me to explore it. It
was early on and we needed to do everything right.

I believe there were a ton of Agents, throughout the
Bureau, simultaneocusly engaged in similar conversations with the
ApostleX company, discussing how to purchase the tocl. The

ApostleX company has been to multiple FBI offices and sy —traes

had senversatiens with Safe Streets, CFSSEINIVESISRNSSHaE=)NEEEN
L5 R 1 66| FLRA A TWSY TG IESEUABSSELSRY 1 belicve the

ApostleX company pitched OTD and other ADs. At one point I ewen
had an Executive Assistant Director (EAD) reach out te me
personally about Apostleld.

on 1170872021, ApostleX requested I sign a nondisclosure
agreement . I reached out to NYFO - Tara Semos and we may have
also spoken with an Associatse Division Counsel (ADC). The
decision was that we would not sign anything. We did not hawve
the position or awnthority. I told this to &postleX, but I alsc

told them that we were not going to steal their intellectual

property.
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People liked the ApostleX program. The consensus was that
it was not a fully developed program, but that it could be
developed.

I know there are currently EEMEESN programs that are used

B in the FBI that were ESEEEE made through Agent inputy—asd

Axiom is a CART-approved tool that the Bureau uses. I was
asked to work with Axiem on how it was useaful for us and what
changas could ba made to maks it better for the case Agent. With
respect to ApostleX, my understanding was that we were talking
to a company that was brought in to us to fix a problem Agents
throughout the Bureau were routinely encountering when dealing
with a CHS or an DCE' namaly the undetected real time
preservation of their text chats.

Feoemmbaiaeimtb e wib e DROHTH sbee cphesd Speess bellL oaest o soadd
B s e

In Hovember 2021 ApostleX was still conceptual. It was in
the right direction but needed to be refined. They knew from a
big picture standpoint what the problems were. From a technical
standpoint the product was a home run.

Just as was the case with the lack of funding for hard
drives we discussed previously, nothing I or my sguad did with
respect to ApostleX was done in a vacuum. We briefed all the way

up to the ASAC (Penza) level. He did not want us to go to the
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Bl cpecial Agent in Charge 3570 or the BHl ssistant Drrectos

with a problem. He wanted us to also have a
solution before we briefed the ADIC. He wanted the product to be
more developad. He did not want an on-paper sclution.

At no point did anyone on my sgquad or I s5ign a contract

with ApostleX, or with anyone else for that matter. —He Eollowed

= |
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months We—were-going through the Privacy Threshold Analysis

(PTR) steps to get the Bureau to sign a contract, SENRETINEE

e e also never orally or verbally agresd to a
contract [[NNIEEEEEIEE. 1t was our geal to have the FBI take on

pursuing a contract, not us.

At this point ApostleX was a concept and not a product. My
chain of command had ne issue with me working with ApostleX to
develoap the concept into a product. We were briefing our chain
of command regqularly and we even brought in our Intel
supervisors. We wanted to make the product uwseful, not only to
us, but to other people throughout the Bureau as wall. We
brought in CHS Coordinators, people from Intel, and people from
the UC program. We did not want te think singularly about our
wiolation.

It is reguired by FBEI policy that we preserve OCE sessions,

but even to this SHjJEEEREEEEEY <ccos not exist to do that. I saw
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it, and still see it, almost as an entrapment for OCEs, in that

we are required by FEI policy to presercve chats, yet the FBEI has

not provided us with a means to do so. Elrealized Jastihowbad

We saw ApostleX as an opportunity to address this and other
concerns, follow policy, and follow the law. Current methods
inelude all or nething solutiens, which result in “owver—
collection” and create potential First Amendment issues, in that
thay may record the communications of people who are not
invelved in child expleitation crimes or wviolating the law.
BpostleX addressed this. The support we got from the onset of
that wision was incredible.

FBI H{ knew what we were doing because I discussed with
them the problems we were hawving with apps like Wicker. ApostleX
was already successful with apps like _ ware
working on Signal and a few others. ApocstleX engineers figured
cut how to make their program work with Signal while we were
working with them. They ware going in the right direction, we
just needed to guilde them towards a total solution te our actual
neads. They wers already working on trying to fix the problem
QCEs were having in 2021. We just needed to work on how to

praserve apps that created sscret and self-destructing chats.
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The ApostleX company was never given access to FEI
information. Thay did not come into FEI space. He wesld FoeeTime
ther—We nevar gawve them anything that belonged to the FEI. The
BpostleX program was installed on a completely standalone
computer that was connected toe a misattributed Internet line. It
was never attached to any FEI networks, storage containers, or
covert networks, wvery specifically including the compromised
covert C-20 computer lab network that was previously discussed.

The computer with the ApocstleX program was in FBI space. It
was an old computer that was going to be thrown away. It was a
covert computer. I cannot recall if we had a CE wipe the drive
of the computer or if it was provided to us with no drives and
we installed wiped driwves. Either way, we had ko install

cparating systems. The CS5 was Jim Walsh., The computers were

given to us to use at our discretion SEINNSSENISIESANBUESSEEEY
SEH S oS IpETEEUSIINRENABOSEIEKY 1 co not remember if T told

him what the computers were going to be used for. I am not sure
if we got the computers before or after we heard the ApostleX
sales pitch. One event did not trigger the other, and it did not
matter as the computers ware for covert-—use anyway.

ApostleX ran on a main computer. In our case it was the one
we set up. The ApostleX database resideds on the computer and
the computer’s sole function was to run the ApostleX serwver.
BpostleX allowed undercover phones to connect to it. ApostleX is
a server that sits on a computer and runs in the background.
Thare is a web-based computer interface. It only workeds from

this one particular computer which sits behind a Virtual Private
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Wetwork (VPH). If I am an OCE using the Telegram app I would
connect my Telegram account te ApostleX. There is an
authentication process. Wea had the company add an icon that let
tha OCE know ApostleX was working in the background preserving

tha chats. The ApostleX company added a small icon that showed

BpostleX was active. ApostleX's integration was chat application

spacific, so we were only preserving what needed to be
praserved. It started with Telegram. Around the time we ware
told to shut down, it worked with Signal. We were getting close
with What's App.

Any Telagram account we wanted to preserve would be added
to the ApcstleX account. We had the ability teo select what was
relevant and what was not. With appropriate authorization, we
could do an account takeover of a Subject’s account. With
ApostleX there is an ability te avoid overcollectian.

BpostleX was initially grabbing everything, and we would
nead to check what to preserwve. We wanted to make a parameter
for how loeng to keep information that was not checked, which
would then be purged. The accounts would be taken over through
consent or with a warrant. We were testing the capability of
ApostleX to preserve self-destructing chats. Initially, in the
testing environment, the disappearing chats were preserved on
both the sender and the receiver's telephones, which obviously
would not work for us. We worked with the company to addrass

that.

The ApostleX company did not hawve the ability to access the

data we collected from chat applications. The only data ApostleX
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had access to was the telemetry. I believe OCIO looked at that
and - happy with it. SC Matt Smith from O0CIO was also involwved
and sent Reguests for Information (RFIs) to our local ISSC, Jim
Eckel, who reviswed ApostleX, the code, and had at least one
=all with them that I was a part of. I beliave he also had

additional communicaticons with them that I was not a part of. In

tha end, I know that OCIO's guestions were sufficiently answered.

We never went live with the ApostleX program and anly
cparated it in a testing environment. We did not use active
cases. We used dummy phonas and OCEs chatting on the Telegram
application. We added a bunch of older OCE Telegram accounts to
test it cut. ENEEE sccounts we used were real cowvert accounts,
Some of the accounts were historical. When we synoced ApostleX to
chat application accounts, the entire history of the chat
application account would be pulled. The information was
exclusively stored on the loecal hard drive of the computer
sorrrir—that ran ApostleX. One of the Telegram accounts I used
for taesting was about 12 years old. The test accounts I used
were not involved in any chat groups that were pertinent. I am
not sure about the other folks who were testing RpostleX. I do
not balieve anyone cared about the accounts we used. I beliewve
the historical data attached to the accounts had already been
adijudicated but it is possible soms of the information may not
have been. I cannot say thers was no evidentiary data put on the
standalone ApostleX computer, which is routine. Many undercover
Bgants use multiple devices to access their accounts, including

both computer and cellular devices. Since the account originates
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on their FEI-issued undercover phones, any ancillary devices
have no impact. I de—set—beldievsan positive having information
on the ApocstleX computer was sryno different than having it on
any other computer. I did use a historic case to demonstrate how
we could export from ApostleX for discovery purposes. The case
was not fully adjuodicated at that point. I am certain the
accounts we wers using had no impact on any ongoing
investigation. There was likely C3528M from the historical
accounts that was extracted and upleoaded onto the ApostleX
computer when the historic accounts were synced with the

ApostleX program. The ApostleX company or anyons else could not

see it, howsver, and thishl again, was all known to the chain of

It took a while to set the standalone ApostleX computer up.
We may have hooked the computer up in December 2021 ar January
2022, We tested it intermittently for a couple of months. Tk
would be a - lang process to reconfigure things. We would
give feedback to the ApostleX engineers who monitored the
telematry data and could see the issues with the ApostleX
program from their end as we tested it. Sometimes the fixes took
a few hours or a day or two. Once they had a fix, ApostleX
enginasers would send me a document with instructions on how to
fix the issues. Any message that was sent from the company was
done through Bureau email. The instructions would be written in
the email itself or provided wverbally. Though it is possible I
may have used my personal telephons to communicate with ApostleX

enginsers using the video teleconferencing application, Zoom, I
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do not recall for sure. I do believe I may have used my FEI
laptop and possibly my OCE telephone for the Zoom calls with
BpostleX enginesrs, howevar.

Sometimas the ApostleX engineser could see me during our
Zoom calls and scmetimes not, however we also sanitized the FBI
space. We would input the instructions sent by the ApostlaX
company into the computer with the BpostleX program on it. Thera
were a coupla of times I had “tech people”, SR Robert Depresco,
SA Martin Wachman, and others, look at the ApostleX computer and
to review the code. I also provided the code and entire system
to the NYFO ISSC, Jim Eckle, and others from OCIO to reviaw the
code and system. Additionally, I adwviszed OTD and FBI HQ that
thay could review it as wall. It is possible I forwarded the
codes to other people to look at it.

There was no formalized process set up fer updating the
standalone ApostleX computer. The updates consisted mostly of
updating a configuratien file and if I needed to change code it
was due to the configuration file. I made the deliberate
decision not to let the ApostleX company remote access into the
standalone AposlteX computer. During this process, I felt like

the ApocstleX company was a verified entity and I was working

with someone the Bureau invited in, ENGNNGESINNBEEESNEIYYNENSNNE

We ran the security process through OCIO and the NYFD ISS0,
Jim Eckle, and Certified Information Systems Security Officer
{CISS0) Robert Cawvalle who ware all satisfied with the setup.

Tha WYFO did not have either the ISS0 or the CISS0 positions
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staffed until February 2023, howewver. My sguad 558, branch ASAC,
CDC, and CACHTU were all aware of ApostleX and of what we were
doing with them from the very earliest stages. There were others
in the office who knew as well. Rs we progressed with our
testing and development of the program, others were involved to
include -_r the General Counsel himself, the Procuremant

Office, several FEEE, —in—Charge tEacst—the NYFOD

ADIC, and wvarious other lsaders in FBEI management. At a minimum,
my sguad 554, branch ASAC and HYFO CDC all knew what we ware
doing. 0TD was invelved but not at this JHEEEEN stage. CACHTU
was aware and the Child Exploitation Operational Unit (CEQU) was
alse aware. I had gone back and forth with them a bit. There was
communication on 11/08/2021.

I was passionate about this product as a force multipliar.

I can assure you there was nothing dene in a [SEIIREEENN. SRENT
SRR SN EREEREN RN (HGR 1 started working with

ApostleX on this product, my chain of command knew. My chain
gave me the thumbs-up to proceed and my guidance was to get to a
point where it was functional before we briefed the ADIC. From
the wvary beginning I had the approval of my 53A&, ASAC and CDC. I
advised my superviser on a regular basis on what we were doing,
why, and how, but he did not micro-manage me and did not know
every little detail that was involved.

I reached out to CACHTU to see who I needed to work with to
get it approved. They said if I could develop the tech, it would

be great. We alsc discussed funding, and CACHTU was not sure who
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would fund ApostleX. They said that perhaps they could fund the
WCAC portion of it, but that for an enterprise-wide use funding
would have to come from OTD or elsewhere. At the request of [l
I have included some email correspondence to support this, I
alse have hundreds of pages of documents that cover nearly
everything that invelved ApostleX, from the first instance I
ever heard of them through the PTAs, the correspondences with
CACHTU, CDC, 0GC, FBI ElEsecsutive Managemant, ete. These
documants show that everything I did with ApostleX was above
board, and any notion to the contrary is unfounded.

As I mentioned previously, in April or May 2022, I want to
an IACIS conferance and the ApostleX program was working. Leslia

Bdamczyk, who was a former squad mate and a VCAC PM, was also in

attendance. Leslie already knew about ApsotleX since we were

—That was the perfect venue sincs
it would be attended by VCAC PCORs from every Field Office. I
was added to the list of presenters. I had conversations with
the PMs and UC who [SESSE the conference, and I was added to

tha agenda. I worked on a presentation and showed it to S5B
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Bdamczyk. She loved it. 554 Adamczyk was a PM for CACHTU at the
time and was coordinating with the person who put the confersnce
together. I submitted a summary of what ApostleX was and what I
was presenting on. I submitted a draft of my presentation priorc
to the conference. 55A Clarks was present during my
prasentation.

The PCOR conference presentation went well. There were
[UmErous questiansl and I had pseple who called me to talk more
about it later. I heard from an Agent in Las Vegas whose 5352,
Matt Schaeffer, was on an lB-month TDY to CACHTU as an Assistant
Section Chief (ASC). ASC Schaeffer did not like the ApostleX
program. The fesdback was all positive except what I heard
second-hand from ASC Schasaffar. During my presentation I made it
clear ApostleX was technology that we were developing but that
we did not have yet. If I made comments during the presentaticon
about not following poliey in my work with the ApostleX company,
it was done as a joke. I was briefing a room full of supervisors
as well as CACHTU about a program designed to halp - their
ABgents. In no way, shape, or form did I ever say, in any serious
fashion, that I wiolated policy and/or that I paid anything for
ApostleX. There iz a possibility that I may have made jokes
about paying the ApcstleXd company a dollar for the program, but
I did neot pay them a dellar, nor any amount for that matter.
That would have cbviously besn beyond my authority as a G5-13
case Agent. At some point early on there may have been a
conversation with ApostleX about if we should pay the company a

dollar. We were concerned that we were using a product for free.
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I took the guestion te Legal or maybe even my bosses. The
decision was made not to pay them. I remember this conversation
oocurring, but I do not recall the details since no monetary
exchange ever took place. I began hearing rumors in March or
Bpril of 2023 about things I said during my ApostleX
prasentation at the VCAC PCOR conference being taken out of
context. There was never a contract betwesen the FBI and
ApostleX, either orally or in writing, and if there had besen it
would have baen through approved channels and not with me.

During the FCOR confarence, ApostleX was still soliciting
tha FBI about their product. Around that time, ASAC Penza
retirad and at some point, Spencer Horn bacame ASAC. The
ApostleX program was not active; there was no contract, and my
chain of command was aware of what I was doing. The guidance to
get the concept to a place where it was a better solution befora
it was briefed higher up the chain of command continued after
ABAC Penza retired and ASAC Horn came in. The BAC was eventually
briefed.

A few days after the VCAC PCOR conference I heard from

Joanna Fasquarelli who is an HESNSEEENGSNEEINCENSENEGE

enesal Atternes (ca) for 0GC. [l 2-Pasquarelli attended the

WCAC PCOR conference and saw my presentation. -_-’.;.P_—E'a.squarelli
informed me we neseded to stop testing RApostleX immediately. She
did not say we needed to stop working with the ApostleX company,
but to shut down the computer with the ApostleX program. We did

so immediately. She also informed me we needed a PTR HIVERIERE

AiFeEEi o e WeEe | EEyiig £6| EAKE BPOSELER. She also had concerns
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about the Fair Act and the procurement process in relation to
how we worked with the company. We discussed the laws about
companies bidding on the chance to work with the FBI on a

product as opposed to a single socurce product. This process

eventually included a lot of people from oce. HEESEESHEINGIEEE

GiPasquarelli my first draft of the PTA, she responded with,
among other things, "I read through your draft PTA and you did
an excellent job”.

I spoke with CDC Semos about my conversation with EEE &
Fasquarelli. I was sent a “pony” of the PTA which I filled out
and returned. BBl cA-Pasquarelli was very pleased with what I
turned in. Both she and CDC Semos mentioned orally and over
email how pleased they were with the work I had dc-nel and bath

expressed their eagerness to help. Bl = Pasquarelli, cIC

Semos, and later numereus others including people in FBI

managament all reviewsed the antire process I had been engaged in

and not a single person expressed concern. To the contrary, all
were sager to be involved in the project and to help get the
neaded approvals to develop and use ApostleX. Therse were a lot
cf email communications and Microsoft Teams calls. We had to
- some comparisons to see if there were other companies that
offered products B 2postlex.

I had spoken with OTD about the issues OCEs were having

capturing chats on encrypted applications and capturing

disappearing chats in the past. We had tried, unsuccessfully, to

get OTD involwved prior to this process. After 0GC was involwved,

thay regquired us to check with OTD on what they had to address
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the issue, or if they could comse up with 2 solution in house. Wa
alse asked if OTD would work with the RpostleX company to
develop the ApostleX product. We learned there was a product
called Eagle Claw available which I believe is so bad that it
should be taken off the approved list of tools to use. There was
only one guy at the time working on Eagle Claw, and he said what
I described of ApostleX was a homerun. Eagle Claw had a lot of
limitations. We spoke with a lot of pecple about existing

programs and external products as part of the procuremant

process. Nothing could do what ApestleX could do. DNSUENSHENESH

I alse kaosw that even as of Octoeber 2022, CRCHTO
supervisors, including ASC Schaeffer and then BT Jose Peraz,
were aware of ApostleX. I know this because I have email
communications between them and FMs at CACHTU who were helping
to try and arrange a meeting about RApostleX. Hewer had there
bean any issues or reservations expressed to me or to the FMs
helping to facilitate our meetings.

I continued to work through my chain of command, CACHTUO,
0GC, Safe Streets, OCIQ, NYFD ISS50, Finance and Facilities
Division (FFD), OTD and warious units within OTD. We were moving
along up and through the holidays of 2022, There were a lot of

revisions to the PTR. We aven worked through an emergency in
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which the Boston Field 0ffice had a hands-on offenderf] and they
neaded to preserve their chat information. Despite initially
receiving support, emergency use avthority was never granted in
that case. I worked with OGC GA Christopher Dearing on PTA
revisions. I was delayed getting back to him dus to a trial.
Once I got back to him, the cyber intrusion of the C-2Z0 computer
lab happened.

The standalone computer containing the ApostleX program had
bean turned off in ocur testing environment since July 2022,
roughly six months before the C-20 computer lab intrusion took
place. We were not using it at all. I am not sure if it was awven
plugged in. I heard there was a rumor that some people beliewved
ApostleX had to do with the C-2Z0 labk computer intrusion. I
received an email from CDC Semos that the IRSESSEIwalESNESE
ApostleX was going to be shut down due to the belief it was
invelved in the intrusion. This was completely untrue, of
coursa, as bwo completely separate networks were involved, and
the ApocstleX network was not even running when the C-20 computer
lab intrusion toock place. ApostleX had nothing whatsocever to do
with the intrusicn. I believe CDC Semos cleared this rumor up
with OGC. My chain of command wanted ApostleX to continue to
move forward because they saw value in it., Before and after the
intrusion I had been tasked with providing briefings and
information to upper managemsnt including SAC Michael Brodack,
SAC Robert Kissane, and ADIC Michaesl Driscoll. Hone were
deterred by the intrusion and knew one had nothing te do with

tha other. Thess executives, along with the NYFO CDC, Tara
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Semos, and ADC Dane Christensen, ware supportive of the pursuit
of BpostleX and had no issue with anything I or anyons else had
done. We saw that NYFO Criminal Division and CACHTU were being a
roadblock. We had a meeting with SAC Brodack pricer to the C-20
lab intrusion to get the ADIC involved in the ApostleX project
to push the needle forward. We wanted to be able to pilot the
program. Some of the guestions from 0GC asked who was supporting
tha ApostleX project. The intrusion happened before a formal
briefing could take place, howewver.

There was a meeting about ApostleX with NYFO CT Division
SAC Robert Kissane in August 2023, CDC Semos, ASAC Horn, the
1550, S5A of the Tech sguad, Eddie Pennetta, SA Depresco, and SA
Wachman. The mesting was about trying te use a Domestic
Terrorism (DT) case as a pilot case for ApostleX. There ware
still conversations about ApostleX taking place until I was
BB -f this INSD internal investigatien.

I was working with CTD's International Terrorism Operations
Section (ITOS) and some high-tech unit. They were asking for
information to push up to EAD Larissa Enapp, who reached out to
me personally. I had my ASAC respond to her on my behalf.

After the C-20 lab intrusion, CACHTU wanted nothing to do
with ApostleX. NYFD wanted to see if they could do something
with ApostleX on their own. They also got CT invelved to see if
thay could push ApostleX through their networks. There were
conference calls with the ApostleX company to field guestions.
Fepresentatives from the ApostleX company may have also gone to

Huntsville, Alabama and spoksn with the AD of OTD.
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There was confusien on getting the Authority to Operate
(aT0) . It was a [NIEEEHJEEIEEE -ituation. We did not know which
ona we needed first, the ATO or the PTA. We wers working on the
ATD process as well.

CACHTU funded the equipment for the C-20 lab. I baliave
Group I UCOs were exempt from needing an ATO. ASAC Horn was
trying to see if we could get approval to use ApostleX under the
Group I because he believed we would not need an ATO. I beliave
this was discussed with CDC Semos, because I was present when
thay argued about it. When I was putting together the
informatioen for the C-20 lab, I did not know about an ATO
requirement. I later found out we did not need an ATO for covert
purchases. I think they may have tried to change that after-the-
fact.

There was a financial threshold fer the lab purchases. This
was approved by Jack Cordes in OGC. It outlined what was needed
for the C-20 lab and how we were going to use the equipment. T
believe everything that needed an F number received onea.

BBIEE -v-r told me of the requirement for an ATO for the

C-20 lab. It came up after ASAC Horn and CDC Semcs had their

discussions. This was not my responsibility anyway, as it weuld

Some of the ApcstleX company sits in Ireland and soms in
tha United States (US). They are registered in the US to recsive

government contracts.
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Cur sguad's end-of-year review for fiscal vyear 2022
mentioned ApostleX as one of the reasons to give us a “gold”
rating. Howewver, ApostleX was also referenced as the reason for
a lowsr program rating for fiscal year 2023. CACHTU initially
rated ocur squad “gold”, the highest rating, but DD Bepasy

a4

Errector—Paul Abbate later changed our rating to “red”, the worst
rating, and included the refarence to RpostleX and its direct
invelvement in the intrusion as the reason, which, as discussed
praviously in greater detail, is categorically false and both
physically and digitally dmpessbleimpossible. My ASARC attempted
to fight this false narrative but was told it could not be
changad.

ﬁ never understood that just working with ApostleX in
general could cause procurement issues, and even to this day as
much as I have learned from all of this, I know that my
involvement did not and would not cause procurement issues. I
have learned that nothing I did was improper and that many

programs used by the FBI originate in much the same manner. OGC

Commented [CT7]: 1 did not highlight this. 54 Price did

was trying to figure out how to make it work. | C20 TechTeam
Z024=10:11 13:19:00
As mentionad previously, I think it is also important to Commented [JRERT]: OK. Just remuve the highlighting
then., Weird.
note that NYFO did net have an IS30 or a CISSO when the C-20 labk Jim Roberson

Z024=10-17 O 1900

was set up.

Under no circumstances whatsosver did I exceed my authority
by contracting an outside company. There was no contract. My
chain of command, including our CDC and later O0GC, to include
the General Counsel himself, knew I was speaking with ApostleX

and creating a solution to a problem. I essagedesngaged in the
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FTA process as instructed, working for months with many FBEI
lawyers, procurament officers, and management, all ensuring our
pursuit of this mouch-needsd program was done correctly. Any

notion that I wielated any policy, rule, or regulation is
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As I repeatedly stated, I attempted to selicit help from
every appropriate entity, to include the NYFD “Security
Officar”, Robert Welp. Howewver, until just weeks before the
intrusion this position was only temporarily staffed, and the
I550 and CISSD positions were not staffed at all. T have
provided a document to the interviewing Agents that originated
from former NYFO SAC Micholas Bouchears in which he outlines thea
izsue of not hawing these positions filled and the steps he took
to £i1l them. If these positions had been filled there is littla
doubt that I would have raceived the assistance I needad to
ensure our network was secure. However, these positions were not
filled, and I was neverthaless encouraged to enhance our lab by
all levels of management and received the necessary approvals
along the way. I should not be punished for failures in

hindsight that were out of my control. While I take
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responsibility for ati—ofall my actions, I am confident that
nothing I did was without appravall and everything was done in
tha interest of improvement.

Lastly, it should be noted that, since the intrusion, my
sgquad mates and I have beean referenced as having been “System
Bdministrators”™, which we absolutely are not. The INSD report
identifies me, and cthers on my sguad, as having been System
Bdministrators despite the fact we were not, hawve never bsen
trainad in system administration, and were never gualified to ba
system administrators. Despite mysalf and my chain of command
bringing this to the attention of INSD we continued to be
referred to in this manner. This is a critical fact since T
cannot, nor can my sguad matss, be held to the same standard of
knowladge as an actual system administrator. The title implies a
level of knowledge, and thus a level of responsibility, that T

did not and do net possess. None of us on my sguad do or aver

a
s
<
T
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I am willing to wveluntarily take a polygraph examination
concerning the truthfulness of the information contained in this
signed, sworn statement. I have no other pertinent information
regarding the aforementioned allegations. I have been advised
that I should submit any additional information of which I may
becoma aware, regarding this inguiry, toe the Internal Affairs
Section (IAS) /Inspecticn Division (IMED) or to the Office of
Frofessional Responsibility (OFR).

I have been given the opportunity to review this statemant
and make any changes prior to signing it.

I was instructed on 01/26/2024 not to discuss this matter
with anyone other than the personis) conducting this interview,
representatives from IAS/INSD, Security Division - Clearance
Feferral Evaluations Unit, OPR, the FEI Ombudsman, and/or an FBI
Employes Assistance Program (EAF) Counselor. I have been told
that should I decide te discuss this matter with anyone else, I
must first obtain authorization from the interviewar(s).

I have read this statement, consisting of this and 36 other

pages and it is true and correct.
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Raron E. Spivack

Sworn to and subscribed before me on the Xnd day of
September, 2024, in New York, NY.

Dannie W. Price, Jr.

Witness:

Witness
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