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Preface

This C«CLURE 9000 Areas and Zones Guide is for new and experienced security system users. The manual describes
the software features on the C+CURE 9000 Administration Client Areas and Zones menu and presents procedures
for configuring and using them.

You should have read the installation procedures described in the Cs CLIRE 9000 Installation and Upgrade Guide and
familiarized yourself with the basic C+CURE 9000 information provided in the C+ CURE 9000 Geting Started Guide.

In this preface

Howe o Use Bhis Dammial e e e e e e i i 10
Finding More Information ... 11
L TV T o T T 12
Software House Customer Support Center ... 13
C*CURE 9000 Areas and Zones User Guide FPreface 9
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How to Usae this Manual

How to Use this Manual

This manual includes the following sections. Turn to the appropriate section for the information you need.

Chapter 1: iSTAR Areas

This chapter describes how to configure iSTAR Cluster Areas, physical regions regulated by C*CURE 9000, and how
to use them to control and monitor access in your facility. Areas are used to control Antipassback— Regular and
Timed —and with Occupancy Restrictions and also provide the capability to track Personnel.

Chapter 2: iSTAR Intrusion Zones
This chapter describes how to configure iSTAR Intrusion Zones, physical areas delineated by Doors and Inputs and

monitored for alarms, and how to use them in C+CURE 9000 to monitor security in your facility.

Chapter 3: Keypad Commands

This chapter describes how to configure and use Keypad Commands that can activate Panel Events.

10 Freface C-CURE 9000 Areas and Zones User Guide
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Finding More Infarmation

Finding More Information

You can access C*CURE 9000 manuals and online Help for more information about C+CURE 9000,

Manuals
C» CURE 9000 software manuals are available in Adobe PDF format on the C« CURE 9000 DVD.

You can access the manuals if you copy the appropriate PDF files from the C+CURE 9000 Installation DVD
English’ Manuals folder.

The available C+CURE 9000 and Software House manuals are listed in the C+ CURE 9000 Installation and Upgrade
Guide, and appear as hyperlinks in the online.pdf file on the C+CURE 9000 DVD EnglishY Manuals folder.

These manuals are also available from the Software House Member Center website

(I

Online Help

You can access C*CURE 9000 Help by pressing F1 or clicking Help from the menu bar in the
Administration/Monitoring Station applications.

C*CURE 9000 Areas and Zones User Guide FPreface 11
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Conventions

Conventions

This manual uses the following text formats and symbols.
s

Convention Meaning

Bold This font indicates screen alemants, and also indicates when you should take a direct action in a procedura.
Bold fant describes one of the follbwing items:

+ Acommand ar character to type, or

+ A button or aption on the screen to prass, or

+  Akey on the kevboard 1o prass

+  Ascreen elemeant or name

blue color taxt Indicates a hyparlink to a URL, or a cross-reference to a figure, table, o saction in this guide.
Regular italc fort Indicates a new tarm.
=axt= Indicates a variable.

The following items are used to indicate important information.

NOTE Indicates a note. Notes call attention to any item of information that may be of special importance.

TIP Indicates an alternate method of performing a task.
_/;;) Indicates a caution. A caution contains information essential to avoid damage to the system. A

caution can pertain to hardware or software.

® Indicates a warning. A warning contains information that advises users that failure to avoid a
specific action could result in physical harm to the user or to the hardware.

@ Indicates a danger. A danger contains information that users must know to avoid death or serious
injury.
12 Freface C-CURE 9000 Areas and Zones User Guide
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Software House Customer Support Center

Software House Customer Support Center

Telephone Technical Support

During the period of the Agreement, the following guidelines apply:

m Software House accepts service calls only from employees of the Systems Integrator of Record for the installation
associated with the support inquiry.

Before Calling

Ensure that you:
m Are the Dealer of record for this account.
m Are certified by Software House for this product.
m Have a valid license and current Software Support Agreement (SS5A) for the system.
m Have your system serial number available.

m Have your certification number available.

Hours | Mermal Support Hours Manday through Friday, 8:00 i to 8:00 .. EST. Except holidays.

Emergency Support Hours 24 hours/day, seven days a week, 365 daysiyear.
Requires Enhanced SSA T x 24" Standby Telephone Support
(emargency) provided to Certified Tachnicians.

For all other customers, billable on time and materials basis.
Minimum charges apply — Sea MSRP.

Phone | Fortelephone support contact numbers for al ragions, o [

C-CURE 9000 Areas and Zones User Guide FPreface 13
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Software House Customer Support Center
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iSTAR Areas

This chapter explains how Areas can be used to control and monitor access to physical regions regulated by
C+CURE 9000. Areas are used with Global/Cluster Antipassback— Regular and Timed —and with Area Lockout,
Muster/ De-muster, Occupancy Restrictions, and Escorted Visitor Access. They also provide the capability to track
Personnel.

In this chapter

IS T AR ATEas VeIV W 16
Setting Up ATeAS | 1%
Antipassback 21
Carpool Antipassback 26
Using Personnel Antipassback and Carpool Antipassback ... ... ... ... ... 29
Antipassback Grace .. ... 30
Antipassback Decision Making .. 32
Occupancy Restrichions . 37
Carpool Antipassback and Ocoupancy . 38
Pass-through ATeas . . . 34
Escorted A s 40
Dwnamic Area Manager L 42
Tracking the Location of Personnel .. 43
iSTAR Area Configuration SWEPs ... .. 45
Basic ISTAR Area Tasks 51
ST AR Area EdibOr 67
Configuring a Carpool Group for Carpool Antipassback ... . ... ... 102
Configuring iSTAR Clusters for APB Comm Fail Modes and Global Antipassback ... ... ... .. . 105
Configuring Escorted Access Mode .. 1049
Configuring Personnel Antipassback Options ... .. 111
Configuring Personnel Escorted Access Options | i, 112
Configuring Event Actions to Affect Areas | . 114
Setting System Variables That Affect Areas . 116
Viewing Area Location of Personmel il 119
Viewing Area Information on the Door Editor ... 121
Running Area Pre-defined Reports ... 123
Gracing Personnel . 127
Viewing Area Status with Map leons 132
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ISTAR Areas Overview

iSTAR Areas Overview

An Area represents a physical region —such as a room, a specific section of a building, or an entire building. Areas
are used to control and monitor access to the regions they represent. Maximum control of Areas imposes restrictions
on customers that may be impractical, so C+CURE 9000 provides features that allow trade-offs between "correctness’

and ‘convenience’.

NOTE C+CURE 9000 currently supports iSTAR Areas only.

m Control is defined as actually preventing access based on location information.

Examples:

A customer might wish to prevent card holders from using their badges and then passing them to friends so
that they can gain entry. To prevent this, the customer can configure Areas with antipassback (APB). In such a
configuration, the card holders are admitted, but when the friends present the cards, they are rejected.

Another customer might want to make sure that a particular Area in the building was accessible to only a
certain number of people at one time. To that end, the customer could configure Areas with a Maximum
Occupancy Restriction. In this type of configuration, when the maximum number of personnel defined for the
Area is reached, no one else can enter —until some personnel leave.

Still another customer with sensitive laboratories might want personnel who entered/ exited one particular
Area to be unable to enter another laboratory area for a specified amount of time. The customer can use the
Area lockout feature for this purpose.

m Monitoring is defined as knowing how many people are in a given area as well as who they are, or which area a

given person is in, without actually controlling access to that area.

While Control and Monitoring represent different functionality, they can also be used together.

Reasons for Using Areas

There are various reasons for using Areas, including security, safety, and resource management.

m Security - The customer's primary concern is to prevent legitimate card holders from entering Areas in an
incorrect sequence, to prevent non-cardholders from using someone else’s card, to prevent more than a specified
number of cardholders from congregating in an area at the same time, or to prevent cardholders from entering a
certain Area after being in another Area.

m Safety - The customer’s primary concern is the safety of employees. Consequently, they want to know where
employees are at all times.

Example:

The customer might create an evacuation location at the facility where, in an emergency, employees have to
present their cards. This location would be monitored, but not controlled.

On the other hand, access within the facility would be controlled with antipassback —not to prevent
cardholders from going wherever they needed, but so the system knows when employees are inside the facility
and therefore in possible danger during an emergency.

m Resource management - The customer’s primary concern is to limit use of a specific facility so that it is

appropriately available.

16 Chapter 1 C-CURE 9000 Areas and Zones User Guide
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ISTAR Areas Overview

Example:

The customer might have a parking lot which they do not want employees to let their friends use—by parking
their own cars and then handing their cards to friends. In this case, the customer just wants to make sure that
there is enough room for the vehicles of the other employees.

The customer might have a high-security laboratory which operates optimally with four personnel present. In
this case, the customer could configure that Area with Minimum Occupancy (also known as N-man Rule)
specifying the number of personnel who must enter the lab at the same time to gain access, and who also
must remain in the Area.

Strict area control and monitoring impose certain restrictions on the customer.

In general, most doors in a facility have a reader on one side and a request-to-exit (RTE), using a motion detector, on
the other side. Card holders must present their card to enter, but to exit they just walk up to the door and open it.

Antipassback, however, requires both entry and exit readers because the system must see that a cardholder has left
an area before it can let them back in again.
m Having exit readers means that going out through the door is now slower.
* Personnel might be lining up to go to lunch, where previously they just walked right out.

* Personnel also have to learn to interact with the system in a new way: to pay attention and present their
cards when exiting, even if their friends hold the door open for them. Otherwise, their next access attempts
are denied, requiring them to find a system administrator to ‘grace’ them.

m Installing Exit readers also doubles the cost of readers in a new facility and could incur building costs in a retro-
fit situation.

m Finally, in systems large enough to spread areas across more than one controller, access decisions may require
these controllers to exchange messages over the network. Then if the network is slow or unavailable, "correct’
decisions may be impossible to make in a timely fashion. (The controller can guess, but sometimes it will be
wrong.)

The preceding issues mean that customers may wish to make trade-offs between correctness and convenience. The
following features allow them to do so

m Timed antipassback

m Non-antipassback areas

m “Local access” failure mode

m Monitoring of card holder location

m Occupancy that counts Personnel numbers without restricting access

C*CURE 9000 Areas and Zones User Guide Chapter 1 17
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Satting Up Areas

Setting Up Areas

Areas are defined by a set of Doors, Readers, and the Adjacent Areas to which these lead. Doors between Areas
require at least one Reader. In some configurations, such as for Antipassback control of the location of Personnel, an
entrance Reader and an exit Reader are required. C*CURE 9000 uses Areas to regulate Antipassback control and

Occupancy Restrictions.

When high security and reliable tracking of Personnel is required, Areas can be configured to require people to use
their badges to both enter and exit an Area. This provides a record of when a person leaves an Area, allowing the
systemn to track the location of a person at any time. C*CURE 9000 uses this information to produce Roll Call

Reports, Mustering,/ De-mustering control and reports, and Antipassback notifications.

Figure 1 on Page 18 presents a simple example of two Areas with Doors and Readers controlling entry and exit.

Figure 1: Areas and Doorswith Entry and Exit Readers

[Lg <l ] Dlumniand
C&ﬂ@ 1 Car E 2 .
wrh Mﬁrﬂ wnl: ‘2«5::‘ Anti-Passback
Area B

"
Z Anti-Passback

D
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% Cusbound Intound
Card Rasder 4
with Keypad @
Card r Cara Heacer 8
with Keypad with Keypad

You can select from two types of implementation of antipassback on the C+CURE 9000:

m iSTAR Cluster Antipassback - Allows each iSTAR Cluster to have its own set of Areas and antipassback does
not function across Clusters. Antipassback for iISTAR Cluster Areas means that all Doors, Readers, and adjacent
Areas are within the same iSTAR Cluster. The host does not participate in Area access decisions so these
continue to function even if host communication is lost.

When there is a communications failure within the Cluster-between the master Controller and one or more
member Controllers, decisions are made according to the failure mode you configure for the Cluster. For more
detailed information, see:

* How the Cluster Antipassback Decision is Made on Page 32
* How Cluster Antipassback Works During Communications Failure on Page 32.

m iSTAR Global Antipassback (Cross-Cluster) - Allows an Area to cross multiple iSTAR clusters to share
antipassback information. The Cluster master Controller makes the Antipassback decision when it owns the card
being swiped. Otherwise, that master Controller asks the C* CURE 9000 Server to ask the Cluster master
Controller that is the card's owner for an antipassback decision. For more detailed information, see:

* How Global Antipassback Decisions are Made on Page 32
* How Global Antipassback Works During Communications Failure on Page 33,

You can configure Areas to control and/or monitor access in the following ways or in combinations thereof:

m With no limitation - a person with appropriate clearances can freely enter and exit from an Area.

18 Chapter 1 C-CURE 9000 Areas and Zones User Guide
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Setting Up Areas

m Using Antipassback where access is restricted as follows:
* Regular antipassback - Personnel cannot exit an Area they are not in, nor re-enter an Area without exiting it
first.
* Timed antipassback - Personnel cannot re-enter an Area until a specified amount of time has passed.

* Area Lockout - Personnel can only access a current target location based on their last entrance/ exit time from
a Lockout Area.

* Carpool antipassback -
— Carpool regular antipassback - Personnel in a carpool group cannot exit an Area they are not in, nor re-
enter an Area without exiting it first.
— Carpool timed antipassback - Personnel in a carpool group cannot re-enter an Area until a specified

amount of time has passed.

NOTE Carpool Areas and Carpool Antipassback can only be configured for iSTAR Cluster Areas.
They are not configurable for Cross-Cluster Areas and Global Antipassback.

m Using Maximum or Minimum Occupancy where access is restricted as follows:
* Personnel cannot access an Area:
— If the number of personnel already in the Area exceeds the maximum number defined.

— If they are not accompanied by the minimum number of personnel required to be in the Area at the same
time.
* Personnel can access an Area regardless of the Maximum and Minimum Occupancy configured, but their

number is counted.

m Using Passthrough, where Personnel must exit an area within a specified amount of time, failing which an
Event can activate—if configured to do so. You can configure Passthrough violations independent of
antipassback.

m Using Escorted Access, where cardholders designated as Escorted Visitors must be accompanied by cardholders
designated as Escorts.

m Using Muster/De-muster, where Personnel gather in a designated Mustering Area in case of emergency. Once
the emergency has passed, you can manually de-muster these personnel to a configured de-muster Area. (If a de-
muster Area has not been designated, at de-muster time any Personnel in the Mustering Area will be graced and
can go to any Area in the facility.

You can monitor access and track a person’s location in the following ways:

m By running

* Roll call reports, which indicate the current location, by Area, for all Personnel at the time the report is
generated.

* Carpool Area Roll call reports, which indicate the current location, by Carpool Area, for all Personnel at the
time the report is generated. The report indicates each person's Carpool Group and whether he/she is the

driver.
For information, see Running Area Pre-defined Reports on Page 123.

m By displaying their current Area on the Administration application Personnel Dynamic View (based on the last
Area the person entered on a valid admit). For information, see Viewing Area Location of Personnel on Page 119.

C*CURE 9000 Areas and Zones User Guide Chapter 1 19
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Setting Up Areas

m By displaying for any selected Area the Personnel in that Area from both the Administration application Area
Dynamic View and the Monitoring Station Area Status List. For information, see Viewing Personnel in an Area
on Page 60 and the C*CLIRE 9000 Monitoring Stafion Guide.

20 Chapter 1 C-CURE 9000 Areas and Zones User Guide
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Antipassback

Antipassback

Antipassback (sometimes known as APB) prevents a person from passing back a card to another person to use, and
detects when someone failgafes (follows another person with a valid card admit through a door without using their
own card).

Cluster Antipassback/Global Antipassback

m In Cluster Antipassback, the antipassback decisions are enforced within one cluster. The cluster members always
ask the master for passback information. If the members of this cluster lose communications with the master,
they enforce antipassback according to the Communication Failure Mode configured for the cluster — whether No
Access or Local.

s Global ({Cross-Cluster) Antipassback —sometimes referred to as "Host-assisted Antipassback" —works on top of
Cluster Antipassback. It allows antipassback information to be shared between multiple iSTAR clusters to
enforce the antipassback decisions.

Appropriate passback requests are forwarded to the Host. The Host retrieves the information from the
appropriate owner and then passes it back to the Master to pass back to the member who made the original
request. The Master of the cluster to which this member belongs now takes up the ownership of the Personnel
card. If the members of this cluster are not in communication, the System Variable user-defined failure mode
(iSTAR Driver/iSTAR Global Antipassback Communication Failure Mode) will be enforced. For detailed
information, see Table 25 on Page 116 in Setting System Variables That Affect Areas.

Antipassback Types

Antipassback can be either for Personnel or Carpools, and you can configure the following types:
m No Antipassback on Page 21
m Regular Antipassback on Page 22
m Timed Antipassback on Page 22
m Area Lockout on Page 22

No Antipassback

You can configure an Area without antipassback and use it to:
m Designate boundaries.
m Interface with Areas of the antipassback system.
m Monitor access.

m Create Roll Call Reports

Example:

The front Door of a building typically leads from a non-antipassback Area to a controlled antipassback Area. The
non-antipassback Area can be either a physical space or a ‘conceptual’ area, such as "outside’.

C*CURE 9000 Areas and Zones User Guide Chapter 1 21

EFTA01224662



Antipassback

Regular Antipassback

You can use a regular antipassback Area when you need to control the movements of personnel based on their
location. Configuring regular antipassback prevents a person from exiting an Area that, according to the system,
he/she is not in or from entering an Area that, according to the system, he/she is already in.

m A passback violation occurs when a person enters an Area and then passes the card to another person who uses
it to enter the same Area.

m A tailgate violation occurs when a person tries to leave an Area that, according to the Controller making the
decision, he/she is not in. This can occur if the person entered the Area by “tailgating” and then uses his/her
card to exit the Area.

You can only enforce antipassback if you have both entry and exit Readers in an Area.

Timed Antipassback

You can use timed antipassback when you are not tracking all exits from an Area.
m A timed antipassback violation occurs when a person (identified by their card) tries to access the same Area
more than once during a specified period of time.
Examples:

m If a person enters an Area, exits the Area, and then presents his/her card to enter that same Area again—all
within the timed antipassback period, a timed antipassback violation occurs.

m Alternatively, if a person enters an Area and then passes his/her card to some one else to use to enter the same
Area during the timed antipassback period, a timed antipassback viclation occurs. (In this case, the system
thinks the same cardholder is trying to access the Area more than once during the specified time period.)

Enforcing timed antipassback does not require exit Readers in an Area, only entry Readers.

Area Lockout

Area Lockout allows you to configure an iSTAR Area in which the presence of Personnel, monitored by the Area's
entry and exit Readers, locks the cardholders out of a designated target Area or Group of iSTAR Areas for a specified
period of time. A facility with multiple laboratories or highly sensitive manufacturing areas might require this
functionality to prevent crosscontamination and a resultant loss of productivity and/or human injury or life.

The iSTAR Area(s) from which the Personnel are locked out can actually be or include the Area being entered. The
target locked-out iSTAR Area can be any of the following;

m Same iISTAR Area

m Another iISTAR Area

m iS5TAR Area group
A cardholder can be locked out of one and the same target Area due to accessing multiple different Lockout Areas.
This can occur because an Area may be in more than one iSTAR Area group specified as a target for lockout. In
addition, an iSTAR Area group may be used as a target Area by multiple Lockout Areas. Personnel are locked out of

such a common target area for the longest lockout time configured on any of the Lockout Areas, as illustrated in the
example shown in Figure 2 on Page 23.
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Figure 2: Area Lockout Example

Lab al Lab a2

Group 1

Lab bl

Group 2

Lab 1 Lab 2

Example:

m In the example in Figure 2 on Page 23, Lockout Area Lab 1 locks cardholders out of target Area Group 1 (which
contains Lab al and Lab a2) for 8 hours. Lockout Area Lab 2 locks cardholders out of target Area Group 2
(which contains Lab bl and Lab a2 as well) for 24 hours. Note that Lab a2 is a Locked-out target Area common
to both Lockout Areas, Lab 1 and Lab 2.

If the cardholder is not currently locked out of any Areas, the following could occur:
a. The cardholder's entry/exit access in Lab 1 locks him/her out of Lab al and Lab a2 for 8 hours.

b. One hour later, the cardholder's entry/exit access in Lab 2 locks him/her out of Lab bl and Lab a2 for 24
hours. The cardholder is now locked out of the common target Area Lab a2 for 24 hours, the longest lockout
time, rather than the 7 hours remaining from the first access in Lab 1.

c. Two hours later the cardholder re-enters Lab 1. The cardholder is now locked out of Lab al for 8 more hours
from this access, but remains locked out of the common target Area Lab a2 for the 22 hours remaining from
the Lab 2 access in Step b.

d. If during the lockout times enumerated in Step ¢ —from Lab al for 8 hours and from Lab a2 for 22 hours —the
cardholder is lockout graced, all lockout timers for this person are cleared. The cardholder can now enter any
of the labs without waiting for the remaining lockout time to expire.

e Other cardholders may enter Lab al, Lab a2, or Lab bl without triggering lockout restrictions.

The lockout timer starts when Personnel present a card at the entrance or exit Readers of the Lockout Area. If the
iSTAR Area doing the locking out and the target Area being locked out are the same, the condition is similar, though
not identical, to timed Antipassback where a person cannot present his/her card to enter the same Area through
which the most recent access occurred.
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An Area Lockout violation can activate an Event, and any Area associated with Area Lockout functionality can be
configured with such an Event.

Personnel may exit and re-enter the Lockout Area during the Lockout period as often as they wish (unless it is one of
the locked-out target Areas), but every entrance/exit resets the Lockout timer and extends the Lockout time to the full
configured period. Personnel can, however, access other non-lockout Areas without affecting the Area Lockout time
period. Regular Antipassback can also be used with Lockout Areas, but is not required for Area Lockout
functionality.

If Personnel activate a lockout, they cannot enter the locked-out target Area until the Lockout period has passed. If
configured via the controller's RM LCD messages, the reader will display a reject “lockout” message with the time
remaining in the Lockout period. If Personnel do not enter the locked-out target Area until the Lockout period has
passed, they can then access this target Area without being rejected.

An Area Lockout Grace is available for gracing individual Personnel separately from the regular
NOTE . S

Personnel Antipassback Grace Personnel. However Grace All and Grace All Partitions, grace all

Personnel for both regular Personnel Antipassback and Area Lockout.

Configuring Antipassback

To configure antipassback, you must configure at least two Areas.
m For Cluster Antipassback, the Areas must be controlled by Readers in the same iSTAR Cluster.
m For Global Antipassback, the Areas can be controlled by Readers on different iSTAR Clusters.

You can use the Area Antipassback tab to set up Regular and Timed Antipassback.
s Configuring Regular Antipassback for iSTAR Areas on Page 76
m Configuring Timed Antipassback for iSTAR Areas on Page 76
m Configuring Lockout for iSTAR Areas on Page 77

Antipassback Events

You can configure triggers to activate Events for antipassback entry/exit violations for an Area for those Personnel
with the Activate Antipassback Event option selected on the General tab of the Personnel Editor.

m Entry events are pulsed on any violation that occurs on a Reader that leads into the Area.

m Exit events are pulsed on any violation on a Reader that leads out of the Area.

The specific cause of the violation does not affect which event is pulsed. For information, see:
m i5TAR Area Triggers Tab on Page 94
m Configuring Personnel Antipassback Options on Page 111.
For detailed information on configuring Events, see the Events chapter in the C+ CLIRE 9000 Software Configuration
Guide.
Antipassback Exempt Personnel

If you select the Antipassback Exempt option while configuring a Personnel record, the system allows the person to
access Areas without being tested for antipassback.
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NOTE The preceding does not apply to personnel in a Carpool Group. They are subject to
Carpool Antipassback rules even when their Personnel record is configured with the
Antipassback Exempt option.

Even if a person is configured as antipassback exempt, you can also choose to configure the Activate Antipassback
Event option for him/her. In this case, while the person will gain access to the Area, he/she will also trigger any
antipassback violation Events configured. For information, see Configuring Personnel Antipassback Options on Page
111.
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Carpool Antipassback

Carpool Antipassback provides the capability to designate an Area as a Carpool Area and to organize Personnel into
Carpool Groups that use these Areas.

A Carpool Area always enforces antipassback rules, and a Carpool Group always moves into/out of a Carpool Area
as a unit. Whenever an entrance to a Carpool Area is accessed by a member of a Carpool Group, all members of the
Group are considered to have passed through that entrance. The person who presented the card to enter the Carpool
Area is designated as the Group driver.

The syster maintains a Carpool Location (Carpool Area) for each Carpool Group in order to report the location for
the Group members. When the Carpool Group member swipes at a Carpool entrance or exit, the group's location is
moved.

NOTE The Carpool Group member designated as the driver must have Clearance at the Entrance
Reader for the group to be given access to the Carpool Area..

Cards and Carpool Groups

Carpool Antipassback allows a Group of Personnel to be moved by a single Card swipe. Antipassback can be
enforced on the Group when any Group member's Card is read. This Group of Personnel is known as a 'Carpool
Group'.

If you apply Carpool Antipassback to multiple Areas in the same iSTAR cluster, all the Areas together behave as one
Carpool system. That is, if a Carpool Group enters one Carpool Area on a cluster, antipassback is enforced for this
group on all other Carpool Areas on this cluster.

A Carpool Group can have an unlimited number of Personnel in it, but each person can be in only one Carpool
Group.

When a person who is in a carpool group accesses a Carpool Area, the iISTAR will admit or reject based on the
Carpool Group's location and whether or not Carpool Grace has been applied. If the Carpool Group is admitted and
the entrance opens, the Carpool Group location for all Personnel in the Carpool Group is changed.

Carpool Regular Antipassback
Carpool regular antipassback works similarly to Personnel regular antipassback, except that is applies to a group of
Personnel. It requires the following;
m Carpool Area: an Area that admits all Personnel in a Carpool Group with one card read.
m Carpool Group: a Group of Personnel configured to be admitted into a specified Carpool Area by presenting the
card of any member of the Group.

A Carpool antipassback violation occurs when actions occur in the following sequence:

. A card from the Carpool Group is presented at the entrance Reader.
. Arcess is granted.

1
2
3. The Carpool location for all Group members is changed to the Area accessed.
4

. A card from the same Carpool Group (the same or another card) is presented at the entrance Reader, without an

exit read.
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A tailgate Carpool Croup violation can occur when:
m A card from the Carpool Group is presented at the entrance Reader.
m Access is granted.
m Another Carpool Group or member of another Carpool Group also enters the Area without presenting their card.
= Anyone from the second group tries to exit the Area. (They are denied egress.)
NOTE Carpool anl-'ipassback and regul:ar antipassll::ack are separate features and ca:r_m-ut be
configured in the same Area or in Areas adjacent to each other (where the exit Reader

from one area is the entrance Reader into another). If the Areas are adjacent, you can have
both Areas exit into a 'virtual' common non-antipassback Area.

Carpool Timed Antipassback

A Carpool timed antipassback violation occurs when a Carpool Group member presents a card at any entrance
Reader to the same Carpool Area already accessed by that Group within a previously configured time period.

NOTE Both Carpool antipassback and Carpool timed antipassback work only with iSTARs.

Carpool Antipassback Limitations

If you configure Carpool antipassback in multiple areas on the same Cluster, the system considers the Carpool Areas
as one Carpool system. You cannot enter Carpool Area A if the system thinks you are in Carpool Area B—both on
the same Cluster, as long as the two Areas are not adjacent.

A Carpool Area may be adjacent to another Carpool Area or a non-Carpool Area. However, the following rules
apply:
m A Carpool Area cannot be configured for:
*  Area Lockout.
* Area Muster.
m An Area adjacent to a Carpool Area cannot be a:
* Muster Area.
* Cross-Cluster Area.

m A non-Carpool Area adjacent to a Carpool Area cannot enforce any form of Antipassback.

Carpool Antipassback Exemptions

Antipassback checking is exempt under the following condition:

m Any Person not in a Carpool Group can access a Carpool Antipassback Area if he/she has a valid clearance for
this Area. The access does not display as a Group access.

However, a Person who is in a Carpool Group is subject to Carpool Antipassback rules even if their Personnel record
has the Antipassback Exempt option selected.
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NOTE To allow Personnel in a Carpool Group to be exempt from antipassback checking, you can
either remove them from the Group or apply timed Carpool Grace for the Group. You can
also create a Carpool Group with a single person.

Personnel who are not in any Carpool Group can be given Clearances for a Carpool Area.
They can then enter and exit without any antipassback checking,
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Using Personnel Antipassback and Carpool Antipassback

Carpool Antipassback and Personnel Antipassback are separate features. You cannot configure them in the same
Area, nor in Areas adjacent to each other (where the exit Reader from one Area is the entrance Reader into another).
You cannot enforce antipassback in the entrance and exit Carpool Areas in certain combinations. See Table 1 on Page

29 for combinations that you cannot use.

Table 1: Unalowed Antipassback Combinations

If Entrance Area Enforces...

Exit Area Cannot Enforce...

Regular Antipassback

Carpool Regular Antipassback

Regular Antipassback

Carpool Timed Antipassback

Timed Antipasshack

Carpool Ragular Antipassback

Timed Antipassback

Carpool Timed Antipassback

Carpool Regular Antipasshack

Reagular Antipassback

Carpool Regular Antipassback

Timed Antipassback

Carpool Timed Antipassback

Regular Antipassback

Carpool Timed Antipassback

Timed Antipassback

Carpool Regular Antipassback

Muster Area

Carpool Timad Antipassback

Muster Araa

NOTE If you use any of these inappropriate combinations, the system displays a warning
message and does not allow you to continue.
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Antipassback Grace

When you grace Personnel, it resets their cards’ Antipassback/timed antipassback information. Consequently, the
first time Personnel use their cards after a grace action, the system does not check for Antipassback violations. Once
they present their cards and open the door/entrance, the system logs them into the Area. After this move, for all
subsequent use of their cards, the system returns to checking for Antipassback violations.

Grace also resets the iSTAR Global Antipassback owners of Personnel cards when the iSTAR owners are not
communicating. The first time Personnel use their cards after a reset action, the controllers at which the cards are
presented become the owners.

You can grace card(s) from both the Administration application and the Monitoring Station.
m 'Grace Personnel * clears the antipassback and timed antipassback information for single Personnel.

m 'Person Area Lockout' grace clears all Area lockout timers for single Personnel, allowing entry to all target Areas

that he/she is locked out of.

m 'Person Antipassback Reset Card' resets the iSTAR Global Antipassback owner of a single Personnel card; this
also graces antipassback and area lockout.

m 'Carpool Grace' clears the antipassback and timed antipassback information for all Personnel in that Carpool
Group.
You can apply the preceding types of 'person grace' as follows:
m On the Administration application in several places:
* Personnel Dynamic View - for one or more selected persons.
* Carpool Group Dynamic View - for all persons in the Group.
m On the Monitoring Station in several places:

* Swipe & Show tab - for a single card. (If the card belongs to a person in a Carpool Group, 'Carpool Grace'
applies to all Group members.)

* On the Personnel in Area list - for one or more selected persons.

(For instructions on granting grace, see Gracing Personnel on Page 127))

Grace All Partitions/Grace All

‘Grace All’ clears the Antipassback/ Area Lockout information for all cards in one or more selected Partition(s), as
well as resetting the iSTAR Global Antipassback owners of their cards. Grace All also applies a one-time Carpool
Grace that applies to the next access for that Carpool Group. (This is not the 'timed' Carpool Grace.)

NOTE In an -un]:v.arl:itimed S}'stemi when all Db]a:'ts are only in one Partition — the 'Default’
Partition, Grace All does this for all cards in the system.
Grace All functions as follows:
m On the Administration application:
* From the Partition Dynamic View - for one or more selected Partitions.
* By configuring an Event with a Grace All Action.
m On the Monitoring Station Swipe & Show Grace Partition tab:
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This is available only on the 'Legacy' Swipe & Show View, not on any of the new 'Default’

NOTE . °°

* Grace All Partition Button - for all Personnel in all Partitions in the system, no matter how many.

* Grace All
— If the system is not partitioned, gracing the Default Partition graces all cards in the database.

— If the system is partitioned, you can select one or more Partition(s) for which you want to grace all cards.

Carpool Grace

You can grace all Personnel within a Carpool Group for antipassback for a specified time period with set start/end
times. For the duration of the configured time, the Carpool Group members can move in and out of Carpool Areas
without restriction. During this grace peried, the Group's location remains unchanged.

Example:

A system administrator or guard could configure the grace period for the Carpool Group the day before. Then
anyone in the Group could drive his/her own car and park freely in the parking Areas..

The first time a Carpool Group member uses his/her card after the specified time period, the system does not check

for Carpool antipassback. Once grace is granted, the Carpool Group must move through the entrance (present a card,

open the entrance, and move through). After this move—for the next access, their correct location information is

recorded, and antipassback is enforced as usual.

= A roll call report run during the grace period may display multiple drivers, since any card swipe will be

accepted, and the person swiping the card will be marked as a carpool driver. If a second driver has parked the
car in a different location, two locations will show up for this Carpool Group. After the grace time is over, the
system reverts to one driver and one location.

m A Carpool Group cannot be de-mustered.
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Antipassback Decision Making
How decision making works for Antipassback, both under normal conditions and during communications failure,
depends on the type of Antipassback that you are using:

m Cluster - see Cluster Antipassback Decision Making on Page 32

m Global - see Global Antipassback Decision Making on Page 32

Cluster Antipassback Decision Making

How the Cluster Antipassback Decision is Made

In iSTAR Clusters, antipassback information is stored on the Cluster master. When an iSTAR member Controller is
online and a card is presented at its reader:

m The member sends a request to the master for antipassback information.
m The master replies with the appropriate antipassback information (admit or deny).

m The member reports back to the Master whether or not the door was used.

As long as the communication within the Cluster is good, the Cluster members do not store any antipassback
information.

How Cluster Antipassback Works During Communications Failure

When the Cluster members lose communication with the Cluster master, the members begin to enforce antipassback
locally according to the Communication Failure Mode configured for the Cluster. If the failure mode is:

m No Access - Access is denied by any member Controller in the Cluster in communications failure, while member
Controllers still in communications with the Master continue to make normal antipassback decisions for entry to
the Area.

m Local - The Controllers use locally available information to grant or deny access. This information may be
insufficient for the Controller to make a completely correct decision. In this case, the Controller still admits the
person presenting the card.

Restoring Communication for Cluster Antipassback

When communications from member to master is restored, the member waits 16 sec*[size of cluster + 1] before
uploading Personnel locations to the master. The master then compares the time recorded in the member with the
time recorded on the master, retaining the person’s latest recorded location. Once this upload is complete, the
member deletes the locally stored antipassback data and resumes requesting this information from the master per the
normal operation.

Global Antipassback Decision Making

How Global Antipassback Decisions are Made

iSTAR Global (cross-cluster) Antipassback allows clusters to share antipassback information. In this situation, a
cluster master is designated as the owner of a card. The C+CURE 9000 Host maintains a table of all cards and their
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owner cluster masters and knows which cluster master owns any given card at any given time. When a card is

presented at a member:
m If the cluster master of this member is the owner, the antipassback decision is similar to cluster antipassback.
m If the cluster master of this member is not the owner, the Host is requested for antipassback information.
m If there is no owner, the Host designates the requestor as the owner.
m If there is an owner, the Host forwards the request to the owner.
* If the owner grants access, this reply is sent to the member that requested the information (requestor).
* The ownership is transferred to the master of the requestor’s cluster.

* If the owner denies access, the message is sent to the requestor and the original owner retains ownership of
this card.

How Global Antipassback Works During Communications Failure

When the Host loses connection with an owner cluster master, or a member loses communication with the master,
the System Variable user-defined Failure Mode is invoked and antipassback is enforced locally on the cluster in
which the card is presented. There are two Failure Modes:

No Access - where non-owners do not admit the card if they cannot communicate with the owner.

Local - where the iSTARs decide on antipassback based on information available to the cluster locally. If sufficient
information is not available, the card is admitted. Relevant local information can include the following:

m Card's movement history
m Layout of doors and areas

m iSTARs that are in communications failure

If you configure the No Access failure mode, and a card is denied access because its owner is in communications
failure, you can allow access to the part of the system in communication with the Host by resetting the cards
antipassback data. The Antipassback Reset Card action, accessible from both the Administration application and
the Monitoring Station, allows you to force the clusters that continue to communicate with the host to grace the card.
After vou reset the antipassback, the iSTAR at which the card is next presented becomes the owner of the card.

For the length of the communications failure, this card will have two owners: the old owner who is still in
communications failure and the new owner.

NOTE You can use the preceding commands even if the owner is communicating with the Host. In this
situation, the owner loses ownership and the card is graced/area lockout graced. The iSTAR at which
the card is next presented assumes ownership. (When both owners and non-owners are
communicating, a card cannot have two owners.)

Restoring Communication for Global Antipassback

If communication is restored only between the cluster master and the member, then antipassback will only work
locally within that cluster. If the communication is restored between the master and the Host, then the antipassback
data is synchronized across clusters. If the antipassback of the card was reset during communications failure, the
system designates the iSTAR with the most recent antipassback information as the owner.
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Occupancy and Muster/ De-muster information is not shared between clusters. Therefore, you cannot

NOTE have cross-cluster (global antipassback) Areas with Occupancy restrictions or De-mustering,

However, since you can mix both global APB Areas and cluster Areas at your site, you can have
occupancy and/or Muster/ De-muster in the cluster Areas with adjacent global APB Areas for the
boundaries.

Global Antipassback Configuration Guidelines

This section describes guidelines and limitations for iSTAR configurations that enforce global antipassback.

Performance

Antipassback performance and reliability are impacted by the following:
m Size of the cluster.
m Number of access requests per minute.
m C+CURE 9000 card processing time.
m Network latencies - slower networks result in slower access time.
* Performance within the cluster depends on network performance between master and members.

* Performance across clusters depends on network performance between the C*CURE 9000 Host and iSTAR
masters.

m Faulty/excessively slow networks can cause communications failures that deny access and activate
antipassback failure mode.

m Speed of the C+CURE 9000 Host—impacts configurations requiring a significant amount of access between
clusters.
Data Storage
Global antipassback increases the size of the card antipassback record and reduces the amount of space available for
card storage. Systems with very large databases might require additional SIMM storage.
Configuration Examples

The following section provides examples of good and poor practices for configuring iSTAR global antipassback.

General Considerations

Global antipassback configurations that optimize performance are designed to
m Maximize processing by the iSTAR master.

Performance is most efficient when the iSTAR master processes access for personnel within the cluster they
access most frequently.

m Minimize access requiring Host intervention.

m Eliminate access across slow /unreliable networks,
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High Performance Configuration

Figure 3 on Page 35 shows a configuration that successfully uses global antipassback to enforce area lockout.

Figure 3: A Recommendead Configuration
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The configuration in Figure 3 on Page 35 optimizes iSTAR performance as follows:

m By using two iI5TAR masters:

* One to control doors in the Corporate facility.

* Another to control doors in Research.

Each master processes requests for the doors and cardholders that access it most often.

m By using a fast, dedicated link to facilitate access between clusters.

m By not including doors that reside across a remote (less reliable) link in the global antipassback configuration.

Poor Performance Configuration

The configuration shown in Figure 4 on Page 36 is not recommended. This configuration:

m Minimizes iSTAR efficiency by using a single iSTAR to process doors between two sites.

m Maximizes network inefficiency by using an unreliable network to connect a second global antipassback cluster.

If you use this configuration, you can experience long access delays or denial caused by slow processing and

unreliable networks.
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Figure 4: A Non-recommended Configuration
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Occupancy Restrictions

You can limit access to an Area based on the maximum and minimum number of personnel present at one time.
You can also specify the number of personnel from a group allowed in an Area. (Occupancy rules can also be
applied to Carpool Areas. For information, see Carpool Antipassback and Occupancy on Page 38))

This feature is supported only for iSTAR Areas, and therefore for iSTAR controllers. The doors of an Occupancy-
restricted Area can be on multiple iSTARs as long as all are in the same cluster.

NOTE The Occupancy restriction is not supported across iSTAR Clusters.

Maximum occupancy specifies the maximum number of personnel, or personnel from a group, who can access an
Area at one time. If at any time the number of personnel in an Area reaches the maximum number and access is
restricted, all further access is denied —until personnel leave the area. You can also configure an Event to trigger
when an Area reaches its maximum occupancy. A common use of this feature is in parking lots where only a given
number of personnel, or personnel from a group, can park in an Area.

In addition, you can configure maximum occupancy to only count the number of personnel entering and leaving an
Area without restricting access.

Minimum occupancy(or N-man Rule) specifies that a minimum number of personnel must enter the Area at the
same time to gain access and must also remain in the specified Area. You can also configure an Event to trigger
when an Area reaches its minimum occupancy.

In addition, you can configure minimum occupancy to only count the number of personnel entering and leaving an
Area without restricting access.

s Counting for Areas configured for occupancy is performed by the iSTAR Controllers. For Areas
without occupancy it is performed by the host. Consequently, to keep the Area count correct if you
are going to change an existing occupancy Area to a non-occupancy Area —or vice versa, you
should ideally do it when the system is not busy and the Area is empty. Alternatively, if there are
Personnel in the Area, you can use the Set Property option on the right-click context menu on the
Areas Dynamic View to reset the count for the Area.

NOTE

m A Cluster member Controller that is offline from the Master and host may not enforce occupancy
restrictions properly. It may enforce some, but not all, of the restrictions, or it may work as
configured.
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Carpool Antipassback and Occupancy

Area occupancy restrictions are applied to Carpool Areas in the same manner as for ordinary Person Areas with one
difference. The occupancy counts in Carpool Areas are based on the number of Carpool Groups, not the number of
individual Personnel. Consequently you can use Occupancy restrictions to limit the maximum number of vehicles in

a Carpool Area, as described in the Example below.

NOTE Generally, you would not configure minimum occupancy restrictions for a Carpool Area.

Example: Using Occupancy Restrictions with Carpool Antipassback

1. Company A and Company B share a parking lot controlled by an iSTAR Cluster with Readers on automobile
access gates. Each company is limited to using 100 parking spots. The lot is defined as a Carpool Area, and each
company enforces Carpool Antipassback.

* All of Company A's Personnel are placed in an 'ordinary' Personnel Group, Group A, and also assigned to
Carpool Groups.
* All of Company B's Personnel are placed in another 'ordinary' Personnel Group, Group B, and also assigned

to Carpool Groups.

2. The maximum occupancy allowed in the lot for each company's groups —Group A and Group B—is configured
in the Occupancy Restrictions for Personnel Groups table on the Occupancy tab. In this case, the maximum
represents the number of cars allowed. When a driver of a car in Group A or Group B scans a card and enters
the lot, one vehicle is counted against the maximum number of spots available for Company A or Company B.

In addition, Carpool Antipassback is also being enforced (as described in Carpool Antipassback on Page 26).
Consequently, when the driver of one of Company A's/Company B's Carpool Groups scans his/her card to get
into the parking lot, the count in the Carpool Area increases by one.

3. In this way, the maximum number of vehicles in the parking lot can be limited for each company and Carpool
Antipassback also enforced.
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Pass-through Areas

Area Pass-through allows you to configure an Area that require a person to exit from it within a specified time

interval after entering. A cardholder who enters a Pass-through Area and does not exit in the specified time causes a
pass-through violation.

The Area Pass-through time can be configured:

m So the interval applies to any cardholder entering the Area. This is known as the Area-wide Pass-through time or
interval.

m 5o the members of a Personnel Group:
» Have to use the Area-wide interval.
* Are exempt from any pass-through restriction configured on an Area.
* Are subject to a custom interval different from the Area-wide interval.

When a Personnel Group is configured with a pass-through restriction, the configured interval always applies to
all Group members.

You configure Area Pass-through on the iISTAR Areas Occupancy tab. See iSTAR Area Occupancy Tab on Page 78
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Escorted Access

Escorted Access gives C*CURE 9000 the ability to control, track, and report on the movements of Personnel
designated as Escorted Visitors. An Escorfed Visifor is a visitor who can only move around a facility in tandem with

an employee designated as an Escort.

NOTE A person designated simply as a Visitor can move freely around a facility unescorted.

Escorted access allows you to do the following;
m Designate a cardholder as the following;
* An Escorted Visitor, who by default must be accompanied by an Escort to be granted access when presenting
a card at a reader.
* An Escort, a person who can grant access to any Escorted Visitor —as long as other access control rules, such
as clearance restricions, are met.
s Configure an Area:
* To require an Escorted Visitor to be accompanied by an Escort to enter. (By default, all areas require an
Escorted Visitor to have an Escort)
* To optionally not require an Escort to accompany an entering Escorted Visitor.

* To optionally require that an Escort must always be present with an Escorted Visitor inside that Area.

Escorted Visitors can only exit an Area without an Escort if the Area they are passing into is configured to not
require an Escort for Escorted Visitors. If all Areas in a building are configured to require Escorted Access,
Visitors will always require an Escort to move around within the facility.

m To allow an operator to view the count of Escorted Visitors and Escorts in any Area, and to modify the counts if

necessary.

If the Doors that lead to an Area are unlocked for any reason, double swipe, for example, then Escorted Visitors are
free to enter and leave the Area without an Escort.

If an Area is subject to Occupancy Restrictions, the total number of people entering the area must respect the
specified restrictions. If during the Escorted Visitor-Escort sequence the total number of cards presented exceeds the
maximum occupancy limit, all Escorted Visitors as well as the Escort are rejected. If an Area has a minimum
occupancy restriction greater than one, the number of Escorted Visitors plus the Escort entering an empty Area must
be equal to or greater than the minimum requirement; if not, entry is rejected.

There are two modes of Escorted Access: Companion mode and Remote Escort mode.

s In Companion mode, multiple Escorted Visitors can be accompanied by one escort, and they all start on the
same side of a door. The Escorted Visitors present their cards first, one after another. After all the Escorted
Visitors have swiped, the Escort presents his/her card to let the queued up Escorted Visitors through the door.

(Companion mode is in effect if the “Readers are continuously active” flag is selected in the iSTAR Door
Configuration dialog box.)

If someone who is neither an Escorted Visitor nor an Escort presents a card before the Escort swipes his or hers,
the presented card and all waiting Escorted Visitor and Escort cards are rejected. The Escorted Visitors must now
restart the presentation of their cards. However, it is possible, once the Escorted Visitor sequence has started at
one side of the door, for an RTE to be made on the other side. In this case, the door can be opened from the RTE
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side, and it is the Escort’s responsibility to keep the Escorted Visitors from aborting their sequence. The Escorted
Visitor/ Escort sequence continues once the door has closed.

m In Remote Escort mode (also called Turnstile mode), the Escorted Visitors and Escort present themselves on
opposite sides of the door. An Escorted Visitor presents his/her card first on one side of the door and an Escort
then presents his/her card on the other side of the door. Any subsequent Escorted Visitors must do the same —
one Escorted Visitor swipe, one Escort swipe. (This mode is in effect if the “Readers are continuously active” flag
is not selected in the iSTAR Door Configuration dialog box.)

NOTE The time between swipes cannot be greater than that defined in the 'Next Card Time' System Variable.
The maximum number of Escorted Visitors that may travel through a door during one access is

defined in System Variable Maximum Visitor Count.
If an Area is subject to Antipassback restrictions:

s In Companion mode, Escorted Visitors and Escorts granted access are logged into the Area in the same manner
as for regular access.

m In Remote Escort mode, the Escorted Visitors' location will be updated, but the Escort's location will not change.

Six pre-defined Reports can be generated to show the access activities of the following;
m MNon-escorted Visitors
m Escorts
m Escorted Visitors
Activity messages on the Monitor Station will distinguish:
m Escorted Access messages from other Door/ Area access messages.
m Escorted Access violation messages from other Door/ Area access violation messages.
m 'Invalid escort' messages from 'escort not present' messages.
NOTE E.scnrted Access dx?l:isinns tn_allm-v or deny access are ma_df_' at a Door based on a person's Escorted _
Visitor/ Escort attribute. The iSTAR panel makes that decision regardless of whether or not the Door is

part of an Area. In other words, any Door that is not part of an Area will always require Escorted
Visitors to have an Escort to gain entry through that Door.
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Dynamic Area Manager

This feature requires that a single person at any one time be made responsible for an iSTAR Area —become the Area
Manager. This person, who has a Clearance for the Area, must be the first one to enter the Area and then must be
the last person to leave. If this feature is enabled, when anyone in the Area presents a card to exit, the system checks
whether he/she is the Area Manager and whether he/she is the last one left. If it is the Area Manager swiping and
he/she is not the last person present, the exit is rejected with the reason "unattended".

This feature can also be used in conjunction with Conditional Access. See "iSTAR Door Conditional Access Tab" in
the Doors chapter in the C+ CURE 9000 Hardware Configuration Guide.

Example:

This feature can be used for security in a bank's cash counting room. It makes sure that one designated person,
the first to enter, oversees the entire operation and the other personnel within the room. Consequently, that
person, the 'Dynamic Area Manager', must be the last to leave the room after everyone else has exited.

The Area that a Dynamic Area Manager becomes responsible for can be regulated only by iSTAR Pro, eX, Edge, or
Ultra Controllers. The iSTAR controller that regulates the Door leading into the Area can be either a master or slave
in an iSTAR Cluster, and the Area itself may or may not cross Controller boundaries. Since occupancy is not
supported within Areas that cross physical Clusters, the C*CURE 9000 system-based Areas impacted by Dynamic
Area Manager are contained within a definitive iSTAR Cluster. These Areas use Antipassback control with
Occupancy control.

Once Dynamic Area Manager is enabled, the Area counts are tracked by the Panel instead of the Host. Consequently,
the feature will work even if the Server is unavailable. The Area User Count will indicate the presence or absence of
the 'Area Manager' as well as the number of 'Managed Personnel’ inside—all Personnel admitted after the 'Area
Manager'.

An Area for which Dynamic Area Manager is enabled does not support Escorted Access

NOTE (Escorts/ Visitors).

You configure the Dynamic Area Manager feature on the iSTAR Areas Occupancy tab. See iSTAR Area Occupancy
Tab on Page 78,
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Tracking the Location of Personnel

The C+CURE 9000 host maintains a iSTAR Area for each Personnel record —including those of Escorted Visitors and
Escorts —as well as the time at which the area was entered.

The current iSTAR Area represents the last known Area the person entered, based on a valid admit: there was a card
swipe granting access, and the Door/entry was opened after the access was granted. If the Door/entry is not opened
after a valid admit or access is denied, a person’s current iSTAR Area is not updated.

The iSTAR Cluster Areas feature allows you to track the current location of Personnel in several different ways:

m Displaying their current Area on the Administration application Personnel Dynamic View. For information, see
Viewing Area Location of Personnel on Page 119

m Displaying the Personnel for a selected iSTAR Area from the following:

* Administration application Area Dynamic View.

* Monitoring Station Area Status List

* Administration application/Monitoring Station Area icon on Map.

For information, see Viewing Personnel in an Area on Page 60 and the C«CLIRE 9000 Monitoring Station Guide.
m Running one of the pre-defined Reports with information related to Areas:

* Roll Call or Carpool Roll Call Report to generate a list of Personnel by Area(s) or Area group(s).

* Carpool Group Report to generate a list of Carpool Groups with their Group members.

* Visitor/Escort Reports to generate lists of Admitted/ Rejected Escorts and/ or Visitors.

You can run these Reports:

* From the Administration application Report Dynamic View.

* From the Monitoring Station Report Status List.

* By configuring an Event whose Action initiates the Report.

For information, see Running Area Pre-defined Reports on Page 123; Appendix A "Pre-defined Reports, Queries,
and Views" in the Co»CURE 9000 Data Views Guide; the Co CLIRE 9000 Monitoring Stafion Guide; and the Event
chapter in the C«CLIRE 9000 Soffware Configuration Guide.

Area User Count

The C+«CURE 9000 server also maintains a count for each iSTAR Area of Personnel, Escorts and Escorted Visitors,
Dynamic Area Manager and Managed Personnel, and Conditionally Admitted Personnel that you can display on
either of the following:

m Administration application iSTAR Area Dynamic View.
m Monitoring Station Area Status List.

The count of these different Personnel types in an iISTAR Area can become incorrect due to tailgating, communication
failure, or restarting the master controller.

Example:

When a cardholder tailgates out of an area on which Occupancy Restrictions are configured, the personnel count
may become inaccurate if the cardholder is graced to enter another area - the previous area’s personnel count
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may not decrement.

This problem can be avoided by configuring Occupancy Restrictions on every area. For those areas where Occupancy
Restrictions are not desired, the recommended configuration is to set the area Maximum Occupancy field to Allow
Access and set the Maximum Limit to a value higher than ever expected.

NOTE For the 'Personnel Count’ to be maintained in a Carpool Area, you must configure Occupancy
Restrictions. If you do not want a real restriction, configure a high maximum Occupancy value, as
described in the preceding paragraph.

In addition, since counting for iISTAR Areas configured for occupancy is done by iSTAR Controllers, while it is done
by the host for non-occupancy Areas, the count can be corrupted if an existing Area is changed from occupancy to
non-occupancy —or vice versa. To keep the iSTAR Area counts correct, you should only make such changes when
the system is not busy and the Areas are empty.

NOTE A Cluster member Controller that is offline from the Master and host may not enforce occupancy
restrictions properly. As a result, when the Controller comes back online, the Area counts may be
wrong,

The Count Status for Personnel, Escorts, or Escorted Visitors in an iSTAR Area can be reset to the correct value by an
Operator through a property set. The Count Status for Area Manager, Conditionally Admitted Personnel, and
Managed Personnel can also be reset—but only to 0 (zero). (However, you should do this only if you are certain that
no such Personnel are currently in the iISTAR Area. Otherwise, changing the count to zero could cause unwanted
CONSEqUENCes. |

These manual modifications of the iSTAR Area counts are audited, unlike the system updates that are not.

For information, see Viewing a List of iSTAR Areas on Page 56 and Setting a Property for an iSTAR Area on Page 66,
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iSTAR Area Configuration Steps

Table 2 on Page 45 shows the C*CURE 9000 Editors and activities that create iSTAR Areas. This table assumes that

you have already configured the iSTAR Cluster(s) and Controllers, Doors, and Readers.

Table 2: Creating iISTAR Areas

Task C+-CURE 9000 Editor | Configuration Notes Additional
Information
Configure first basic iISTAR Area and define it Aregas and Zones=STAR | CreatesiSTAR Area—and | See
for Cluster Antipassback or Global Arga>MNew>STAR Area without assigning Doors— | Configuring
Antipassback Editor and General tab defines it as either of anisTAR
following: Areaon Page
+ Cluster Area— 53,ISTAR
enforcing Cluster Area Editor
Antipassback on on Page 67,
specificiSTAR Cluster; | 3nd ISTAR
Area General
- Selects Cluster for Tab on Page
Arga Y
= Cross-Cluster Area—
enforcing Global
Antipasesback across
ISTAR Clustars
Configure ISTAR Area Areasand Zones=ISTAR Specifies Sea iSTAR
Doors/Readers/Adjacent Areas Area=Mew=i5TAR Area - Accessn Area Ganaral
Editor=Ganaral tab Tabon Page
- Doors 67
- Readers
- Adjacent Areas
= Access Out (If Accass
In Door has two
Readers)
- Doors
- Readers
- Adjacent Areas
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Creating ISTAR Areas (continued)

Task C-CURE 9000 Editor | Configuration Notes Additional
Information
Configure ISTAR Area Antipassback Areas and Zones=STAR Spacifies SeeiSTAR
Area=Mew=i5TAR Area - For Antipassback Area
Editor=Antipassback tab Antipassback
- Antipassback Type! | Taban Page
nanedregularitimed 74,
- Fortimed APB:
options

- For Carpocl Area:
exit options

For Area Lockout

- Target Lockout
ISTAR ArealiSTAR
Araa Group

- Lockout Time:
daysthours/minutes

- "ald card

rejection® or "admit
unused acoass™
causes lockout
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Creating ISTAR Areas (continued)
I

Task C+-CURE 9000 Editor | Configuration Notes Additional
Information
Configure ISTAR Area Occupancy Rulas Areas and Zones=STAR Spacifies SeeiSTAR
Arqa >Maw=STAR Area - Cocupancy Area
Editor=0coupancy tab Rastrictions for all Ococupancy
Parsonnal ;;'M'” Page
- Max/Min: '
naned alkow
access/rastrict
Access
- Max/Min Limits
= Dynamic Area
Managear Enabling
= Pass-through
Restrictions for all
Parsonnel
= Occupancy
Restrictions for
Parsonnel Groups:
- Max/Min
- Oplions
» Pass-through
Restrictions for
Personnel Groups:
= Pass-through typa
SeaiSTAR
NOTE: Occupancy Area Status
configuration Tab on Page
choices also set 9% and
default Occupancy Configuring
Mode for Area. Evant Actions
to Affect
Areas on
Page 114
Configure Escorted Accass Areas and Zones=STAR Spacifies SeeiSTAR
Area=MNew=ISTAR Area v Escort Enforcamant Area Escort
Editor=Escort tab Option ;r?no-n Page
- Escorted Visitor '
must have Escort to
enter,
- Escorted isitor
may enter alone.
= Whether or not Escort
must always ba
prasant with Escortad
Wisitor in ISTAR Area.
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Creating ISTAR Areas (continued)
]

Editor=Ganaral Tab

active or not.

Task C+CURE 9000 Editor | Configuration Notes Additional
Information
Configure Muster/De-muster Areas and Zones=STAR Spacifies SeeiSTAR
Arga >Maw=STAR Area « Whether or notISTAR Area Muster
Editor=Muster tab Area is Mustering Taban Page
Area. 80.
= Areato De-muster to.
Configure iISTAR Area Triggers Aregas and Zones>STAR Specifies Event Actions to SeeiSTAR
Arga=Mew=STAR Area ba activated for various Area Triggers
Editor=Triggers tab Area violations and Tabon Page
Occupancy statiuses, O4.
Change Area State Images Areasand Zones=ISTAR Madify Images that See iSTAR
Area=New=ISTAR Area indicate Area states on Area State
Editor=5tate Images tab Manitoring Station and Images Tab
Maps. on Page 100
and State
Images Tab
Tasksan
Page 101.
Configure Carpool Group Areas and Craates Carpoo] Group Sae
Zones>Carpool and salects Parsonnal Configuring a
Group=New=Carpool membars. Carpool
Group Editor Group for
Carpool
Antipassback
on Page 102.
Configure APB Comm Fail Modes and Global Edit the Area'siISTAR »  Specifies whather or Sae
Antipassback for ISTAR Clusters Clustar: not Clustar enforces Configuring
Hardware=> Hardware Gilobal Antipassback ISTAR
Trea>STAR for Areas ag well as Clusters for
Clustar=ISTAR Clustar Cluster Antipasshack. APB Comm
Editor=Area Tab - Speciies APB Fal Mode=
decision-making mode | 2nd Global
for Area’s ISTAR Antipassback
Cluster during on Page 105.
communications
failure:
- Mo Accessor Local
Configure Escorted Access Moda for iISTAR Edit the Area's iISTAR Spacifies Reader satting Saa
Door Door: raquirad for Companion Configuring
Hardwaras> Hardwara Mod—aa_r Remaote Access Escorted
Tree>STAR Door {Turnstile) Mode: whether Access Mode
Reader is continuoushy on Page 109,
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Creating ISTAR Areas (continued)

Task C+-CURE 9000 Editor | Configuration Notes Additional
Information
Configure Personnel APB Options Personnel=Parsonneal Spacifies that person: Sae
Mew=Parsonnal Editor - |sexempt from APB Configuring
o rules. Parsonnel
Antipassback
Edit an existing Personnel - and/or - Options an
Record . Activates APB Events, | Page 111,
Configure Personnel Escort Options Personnal>Parsannal> Specifies person's Escort Saa
New=Personnel Editor type: Canfiguring
—ar- . Mone Parsonnel
Escorted
Edit an existing Personnel = Vigitor (non-escorted) Aocess
Record = Escorted Visitor Options on
. Escort Page 112
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Creating ISTAR Areas (continued)
I

‘ariables>Hardwara
Drivar=

+  MNext Card Time

Maodify System Variable Settings for Escorted
Accass

Options & Tools>System
‘ariables=iSTAR Drivar=
+  Maximum Visitor
Count
Optians & Tools>Systam
‘ariables>Hardwara
Drivar=

+ Mext Card Time

‘ariables that affect
Controller behavior for
Escorted Accass
functionality.

Task C+-CURE 9000 Editor | Configuration Notes Additional
Information
Maodify System Varlable Settings for APB Options & Tools>Syatam Variables that fine-tune See "ISTAR
. Changes these values only in consultation Variables=iSTAR Driver> | iISTAR mntrqllﬂr I:rehaw:-r Drm'gr 3
with Software House Technical Support - ISTAR APBMaxping | forAPBfunctionaity. Seltings” In
Canter. Incorrect seltings can cause round trip :‘:‘“ ?‘ﬁ“ m
APB comm fail. : . anables
* ISTAR APBPing chapter in the
interval CURE
+ ISTAR APB response 9000 System
timeaout Maintenance
. ISTAR Global g:’”“ or
Antipassback 5 :;mg
Cammunication ‘J:r;:;nms
Failure Mod
Alre Hode That Affect
* Hosl Global Areason
Antipasshack Page 116.
Responze Timaout
+ ISTAR Global
Antipasshack
Response Timaout
Maodify System Variable Sattings for Options & Tools>Syatam Varlables that effect
Occupancy Variables>STAR Driver> | controller behavior for
. Abways Track Oecupancy functionality.
Parsonnel
+  Minimum Occupancy
Exit Option
Options & Tools>System
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Basic iSTAR Area Tasks

The C+*CURE 9000 iSTAR Area Editor allow you to accomplish the following tasks:

Creating an i5TAR Area on Page 52

Creating an iSTAR Area Template on Page 52
Configuring an iSTAR Area on Page 53

Viewing a List of iSTAR Areas on Page 56

Viewing Personnel in an Area on Page 60

Viewing Personnel Groups Associated with an Area on Page 60
Viewing the Status of an iSTAR Area on Page 61

Viewing Occupancy Mode Causes for an Area on Page 64
Modifying an iSTAR Area on Page 64

Deleting an iSTAR Area on Page 65

Setting a Property for an iSTAR Area on Page 66

Adding an iSTAR Area to a Group on Page 66

The following tasks related to configuring and using iSTAR Cluster Areas are accomplished through other C+CURE
9000 features:

Configuring iSTAR Clusters for APB Comm Fail Modes and Global Antipassback on Page 105

Configuring Escorted Access Mode on Page 109
Configuring Personnel Antipassback Options on Page 111
Configuring Personnel Escorted Access Options on Page 112
Configuring Event Actions to Affect Areas on Page 114
Setting System Variables That Affect Areas on Page 116
Viewing Area Location of Personnel on Page 119

Viewing Area Information on the Door Editor on Page 121
Running Area Pre-defined Reports on Page 123

Gracing Personnel on Page 127

Viewing Area Status with Map lcons on Page 132

Accessing the iSTAR Area Editor

You can access the iSTAR Area Editor from the C+CURE 9000 Areas and Zones pane.

To Access the ISTAR Area Editor

1.

2. Click the Areas and Zones drop-down list and select iSTAR Area.

3.

In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button.

Click New to create a new Area.
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Click =47 to open a Dynamic View showing a list of all existing iSTAR Area Objects, right-click the iSTAR Area
you want to change, and click Edit from the context menu that appears.

The iSTAR Area Editor opens with the General tab displayed, as shown in Figure 6 on Page 68.

Creating an iSTAR Area
You can create a new iSTAR Area using the iSTAR Area Editor.

This procedure assumes that you have already configured the iSTAR Cluster(s) and Controllers, Doors, and Readers.

To Create an iSTAR Area

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button.

Click the Areas and Zones drop-down list and select iSTAR Area.

Click New to create a new Area. The iSTAR Area Editor opens (see iSTAR Area Editor General Tab on Page 68).

You can now configure the new Area.

tn o W

To save your new Area, click Save and Close.
- (OF -

Alternatively, if you want to save the Area and then create a new one, click Save and New. The current Area is
saved and closed, but the iSTAR Area Editor remains open ready for a new Area.

Creating an iSTAR Area Template

You can create a new iSTAR Area Template using the iSTAR Area Editor. An iSTAR Area template saves vou time
because you do not have to re-enter the same Area information again.

To Create an iSTAR Area Template
1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button.
2. Click the Areas and Zones drop-down list and select iSTAR Area.

3. Click the down-arrow on the New button, and click Template.

The iSTAR Area Editor where you can configure the Area template opens (see iSTAR Area General Tab on Page
67).

4. Configure the template to meet your requirements. Any fields that you configure with values become part of the
template; then when you subsequently create a new Area from that template, these values are already filled in.

5. In the Name field, enter the name you wish to use for the template.

Example:
iSTARAreaTemplatel

6. To save the template, click Save and Close.

52 Chapter 1 C-CURE 9000 Areas and Zones User Guide

EFTA01224693



BasiciSTAR Area Tasks

The template will be available as an option on the pull-down menu on the New button in the Areas and Zones
pane.

Configuring an iSTAR Area

This procedure assumes that you have already configured the iSTAR Cluster(s) and Controllers, Doors, and Readers.

NOTE To aid in the configuration process, Software House suggests that you create a basic
diagram showing all Doors, Readers, and Areas you need to configure. Then as you
perform the configuration of each component, mark the diagram so you know which
components are configured and which remain to be configured. Figure 1 on Page 18 is an
example of an Area diagram.

m For a Cluster Area - The general sequence for creating/ configuring an area is to first select the Cluster to control
the Area.
m For a Cross-Cluster Area - The general sequence for creating/ configuring an area is to first configure iSTAR
Clusters for Global Antipassback in addition to Cluster Antipassback.
You then add a row to the Access In table and select a Door, Reader, and an adjacent Area.

Since each row entry for Door and Reader requires an adjacent Area, the first Area (Areal, for example) must be
saved without any assigned Doors. You can then configure an adjacent Area (Area2, for example) with Door, Reader,
and the first Area you created (Areal) as the adjacent Area.

The easiest way to do the foregoing is to create the first Area, click Save and New, and then create the additional
Area(s) as described in the example procedure that follows.

Once you have saved Area, it is automatically entered as the adjacent Area for Areal, and Area2’s Access Out Door
and Reader are also entered as the Access In Door and Reader for Areal.

To Configure iSTAR Areas
1. Create a new i5TAR Area. (See Creating an i5TAR Area on Page 52.)
2. Type a Name and Description for the iSTAR Area that sufficiently identifies this Area and its purpose.
Example:
iSTARAreal
3. Select the Area type from the drop-down: Cluster Area or Cross-Cluster Area.

* If you chose Cluster Area, select an iSTAR Cluster for the Area on the General tab (shown in Figure 6 on

Page 68).
* If you chose Cross-Cluster Area, the system displays Global Antipassback iSTAR Area.

4. To save your first ‘Doorless” Area and then create an adjacent Area, click Save and New.

The current Area is saved and closed, and the iSTAR Area Editor remains open, ready for a new Area.

5. Repeat Step 1 and Step 2 on this page for the second Area.
Example:
ISTAR Area2

6. If you chose Cluster Area for type for Step 3 on this page, select the same iISTAR Cluster you selected in that step.
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=1

Use the General tab (shown in Figure 6 on Page 68) to configure the Access In table Doors and Readers for the
Area and the adjacent Area. The Access Out table is populated automatically based on the Access In choices.

8. Use the Antipassback tab (shown in Figure 7 on Page 74) to configure:
* Type of Antipassback for the Area and the related options.
* Lockout for the Area.

9. Use the Occupancy tab (shown in Figure 8 on Page 78) to configure the types of Occupancy for the Area and the
related options.

10. Use the Escort tab (shown in Figure 10 on Page 88) to configure the type of Escorted Access for the Area.

11. Use the Muster tab (shown in Figure 11 on Page 91) to configure the Area as a Mustering Area and to select its
De-muster Area.

12. Use the Triggers tab (shown in Figure 12 on Page 94} to configure triggers that can activate Event Actions when
the Area’s different Violation properties and Occupancy statuses have a certain value.

Examples:
APB Entry Violation or APB Exit Violation

At or Over Maximum or At or Under Minimum

13. Use the State Images tab (shown in Figure 14 on Page 101) to modify the Images that indicate Area states on the
Monitoring Station for this Area.

14. To save Area2 as configured, click Save and Close.
15. Open iSTARAreal in the iSTAR Area Editor to finish configuring it:

a. Select iSTAR Area from the Areas and Zones drop-down list and click 4.7 to open the Dynamic View list of
the two ISTAR Areas.

b. Doubleclick iISTAR Areal.

16. On the General tab, view the system-entered Doors, Readers, adjacent Area (Area2) in the Access In and Access
Out table rows.

17. Configure Antipassback, Occupancy, State Images, and Trigger options for iSTAR Areal, as needed.
18. Click Save and Close.
- (3 -

Alternatively, if you want to save this Area and then create another one, click Save and New.

Configuring an iSTAR Carpool Area for Carpool Antipassback

This procedure assumes that you have already configured the iSTAR Cluster and Controllers, Doors, and Readers.

NOTE To aid in the configuration process, Software House suggests that you create a basic
diagram showing all Doors (Entrances), Readers, and Areas you need to configure. Then
as you perform the configuration of each component, mark the diagram so you know
which components are configured and which remain to be configured. Figure 1 on Page
18 is an example of an Area diagram.
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The general sequence for creating/configuring a Carpool Area is to first select the Cluster to control the Area. (A
Carpool Area cannot be a Cross-Cluster Area.)

You then add a row to the Access In table and select a Door (Entrance), Reader, and an adjacent Area.

Since each row entry for Door (Entrance) and Reader requires an adjacent Area, the first Area (Areal, for example)
must be saved without any assigned Doors (Entrances). You can then configure an adjacent Area (Areal, for
example) with Door (Entrance), Reader, and the first Area you created (Areal) as the adjacent Area.

The easiest way to do the foregoing is to create the first Area, click Save and New, and then create the additional
Area(s) as described in the example procedure that follows.

The Area adjacent to a Carpool Area can be either a Carpool Area or a non-Carpool Area.
An adjacent non-Carpool Area, however, cannot enforce any form of Antipassback, nor
can it be a Muster or Cross-Cluster Area.

Usually, you configure the Area adjacent to a Carpool Area as a 'virtual' Area, designated
as 'Outside’. You can also configure several Carpool Areas adjacent to each other.

NOTE

Once you have saved Area, it is automatically entered as the adjacent Area for Areal, and Area2’s Access Out Door
(Entrance) and Reader are also entered as the Access In Door (Entrance) and Reader for Areal.

To Configure an iSTAR Carpool Area
1. Create a new iSTAR Area, whether a Carpool Area or a 'regular’ Area. (See Creating an iSTAR Area on Page 52.)
2. Type a Name and Description for the Area that sufficiently identifies it and its purpose.
Examples:
Outside AreaRearl or iSTARCarpoolAreaRearl
3. Select the Area type from the drop-down: Cluster Area.
4. Select an iSTAR Cluster for the Area on the General tab (shown in Figure 6 on Page 68).

5. To save your first ‘Doorless” Area and then create an adjacent Area, click Save and New.

The current Area is saved and closed, and the iSTAR Area Editor remains open, ready for a new Area.
6. Repeat Step 2 and Step 3 on this page for the second Area, giving it an appropriate name and description.
Examples:
iSTARCarpoolAreaRearl or iSTARCarpoolAreaRear2
7. Select the same iSTAR Cluster you selected in Step 4.

8. Use the General tab (shown in Figure 6 on Page 68) to configure the Access In table Doors (Entrances) and
Readers for the Area and the adjacent Area. The Access Out table is populated automatically based on the
Access In choices.

9. Use the Antipassback tab (shown in Figure 7 on Page 74) to configure Carpool Antipassback for the Area with
its related options.

10. Use the Occupancy tab (shown in Figure 8 on Page 78) to configure the Occupancy restrictions for the Carpool
Area.

11. Use the Triggers tab (shown in Figure 12 on Page 94) to configure triggers that can activate Event Actions when
the Carpool Area’s different Violation properties and Occupancy statuses have a certain value.
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Examples:
APB Entry Violation or APB Exit Violation
At or Over Maximum

12. Use the State Images tab (shown in Figure 14 on Page 101) to modify the Images that indicate Area states on the
Monitoring Station for this Carpool Area.

13. To save Areal as configured, click Save and Close.
14. Open iSTARAreal in the iSTAR Area Editor to finish configuring it:

a. Select iSTAR Area from the Areas and Zones drop-down list and click 2.7 to open the Dynamic View list of
the two iSTAR Areas.

b. Double<click iISTAR Areal.

15. On the General tab, view the system-entered Doors (Entrances), Readers, adjacent Area (Area2) in the Access In
and Access Out table rows.

16. Configure Antipassback, Occupancy, State Images, and Trigger options for iSTAR Areal, as needed.
17. Click Save and Close.
=0T =

Alternatively, if you want to save this Area and then create another one, click Save and New.
Mow, to successfully use this Area for Carpool Antipassback, you should create Carpool Groups. For directions, see
Configuring a Carpool Group on Page 103.
Viewing a List of iSTAR Areas
You can display a list of the iSTAR Areas you have created by opening a Dynamic View of iSTAR Areas.

NOTE The Dynamic Views information refreshes automatically, showing items that have changed values
and new items that were not included before.

To View a List of iSTAR Areas

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones
pane.

2. Select iSTAR Area from the Areas and Zones drop-down list.

3. Click Ba 1o open a Dynamic View listing all iSTAR Area Objects. (You can also click the down-arrow of this
button to either view the list in the current tabbed view or open a new tabbed view.)

* You can sort, filter, and group items in the list.

* You can right-click an iSTAR Area in the list to open the iISTAR Area Context menu and perform any of the
functions on that menu. (See Viewing Personnel in an Area on Page 60.)

You can rightclick any column heading to open a context menu of all possible Area fields that can display as
columns and add/remove fields to view status information. (For more detailed information, see Viewing
iSTAR Area Status on the Dynamic View on Page 61.)
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For more information on using Dynamic Views, see the Dynamic Views chapter in the C*CURE 9000 Data Views
Guide.

iISTAR Area List Context Menu
The context menu that opens when you rightclick an iSTAR Area in the iSTAR Area Dynamic View includes the
selections described in Table 3 on Page 57.

Table 3: ISTAR Area List Context Menu
T —

Menu Description
Selection
Edit Click this menu selection to edit the selected ISTAR Area. The ISTAR Area Editor opens (with the addition of a Groups tab, which

digplays any Groups that this Area belongs to). You can rename the iISTAR Area, change the description and any other attributes,
with the exception of the ISTAR Cluster(s) to which the Area is assigned.

Delete Click this menu selection to delete the selected ISTAR Area. A prompl appears asking you to confirm that you want to delete the
ISTAR Area. Click Yes to delete the iISTAR Area or No 1o cancel the deletion.

Add to You can add one or more selected ISTAR Areas to a Group of ISTAR Areas. When you click this menu cholee, a dialog box appears
Group for you to selact the Group to which to add the iISTAR Areals). When you click a Group of ISTAR Areas in the ligt, the selected ISTAR
Area(s) are added to the Group.

Sat Click this menu selection to change the value of the selected properties in the selected Cluster Area(s). See Using Set Property on
proparty Page 58.

Export Click this menu selection to Open an Export.. . to XML or C3V file dialog box to export ane or mare of the selected iISTAR Area records
selection to either an XML or a C5V file. This allows you to quickly and easily create XML/C SV reports on the selected data.

MOTE: Although XML is the initial default file type, ance you choose a type in the Save as type field, whether XML or CSY, that
becomes the default the next time this dialog box opens.
CSV-farmatted axports cannot be imported. If you require importing functionality, export to XML,

* When you export to an XML file, allavailable data for the selected object(s), whather displayed in the Dynamic View or notl—as
wiell as all the child objects of the selected record(s), is exported.

* When you export to a CSV file, only data in the columns displaying in the Dynamic View is exported, and in the order displayed.
This allows you to both select and arrange data flields for your report. In addition, exporting to a CSV file allvws you to view the
axported data in an Excel spreadsheat and further manipulate it for vour use.

For mare information, see the Dynamic Views chapter in the C-CURE 5000 Data Views Guide.

MOTE: When you click Export Salection, you are running the export on the client computer. Consequently, the system does not
use the Default Export Directary Path—which is on the sarver. [t opans a directory on the client, reverting to the last directory
used. You can navigate to the default export server directory, if you wish. Or to avold confusion or use the same destination
folder for both cient and server computers, you can uge UNC (Universal Naming Convention) paths, for axampla:
WComputer Name\Pragram Files\Software Housa\SWHouse\SWH System\Export.

Find in Click this menu selection to Open a Query Parameters dialog box in which you can enter prompts and/or madify the Guery criteria to
Audit Log search for entries in the Audit Log that referance the selected iISTAR Araa. When found the results display in a saparate Dynamic
Wiew,
Find in Click this menu selection to Open a Query Parameters dialkg box in which you can enter prompts and/or modify the Query criteria to
Journal saarch for entries in the Journal that reference the selected ISTAR Area. When found the results display in a separate Dynamic
Wiew,
Maonitor Click this menu selection to view activity for the selacted ISTAR Area(s), and any Door and Trigger-with-target- Event chiklren, on an
Admin Manitor Activity Viewer. For mare information, see *Manitoring an Object from the Administration Station” in the C«CURE
2000 Getting Started Guide.
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ISTAR Area List Context Menu (continued)
T

Menu Description
Selection
Display Click this menu selection to open the Pargannel in Area Dynamic View. This listincludes:
:?_ﬂ?:g nel + Faora‘regular’ Area — Allof the Personnel currently in the Area. By default, shows the Person's name and the Area Name.
+ For a Carpool Area — Allof the Carpool Group Personnel currently in the Carpool Area. By default, shows tha Person's namae,
Carpool Group, Carpool Driver, and the Carpool Area Namae.
(Sea Viewing Parsonnalin an Araa on Page 60.)
You can also right-click any column heading to view a list of other available Personnel fields that can display as columns. For more
information, ses the Dynamic Views chapter in the C-CURE 9000 Data Views Guide.
Display Click this menu selection to opan the Personnel Groups for Area DynamicView. Thislistincludes all of the Parsonnal Groups

Occupancy | currently configured for the Area. By default, the Dynamic View shows the Personnel Group name, Personnel Count, Maximum and
Parsannal Minimurm Occupancy Limits, and Area Nama. [ Sea Viewing Parsonnel Groups Associatad with an Area on Page 60.)

Groups You can also use the Set Property option on the right-click context menu to reset the Personnel Count for an Area Parsonnel

Group.
For more information, see the Dynamic Views chapter in the C-CURE 2000 Data Views Guide.

Claar Araa Click this menu selection to return the Persannel count for all selected Areas, including in Area Personnel Groups, to 0 (2era).
Counts

Show Click this menu selection to open an Occupancy Made Cause List diakog box for the Area. (Sea Viewing Occupancy Mode Causes for
Occupancy | an Area on Paga64.)

Made:

Causas

Da-muster Click this menu selection to de-muster Mustering Area(s) when tha emargency is over. The system updates the Area counts to
Area reflect the number of Personnel baing moved from the Mustaring Areals) to the De-muster Area(s).

MOTE: This action requires a confirmation.
This action is not available for Carpool Areas.

Remove All | Click this menu selaction to cear all Persannel from the Areals), returning all Personnel, Visitor, and Escort counts to 0 (2era).

Personnel MOTE: This action requires a confirmation, but does not grace the Personnel removed from the Area. Inaddition, it warns you that:

from Area
= Counts may not be accurate if there are actually personnel in the Areals) when you parform the action.
- The action may cause unexpected results if the Areals) is configured for Qocupancy or antipassback.
Show Click this menu selection to view a list of Security Objects associated with this iSTAR Area. For more information, see " Showing

Association | Assoclations for an Object” in the C- CURE 9000 Getting Started Guide.

Using Set Property

Click the Set Property menu selection to change the value of the selected properties in the selected iSTAR Area(s).

A dialog box appears asking you to select a property to change. Click (=] to open a selection list and click the
property you wish to change. You can then change the value of the following properties:

The counts for Area Manager, Conditionally Admitted Personnel, and Managed Personnel can only

NOTE be reset to 0 (zero). However, you should do this only if you are certain that no such Personnel are
currently in the iSTAR Area. Otherwise, changing the count to zero could cause unwanted
consequences,

58 Chapter 1 C-CURE 9000 Areas and Zones User Guide

EFTA01224699



BasiciISTAR Area Tasks

m Area Manager Count - You can reset the count for the Dynamic Area Manager in the iSTAR Area to 0 (zero) by
selecting this property and typing in that value. (The count could have become incorrect due to loss of Host-to-
Controller communications.)

m Conditionally Admitted Count - You can reset the count for Personnel admitted conditionally to the iSTAR Area
to 0 (zero) by selecting this property and typing in that value. (The count could have become incorrect due to loss
of Host-to-Controller communications.)

m Description - You can change the textual description of the iSTAR Area(s) by selecting this property and typing
in a new value.

m Enforce Timed APB Only - You can determine whether or not the iSTAR Area(s) is/are subject only to the timed

antipassback rules —not to the regular antipassback rules — by selecting this property and selecting/clearing the
Value check box.

m Escort Count - You can reset the count of Escorts in the iSTAR Area(s) by selecting this property and typing in a
new value. (The count could have become incorrect due to tailgating or loss of Host-to-Controller
communications.)

m Escort Enforcement Option - You can determine whether or not the iSTAR Area(s) require(s) an Escort to swipe
his /her card for an Escorted Visitor to enter by selecting this property and selecting the appropriate value.

m Escort Required in Area - You can determine whether or not the iSTAR Area(s) require(s) an Escort to remain in
the Area with the Escorted Visitor(s) at all times by selecting this property and selecting/ clearing the Value
check box.

m Escorted Visitor Count - You can reset the count of Escorted Visitors in the iSTAR Area(s) by selecting this
property and typing in a new value. (The count could have become incorrect due to tailgating or loss of Host-to-
Controller communications.)

= Managed Personnel Count - You can reset the count for Personnel admitted to the iSTAR Area by the Dynamic
Area Manager to () (zero) by selecting this property and typing in that value. (The count could have become
incorrect due to loss of Host-to-Controller communications.)

m Personnel Count - You can reset the count of Personnel in the iSTAR Area(s) by selecting this property and
typing in a new value. (An Area’s count could have become incorrect due to tailgating or loss of Host-to-
Controller communications.)

m Personnel Group Access Limited - You can determine whether or not the iSTAR Area(s) limit access to the Area
only to Personnel with Clearance belonging to any Groups configured for the Area(s) by selecting this property
and selecting/ clearing the Value check box.

m Personnel Group Count Access - You can determine whether or not the ISTAR Area(s) allow Personnel with
Clearance from any Groups configured for the Area(s) to enter and exit the Area even though the numbers
entered in the Maximum /Minimum fields have or have not been reached by selecting this property and
selecting/clearing the Value check box.

m Valid Exit Clears Timed APB - You can determine whether or not the iSTAR Area(s) allow a person’s valid exit
to clear the timed antipassback rules (permitting this person to immediately re-enter the Area) by selecting this
property and selecting/ clearing the Value check box.
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Viewing Personnel in an Area

You can select an existing iSTAR Area or Carpool Area on the Dynamic View and display a list of the Personnel
currently in the Area.

m For a 'regular' Area, the list displays all of the Personnel currently in that Area.

m For a Carpool Area, the list displays all of the Carpool Group Personnel currently in that Carpool Area.

.|
To View the Personnel in an Area

1. On the iSTAR Area Dynamic View, right<click a 'regular’ iSTAR Area in the list to open the iSTAR Area Context
menu. (See iSTAR Area List Context Menu on Page 57.)

2. Click Display Personnel in Area. A list of the Personnel currently in the Area displays.
By default, the Dynamic View is titled "Personnel in Area" and shows the Person’s name and the Area Name.

You can also right-click any column heading to view a list of other available Personnel fields that can display as
columns, such as Antipassback Event, Antipassback Exempt, or Escort Option status.

If new Personnel are granted access and enter the Area or other Personnel leave while this Dynamic View is
open, the list updates automatically.

For more information, see the Dynamic Views chapter in the C*CURE 9000 Data Views Guide.

To View the Carpool Group Personnel in a Carpool Area

1. On the iSTAR Area Dynamic View, rightclick a Carpool Area in the list to open the iSTAR Area Context menu.
(See iISTAR Area List Context Menu on Page 57.)

2. Click Display Personnel in Area. A list of the Carpool Group Personnel currently in the Carpool Area displays.

By default, the Dynamic View is titled "Carpool Members in Area" and shows only the Person’s name, Carpool
Group, Carpool Driver, and the Carpool Area Name.

If new Carpool Group Personnel are granted access and enter the Carpool Area or other Personnel leave while
this Dynamic View is open, the list updates automatically.

Viewing Personnel Groups Associated with an Area

You can select an existing iISTAR Area on the Dynamic View and display a list of the Personnel Groups currently

configured for the Area —including Carpool Groups for Carpool Areas .

To View the Personnel Groups for an Area

1. On the iSTAR Area Dynamic View, right<click an iSTAR Area in the list to open the iSTAR Area Context menu
(see iISTAR Area List Context Menu on Page 57).

2. Click Display Occupancy Personnel Groups. A list of the Personnel Groups configured for the Area displays.
{(For Carpool Areas, the list includes its associated Carpool Groups.)

By default, the Dynamic View shows the Personnel Group's name, the Personnel Count, the Maximum and
Minimum Occupancy Limits, and the Area Name. You can also use the Set Property option on the rightclick
context menu to reset the Personnel Count for an Area Personnel Group.

For more information, see the Dynamic Views chapter in the C+CURE 9000 Data Views Guide.
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Viewing the Status of an iISTAR Area

You can view basic status information about an Area in three different places:
® Administration application
* Viewing iSTAR Area Status on the Dynamic View on Page 61.
* Viewing Occupancy Mode Causes for an Area on Page 64.
* Viewing Area Status on the Status Tab on Page 100.

m Monitoring Station: Explorer Bar>Non-Hardware Status> Areas>Status List - Area - see the Monitoring Status
chapter in the C+CURE 9000 Monitoring Station Guide.

Viewing iSTAR Area Status on the Dynamic View

This section briefly describes procedures for displaying iSTAR Area status information on the iSTAR Area dynamic
view. However, these changes are only in effect while you have the View open. To actually change the View
permanently, you need to configure the view and save your changes. For information, see the Dynamic Views
chapter in the C*CURE 9000 Data Views Guide.

To View iSTAR Area Status Information
1. On the iSTAR Area Dynamic View, right<click any column heading,

A context menu appears with a short list of Area fields —some that display as column headings and some that

do not. Fields that are currently displayed in the view are marked with a .
2. Click More columns... at the bottom of the list.

A list of all available iSTAR Area fields that can display as columns appears.
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3. To add fields as columns to view status information, select one or more fields from the list using CTRL+Left-
click or SHIFT+Leftclick and then click OK.

Example:

Escort Enforcement Option/ Escort Required in Area/Group Maximum Occupancy Status /Group Minimum
Occupancy Status/ Maximum Occupancy Limit/ Maximum Occupancy Restriction/Maximum Occupancy Status

4. To remove a field as a column in the Dynamic View, click a field in the list that has a .

5. To change the left/right order of the columns to your liking, click any column heading and drag that column to
a new position. The Dynamic View columns are adjusted to the new column order you established.

6. To change the column width:
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a. move the cursor to the edge of the column heading you wish to resize. The cursor changes to I .

b. Drag this cursor to the left or right and release the mouse button to make the column wider or narrower.
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Viewing Occupancy Mode Causes for an Area

You can select an existing iSTAR Area on the Dynamic View and display a list of the causes for the Area’s current
Occupancy Mode. For more information about Occupancy mode, see:

m How Area Occupancy Configuration Affects Occupancy Mode on Page 81
m iSTAR Area Status Tab on Page 99
s Configuring Event Actions to Affect Areas on Page 114

To View the Occupancy Mode Causes for an Area
1. On the iSTAR Area Dynamic View, right<click an iSTAR Area in the list to open the iSTAR Area Context menu.
2. Click Show Occupancy Mode Causes. A list such as that shown in the example in Figure 5 on Page 64 displays.

Figura 5: Occupancy Mode Cause List for iSTAR Area

i - [ [Cumenl Opeesborn Edvalcans
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By default, the Dynamic View shows the Cause, the Action, the Date and Time, and the Priority of the Action.
The causes are listed in order of priority, except when the priorities are equal —in which case they are listed by

tme.

Modifying an iSTAR Area

m For a Cluster Area - You can do the following:
* Change the Area's Cluster only if you remove all the Doors from the Access In table.
* Change the Area to a Cross-Cluster type Area.

m For a Cross-Cluster Area - You cannot change it into a Cluster type Area.

In addition, while you cannot change the Doors, Readers, and Adjacent Areas on an existing row, you can remove
the relevant table row and make new selections.
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Because counting for Areas configured for occupancy is done by iSTAR Controllers, while it is done by
the host for non-occupancy Areas, you can corrupt the count if you change an existing Area from
occupancy to non-occupancy —or vice versa. To keep the Area counts correct, you should only make
such changes to Areas when the system is not busy and the Areas are empty. Alternatively, if there
are Personnel in the Area, you can use the Set Property option on the rightclick context menu on the
Areas Dynamic View to reset the count for the Area.

NOTE

To Modify an iSTAR Area

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones
pane.

2. Select iSTAR Area from the Areas and Zones drop-down list.

3. Click .7 to open a Dynamic View showing all iSTAR Area Objects.

4. Right-click the iSTAR Area in the list that you want to change and select Edit from the context menu that
appears.
- Or -
Double-click the iSTAR Area you want to change.

The iSTAR Area Editor opens for you to edit the Area making changes as you wish in the fields on the top of the
editor, and on any of the tabs. (The Editor now includes a Groups tab that displays any Groups to which this
iSTAR Area belongs.)

On the General tab:

NOTE
m To change the Cluster selection for a Cluster Area, you must remove all the Doors from the
Access In table.
m To change the Doors, Readers, and Adjacent Areas, remove the relevant table row and make new
selections.

5. To save the modified Area, click Save and Close.
- (OF -

If you want to save the Area and then create a new one, click Save and New. The current iSTAR Area is saved
and closed, but the iSTAR Area Editor remains open ready for a new iSTAR Area.

Deleting an iSTAR Area

You can delete an iSTAR Area, if vou also have Edit permission for any Personnel who may currently be in the Area.
Deleting an Area with assigned Doors removes the association between the Area and the assigned Doors and

Readers.

NOTE You cannot delete an Area if it is configured as the de-mustering Area for a Muster Area.

To Delete an iSTAR Area
1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones

pane.
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2. Select iSTAR Area from the Areas and Zones drop-down list.

3. Click =7 to open a Dynamic View showing all iSTAR Area Objects.

4. Rightclick the iSTAR Area in the list that you want to delete and select Delete from the context menu that
appears.

5. Click Yes on the “ Are you sure you want to delete the selected iSTAR Area?” message box.

Setting a Property for an iSTAR Area

You can use Set Property to quickly set a property for an iSTAR Area without opening the iSTAR Area Editor. You
use Set Property for mass updates. See Table 3 on Page 57 for the properties that can be changed.

To Set a Property for iSTAR Areas
1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones

pane.

2. Select iSTAR Area from the Areas and Zones drop-down list.

3. Click .70 to open a Dynamic View showing all iSTAR Area Objects.

4. Right-click the iSTAR Area in the list for which you want to set the property and select Set Property from the

context menu.
5. Specify the property for the Area. Click the drop-down button to see a list of properties.
6. Enter the value for the property and click OK.
7. Click OK on the Setting Properties of iSTAR Area message box.

Adding an iSTAR Area to a Group

You can use Add To Group to add the iSTAR Area Object to a Group.

To Add iSTAR Areas To a Group
1. Make sure that the Group is already configured for the iISTAR Area to be added to it.

2. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones
pane.

3. Select iSTAR Area from the Areas and Zones drop-down list.

4. Click ®.7 to open a Dynamic View showing all iSTAR Area Objects.

5. Right-click the Area in the list that you want to add to a Group and select Add To Group from the context menu.

6. When the Group list displays, select the Group you want to add the iSTAR Area to.
The name and description of the Group display on the Groups tab of the iSTAR Area Editor.
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iSTAR Area Editor

The iSTAR Area Editor, shown in Figure 6 on Page 68, in C*CURE 9000 lets you create and modify iSTAR Area
Objects. The iSTAR Area Editor displays the following tabs for configuring Areas:

iSTAR Area General Tab on Page 67
iSTAR Area Antipassback Tab on Page 74
iSTAR Area Occupancy Tab on Page 78
iSTAR Area Escort Tab on Page 87

iSTAR Area Muster Tab on Page 90
iSTAR Area Triggers Tab on Page 94
iSTAR Area Status Tab on Page 99

iSTAR Area State Images Tab on Page 100

iSTAR Area Groups Tab on Page 98 (when editing an existing Area)

The iSTAR Area Editor has the buttons described in Table 4 on Page 67.

Table 4: ISTAR Area Editor Buttons

Button | Description

Save Click this button when you have completed any changes to the iISTAR Area and wigh to save those changes. The iISTAR Area closes.

and

Close

Save Click this button when you have completed any changes to the iISTAR Area and wish to save those changes and also create a new

and ISTAR Area. The ISTAR Area you were editing is saved, and a new ISTAR Area opens [either blank or including template information if
MNew WoU ware using a template to create the new ISTAR Area).

Click this button when you want to close the ISTAR Area Editor without saving your changes.

Awarning appears asking whether or not you want to save your changes before closing the editor. Click Yes to exit and save and No to
exitand cancel your changes.

iISTAR Area General Tab

The iSTAR Area General tab, shown in Figure é on Page 68, lets you determine whether the Area is a Cluster Area
or a Cross-Cluster Area and then define the Area's Doors, Readers, and adjacent Areas.

Definitions for this tab are provided in:

iSTAR Area Editor Definitions on Page 68.
iSTAR Area General Tab Definitions on Page 69.
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Figure 6: ISTAR Area Editor General Tab
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General Tab Tasks

You use the General tab to accomplish the tasks listed below, needed to configure an iSTAR Area. The procedural
steps for each task are detailed in the following subsections.

m Configuring iSTAR Area Doors, Readers, and Adjacent Areas on Page 70
m Deleting iSTAR Area Doors, Readers, and Adjacent Areas on Page 72
m Configuring a Global Antipassback Area on Page 72

iISTAR Area Editor Definitions
The iSTAR Area Editor has the fields shown in Table 5 on Page 68,

Tabla 5: ISTAR Area Fialds

Fields/Buttons | Description
Name Entar a unique name, up to 100 characters, to identify the iISTAR Area.
Description Enter a description of the ISTAR Area, up to 255 characters.
Partition A read-only field displaying the name of the Partition towhich thiziSTAR Area belengs. (This field is visible only if the C-CURE
9000 systam is partitionad. )
* A Cluster Araa has the same Partition as its selected iISTAR Cluster. If the Clustar’s Partition changes, than the Area’s
Partition changes accordingly.
* A Crogs-Cluster Area (Global Antipassback iSTAR Area) has the same Partition as the "New Objact Partition® in which it
was created. The iSTAR Clusters can be in any Partitions.
68 Chapter 1 C-CURE 9000 Areas and Zones User Guide

EFTA01224709



ISTAR Area Editor

ISTAR Area Fields (continued)

Fields/Buttons | Description

Maintenance Selact this chack box to put this Area inta Maintenance Made 5o whether or not Events, Status, and Activity related to this Araa
Mode dizplay on the Monitaring Station depends an the Operators Privilege and the Application Layout assigned. For detailed
infarmation, sea the Maintenance Made chapter in the C-CURE 2000 Hardware Configuration Guide.

iISTAR Area General Tab Definitions

The iSTAR Area General tab has the buttons shown in Table & on Page 69 (in the Access In table) and the fields
shown in Table 7 on Page 69.

Table 6: ISTAR Area Editor - General Tab Buttons

Button | Description

Agd Click this button to add a new blank row to the Aceass In table. Each new row is added after the last.

Remove 3

Click this button to rermove a selected row from the Accass In table. You have to dlick the row selactor to salect a row to remaove.

If ne row is selected, this button is not available.

Table 7: ISTAR Area Editor - General Tab Fiekls
T
Fields/Buttons | Description

Area Type

Typa Click the down-arrow to salect the type of Area you want this Area to be from the drop-down list:
= Cluster Area — Select to limit this Area to a single ISTAR Cluster
» Cross-Cluster Area — Select to allow this Area to cross iSTAR Clusters and enforce Global Antipassback.

If you selact Cross-Clustar Area, the Cluster field is replaced with the read-only labael, Global Antipassback ISTAR
Area, and the Add button in the Access In table becomes immeadiately available.

NOTE: Once you configure and save a Cross-Cluster Area, you canndt change it back to a Cluster Area. You can, howeaver,
change a Clustar Area into a Cross-Cluster Area.

Cluster For a Cluster Area Type Area, select the ISTAR Cluster that controls the Area.
MOTE: The Add button in the Access In table bacomes available when you select the Cluster.

Once you select the Cluster and add Doors to the Area, you cannot change the Cluster. Convarsely, if wou remove all
Doors from the table, the Cluster field becomes available and you can make another selaction.
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ISTAR Area Editor - General Tab Flelds (continued)

Fields/Buttons | Description

Access In

Door
Click in the Door fizld to display IZI and then click this button to select an Entry Door fram the dialag box that appears.

= ForaCluster Area, the Door must belong to the selected Cluster and not yet be assigned to any Area (The list displays
anly valid Doors.)

» ForaCross-Cluster Area, the Door can beleng to any Cluster in the systermn that enforces Global Antipassback as wallas
Cluster Antipassback. It cannot belong to a Cluster configured for Cluster Antipassback only. { The list displays anly valid
Doors.)

Onoe a Door s selected, the Areas & Zones tab on the Door Editor displays read-only Area information. See Viewing Area
Infarmation on the Door Editar on Page 121.

NOTE: Once a Door is selected for a row, it cannet be changed, although the entire row can be remaoved.

Reader
Click in the Reader fiekd to display IZI and then click this button to select an Entry Reader froim the dialeg box that appears.

Each Door must have at lsast one Reader.

NOTE: If you selected a Door in the first field, only Readers configured for that Door appear in the list and can be assoclated
with the Area. If you did net select a Door, the Reader list is not fitered and includes all the Readers in the system—
both Readers on iSTAR Clustars configurad only for Cluster Antipassback and Global-Antipasshack-anabled iSTAR
Clustars. However, the system will not ket you save the Area with an invalid Reader.)

¥ou can change the Reader selaction until this Area configuration is savad. After that the Reader cannot be changed,
although the entire row can be removed .

The Access In Reader for a ghven Area will abvays be the Access Out Reader for the adjacent Area.
Example:

If a Door and its single Reader are configurad as Access In to Araa A, the editor for the adjacent Area B shows the
Door and Reader as Access Out o Area A

Enters from Area A ) IZ] . ) :
Click in this field to display , and then click this button to select an adjacent Area from the dialog box that appears.

Access Out This tabde is populated automatically when an entry is made to the Access In table.

Daor = |fa Door selected in the Access In table has two Readers, the system automatically enters the same Door and adjacent
Areain this Aceess Out table. The Reader shown in this table is the other Reader on the Door.

Reaciar = |fa Door selected in the Access In table has anly one Reader, ne antry is made for that Door in this Access Out tabla.

Exits to Area

Configuring iISTAR Area Doors, Readers, and Adjacent Areas
m For a Cluster Area, this procedure assumes that you have already
* Selected the ISTAR Cluster for the Area.
* Configured iSTAR Doors and Readers for the Cluster.
m For a Cross-Cluster Area, this procedure assumes that you have already
* Configured iSTAR Clusters for Global Antipassback in addition to Cluster Antipassback.
* Configured iSTAR Doors and Readers for the Clusters.

T0 Chapter 1 C-CURE 9000 Areas and Zones User Guide

EFTA01224711



ISTAR Area Editor
To Configure iSTAR Area Doors, Readers, and Adjacent Areas
1. Create or modify an iSTAR Area. See:
m Configuring an iSTAR Area on Page 53
s Modifying an iSTAR Area on Page 64
2. On the General tab of the iSTAR Area Editor in the Access In box, click Add to create a new row.

3. Click in the Door field to display E and click this button.
A selection list opens with the Doors available for iSTAR Areas.
4. Click a Door to add it to the row.

Example:
ClusterProController] Doorl

5. Click in the Reader field to display E and click this button.
A selection list opens with the Readers available for iSTAR Areas.
6. Click a Reader to add it to the row.
Example:
iISTAR Reader]-ACMI1-STARProCluster] Controller]

As soon as the Reader is selected, if it was one of two Readers on the selected Door, the system populates the
row in the Access Out box with the same Door and the other Reader.

Example:
Door: ClusterProController]l Doorl
Reader: iSTAR Reader2-ACM1-ISTARProCluster] Controllerl

7. Click in the Enters from Area field to display B and click this button.
A selection list opens with the iISTAR Areas available to be the adjacent Area.

8. Click an Area to add it to the row.
Example:
ClusterProArea?

The selected adjacent Area is now entered not only as the Enters from Area for the Access In table, but has
also been entered by the system as the Exits To Area for the row in the Access Out table.

C-CURE 9000 Areas and Zones User Guide Chapter 1 T

EFTA01224712



ISTAR Area Editor

The General tab now appears as shown in the following example:
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9. To configure more Doors for this iSTAR Area, click Add in the Access In box and repeat the preceding steps.

Deleting iSTAR Area Doors, Readers, and Adjacent Areas

Once you have selected a Door for a row, it cannot be changed. In addition once you have selected a Reader and an
adjacent Area for a row, you can modify them only until you save the Area. After that you cannot modify any Object

in a row. You can, however, delete the entire row —thus removing the Door, Reader, and Adjacent Area from the
Area configuration.

To Delete an iSTAR Area Door
1. On the General tab of the iSTAR Area Editor in the Access In box, click a row to select it.
2. Click Remaove to delete the Door/ Reader row.

The row is deleted. If the deleted Door had two Readers, the system also deletes the related row in the Access
Out box.

NOTE While you can actually select a row in the Access Out box, the Remove button remains

unavailable. Consequently, you cannot delete the row directly, only by deleting the related
row in the Access In box.

Configuring a Global Antipassback Area

To Configure a Global Antipassback Area
1. First create an iSTAR Cluster that enforces Global Antipassback.

a. In the Navigation Pane of the Administration Workstation, click the Hardware pane button.
b. Click the Hardware drop-down list, select iSTAR Cluster, and click New.

- 0Or -
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Click B - to open a Dynamic View showing a list of all existing iSTAR Clusters or expand the Hardware
Tree, and in the Dynamic View list/ Tree, select the iISTAR Cluster you want to configure and click Edit from
the context menu that appears.

c. On the iSTAR Cluster Editor, click to open the Area Tab.

d. In the Global Antipassback box, click to select the Cluster enforces iSTAR Global antipassback as well as
iSTAR Cluster antipassback option.

2. Configure Doors and Readers for this iSTAR Cluster.
3. Create or modify an iSTAR Area. See:

m Configuring an iSTAR Area on Page 53

m  Modifying an iISTAR Area on Page 64.

4. On the General tab of the iSTAR Area Editor in the Area Type box, click the down-arrow and select the Cross-
Cluster Area.

5. In the Access In box, click Add to create a new row.

6. Click in the Door field to display E and click this button.

A selection list opens with the Doors available for iSTAR Cross-Cluster Areas. (Only Doors on iSTAR Clusters
enabled for Global Antipassback and Cluster Antipassback are included in this list.)

7. Click a Door to add it to the row.

8. Click in the Reader field to display E and click this button.
A selection list opens with the Readers available for iSTAR Areas.

If you selected a Door in the first field, only Readers configured for that Door appear in the
list to be associated with the Area. Consequently, these will be Readers on Global-
Antipassback-enabled iSTAR Clusters.

If you did not select a Door first, the Reader list is not filtered and includes all the Readers
in the system —even those on iSTAR Clusters configured only for Cluster Antipassback.
The system, however, will not allow you to save the Area with an invalid Reader.

NOTE

9. Click a Reader to add it to the row.
As soon as the Reader is selected, if it was one of two Readers on the selected Door, the system populates the
row in the Access Out box with the same Door and the other Reader.

10. Click in the Enters from Area field to display E and click this button.

A selection list opens with the iISTAR Areas available to be the adjacent Area. This list includes all the Areas in
the system because you can enter a Cross-Cluster Area from Cluster Areas as well as from other Cross-Cluster
Areas.

11. Click an Area to add it to the row.

The selected adjacent Area is now entered not only as the Enters from Area for the Access In table, but has also
been entered by the system as the Exits To Area for the row in the Access Out table.
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iSTAR Area Antipassback Tab

The iSTAR Area Antipassback tab, shown in Figure 7 on Page 74, lets you define the type of Antipassback for the
iSTAR Area and its related options as well as the parameters for Area Lockout. You can also use this tab to configure
the iISTAR Area as a Carpool Area instead of a Personnel Area. (Carpool Areas cannot be Cross-Cluster.)

To configure antipassback you need at least two iSTAR Areas controlled by Readers —both an Access In Reader and
an Access Out Reader.

m For Cluster Antipassback - the readers must be on the same Cluster.

m For Global Antipassback (Cross-Cluster) - the readers can be on any Clusters that are configured for Global APE
as well as for Cluster APB.

Definitions for this tab are provided in iSTAR Area Antipassback Tab Definitions on Page 74.
Figure 7: ISTAR Area Editor Antipassback Tab
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Antipassback Tab Tasks

You use the Antipassback tab to accomplish the tasks listed below, to configure an iSTAR Area. The procedural
steps for each task are detailed in the following subsections.

s Configuring Regular Antipassback for iSTAR Areas on Page 76
m Configuring Timed Antipassback for iSTAR Areas on Page 76
m Configuring Carpool Antipassback for iSTAR Areas on Page 77
m Configuring Lockout for iSTAR Areas on Page 77

To configure how antipassback is enforced when the Cluster is in communications failure, see Configuring iSTAR
Clusters for APB Comm Fail Modes and Global Antipassback on Page 105.

iSTAR Area Antipassback Tab Definitions

The iSTAR Area Antipassback tab has the fields shown in Table 8 on Page 75.
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Table 8: ISTAR Area Editor - Antipassback Tab Fiekds

Fields/Buttons | Description

Antipassback

Antipassback Click the down-arrow to select from the drop-down list the type of Antipassback for the Area.

Enfﬂro&m&nt None — Mo antipassback checking Is enforced. Personnel may enter and exdit the Area if they have valid clearance. Thisis the
ype defautt.

Antipassback — Regular antipassback checking is enforced. Antipassback vinlations occur when Personnel try to enter the
Araa they currently occupy (according to the systam) or any non-adjacent Area.

Timed Antipassback — Timed antipassback checking is enforced. Timed APB viclations occur when Pearsonnal try to ra-
enter the Area they currently occupy (according to the system) within a specified time period. After the specified time has
aelapsed, Parsonnel are allowed to re-anter the Area, aven if they have not axited validly. (Howevaer, for tracking purposes,
Personnel are considerad to ba in the area until they exit validiy—eaven if the antipassback timer period has elapsed. )

MOTE: By default, Timed APB Areas also enforce Regular APB rules. Parsonnel must axit an Area bafora antaring a non-
adjacent Area.

Trigger violation

NOTE: This field is available only if Timed Antipassback is selected in the preceding field as the Enforcement type.

'D"_' rg—&ntr‘y Enter in days, hours, and minutes the time 1o elapse bafore the person can re-enter the Area. (The maximum allowed interval
within: days - s seven days.)
hours:
minutes
Enfarce Timed MOTE: This field is available only if Timed Antipassback is selected as the Enforcement type.
Antipassback Select this check box 1o indicate that enly the timed APB rule should be enforced on this Area, net the regular APB rules. The
Only default is cleared.
Thus, when Personnel attempt to exitientar an Area configured with this option:
= Reagular APB exit rules are not checked and they can exit.
* Ragular APB entrance rules are not chacked— soif the APB timer pariod has already elapsad for the parson, they can
anter,
MOTE: If regular APB is configured on an adjacent Araa, that Area still enforces the regular APB rules before granting aithar
antryfexit.
Walid Exit Clears NOTE: This field is available only if Timed Antipassback is selected as the Enforcement type.
Timer Salact this check box to indicate that if Parsonnel validly exit this Area, their APB time period is cancelled so they can re-enter
the Area atonce. The default is cleared.
Carpool Area MOTE: This field is available only if this a Cluster Area and not a Cross-Cluster Area.
Selact this chack box to designate the Area as a Carpool Area.
MOTE: If this option is selected, making this a Carpool Area, you must select an Antipassback Enforcement Type on the
top of the tab: either Antipassback (regular) or Timed Antipassback. (The re-entry time limit for Timed
Antipaseback is the zame for a Carpool Araa as for a nan-Carpodl Area—a maximum of 7 days.)
Allow any person Select this option if you want to allow Personnel to use different cards from the same Carpool Group for entering and exiting
in canpool group the Carpool Area. (This means that even if cardhalder one's card was used to enter the Area, cardholder two, threa, or four
to exit area fram the same Canpool Group can use his'her card to axit.)

Area Lockout

TargetiSTAR
Lockout Area or
TargetisTAR
Area Group

Click [Z] to display a dialog box with a list of ISTAR Areas/iSTAR Area Groups and select the ISTAR Area or ISTAR Area
Group that wou want as the Lockout target Area.
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ISTAR Area Editor - Antipassback Tab Fields (continued)
T

Fields/Buttons | Description

Lockout Time Entar the time in days, hours, and minutes that must elapse bafore the person can enter the target Area after accassing this
Lockout Area.
The default value is 3 [zera] indicating that Area Lockout s not configured for this ISTAR Area. The maximum allowed interval
i five days.

“alid card MOTE: This option is available only if a target ISTAR ArealiSTAR Area Group is selected in the first field in the Area Lockout

rejection or admit bax.

unused access Selact this option toindicate that any card swipe, @ven it results in a reject or with a valid admit but an unopened door, causes

causes lockout the person to be locked out of the target ISTAR ArealiSTAR Area Group.

Configuring Regular Antipassback for iISTAR Areas

]
To Configure Regular Antipassback for an Area

1. Create or modify an iSTAR Area. See:
s Configuring an iSTAR Area on Page 53
m Modifying an iSTAR Area on Page 64
2. On the iSTAR Area Editor, click the Antipassback tab to open.

3. Click the down-arrow in the Antipassback Enforcement Type field to display a drop-down list with three
choices: Antipassback, Timed Antipassback, and None. (The default is Mone.)

4. Click Antipassback to have regular antipassback enforced for this iSTAR Area.

Configuring Timed Antipassback for iISTAR Areas

]
To Configure Timed Antipassback for an Area

1. Create or modify an iSTAR Area. See:
s Configuring an iSTAR Area on Page 53
m Modifying an iSTAR Area on Page 64
2. On the iSTAR Area Editor, click the Antipassback tab to open.

3. Click the down-arrow in the Antipassback Enforcement Type field to display a drop-down list with three
choices: Antipassback, Timed Antipassback, and None. (The default is None.)

4. Click Timed Antipassback to have timed antipassback enforced for this iISTAR Area.

When you select Timed Antipassback, the Trigger violation on re-entry within.... field and the Enforce Timed
Antipassback Only and the Valid Exit Clears Timer check boxes become available.

5. In the Trigger violation on re-entry within: days - hours: minutes field, enter the time period that must elapse
after a person enters the Area before he/she can re-enter.

6. To configure this ISTAR Area so it does not enforce regular antipassback rules as usual (the default), only timed
antipassback rules, select the Enforce Timed Antipassback Only check box.
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7. To configure this iSTAR Area so that a person who validly exits has their APB Timer period erased, click to
select the Valid Exit Clears Timer check box. This allows such a person to immediately re-enter the Area.

Configuring Carpool Antipassback for iSTAR Areas

To Configure Carpool Antipassback for an Area
1. Create or modify an iSTAR Area. See:
m Configuring an iSTAR Area on Page 53
m Modifying an iSTAR Area on Page 64
2. On the iSTAR Area Editor, click the Antipassback tab to open.
3. Click to select the Carpool Area check box to make this a Carpool Area.

4. To configure this Carpool Area so anyone in the Carpool Group can validly swipe to exit the Area, not only the
driver, click to select the Allow any person in carpool group to exit area check box.

5. Click the down-arrow in the Antipassback Enforcement Type field to display a drop-down list with three
choices: Antipassback, Timed Antipassback, and None. (The default is None )

6. Click Antipassback to have regular antipassback enforced for this Carpool Area.
_Or-
Click Timed Antipassback to have timed antipassback enforced for this Carpool Area.

If vou select Timed Antipassback, the Trigger violation on re-entry within.... field and the Enforce Timed
Antipassback Only and the Valid Exit Clears Timer check boxes become available. Configure them as required:

=1

a. In the Trigger violation on re-entry within: days - hours: minutes field, enter the time period that must elapse
after a Carpool Group enters the Area before the Group can re-enter.

b. To configure this Carpool Area so it enforces only timed antipassback rules —not the usual, regular
antipassback rules (the default), select the Enforce Timed Antipassback Only check box.

c. To configure this Carpool Area so a validly exiting Carpool Group has their APB Timer period erased, click to
select the Valid Exit Clears Timer check box. This allows such a Carpool Group to immediately re-enter the
Area.

Configuring Lockout for iSTAR Areas

To Configure Lockout for an iSTAR Area
1. Create or modify an iSTAR Area. See:

[ Cunfig.lring an iISTAR Area on Page 53
s Modifying an iSTAR Area on Page 64
2. On the iSTAR Area Editor, click the Antipassback tab to open.

3. Click B next to the Target iISTAR Lockout Area or Target iSTAR Area Group field to display a selection list
with the iSTAR Areas and iSTAR Area Groups available as lockout targets.
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NOTE

4. Click an iSTAR Area/iSTAR Area Group to select it as the target.

You can only select groups for Lockout that were configured with a Group Type of 'iSTAR Area'.

5. In the Lockout Time field, enter the ime in days, hours, and minutes that the cardholder will be locked out of
the specified target iSTAR Area after accessing this Lockout Area.

6. Select the optional Valid card rejection or admit unused access causes lockout option if you want any and every

card swipe at the Lockout Area reader to cause the person to be locked out of the target Area.

7. On the Area tab of the iSTAR Cluster Editor for the Area’s Cluster, select No access as the Cluster Antipassback

Communication Failure Mode. For information, see the C*CLIRE 9000 Hardware Guide.

NOTE

If you want the remaining Lockout Time to display on a Reader LCD, you must create a
custom EM Reader LCD Message Set and associate it with the Controllers configured for
the Lockout Area. For information on creating Reader LCD Message Sets, see the C*CLIRE

AN Hardware Guide.

iISTAR Area Occupancy Tab

The iSTAR Area Occupancy tab, shown in Figure 8 on Page 78, lets you define the Occupancy restrictions for the
Area for both Personnel in general and for Personnel in Personnel Groups. The tab also allows you to configure

Dynamic Area Manager for the Area as well as Area Pass-through for both Personnel and Personnel Groups.

Definitions for this tab are provided in iSTAR Area Occupancy Tab Definitions on Page 79.

T8 Chapter 1

Figure 8: ISTAR Area Editar Cocupancy Tab
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The following topics provide more information about the Occupancy tab:
] C(:-nfiguring Area Occupancy Restrictions for All Personnel on Page 84,

m Rules for Area Occupancy Access on Page 82,

Occupancy Tab Tasks

You use the Occupancy tab to accomplish the tasks listed below, needed to configure an iSTAR Area. The procedural
steps for each task are detailed in the following subsections.

[ {_'(:-nﬁf:;].lring Area Qccupancy Restrickions for All Personnel on Page 84,

[ {_'(:-nﬁf:;].lring Dynamic Area Manager on Page 85.

s Configuring Pass-through Areas on Page 86.

[ Cﬂnfitg.lring Area Occupancy Restrictions for Personnel Groups on Page 85,

m Deleting a Personnel Group from an 1STAR Area on Page 87,

iSTAR Area Occupancy Tab Definitions

The iSTAR Area Occupancy tab has the buttons shown in Table 9 on Page 79 and the fields shown in Table 10 on
Page 79

Tabla 9: ISTAR Area Editar Occupancy Tab Buttons
[P,

Button | Description

Add Click this button to add a new blank row to the Personnel Groups table. Each new row is added after the last.

Remove Click this button to remove a selected row from the Personnal Groups table. You must click the row selector r to salect a row to

remove. If no row is salectad, this buttan is not availabla.

Table 10: ISTAR Area Editor - Occupancy Tab Fields

Fields/Buttons Description

Occupancy Restrictions for All Personnel

Oeccupancy restricions/limit counts for All Persennel work in conjunction with Occupancy restrictionsfimit counts for Personnel Groups. See
Rules for Area Occupancy Access an Page B2 for detailed infarmation and axamplas.

Maximum Occupancy™ Click the down-arrow to select the type of Maximum Occupancy for the Area from the drop-down list.

Mone — Mo Maximum Occupancy Restriction is enforced. Personnal may enter and axit the Area if thay
have valid clearance. Thisis the default. (When this option is selected, the Maximum Limit field is blank and
unavailable.)

Allow Access— Maximum COccupancy Restriction is set, but the system allows Personnal to enter the Area
even though the number entered in the Maximum Limit field (required) has been reached. The system
sends a message to the Manitoring Station when this eccurs and triggers any Occupancy Events configurad
for the Area.

Restrict Access — Maximum Occupancy Restriction is enforced . The systermn uses the number entered in
the Maximum Limit field (required) to restrict access to the Area.

C*CURE 9000 Areas and Zones User Guide Chapter 1 79
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ISTAR Area Editor - Occupancy Tab Fields {continued)

Fields/Buttons Description

Mazirnum Lirnit Enter the maximum number of Parsonnel allowed in the area at one time. By default, this field iz blank and
unavailable. It becomes available, and requires an entry, when either Allow Access or Restrict Access
are salected as the Maximum Qocupancy type.

NOTE: If values are et for bath Maximurn and Minimum Limits, the maximum value must be equal
toigreatar than the minimum value.

Minimum Cccupancy™ Click the down-arrow to select from the drop-down list the type of Minimum Occupancy for the Area.

Mone — Mo Minimum Cocupancy Restriction is enforced. Personnal may enter and exit the Area if they have
valid clearance. This is the default. (\When this option is selected, the Minimum Limit field is blank and
unavailable.)

Allow Access— Minimum Cocupancy Restriction is set, but the system allows Personnel to enter and exit
the Area even though the number entered in the Minlmum Limit field (required) has not been reachad .
The systam sends a message to the Monitoring Station when this accurs and triggers any Occupancy
Ewvents configured for the Area.

Restrict Access — Minimum Occupancy Restriction is enforced. The system uses the number enterad in
the Minimum Limit field (required) to restrict access to and axit from the Area. To be allvwed access, the
rinimum number of persennel must enter within a certain time frame. Once the minimum numbaer entering
the Area is reached, personnel will not be allvwed to exit the Area unless they all exit at one time.

NOTE: The time interval for Minimum accupancy restrictions is set by the Next Card Time System Variable
in the Hardware Driver category. The variable default is 15 seconds, so personnel wil always have a
minirmum of 15 seconds to present the next card. For more information, see Setting System
Variables That Affect Areas on Page 116.

Minirmum Limit Enter the minimurm number of Personnel allbwed and required to be in the area at one time.

Enable Dynamic Area Manager Selact this option to make the first person who enters the Area the ‘Dynamic Area Manager, the cne
responsibhe for this Area. This person must alss be the last one to exit the Area. For more information, sea
Dynamic Area Manager on Page 42.

NOTE: When this option is selectad , the following is true:
+  The Minimum Qecupancy drop-down list iz set to Allow Access.
+  The Minimum Limit field s set to*1" and is unavailable.

+  The options on the Escort tab are setin a specificway. (For information, see iSTAR Area Escort Tab
Definitions on Page 88

Pass-through

Trigger pass-through viclation after: | Enter the time interval in days, hours, and minutes after which a pass-through viclation will be triggerad for
days - hours : minutes this Area.

A Pass-though restriction means that personnel have to enter and exit the Area within the time specified in
this fierdd.

If the valua is 0, no pass-through restriction is configurad. The maximum amount of time you can enforce
pass-through restriction is 45 days.
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ISTAR Area Editor - Occupancy Tab Fields {continued)

Fields/Buttons Description

Occupancy Restrictions for Personnel Groups

Ococupancy restrictionadlimit counts set for Personnel Groups work in conjunction with the Occupancy restrictionsslimit counts set for All
Personneal. So be carefulwhen canfiguring these options for the Area. See Rules for Area Occupancy Access on Page 82 for detailed information
and examples.

Parsonnel Group [Z]
Click in the Personnel Group field to display , and then click this button 1o select a Parsonnel Group

for association with this Area from the dialeg box that appears.

NOTE: If a person iz a member of mora than one Parsonnel Group selected for the same Area, the
Oecupancy counts for the Groups are not maintained correctly when the person accesses the Area.
For this reasoen, Software House recommends avoiding this type of configuration.

Maximum® Entar the maximum number of Parsonnel fram this Group allbwed in the Area at one time.

MOTE: If values are set for both Group Maximum and Group Minimum, the maximum value must be equal
toigreater than the minimum value.

The value you enter in this field will apply to Persannal in this Group separately from any other
configured Group.

Minimum® Entar the minimum number of Parsonnel from this Group allowed and required to be in the Area at one
tirme.

NOTE: The value you enter in this field will apply to Persannal in this Group separately from any other
configurad Group. In addition, if values are set for both Group and All Parsonnal Minimum Limits,
whichever if the higher minimurm will apphy.

Pass-through [Z]
Clickin the Pass-through field to display , and then click this button to open the Group Pass-
through Conflguration editor. See Configuring Pass-through Areas on Page 86 espacially To Configura
Pags-through Areas Applying 1o Personnel Groups on Page 86.

Only allow Pargannel in listed NOTE: This chack box is available only if thera is at least one Parsonnel Group in the list.

QroLps i anter anea Select this option to limit access to the Area only to Personnel (with Clearance) in any of the listed Groups.

This means that Personnel not in one of thess group are denied access.

Count access by Persannal in listad NOTE: This chack box is available only if thera is at least one Parsonnel Group in the list.

groups; do not restrict access™ Selact this option to allow Personnel (with Clearance) from any Group in the list to enter and exit the Area
whather or not the numbers entered in the Maximum/Minimum fields have been reached. The system
sends a message to the Manitoring Station when this cccurs and triggers any Oecupancy Events configured
for the Area.

*The cccupancy restrictions that you configure for this Area set the initial default Occupancy Made for the Area, as detailed in How Area Occupancy
Caonfiguration Affects Occupancy Mode on Page 81.

How Area Occupancy Configuration Affects Occupancy Mode

The current Occupancy Mode for an Area—displayed on the Area Status tab (see iISTAR Area Status Tab on Page 99)
—is initially set by the way you configure the Occupancy restrictions for the Area, as described in Table 11 on Page
82

Any one higher level Occupancy restriction, whether for * All Personnel’ or for a ‘Personnel Group,’ raises the
Occupancy Mode level.

Example:
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The Minimum and Maximum Occupancy for the Area for “All Personnel’ is None, which would equal an
Occupancy Mode of ‘No Occupancy Testing'. However, a Personnel Group is configured for the Area with a
Maximum limit of 5 and a Minimum limit of 2. As a result, the default setting for the Area’s Occupancy Mode is

'Counting for Events and Access Restricion.

The Occupancy Mode can also be reset by Event Actions. For more information, see Configuring Event Actions to

Affect Areas on Page 114.

Table 11: Relation Between Area Oocupancy Tab Settings and Occupancy Mode
[,

Mazirnum/Minirmum

Area Occupancy Tab Field Setting Default Occupancy Mode
Occupancy Restrictions for All Personnel
Maximum OccupancyMinimum Oocupancy MNone Mo Occupancy
Allw Access Counting for Events
Rastrict Accass Counting for Events and Access
Restriction
Occupancy Restrictions for Personnel Groups
No Parsonnel Group Mo Occupancy
Parsonnel Group Entered Mo entries for Mo Cecupancy

Maximum/Minimum enterad

Counting for Events and Access
Restriction

Count access by Personnal in listed groups, do not restrict
ACOESS

Selected

Counting far Events

Rules for Area Occupancy Access

For any particular Area Occupancy configuration, whether a person is admitted or not is straightforward:

If any condition would deny access to the individual, then access is not granted.

The limits and restrictions configured for *All Personnel” apply to the individual whether or not he/she belongs to a

Personnel Group configured in the Occupancy Restrictions for All Personnel Groups box.

Examples:

The following example cases in Table 12 on Page 83 and Table 13 on Page 83 show configurations for All

personnel and for Personnel Groups.

For a group:

* “Restrict access” means that the Count access by Personnel in listed groups; do not restrict access check box

is not selected.

* “Allow access” means that the aforementioned check box is selected.

B2 Chapter 1
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Table 12: Minimum Cccupancy Configurations

Conditions Area Activity Result
Count

Case 1

All Parsonnel Min = 3; Allow Access 0 1 Group A membear Access denied
presents card (based on Group)

Personnel Group A Min=2; Restrict Access | 0

Case 2

All Personnel Min = 3; Allow Access 0 2 Group Amembers | Accessgranted
presant cards (baszad on Group)

Personnel Group A Min=2; Restrict Access | O

Case 3

All Parsonnel Min = 3; Restrict Access | O 2 Group Amembears | Accessdeniad
present cards (based on All Parsonnel)

Personnel Group A Min=2: Restrict Access | O

Case 4

All Parsoninel Min = 2! Allow Accass 0 1 Group A membar Access daniad
presants card

Personnel Group A Min=3; Restrict Access | O

Case 5

All Parsonnel Min = 2; Allow Access 0 2 Group Amembars | Accessdeniad
present cards {based on Group)

Parsonnel Group A Min=3; Restrict Access | O

Case 6

All Parsoninel Min = 2: Rastrict Access | O 2 Group Amembars | Access denlaed
presant cards (bazad on Group)

Personnel Group A Min = 3; Restrict Access | O

Table 13: Maximum Cccupancy Configurations

Conditions Area Activity Result
Count
Case 1
All Parsonnel Max =4, Restrict Access 3 from Group A meamber Access denied
Grouph prasents card (based on Group)
Parsonnal Group A Max = 3; Rastrict Access Mon-Group A mamber preésents card | Access grantad
(no condition
denies access)
C-CURE 9000 Areas and Zones User Guide Chapter 1 B3
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Maximum Occupancy Configurations (continued)

Conditions Area Activity Result
Count
Case 2
All Parsonnel Max = 3; Restrict Access 3 fram Group A mamber Access granted
Grouph prasents card (based on All Parsonnal)
Personnel Group A Max =4; Restrict Access®
Case 3
All Parsonnel Max = 3; Allow Access 3 from Group A member Access granted
Grouph prasants card (no condition
denies access)
Personnel Group A Max =4; Restrict Access 4 from Group A member Access denled
Grouph prasants card (bazad on Group)
Mon-Group A member presentscard | Access granted
(no condition
danies accass)

*This configuration is not recommended because 4 Group A members will not be allowed to enter the Area.

Configuring Area Occupancy Restrictions for All Personnel

To Configure Occupancy Restrictions for All Personnel for an Area
1. Create or modify an iSTAR Cluster Area. See:

m Configuring an iSTAR Area on Page 53

m Modifying an iSTAR Area on Page 64
2. On the iSTAR Area Editor, click the Occupancy tab to open.

3. In the Occupancy Restrictions for All Personnel box, click the down-arrow in the Maximum Occupancy field to
display a drop-down list and select one of the three Maximum Occupancy types: None, Allow Access, or Restrict
Access. (The default is None.)

4. In the Maximum Limit field, which becomes available and requires an entry if you selected either Allow Access
or Restrict Access, enter the maximum number of Personnel allowed in the area at one ime.

5. Click the down-arrow in the Minimum Occupancy field to display a drop-down list and select one of the three
Minimum Occupancy types: None, Allow Access, or Restrict Access. (The default is None.)

6. In the Minimum Limit field, which becomes available and requires an entry if you selected either Allow Access
or Restrict Access, enter the minimum number of Personnel allowed/required in the area at one time.

NOTE If values are set for both the Maximum and Minimum Limits, the maximum value must be equal to
or greater than the minimum value.
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Configuring Area Occupancy Restrictions for Personnel Groups

To Configure Occupancy Restrictions for Personnel Groups for an Area

1. Create or modify an iSTAR Cluster Area. See:
m Configuring an iSTAR Area on Page 53
m Modifying an iSTAR Area on Page 64
2. On the iSTAR Area Editor, click the Occupancy tab to open.
3. In the Occupancy Restrictions for Personnel Groups box, click Add to create a new row.
4. Click in the Personnel Group field to display E and click this button,
A selection list opens with the Personnel Groups available for iSTAR Cluster Areas.
5. Click a Group to add it to the row.
Example:
Personnel Group 3
6. In the Maximum field enter the maximum number of Personnel from this Group allowed in the Area at one
time.
7. In the Minimum field enter the minimum number of Personnel from this Group both allowed and required to be
in the Area at one time,
NOTE If values are set for both the Maximum and Minimum Limits, the maximum value must be equal to

or greater than the minimum value.

8. To configure more Personnel Groups for this iSTAR Cluster Area, click Add and repeat the preceding steps.

9. To limit access to the Area only to Personnel (with the appropriate Clearance) in any of the Groups listed in the

box, click to select the Only allow Personnel in listed groups to enter area check box.

10. To allow Personnel (with the appropriate Clearance) from any of the Groups listed in the box to enter and exit
the Area whether or not the numbers entered in the Maximum /Minimum fields have been reached, click to
select the Count access by Personnel in listed groups; do not restrict access check box. In this situation, the
systemn sends a message to the Monitoring Station and triggers any Occupancy Events configured for the Area.

NOTE

Software House recommends avoiding this type of configuration.

Configuring Dynamic Area Manager

]
To Configure Dynamic Area Manager for an Area

1.

2

Create or modify an iSTAR Cluster Area. See:
s Configuring an iSTAR Area on Page 53
s Modifying an iSTAR Area on Page 64
On the iISTAR Area Editor, click the Occupancy tab to open.

C-CURE 9000 Areas and Zones User Guide
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3. Click to select the Enable Dynamic Area Manager option. (The default is unselected.)
Once you select this option, the following settings are made in the Occupancy Restrictions for All Personnel box:
* The Minimum Occupancy drop-down list is set to Allow Access.
* The Minimum Limit field is set to "1" and becomes unavailable.

In addition, the options on the Escort tab are set in a specific way. (For information, see iISTAR Area Escort Tab
Definitions on Page 88.)

Configuring Pass-through Areas

You can configure Area Pass-through restrictions that apply system-wide to all Personnel or only to the members of
one or more Personnel Groups.

For Personnel Groups, you can configure Pass-through so the Group members are:
m Exempt from any Area-wide Pass-through time.
m Subject to the Area-wide Pass-through time.
m Subject to a custom Pass-through time different from the Area-wide time.

To Configure a Pass-through Area Applying to All Personnel
1. Create or modify an iSTAR Cluster Area. See:

m Configuring an iSTAR Area on Page 53

m Modifying an iSTAR Area on Page 64
2. On the iSTAR Area Editor, click the Occupancy tab to open.

3. In the Trigger pass-through violation after field in the Pass-through box, enter the time interval —in days, hours,
and minutes —that the cardholder has to go in and then out of the Area —without causing a violation.

To Configure Pass-through Areas Applying to Personnel Groups
1. Follow Steps 1, 2, and 3, as described in the preceding task

2. In the Personnel Groups table in the Occupancy Restrictions for Personnel Groups box, click Add to create a

new now.

{Once a new row appears, the Pass-through field displays the default, Exempt.)

3. Click in the Personnel Group field to display E and click this button.
A selection list opens with the Personnel Groups available for iSTAR Cluster Areas.
4. Click a Group to add it to the row.
Example:
Personnel Group 3

5. In the Pass-through field, if you do not want the Personnel Group you selected to be subject to the Area-wide
Pass-through time, leave the default entry, Exempt.

= 0r -

To configure a different Pass-through option:
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a. Click in the Pass-through field to display B and click this button.

The Group Pass-through Configuration dialog box, shown in Figure 9 on Page 87, opens with Exempt
displayed in the Pass-through type field.

Figure 9: Group Pass-through Configuration Dialog Box

F.: =

@ Group Pass-through Configuration
E Save
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b. Click the down-arrow in the Pass-through type field to display the other types: Area Wide and Custom.

c. To make this Personnel Group subject to the Area-wide Pass-through time entered in the Trigger pass-through
violation after field in the Pass-through box in the middle of the Occupancy tab, click Area Wide and then
click Sawve.

=0T =

To make this Personnel Group subject to a different Pass-through time, click Custom, enter the time interval
(in days, hours, and minutes) in the Trigger pass-through violation after field in this dialog box, and then
click Save.

The Group Pass-through Configuration dialog box closes.

6. To configure Pass-through for more Personnel Groups for this iISTAR Cluster Area, click Add and repeat the
preceding steps.

Deleting a Personnel Group from an iSTAR Area

To Delete an iSTAR Area Personnel Group

1. In the Occupancy Restrictions for Personnel Groups box on the Occupancy tab, click a Personnel Group row to
select it

2. Click Remove to delete the row.

iSTAR Area Escort Tab

The iSTAR Area Escort tab, shown in Figure 10 on Page 88, lets you define the Escorted Access option for the Area.
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Figure 10: ISTAR Area Editor Escort Tab
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Definitions for this tab are provided in iSTAR Area Escort Tab Definitions on Page 88,
The following topic provides more information about the Escort tab:

How Area Escort Configuration Affects Escorted Access on Page 90.

Escort Tab Task

You use the Escort tab to accomplish the task listed below, needed to configure an iSTAR Area. The procedural steps
for the task are detailed in the following subsection.

m Configuring Escorted Access for iSTAR Areas on Page 89.

iSTAR Area Escort Tab Definitions

The iSTAR Area Escort tab has the fields shown in Table 14 on Page 88.

Table 14: ISTAR Area Editor - Escort Tab Fields

Fields/Buttons Description

Escorted Access Options

Escort Enforcement Type Click the down-arrow to select the type of escort enforcement for the Area from the drop-down list.

Escort must swipe card for Escorted Visitor to enter — Escorted Access is enforced. Escorted Visitors
may entar the Area anly if an Escart has presentad a valid card. This is the default.

Escorted Visitor may enter without an Escort swiping card— Escorted Access is not enforced. Escorted
Visitars may enter the Area without any Escart.

MOTE: If this Area iz configured far Dynamic Area Manager (on the Occupancy tab), Escorted Visitor may
anter without an Escort swiping card is selected in the drop-down list and the drop-down list is
unavailable.
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ISTAR Area Editor - Escort Tab Fields (continued )
T
Fields/Buttons Description

An Escort must always ba Selact this option to require an Escort to remain in the Area with the Escorted Visitors. In other words, the last
presant in Area with Escorted Escort in the Area will be denied access to leave as long as there are Escorted Visitors in the Area.
Visitors If this check box is not selected, Escorted Visitors can stay in the Area unescorted, and all Escorts can leave the
Area.
WOTE:
= |fthis Area is configured for Remote Escort (Turnstike) mode, Software House recommends not salecting
this option.
= |fthis Area is configured for Muster/De-muster as wall as for Escorted Access, this option must not be
salacted.
= |fthis Area iz configured far Dynamic Area Manager (on the Oceupancy tab), this option iz not selacted
and is unavailable.

Configuring Escorted Access for iSTAR Areas

To Configure Escorted Access for an Area

1. Create or modify an iSTAR Cluster Area. See Configuring an iSTAR Area on Page 53 or Medifying an iSTAR
Area on Page 64,

2. On the iSTAR Area Editor, click the Escort tab to open.

3. In the Escorted Access Options box, click the down-arrow in the Escort Enforcement Type field to display the
drop-down. Select one of the following two types to configure the Area to require Escorted Access for entry or to
not require it.

» Escort must swipe card for Escorted Visitor to enter (the default).
» Escorted Visitor may enter without an Escort swiping card.
If this Area is configured for Dynamic Area Manager (on the Occupancy tab), Escorted Visitor may

enter without an Escort swiping card is selected in the drop-down list and the drop-down list is
unavailable.

NOTE

4. To configure this Area so Escorted Visitors can remain inside without an Escort, leave the An Escort must
always be present in Area with Escorted Visitors option unselected (the default). To require the Escorted Visitors
to always have an Escort present with them in this Area, select this option.

m If this Area is configured for Remote Escort (Turnstile) mode, Software House

NOTE recommends that you leave this option unselected.
m If the Area is configured for Muster/De-muster as well as for Escorted Access, the
option must not be selected.
m If this Area is configured for Dynamic Area Manager (on the Occupancy tab), this
option is not selected and is unavailable.
C*CURE 9000 Areas and Zones User Guide Chapter 1 89

EFTA01224730



ISTAR Area Editor

How Area Escort Configuration Affects Escorted Access
The restrictions that apply to Escorted Visitors' access to an Area depend on the way you configure the Area's Escort
options. There are four possible combinations, as described in Table 15 on Page 90.

Table 15: Area Escorted Access Configurations
e

Options

Conditions

Result

Case 1

Escort Enforcemeant Option —

Escort must swipe card
for Esconted Visitor to
anter,

An Escort must be present and swipe at tha Door for the Escorted Visitor to anter
tha Area, but after that the Escorted Visitor can be left alona inside the Area.

This means that all Escorts may leave the Area at any time.

{The default setting.)
An Escort must always be Unselacted.
pr.a.'s&nt in Araa with Ezcorted {The default setting.)
Visitors check box —
Case 2

Escort Enforcemeant Option —

Escort must swipe card
for Esconted Visitor to
anter.

An Escort must be present and swipe at the Door for the Escorted Visitor to enter
tha Area, and at least one Escort must remain in the Area with the Escorted
Wisitor.

{The default setting. ) This is the mast restrictive combination.
An Escort must always be Salacted.
presant in Area with Escorted
Wisitors check box —
Case 3

Escort Enforcemeant Option —

Escorted Visitor may
enter without an Escort

An Escorted Visitor can enter the Area without an Escort swiping, and the
Escorted Visitor can be left alone insikde the Area.

swiping card. This means that all Escorts may leave the Area at any time.
An Escort must alvays be Unselactad This is the way to configure an Area 2o that Escorted Visitors may enter and leave
) . ) without any Escort restrictions.
pnje.@&nthreawnh Escarted (The default setting. ) - o -
Visitors check box — This is the least restrictive combination.
Case 4

Escort Enforcement Option —

Escorted Visitor may
anter without an Escort

An Escorted Visitor can enter the Area without an Escort swiping as long asan
Escort s already presant in the Area. At least one Escort must remain in the Araa

swiping card. with the Escorted Visitor.
An Escort must always be Selectad.
presant in Area with Escorted
Wisitors check box —

iISTAR Area Muster Tab

The iSTAR Area Muster tab, shown in Figure 11 on Page 91, lets you define whether or not this Area is a Mustering
Area, and if it is, what Area it de-musters to.
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When you configure Muster/ De-muster, you must also configure both Areas either for
Occupancy or without Occupancy. This is to keep the Area count correct since counting
for Areas configured for occupancy is performed by the iSTAR Controllers, while it is
performed by the host for Areas without occupancy. The system does not validate for this,
but if you do not follow this rule, your counts can become corrupted.

In addition, to keep the Area count correct for Personnel Groups, you must configure both
the Mustering Area and the De-muster Area with the same Groups. For information, see
Configuring Muster/ De-muster Areas for Personnel Groups on Page 92.

NOTE

(If you are going to change an existing occupancy Area to a non-occupancy Area —or vice
versa, you should ideally do it when the system is not busy and the Area is empty.
Alternatively, if there are Personnel in the Area, you can use the Set Property option on
the right-click context menu on the Areas Dynamic View to reset the count for the Area.)

Figure 11: iSTAR Area Editor Mustar Tab
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Definitions for this tab are provided in iSTAR Area Muster Tab Definitions on Page 91.

Muster Tab Tasks

You use the Muster tab to accomplish the tasks listed below to configure an iSTAR Area. The procedural steps for

the tasks are detailed in the following subsections.
[ C{:-nfiguring a Muster Area on Page 92,

m Configuring Muster/De-muster Areas for Personnel Groups on Page 92.

iSTAR Area Muster Tab Definitions

The iSTAR Area Muster tab has the fields shown in Table 16 on Page 92.
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Table 16: ISTAR Area Editor - Muster Tab Fiekls

Fields/Buttons | Description

Muster/De-muster Parameters

Mustering Area Selact this check box to indicate this Area is a Mustering Area in which Pearsonnel gather in an emergency. Once the
amargency is over and the Area is de-mustered, Personnel are de-musterad to anather Area.

MOTE: A Mustaring Area can also ba configured for Antipasshack and Oocupancy, but they are not required for Muster/Da-
muster functicnality. For more information, see iSTAR Area Muster Tab an Page 90
If this Area is configured for Escorted Access aswell as for Muster/De-muster, do not select the An Escort must
always be present In Area with Escorted Visitors aption on the Escort tab. For information, ses iISTAR Araa

E=cort Tab Definitions on Page 88.

De-muster to WOTE: This field is available anly if you have selected the previous option and made this Area a Mustering Area.

Area
Click (o) and select an Area to act as the De-mustering location for this Area from the list of available ISTAR Areas.

= The list can include any Area in the system except the fallowing:

- Areas currently configured as Mustering Areas.

- Areasnolin the zame iSTAR Cluster if this Mustering Area is not configured for Global Antipassback.
*  Multiphe iISTAR Areas can be configured to de-muster to the same Da-mustaring Area.

NOTE: When Muster/De-muster is configured, both Areas must either be configured for Occupancy or configured without

Occupancy.
If you leave this field blank (do not enter a De-muster Area), at de-muster time any Parsonnelin this Mustering Area

will e graced.

Configuring a Muster Area

]
To Configure an Area as a Mustering Area

1. Create or modify an iSTAR Area. See
s Configuring an iSTAR Area on Page 53
s Modifying an iSTAR Area on Page 64
2. On the iSTAR Area Editor, click the Muster tab to open.
3. Select the Mustering Area check box to make this a Mustering Area.
4. Click B next to the De-muster to Area field to display a selection list with all the iSTAR Areas in the system
available for de-mustering to.

5. Click an Area to select it as De-muster Area.

Configuring Muster/De-muster Areas for Personnel Groups

To keep Personnel Group counts correct between a Mustering Area and the Area it de-musters to, you must configure

the Areas in a particular way.

A Muster Area can only report the Personnel Group counts that need to be added to its De-muster Area if it knows
about the Groups. So you must configure these Groups in the Personnel Groups list on the Muster Area's
Occupancy tab. Then you must add the same Personnel Groups to the related De-muster Area on its Occupancy tab.
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For the Muster Area, you should also configure a high Maximum limit for each Personnel Group with ne Minimum
limit and select the Count access by Personnel in listed groups; do not restrict access option.

Once you have configured both your Muster and De-muster Areas as described, the following happens:

1. When Personnel swipe into the Muster Area, the Area keeps count of total Personnel as well as Personnel in the
listed Groups.

2. Then when the system de-musters, all these counts transfer correctly.

The following procedure details the steps to properly configure your Muster/ De-muster Areas, but you

NOTE do not need to perform them in the order given here.

To Configure Muster/De-muster Areas for Personnel Groups

1. Create or modify an iSTAR Area to be the Muster Area. See Configuring an iSTAR Area on Page 53 or Modifying
an iISTAR Area on Page 64.

2. On the iSTAR Area Editor, click the Occupancy tab to open.

3. In the Occupancy Restrictions for Personnel Groups box, click Add to create a new row.

4. Click in the Personnel Group field to display E and click this button.
A selection list opens with the Personnel Groups available for iSTAR Cluster Areas.

5. Click a Group to add it to the row.

6. In the Maximum field enter a very high figure for maximum number of Personnel from this Group allowed in
the Area at one Hme.

7. Leave the Minimum field empty.

8. Click to select the Count access by Personnel in listed groups; do not restrict access check box.

NOTE If a person is a member of more than one Personnel Group selected for the same Area, the Occupancy
counts for the Groups are not maintained correctly when the person accesses the Area. For this reason,
Software House recommends avoiding this type of configuration.
9. Click the Muster tab to open.
10. Select the Mustering Area check box to make this a Mustering Area and then click Save and New.

The system saves your Muster Area and opens the iSTAR Area Editor for you to create the related De-muster
Area.

11. Click to open the Occupancy tab and repeat Step 3 and Step 4 on Page 93,

12. When the selection list opens with the available Personnel Groups, select the same Group you configured for the
Muster Area in Step 5 on Page Y3.

13. Click Save and Close.

14. Re-open the Mustering Area you created first and open the Muster tab.

15. Click B next to the De-muster to Area field to display a selection list with the ISTAR Areas in the system
available for de-mustering.

16. Click to select the second Area you created as the De-muster Area.
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17. Click Save and Close.

iSTAR Area Triggers Tab

The iSTAR Area Triggers tab, shown in Figure 12 on Page 94, allows you to set up Triggers, configured procedures
used by C*CURE 9000 to activate specific actions when a particular predefined condition occurs.

Figure 12: iSTAR Area Editor Triggers Tab
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Definitions for this tab are provided in iSTAR Area Triggers Tab Definitions on Page 95.
The following topics provide more information about the Triggers tab:

+ How to Use the Triggers Tab on Page 94.

Triggers Tab Tasks

You use the Triggers tab to accomplish the tasks listed below, needed to configure an iSTAR Area. The procedural
steps for each task are detailed in the following subsections.

m Configuring Triggers for iSTAR Areas on Page 96.
m Deleting a Trigger from an iSTAR Area on Page 98.

How to Use the Triggers Tab

The tab contains one Action, Activate Event, that can be linked to a specific value of an Area-related violation or
state and to any panel or host Event configured in the system. Once the Area’s state matches one of these values, the
linked Activate Event Action is triggered and the user-specified Event is set to an active state (if allowed by the
Event, which should be armed at the time). Violation Status Events (such as APB Entry/Exit Violations —
representing antipassback violations —and Access over Maximum,/under Minimum Occupancy Violations) are
momentarily activated, while Maximum and Minimum Occupancy Status Events are persistent.

You could use the activated Event to display a Reader LCD Message sayving " Lot Full” when a Parking Lot Area’s
Maximum Occupancy Status becomes “ At or Over Maximum”.

By creating new rows and selecting different values for each row, each value of the Violation Status field can trigger
its own Event. It is also possible to trigger two different Events for the same violation state value by creating two
rows with the same value and then linking each row to its own Event.

NOTE However, each violation state value can activate only one panel Event.
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iSTAR Area Triggers Tab Definitions
The iSTAR Area Triggers tab has the buttons shown in Table 17 on Page 95 and the fields shown in Table 18 on
Page 95.

Table 17: ISTAR Area Editor Triggers Tab Buttons
T

Button | Description

Agld Click this button create a new row in the Teiggers table. You have to configure all the fields in the row and select an Event to complate
the Add operation.

Remove Click this button to remove a selected row from the Triggers table. You have to click the row selector g to select a row to remove. If

na row is salected, this buttan is not available.

Table 18: iSTAR Area Editor - Triggers Tab Fiekds

Field Description
Property . . . . — . . . . . .
Click in the Property field to display and then click this button to display a dialog box with available properties. Double-click a
Property to selact it.
For detailed information about the relatisnships betwean the available properties, their corresponding values, the Event types, and
Schaduling, see Table 19 on Page 96.
Walue Click the down-arrow to select a value from the drop-down list or for the Personnel Count Property, enter 0 (zero) or 1 (one).
When the Area’s Viclation Status malches this value, the Event you specify in the Event fiekd is activated.
Action Click tha down-arrow 1o salect Activate Event (the anly type available) fram the drop-down list. This Action will be executed whan tha
valua of the Area’s Status matches that selacted in the Value field.
Details The name of the Event configured for this row [read-only) is entered by the system once you make a selection in the Event field.
Event I . . . . . -
Click in this field to select the Event to be activated if the Area’s Viclation Status for the current row on the grid has the specified
valua.
For each Violation Status value, vou can select multiple host Events, but only ene panel Event.
MOTE: Switching rows in the grid updates this field with the user-selected Event so that each row can have its own Event to activate.
Schedule IZI
Clickin the Schedula fizld to display and then click this buttan to display a dialog box with available Schedules. Doubla-click a
Schedule to select it.
» For panel Events, the Schedule fiald s set to Always and cannat be modified.
+ For host Events, this field is modifiable.
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Table 19: ISTAR Area Triggers Table Details

Property Possible Values Event | Schedule
Type | Type
Group At o Ovar Masdrmum
Maximum
Ooccupandy
Status
Group Ator Under Minimum
Minimum
Occupancy
Status Panel | Ahvays
anily

Maximum Al or Cver Maximum Host Modifiabe
Occupandy =
Status
Minimum At or Under Minimum
Occupandy
Status
Parsonnel Enter 0 {zero) or 1 (one)
Cowint
Wiclation AFB Entry Viclation/APB Exit Viclation (Antipassback viclations)
Status

Access over Maximum Occupancy Violation/Exit under Minimum Occupancy Viclation

Additional Card Viclation (Vielations that oocur when multiple Card swipe requirements for Araa

access are not met.)

MOTE: Due to the complaxity of Area configuration, some situations that seem to be Additional Card

Viclatiens may not trigger the configured Event. You should verify that your particular Area
configuration activates the desired viclation Event.

Lockout Vislation

Paze-through Viclation

Group Pass-through Viclation

Configuring Triggers for iSTAR Areas

You can create as many triggers as you wish for any iSTAR Area.

To Configure Area Triggers
1. Create or modify an iSTAR Cluster Area. See:
s Configuring an iSTAR Area on Page 53
m Modifying an iSTAR Area on Page 64
2. On the iSTAR Area Editor, click the Triggers tab to open.

3. Click Add to create a new trigger row.
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4. Click in the Property field to display E and click this button.
A selection list opens with the available properties.

5. Click a property to add it to the row.
Example:
Violation Status

. Click the down-arrow in the Value field to display a drop-down list of values for the property you selected.

7. Click the Value you want to activate the event for this trigger to add it to the row.
Example:
APB Exit Violation

8. Click the down-arrow in the Action field to display a drop-down list containing Activate Event as the only
available Action. Click Activate Event to add it to the row as the acton that will be executed when the Cluster
Area’s state matches that selected in the Value field.

The Event field displays on the bottom of the tab.

9. Click B in the Event field to display a selection list of all Events currently configured in the C+CURE 9000
system, and then click an Event to select it.

The system enters the name of the Event you select in the Details field for the row when you click anywhere
outside the Event field. This Event will be activated whenever the Violation State for the current row on the grid
matches the value specified in that row.

The Schedule field contains the default entry Always. (This is the only schedule valid for Panel Events. You can
select a different schedule for a Host Event.)

10. Click B in the Schedule field to display a selection list of schedules configured in the C+CURE 9000 system.

11. Click a Schedule to select it.

12. To create more triggers for this iSTAR Area, repeat the above steps for each trigger you want.

Switching rows in the grid updates the Event field with the user-selected event so that each row can have its
own event to activate,
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Deleting a Trigger from an iSTAR Area

To Delete an iSTAR Area Trigger
1. On the Triggers tab, click a row to select it.

2. Click Remove to delete the trigger row.

iSTAR Area Groups Tab

The iSTAR Area Groups tab lists the iSTAR Area Groups to which this Area belongs.

This tab does not display on the iSTAR Area Editor when you are configuring a new
Area. It displays when you are editing an existing Area.

NOTE
The Groups table on this tab is a Dynamic View that you can filter, group, print, and view in Card View, using the
buttons described in Table 20 on Page 98.

Definitions for the icons and columns on the Groups tab are provided in iSTAR Area Groups Tab Definitions on
Page 98.

You can select any of the iSTAR Area Groups in the list and double-click ’ to edit it or rightclick to display the
Groups Context menu (described in the Groups chapter in the C+ CLURE 9000 Soffware Configuration Guide). You can
also right-click in the Name or Description field of an iSTAR Area Group row to display a standard edit menu.

iSTAR Area Groups Tab Definitions

The iSTAR Area Groups tab has the buttons and fields shown in Table 20 on Page 98

Table 20: ISTAR Cluster Area Editor Groups Tab Flields/Butions

Fields/Buttons | Name | Description

D Card Click to display the list of ISTAR Area Groups in Card Wiew
Wiew
% Print Click to print the list of ISTAR Area Groups.
Group Click to enable Grouping of the list. You can drag a column heading to the area labeled Drag columns to group
% by here to group the list by that heading
Filtar Click to display the filter bar. You can click in the fitter bar to add fitering eriteria to any colurmn of the list. For mora
i information about Filtering, see the Dynamic Views chapter in the C-CURE 2000 Drata Views Guide.
Mame Mame of the Group, up to 100 characters.
Deascription Deascription of the Group.
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iSTAR Area Status Tab

The iSTAR Area Status tab, shown in Figure 13 on Page 100, provides a read-only listing of critical information
about the dynamic status of this iSTAR Area, including;

s Maximum Occupancy Status- shows whether or not the Maximum Occupancy limit was reached: Unknown, At
or Over Maximum, or Mormal.

s Minimum Occupancy Status - shows whether or not the Minimum Occupancy limit was reached: Unknown, At
or Under Minimum, or Mormal.

m Current Occupancy Testing Mode - displays the last reported mode: Unknown, No Occupancy Testing, Counting
Only, Counting for Events, or Counting for Events and Access Restriction.

An Area's initial Occupancy Testing mode depends on the way in which the Area was
configured on the Occupancy tab, described in How Area Occupancy Configuration
Affects Occupancy Mode on Page 81. You can reset the mode through Event Actions,
described in Configuring Event Actions to Affect Areas on Page 114. (The ‘Counting
Only’ mode can only be set with an Event Action.)

NOTE

m Group Maximum Occupancy Status - shows whether or not the Maximum Occupancy limit was reached:
Unknown, At or Over Maximum, or Normal.

m Group Minimum Occupancy Status - shows whether or not the Minimum Occupancy limit was reached:
Unknown, At or Under Minimum, or Normal.

s Communication Status - displays the comm state of the Cluster Area: Normal, Communication Failure, or
Partial Connectivity.

Partial Conmectivity indicates that Occupancy is not being enforced for the Area because
some iISTAR Controller with Readers in the Area is in Comm Fail. In this situation, the
iSTAR continues to collect Occupancy information and when communication is restored,
all information is synchronized.

NOTE

m Personnel Count - displays the number of Personnel currently in this Area.
m Escort Count - displays the number of Personnel designated as Escorts who are currently in this Area.

m Escorted Visitor Count - displays the number of Personnel designated as Escorted Visitors who are currently in
this Area.

m Area Manager Count - shows whether or not the Dynamic Area Manager is currently present in the Area.

m Managed Personnel Count - displays the number of Personnel currently in the Area with the Dynamic Area
Manager. (This number includes all Personnel admitted into the Area after the Dynamic Area Manager — both
those admitted with Clearances and those admitted 'conditionally'.)

The Area Manager and Managed Personnel Counts display only if the Area is configured
for Dynamic Area Manager. For information, see Dynamic Area Manager on Page 42,

In addition, when the Area is so configured, the Escort and Escorted Visitor Counts do not
display. The system does not support the Escort and Dynamic Area Manager features at
the same time for any one Area.

NOTE

s Conditionally Admitted Count - displays the number of Personnel currently in the Area who were admitted
'conditionally'. See "iISTAR Door Conditional Access Tab" in the Doors chapter in the C+CLIRE 9000 Hardware
Configuration Guide.
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m Personnel Groups - if any configured for Area - displays:
* Personnel Group Name

* Personnel Count

Viewing Area Status on the Status Tab

To View Status on the iSTAR Area Editor
1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button.
2. Click the Areas and Zones drop-down list and select iSTAR Area.

3. Click ®.7 to open a Dynamic View showing a list of all existing iSTAR Area Objects.

4. Rightclick the iSTAR Area whose status you want to view and click Edit from the context menu that appears.
The iSTAR Area Editor opens with the General tab displayed.

5. Click the Status tab to open, as shown in Figure 13 on Page 100.

Figure 13: ISTAR Araa Editor Status Tab

Ganernl | Anipassback | Crupancy | Esco | Muser | Tragens | Grouge [5258 | State ages |

Cynamac St
Maximum Oocupancy Stehe: | Unkngmn Personrel Count ﬁ
Coament Decopancy Tesing Mode:  |MNo Oecuparey Tasling Escorted Visitor Count ﬁ
| Parsoonsl Groupe:
_-_pll} Count: 0
| Personnel Groug bame | Parsorned Coert
_Pumrldﬁrmm[ﬂefu.l] 0
I

iSTAR Area State Images Tab

The iSTAR Area State Images tab, shown in Figure 14 on Page 101, provides a means to change the default images
used to indicate states for the iISTAR Area on the Monitoring Station. You can select other images to display for this
Area or return to the default images, as described in State Images Tab Tasks on Page 101.
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Figure 14: ISTAR Area Editor State Images Tab
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State Images Tab Tasks

To Change an Image
1. Double<lick the default image in the tab to open a Windows file selection dialog box.
2. If necessary, navigate to find the new image.

3. Select the desired replacement image and click Open. The new image replaces the default image and displays in
the State Images tab.

To Restore the Default Image

m Right<lick the replacement image in the Area State Images tab and select Restore Default.
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Configuring a Carpool Group for Carpool Antipassback

The Carpool Group Editor, shown in Figure 15 on Page 102, lets you configure Carpool Groups and their member

Personnel.

Figure 15: Carpodl Group Editor
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Definitions for this tab are provided in Carpool Group Editor Definitions on Page 102.

Information about using the Carpool Group Editor is provided in Carpool Group Editor Tasks on Page 103.

Carpool Group Editor Definitions

The Carpool Group Editor has the fields shown in Table 21 on Page 102

Table 21: Carpool Group Editar Fields

Fields/Buttons | Description

Mame Enter a unique name, up to 100 characters, to identify the Carpool Group.

Dascription Entar a description of the Carpool Group, up to 255 characters.

Partition. Aread-only field displaying the name of the Partition to which this Carpool Group belongs. (This field is visible only if the
C+CURE 9000 system is partitioned. )

The Carpool Group Editor General tab has the buttons and fields shown in Table 22 on Page 103 .
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Table 22: Carpool Group General Tab Buttons/Fielkds
T

Fields/Buttons | Description

Group Type Displays Personnel, the dafault type.

Objects in Group

Add Click this button to open the Object Selection dialog box where you can select one or more Personnel as members of this
Carpool Group. (A parson can only balong to one Canpool Group at a timea. )

NOTE: ¥ou can select multiple Personnel at one time.
Onoa you have made vour selection, the system enters the Parsonnel in the Objects in Group table—one parson toa row.

Femove Click this button to remove a selacted row fram the Objects in Group table. You must click the row selactor g to salacta
row to remove. If no row is selected, this button is not available.

Mame The name of the person who is a member of this Carpool Group.

Dascription Entar a description of the parsen, up to 500 charactars.

Carpool Group Editor Tasks

You use the Carpool Group Editor General tab to accomplish the tasks listed below, needed to configure a Carpool
Group. The procedural steps for each task are detailed in the following subsections.

[ C{mfiguring a Carpool Group on Page 103.

m Deleting a Person from a Carpool Group on Page 104.

Configuring a Carpool Group

]
To Create a Carpool Group

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button.
2. Click the Areas and Zones drop-down list and select Carpool Group.

3. Click New to create a new Carpool Group. The Carpool Group Editor opens with Personnel displaying as the
default Group Type (see Figure 15 on Page 102).

4. Click Add in the Objects in Group box.

A Name Selection dialog box opens for you to select the Personnel you want for this Carpool Group.

5. Click the check box next to names of one or more persons and then click OK.

6. The Carpool Group Editor displays with the Personnel you selected added to the Objects in Group table.

7. To save your new Carpool Group, click Save and Close.
- (O =
Alternatively, if you want to save the Carpool Group and then create a new one, click Save and New. The
current Carpool Group is saved and closed, but the Carpool Group Editor remains open ready for you to
configure a new Carpool Group.
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Deleting a Person from a Carpool Group

To Delete a Carpool Group
1. On the Carpool Group Editor, click anywhere on a person row to select it.

2. Click Remove to delete the person from the Group.
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Configuring iSTAR Clusters for APB Comm Fail Modes and Global Anti-
passback

On the Area tab of the iSTAR Cluster Editor, as shown in Figure 16 on Page 105, you can configure the following:

s How Cluster Antipassback works during a communications failure when the Cluster members lose
communication with the Cluster master. See To Configure Cluster Antipassback Communications Failure Mode
on Page 107,

s Whether or not the Cluster is configured for both Global Antipassback and Cluster Antipassback or solely for

Cluster Antipassback. See To Configure the Cluster for both Global Antipassback and Cluster Antipassback on
Page 107,

NOTE Modifying either of these options can only be done if the Cluster is not Enabled.

{(You configure how Global Antipassback works during communications failure with a system variable in the iSTAR
Driver section, iSTAR Global Antipassback Communication Failure Mode. See To Configure Cluster Antipassback
Communications Failure Mode on Page 107.)

Figura 16: iSTAR Cluster Editor — Area Tab
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Cluster Antipassback Communications Failure Mode

During a communications failure, the Cluster members (the Controllers) begin to enforce antipassback locally, based
on the Failure Mode you configure for the Cluster. By default the No Access option is cleared (not set), while the
Local option is selected (set).

NOTE A Cluster that has an Alternate Master configured supports only Local Failure Mode. Consequently,

once a secondary Controller is selected for the Cluster, No access Mode is unavailable.

Global Antipassback for the Cluster

iSTAR Global Antipassback gives a higher level of security, but also means that when a person's card moves from
one Cluster to another, it must be transferred through the Host. Transfer through the Host is slower than within a
Cluster. It also requires Cluster to Host network connections to be good. Access within a Cluster is faster: it only
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relies on member-to-master network connections. (Alternate masters are not supported in Global Antipassback
Clusters.)

By default the Cluster enforces iSTAR Global antipassback as well as iSTAR Cluster antipassback check box is
not selected, indicating that only Cluster Antipassback is enforced for the Area. In addition, the systems upgraded
from previous versions of C*CURE 9000 set all Clusters with this default value.

The value of this check box must be compatible with the Area type of all Areas on all the Doors on all the Controllers
in the Cluster as shown in Table 23 on Page 106,

Table 23: Cluster/Area Type Compatibility
e e

Cluster enforces: All areas on all doors on all Cluster's panels must have type:
ISTAR Cluster Antipassback Only Cluster
ISTAR Cluster AND Global Antipassback Cluster OR Cross-Cluster

Anytime you change this check box, you must check all the Areas on all the Doors on all the Cluster's Controllers. If
there is an incompatibility, the system displays an error message and does not allow the change until the Areas in
question are removed from the Doors. You must perform the same check every time an iSTAR is added to a Cluster
since the iSTAR might already have Areas attached.

Area Tab Field Definitions

The Area tab has the fields shown in Table 24 on Page 106.
Table 24: ISTAR Cluster Editor — Area Tab Fiekds

Fields Description

Cluster Antipassback Communication Failure Mode

The options in this box are available only if the Cluster enforces ISTAR Global antipassback as well as ISTAR Cluster antipassback aption
in the Glabal Antipassback box is not selacted.

Mo access Select this option to configure Mo access asthe Communications Failure made for this Cluster.
+  Accessis denied by any member Controller in the Cluster in communications failure.

+  Member Controllers still in communications with the Master continue to request normal antipassback
decisions for antry to the Area.

+  Master Contrallers need no communication to make antipassback decisions and abways do so
regardiass of host or member communication.

{In this mode, the person is presumed to be in vielation, unless proven otherwise.)

NOTE: This mode is unavailable if the Cluster has an Alternate Master.

Lacal Salact this option to configure Local as the Communications Failure mode for this Cluster.

»  The Controller uses kecally availabhe infermation to grant or deny access, Even if this information is
insufficient, the Controller admits the person presenting the card.

{In this made, the person is presumed not-in-violation, unkess proven otherwise. ) When Local mode is
configured, the person is allowed in unless the Controllers making the decision determine beyond doulbt
that hedshe is guilty of an antipasshack violation.
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ISTAR Cluster Editor — Area Tab Fields (continued)
T

Fields Description

Global Antipassback

Cluster enforces iSTAR Global Salect this check box to indicate that this Cluster shares data with all the other Clusters that use iISTAR
antipassback aswellasiSTAR Cluster | Global Antipassback.
antipassback The default is cleared indicating that the Cluster does not chare data with any other Clusters.

NOTE: When this option is selected, the Cluster Antipassback Communication Fallure Mode box
options bacome unavailable.

]
To Configure Cluster Antipassback Communications Failure Mode

1. In the Mavigation Pane of the Administration Workstation, click the Hardware pane button.

2. Click the Hardware drop-down list, select iSTAR Cluster, and click T to open a Dynamic View showing a
list of all existing iSTAR Clusters.
=0T =
Expand the Hardware Tree.

3. In the Dynamic View list/Tree, select the iSTAR Cluster for which you want to set the Antipassback
Communications Failure Mode, rightclick, and click Edit from the context menu that appears.

4. On the iSTAR Cluster Editor, click to open the Area Tab.

5. In the Cluster Antipassback Communication Failure Mode box, click to select either the No access or Local
option,

To Configure the Cluster for both Global Antipassback and Cluster Antipassback

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button.

2. Click the Hardware drop-down list, select iSTAR Cluster, and click .7 to open a Dynamic View showing a
list of all existing ISTAR Clusters.
-or -
Expand the Hardware Tree.

3. In the Dynamic View list/Tree, select the iSTAR Cluster that you want to configure and click Edit from the
context menu that appears.

4. On the iSTAR Cluster Editor, click to open the Area Tab.

5. In the Global Antipassback box, click to select the Cluster enforces iISTAR Global antipassback as well as
iSTAR Cluster antipassback option.

]
To Configure Global Antipassback Communications Failure Mode

1. In the Administration Station, on the Options & Tools pane, select System Variables.
2. On the General tab, expand the iSTAR Driver category.

3. In the Name column, locate the iSTAR Global Antipassback Communication Failure Mode system variable.
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4. Double<click on the row.
- =
Right-click in the row and then click Edit from the Context menu that appears.

The System Variables Editor appears with the Global Antipassback Communication Failure Mode system
variable on the iSTAR Variables tab.

5. Click the down-arrow in the Mode field to display the drop-down. Select one of the following:

* No Access - Non-owners do not admit unless they can communicate with the iSTAR owner Controller. (Sets
the variable to 0.

* Local - iSTAR Controllers make a decision based on locally available information or admit if that
information is insufficient. (Sets the variable to 1.)
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Configuring Escorted Access Mode

The mode that Escorted Access operates in —whether Companion mode or Remote Escort (Turnstile) mode — requires
the correct setting of the Readers are continuously active check box in the Readers box on the iSTAR Door
Configuration dialog box, as shown in Figure 17 on Page 109.

Figure 17: iSTAR Door Configuration Dialog Box — General Tab
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By default the Readers are continuously active option is cleared (not set).

In Companion Mode - Doors must be configured to permit multiple accesses through the Door on each access cycle.
In this way an Escort can provide access to multiple Escorted Visitors with one swipe of the Escort's card.

In Remote Access Mode - Doors must be configured to disable access of more than one person on one access cycle.
The system will then accept and process only one card on each side of the Door at a time: first an Escorted Visitor,
then the Escort, then another Escorted Visitor, then the Escort, etc.

To Configure the Mode for Escorted Access

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button.

2. Click the Hardware drop-down list, select iSTAR Door, and click ®.7 to open a Dynamic View showing a list
of all existing iSTAR Doors.

- (T =
Expand the Hardware Tree.

3. In the Dynamic View list/ Tree, select the iSTAR Door for which you want to set the Escorted Access mode, right-
click, and click Edit from the context menu that appears.
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4. On the iSTAR Dwoor Editor in the Readers box:
* To configure Companion mode, click to select the Readers are continuously active option.

* To configure Remote Access mode, clear the Readers are continuously active option.
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Configuring Personnel Antipassback Options

You can configure a person to be exempt from antipassback rules (both regular and timed) for all Areas so that
he/she is permitted entry to/exit from an antipassback Area regardless of a violation. In such cases, no violation
message are generated/logged, but access activity is logged as usual.

In addition, you can specify that a person activate antipassback events, whether or not he/she is antipassback
exempt, if the access/exit would ordinarily cause a violation.

You configure these options in the Options box on the Personnel Editor General tab, shown in Figure 18 on Page
111. By default the Antipassback Exempt option is cleared (not set), while the Activate Antipassback Event option is
selected (sef).

Figure 18: Personnel Editor General Tab
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To Configure a Person To Be Antipassback Exempt

1.
2.
3.

4.
5.

In the Navigation Pane of the Administration Workstation, click the Personnel pane button.

Click the Personnel drop-down list and select Personnel.

Click New to create a new Personnel record.

= 0r =

Click B to open a Dynamic View showing a list of all existing Personnel Objects, rightclick the Personnel
record you want to change, and click Edit from the context menu that appears.

The Personnel Editor opens with the General Tab displayed.

In the Options box, click to select the Antipassback Exempt option.

To save the Personnel record, click Save and Close.

To Configure a Person To Always Activate Antipassback Events

1. Open a Personnel Record on the Personnel Editor General Tab.

2. In the Options box, click to select the Activate Antipassback Event option.

3. To save the Personnel record, click Save and Close.
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Configuring Personnel Escorted Access Options

You can configure a person's Escort option — None, Non-escorted Visitor, Escorted Visitor, Escort—which controls
how he/she is able to move around a facility, through its Doors and into and out of Areas.

You configure this option in the Escort Options box on the Personnel Editor General tab, as shown in Figure 19 on
Page 112. By default the Escort Option combo box is set to None.

Figure 19: Personnel Editor General Tab — with Escort Options Box
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To Configure a Person's Escort Option

1. Click the Personnel drop-down list and select Personnel.

2. Click New to create a new Personnel record.

- {r -

Click Bz

record you want to change, and click Edit from the context menu that appears.

The Personnel Editor opens with the General Tab displayed.

to open a Dynamic View showing a list of all existing Personnel Objects, right-click the Personnel

3. In the Escort Options box, click the down-arrow next to the combo box to select the Escort Option you want for
this Personnel record:

112

None (the default).

Non-escorted Visitor - A Visitor to the company who is permitted to go through the facility without an

Escort.

Escorted Visitor - A Visitor to the company who must be accompanied by an employee designated as an

Escort in order to move through the facility.

Escort - an Employee trained in using the visitor management policies of the company, who knows what to

do in any of the following situations:
—  Escorted Visitor's card fails for clearance.

— An employee wants to cut in front of or in the middle of the Escorted Visitor queue.
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4. To save the Personnel record, click Save and Close.
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Configuring Event Actions to Affect Areas

You can configure an Event with Actions related to iSTAR Areas.

Example:
You can reset the current Occupancy Mode for an iSTAR Area —set by default by the original Occupancy
configuration. Such an Event Action can change an Area’s Occupancy mode to "Counting Only’, which cannot
be set by the Area configuration. You can also use an Event Action to clear the Area counts for *All Personnel’
and ‘Personnel Groups’.
The following Event Actions pertain in some way to Areas:
m Allow Conditional Access Cycle
m Clear Area Counts
m De-muster Area
m Enable Counting for Access Restriction
m Enable Counting for Event
m Enable Counting Only
m Grace All
m Grace All Partiions

m Remove All Personnel from Area

To Configure Events with an Action to Affect an Area
1. Click Configuration to open the Configuration pane.
2. Select Event from the Configuration Pane drop-down list.
3. Click New on the Configuration Pane. The Event Editor opens.
a. Type a name for this Event in the Name field.
b. Type a Description in the Description field.
c. Click Enabled to make the Event available to C*CURE 9000 Operators.
4. On the Event General tab, choose the settings that you want for the Event.

5. Click the Action tab to open, as shown in Figure 20 on Page 114.

Figure 20: Event Editor — Action Tab
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&, On the Action tab, click Add to add an Action row.

7. Click the down-arrow in the Action field and then scroll down in the drop-down list to select the Action you
want.

An Area, Partition, or Carpool Group field displays on the bottom of the screen depending on the Action, as
shown in the following example.

Action Dintindz Fieanlishin
b [Evabie Coming Oy ~| 4]

ey [=]
{For the Grace All and Grace All Partitions Actions, the Partition field displays, while the Area field displays for
all the other Actions.

8. Click EI in the Area or Partition field to display a selection list of all Areas or Partitions currently configured
in the C*CURE 9000 system, and then click to select the one you want as the recipient of the Action.

The system enters the name of the object you select in the Details field for the row.

9. Select the Resettable check box if you want an operator responding to the Event to be able to reset the Action
without acknowledging the Event.
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Setting System Variables That Affect Areas

Four System Variables described in Table 25 on Page 116 have an impact on Areas functionality.

Table 25: System Variables that Affact Schedulas

Category/ Description Default
System Setting
Variable

Hardware Driver

Neaxt Card Tima Mazximum length of time (in seconds) allowed between card presentations for features that require the 15
presentation of multiple cards for access | Escorted Visitor Access or intadout of Minimum Occupancy Areas, for
axarmipha).

The value must be betwesn 15 and 300.

MOTE: Software House recommends setting this value to at least 30 seconds if cardholders neaed time to present
a card with blometric and/or PIN information.

iISTAR Driver

Ahways Track If True, the Area lecation of Persannal is always tracked at the Controlliar/Panel. False

Personnel If False, the Area location of Personnel is net tracked al the Controlier/Panel, unless Antipassback iz configured.

Minimum Enables parsonnel to exit an Area configurad for restricted Minimum Occupancy if the iISTAR resets, which will False
Occupancy Exit reset the Area count to 0 {zero).
Optian

If Trua, the iSTAR parmits the parsonnel inside the Area to axit.
If Falge, tha iSTAR doas not parmit the parsonnal inside the Area to exit, unlass the Araa count is resat corractly.

In either case, the Area may have an incorrect count that should be reset manually

Maximum Visitor Indicates the maximum number of Ezcorted Visitors who may be escorted by a single designated Escort. 10
Count The valie must be between 0 and 100.
MOTE: ¥You must stop and restart the iISTAR driver to have any changes you make to this variable take effect.

iISTAR AFB Mumber of miliseconds ping response must arrive after ping sent for APB link to ba declared “fast” again. Mustbe | 500
rmaximum ping larger than minimum time required for a round trip message over link during normal utilization of network,
round trip otherwise comm cannot be restored. Must be larger than 250.

The valua must be betwesan 250 and 1800000,

MOTE: Change this value anly in consultation with the Software House Customer Support Center. Incorract
settings can cause APB comm fail.

ISTAR APB ping Mumber of millseconds ISTAR and host wait before sending APB ping on “slow” APB link (to master or host). 100040
intesval This is also the minimum amount of time the ISTAR and host will wait before attempting to re-establish APB
comm owver a link that has timed out.

The value must be betwesan 1000 and 600000,

MOTE: Change this value anly in consultation with the Software House Customer Support Canter. Incorract
settings can cause APB comm fall.
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Systern Varlables that Affect Schedules {continued)
T

Category/ Description Default
System Setting
Variable
iISTAR APB Muimber of miliseconds iISTAR member waits for APB response from master. This is the amount of time a person 5000
response timeout | will zee * Please Wait” displayed at the Reader. Must be larger than minimum time required for 3 round-trip
messages aver link during normal utilization of network, otherwise comm cannot be restored. Must be larger
than 1000.
The value must be betweean 1000 and 600000.
MOTE: Change this value anly in consultation with the Software House Customer Support Center. Incorract
settings can cause APE comm fail.
ISTAR Global Gilobal Antipassback operation when the controllers are in communication failure mode. 0
Annpassb.ack: Double-click on row to edit. (For procadural information, see To Update System Variables on the System
Co.mmunn:amn ‘ariables Editor on Page 118and To Caonfigure Glabal Antipassback Communications Failure Mode on Page
Failure Maode 107.)
The value must be betweean 0and 2.
* Mo Access Moda =0 - Nan-owner iISTAR Controllars do not admit unless they can communicate with the
iISTAR owner Controller.
» Lacal Mode =1 - ISTAR Controllers make a decision based on lacally available information or admit if that
information is insuffickent.
Host Global Mumber of millseconds ISTAR master waits for Global Antipassback response from ISTAR . 2000
:”T'W“m“k + Mustbe less than ISTAR Global Antipassback response timeout’
BELONSE
Timeout *  Must ba larger than minirmum time required for a round trip meszage over link during normal utilization of
network. Otherwise, communications cannot be restored.
= Must ba larger than 1000.
The value must be betweean 1000 and 60, 000.
MOTE: Change this value only in consultation with the Software House Customer Support Canter. Incorract
settings can cause APB comm fail.
iISTAR Global Mumber of miliseconds iISTAR master waits for Global Antipassback responga from Host. 4000
:”T'Pﬂ“mk + Mustbe less than ISTAR APB response timeout'
BSPONSE
Timaaut »  Must be larger than minimum time required for 2 round trip messages over link during normal utilization of
netwark, Otherwise, communications cannot be restored.
*  Must ba larger than 1000.
The value must be between 1000 and 60, 0:00.
MOTE: Change this value anly in consultation with the Software House Customer Support Canter. Incorract
settings can cause APB comm fall.
]

To Change the Value for an Area-related System Variable

1. In the Administration Station, on the Options & Tools pane, select System Variables.
2. On the General tab, expand the Hardware or iSTAR Driver category, as needed.

3. In the Name column, locate the system variable you want to update.
4

Read the text in the Description column for the relevant system variable.

* If the text says, “Double<lick on row to edit”, see To Update System Variables on the System Variables Editor
on Page 118,
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5. In the Value column, enter a new value,

6. If necessary, stop and restart the drivers to have your changes take effect.

For a list of variables and allowable values in this category, see Table 25 on Page 116.

To Update System Variables on the System Variables Editor

1. To update a system variable when the Description column for the relevant system variable says, ” Double<click
on row to edit”:

Double<click on the row.

- or -

Right-click in the row and then click Edit from the Context menu that appears.

The System Variables Editor appears with the system variable on the iSTAR Variables tab.

2. Change the values in these fields as necessary.

3. Click Save and Close when you are finished editing the system variables.
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Viewing Area Location of Personnel

You can view the current Area that Personnel are in by opening the default Dynamic View for Personnel records on
the Administration application.
I

To View a Person's Current Area

1. In the Navigation Pane of the Administration Workstation, click the Personnel pane button.

2. Select Personnel from the Personnel pane drop-down list.

3. Click =7 to open a Dynamic View listing all Personnel objects. (You can also click the down-arrow of this
button to either view the list in the current tabbed view or open a new tabbed view.)

* You can sort, filter, and group items in the list.

* You can right-click a Personnel record in the list to open the context menu (for information, see the Personnel

chapter in the C*CURE 9000 Personmel Guide) and perform any of the functions on that menu. See the
Dynamic Views chapter in the C* CLIRE 9000 Data Views Guide for more information on using Dynamic
Views.

4. Right-click any column heading to open the context menu with additional Personnel fields that can display as
columns.

5. Click More Columns to open a dialog box listing all the other possible Personnel fields that can display as
columns.
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6. Select Area Name and Area Access Time from the list and click OK on the top of the dialog box.

The Personnel Dynamic View now includes a column for Area Name and Area Access Time populated with

the current location for each person in the list and the time he/she entered the Area, as shown in Figure 21 on
Page 120.
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120

Chapter 1

Figure 21: Personnel Dynamic WView with Area Location
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Viewing Area Information on the Door Editor

A Door assigned to an iSTAR Area displays read-only assignment information on the Door Editor on the Areas &
Zones tab, as shown in Figure 22 on Page 121.

NOTE If this Door is not assigned to an Area, the Areas box is blank.

Figure 22: Door Editor — Areas & Zones Tab
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The Areas & Zones tab has the read-only fields shown in Table 26 on Page 121.
Tabla 26: Door Editar — Areas & Zones Tab Flekds

| —
Fields Description

Entry Area | Mame of Area to which this Door is an *Access In' Door.

Exit Area Mame of Area to which this Door is an “Access Outl’ Door.

.|
To View a Door's Area Information

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button.

2. Expand the Hardware Tree and navigate to the iSTAR Door whose information you want to view.
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3. Select the Door and rightclick to display the context menu.
4. Click Edit.
5. When the iSTAR Door Editor appears, click to open the Areas & Zones Tab and review the Area information.
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Running Area Pre-defined Reports

C+CURE 9000 allows you to generate Software House pre-defined Reports with information related to Areas:

s Roll Call Report (SWH20 - Roll Call) - gives a view of where personnel are located at the time the report is
started, the iSTAR Area/iSTAR Area Group, and can assist in the emergency evacuations of buildings.

C+CURE 9000 tracks the current location, or iSTAR Area, of all Personnel as they move through Doors controlled
by access Readers. This tracking is independent of the antipassback restrictions of an Area, so antipassback does
not have to be enforced for Roll Call Reports to be used.

iSTAR Area Groups, which can contain one or more iSTAR Areas, also support the generation of Roll Call
Reports (with the exception of the system default “ All Areas” Group). An iSTAR Area may be assigned to several
iSTAR Area groups; the Areas assigned to an iSTAR Area Group may also span multiple iSTAR Controllers. For
information on iSTAR Area Groups, see the Groups chapter in the Cs CLRE 9000 Data Views Guide.

m Carpool Roll Call Report (SWH21 - Carpool Area Roll Call) - gives the last known Carpool Area for Personnel,
by Carpool Group, at the time the report is started. This is the last Carpool Area that the person entered.
However, if they exited to an adjacent Area not a Carpool Area, their Carpool Area location is not changed.

C*CURE 9000 tracks the current location of all Personnel parked in each Carpool Area, along with their Carpool
Group and whether they are the Group Driver.

s Carpool Group Report (SWH22 - Carpool Group) - gives a list of Carpool Groups with the names of the
corresponding Personnel members.

m Visitor/Escort Reports (SWHS50 - SWHS55) - give lists of Admitted/ Rejected Escorts and/or Visitors. For detailed
information about these Reports, see the table in the "Pre-defined Reports" section of Appendix A in the C+CLURE
SN Data Views Guide,

These are some of the many pre-defined Reports provided by Software House. While you cannot alter
the original Report, you can make a copy and then modify it to your liking. For information, see
Appendix A in the C+CURE 2000 Data Views Guide.

NOTE

These Reports can be initiated in different ways:
m Running Area Reports from the Administration Report Dynamic View on Page 123,
m Running Area Reports from the Monitoring Station Report Status List on Page 125

m Using an Event to Kun an Area Report on Page 126

Running Area Reports from the Administration Report Dynamic View

This procedure for running Area Reports uses the Roll Call Report as an example for all the Area-related Reports.

To Run an Area Report from the Report Dynamic View
1. In the Navigation Pane of the Administration Workstation, click the Data Views pane button.

2. Click the Data Views drop-down list and select Report.

3. Click .7 to open a Dynamic View listing all Reports, both the Software House pre-defined Reports and
Reports you've created. (You can also click the down-arrow of this button to either view the list in the current

tabbed view or open a new tabbed view.)
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. Use the right-hand scroll bar to scroll through the list and find one of the Area Reports, such as SWH20 - Roll

Call or SWH21 - Carpool Roll Call.

. Double-click the Report to run it as a new tab in the C*CURE 9000 content area.

- =

Right-click the Report to open the Report Context menu and take one of the following actions:
* Click View to run the Report as a new tab in the C+CURE 9000 content area.

* Click Popup View to run the Report and view it in a separate popup window.

* Click View in Current Tab to run the Report in the current tab in the C*CURE 9000 content area (replacing
the Reports Dynamic View).

* Click Run on Server to start the Report running in the back ground. (The finished report is saved and is
accessible from the Report Result Dynamic View.)

NOTE A system variable in the Reporting category allows you to set limits on the maximum

a.

7.

124

page count of the reports generated in your C+*CURE 9000 system. For information,
see the System Variables chapter in the C+CLURE 9000 System Maintenance Guide.

A Query Parameters dialog box appears, as shown in the example for the Roll Report in Figure 23 on Page 124
{(For more information about queries, see the Query chapter in the C*CURE 9000 Data Views Guide.)

Figura 23: Roll Call Report Quary Parameters Dialog Box
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To view all the information about the query’s search criteria, click Show Query Detail.

Enter values for the Area Name and/or Area Group parameters and then click Execute Query to retrieve data
for the Report.

The progress of the report generation displays on the Status bar.
Once the status bar shows the number of records being processed, a Cancel Report button on the top of the

screen becomes available for use.

When the report processing is completed, the Roll Call Report appears on the Report Viewer, as shown in the
example in Figure 24 on Page 125. The Cancel Report button disappears and the Save Result and Export
Document buttons become available.
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Figure 24: RollCall Report on Report Viewer
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Running Area Reports from the Monitoring Station Report Status List

This procedure for running Area Reports uses the Roll Call Report as an example for all the Area-related Reports.

To Run an Area Report from the Monitoring Station

1. On the Explorer Bar of the Monitoring Station, click Reports in the
Non Hardware Status Menu.

The Report Status List dialog box opens with a list of all Reports in the system, both the Software House canned
Reports and Reports you've created.

2. Click the Data Views drop-down list and select Report.

3. Use the right-hand scroll bar to scroll down through the list and find one of the Roll Call Reports, such as
SWH20 - Roll Call or SWH21 - Carpool Roll Call.

4. Right-click the Report to open the Report Context menu and take one of the following actions:

* Click Popup View to run the Report and view it in a separate popup window.

* Click Run on Server to start the Report running in the background. The finished report is saved and is
accessible from the Report Result Dynamic View.)

NOTE

A system variable in the Reporting category allows you to set limits on the maximum
page count of the reports generated in your C* CURE 9000 system. For information, see the

System Variables chapter in the C»CLRE 9000 System: Maintenance Guide.
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A Query Parameters dialog box appears with the appropriate prompts, in this example for the Roll Call Report,
as shown in Figure 23 on Page 124. (For more information about queries, see the Query chapter in the C+CURE

000 Data Views Guide))
5. To view all the information about the query’s search criteria, click Show Query Detail.

6. Enter values for the Area Name and/or Area Group parameters and then click Execute Query to retrieve data
for the Report.

The progress of the report generation displays on the Status bar.
Once the status bar shows the number of records being processed, a Cancel Report button on the top of the
screen becomes available for use,

When the report processing is completed, the Roll Call Report appears on the Report Viewer, as shown in the
Example in Figure 24 on Page 125.

Using an Event to Run an Area Report

You can configure an Event with an Action that runs an Area Report. For information, see “Scheduling a Report” in
the Reports chapter in the Ce CLIRE 9000 Data Views Guide.
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Gracing Personnel

You can choose to grace Personnel denied access to an Antipassback/ Area Lockout/ Carpool Area from both the
Administration application and the Monitoring Station. The first time personnel use their cards after a grace action,
the system does not check for Antipassback violations and also allows them into Areas from which they would
otherwise be locked out. For all subsequent use of their cards, the system returns to checking for Antipassback
violations and enforcing Area Lockouts.

You can also reset the iSTAR Global Antipassback owner of a person's card when the iSTAR owner is not
communicating,

m The following apply to one or more selected persons.
*+ Grace Personnel
* Antipassback Reset Card
+  Area Lockout Grace
* Grace Carpool Group - applies to all personnel in the group and can be applied in two different ways:
— To the Carpool Group.
— To any person who is a member of the Carpool Group

m Grace All - applies to all Personnel and Carpool Groups in one or more selected Partitions. (In an unpartitioned
system, since all Security Objects are in the "Default’ Partition, applying Grace All to the Default Partition graces
all Personnel and all Carpool Groups in the C+CURE 9000.)

m Grace All Partitions - applies to all Personnel and all Carpool Groups in all Partitions in the system —regardless

of how many partitions there are.

NOTE m Grace Carpool Group is a 'timed' grace for which you must enter start/end times.
Everyone in the Carpool Group then gets free access to the Carpool Area for that time
period. (And after the period expires, they get one free access.)

m Grace All and Grace All Partitions, on the other hand, apply a 'one-time' grace for the
Carpool that goes away after the first swipe, similar to regular Antipassback gracing.
The methods for 'gracing’ are as follows:
m Gracing One or More Selected Personnel

* From the Administration Application - see To Grace Selected Personnel from the Administration Application
on Page 128,

* From the Monitoring Station - see To Grace Selected Personnel from the Monitoring Station on Page 128,
m Gracing All Personnel

* From the Administration Application - see To Grace "All" Personnel from the Administration Application on
Page 129

* From the Monitoring Station - see To Grace "All’ Personnel from All Partitions from the Monitoring Station
on Page 130.

* Using an Event - see To Grace "All’ Personnel Using an Event on Page 130.
m Gracing Personnel from Selected Partitions

* From the Monitoring Station - see To Grace Personnel from Selected Partitions from the Monitoring Station

on Page 131,
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]

To Grace Selected Personnel from the Administration Application

1. In the Navigation Pane of the Administration Workstation, click the Personnel pane button.

2. Select Personnel from the Personnel pane drop-down list.

3. Click ®.% to open a Dynamic View listing all Personnel objects, as shown in the examples in Figure 21 on Page

120 and Figure 21 on Page 120. (You can also click the down-arrow of this button to either view the list in the
current tabbed view or open a new tabbed view.)

4. Click to select one or more Personnel in the list and then rightclick to display the Context menu.

If you selact more than 100 Personnal, the Grace Personnel, Antipassback Reset Card, Area Lockout Grace,
NOTE and Grace Carpool Group selections are not available.

Gotf éﬁ Add to group

Sing ey Export selection...
Export selected Portraits...
Grace Personnel

E‘J Aszign Clearances

g_,] Remove Clearances
Remowve Ferson From Area

Antipassback Reset Card
Area Lockout Grace
Grace Carpool Group

W  Actvate Temporary

5. Click Grace Personnel, Antipassback Reset Card, Area Lockout Grace, or Grace Carpool Group.

The selected Personnel are graced and are displayed on the Monitoring Station Activity Viewer.

Marual action by “shgal”: Grace Capool Group CaspociGioupleftfiear om 652772014 10023454 AM to B/27/2014

=
e 5277208 103506 A 11 3.004M.

EW(E‘D’IH&E’!’:WM M.arnsal action by “shqal”. Grace cand for Pessonnsl Smith, A5

To Grace Selected Personnel from the Monitoring Station

The look of the Swipe & Show Viewer depands on whather you are using the "Legacy’ View or one of the new

NOTE  pofaulr Views. For information, see *Swipe and Show Viewar* in the Application Layout chapter of the C-CURE
9000 Software Configuration Guwide and Chapter 6 Monitoring Access in the C- CURE 9000 Monitoring Station
Ginicle.

1. Open the Swipe & Show Viewer of the Monitoring Station.
- (OF -

On the Monitoring Station Activity Viewer in rows showing Personnel accesses, click to select a row, and right-
click to display the context menu.
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If you selact mora than 100 Personnal, the Grace Personnel, Antipassback Reset Card, Area Lockout Grace,
NOTE and Grace Carpool Group selections are not available.
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2. Click the Grace Personnel, Antipassback Reset Card, Area Lockout Grace, or Grace Carpool Group button on
the Swipe & Show Viewer.

=0r -

Click Grace Personnel, APB Reset Card, Area Lockout Grace, or Grace Carpool Group on the Activity Viewer
conbext menu.

To Grace ‘All’ Personnel from the Administration Application
1. In the Navigation Pane of the Administration Workstation, click the Configuration pane button.
2. Select Partition from the Configuration pane drop-down list.

3. Click ®£.7 to open a Dynamic View with all the Partition Objects your Privileges allow you to see. (You can also
click the down-arrow of this button to either view the list in the current tabbed view or open a new tabbed view.)

4. Click to select one, several, or all Partitions in the list and then right-click to display the Context menu.

C*CURE 9000 Areas and Zones User Guide Chapter 1 129

EFTA01224770



Gracing Personnel

% ¥ Partition x|
vews - 2= [ S [ig] ¥ o¢

Drag columng to group by here

MHame
Delete

Set properky
Add to group

VR X

Export selection. ..

Grace Al for this Partition

5. Click Grace All for this Partition.

All the Personnel in the selected Partition(s) are graced. (If the system was not partitioned so only the Default
Partition displayed in the list, or if you selected all the Partitions in the system, the command would grace all
systemn Personnel.)

To Grace ‘All' Personnel from All Partitions from the Monitoring Station

1. Open the Swipe & Show Viewer of the Monitoring Station and click to open the Grace Partition tab.
2. Click the Grace All Partiions button.

All Personnel in all the Partitions in the system are graced —whether there is only one, the Default Partition, or
many Partitions.

]
To Grace ‘All’ Personnel Using an Event

1. Configure an event with an appropriate name and description according to the information in the Events
chapter in the C*CLRE 2000 Soffware Configuration Guide.

2. Click to open the Action tab.
3. Click Add to create a new Action row.

a. Click the down-arrow in the Action field to display a drop-down list containing available Actions. Use the
scroll bar to scroll down to find Grace All and click to add it to the row as the Action that will be executed by
this Event.

Once you select Grace All, the Partition field displays on the bottom of the tab.
b. Click E in the Partition field to display a selection list of all Partitions currently configured in the C*CURE
9000 system, and then click an Partition to select it.

When you click anywhere outside the Partition field, the system enters the name of the Partition you selected
in the Details field for the row.

The Grace All Action will be applied to all Personnel in the selected Partition, Partition A, whenever this Event
is activated. (If the system was not partitioned, only the Default Partition could be selected. In that case, the
command would grace all system Personnel.)

c. Leave the Resettable check box unselected. Resetting an Event Action is not applicable to a Grace All Action.

130 Chapter 1 C-CURE 9000 Areas and Zones User Guide

EFTA01224771



Gracing Personnel

4. Finish configuring the other appropriate settings for this Event, remembering to select the Enabled check box to
activate the Event.

To Grace Personnel from Selected Partitions from the Monitoring Station

1. Open the Swipe & Show Viewer of the Monitoring Station and click to open the Grace Partition tab, as shown
in on Page 127

2. Click to select one or more Partitions in the list and then rightclick to display the Context menu.

3. Click Grace AlL

All the Personnel in the selected Partition, Partition A, are graced. (If the system was not partitioned, only the
Default Partition would display in the list. In that case, the command would grace all system Personnel.)
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Viewing Area Status with Map Icons

The Map Editor in C*CURE 9000, as shown in the example in Figure 25 on Page 132, lets you display your facility's
floor or site plan and place clickable icons that permit you to monitor the state of iSTAR Areas and, if desired, their
related Doors.

Figure 25: Map Editor with Area and Door lcons
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For detailed information on creating Maps, see the Maps chapter in the C+ CLURE 9000 Data Views Guide and the
" Adding an Object Icon to the Map™ section in particular.

The Map Viewer, accessed from the context menu that displays when you rightclick a specific Map row in either
the Maps Dynamic View on the Administration Application or the Maps Status List on the Monitoring Station,
allows you to view such a Map in real time. The Area and Door icons on the Map show the current status of the
Objects they represent, as shown in the example in Figure 26 on Page 133.

132 Chapter 1 C-CURE 9000 Areas and Zones User Guide

EFTA01224773



Viewing Area Status with Map lcons

Figure 26: Map Popup View with Area and Door lcons
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You can also right-click any icon on the Map Popup View to display another context menu pertinent to the specific
Object type, as shown in the example for the Area icon in Figure 27 on Page 134 (if the Show context menu on right
click option was selected in the Maps Icon Properties dialog box when you configured the Map).
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Figure 27: Map Popup View with Area lcon Context Menu
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The iSTAR Area icon context menu has the same options as the context menu for iSTAR Areas in the Dynamic View,

described in Table 3 on Page 57.
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This chapter includes conceptual information about iISTAR Intrusion Zones and describes the procedures you use to
create them.

In this chapter

I od e oM 136
ISTAR Intrusion Zone Modes and States 137
Controlling Intrusion Zone Mode il 140
iSTAR Intrusion Zone Configuration Steps ... 153
Basic Intrusion Zone Tasks 155
ISTAR Intrusion Zome Edibor lé5
ISTAR Intrusion Zome General Tab 166
iSTAR Intrusion Zone Inputs Tab ...l 172
iISTAR Intrusion Zome Arm - Disarm Tab 177
iSTAR Intrusion Zone Triggers Tab .. 183
iSTAR Intrusion Zone Groups Tab ... 188
ISTAR Intrusion Zome Status Tab 1849
iSTAR Intrusion Zone State Images Tab .. 191
Configuring a Person to Arm/Disarm Intrusion Zones ... 192
Viewing Intrusion Zone Information on the Door Editor ... ... 193
Viewing Intrusion Zone Information on the Input Editor ______ ... 195
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Introduction

An iSTAR Infrusion Zone is a user-defined group of Doors and Inputs on the same local Controller that delineates a
physical area monitored for alarms —thus protecting that area. The Inputs you assign to an iSTAR Intrusion Zone—
such as motion detectors, glass break sensors, etc. —monitor security inside the zone. The Doors you assign to an
iSTAR Intrusion Zone define the entrance and exit points for the zone.

Grouping Doors and Inputs into an iSTAR Intrusion Zone allows easy Arming and Disarming of groups of alarm
monitoring points (Inputs), as well as Locking and Unlocking groups of doors, while displaying their current mode
and status. The local Controller is responsible for monitoring the Doors and Inputs, reporting the state of the
Intrusion Zone as a whole, and controlling the Door access modes and Input Arm/Disarm states. The use of
Intrusion Zones is optional.

In addition Triggers can be defined to link the Intrusion Zone's current mode and status (such as when a zone is
violated) to Events whose Actions sound an alarm or send an e-mail or page, for example.
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iSTAR Intrusion Zone Modes and States

An Intrusion Zone is always in one of two modes:
m Armed

m Disarmed

An iSTAR Intrusion Zone in Armed mode can be in either of the following two states:
m Violated
m Mot Violated

Regardless of its Mode and Violated state, an iSTAR Intrusion Zone's Ready To Arm State may be either:
s Ready to Arm
m Not Ready to Arm - the iSTAR Intrusion Zone has offnormal Inputs or open Doors (whether it is Armed or
Disarmed)
You can view the mode/state of an iSTAR Intrusion Zone in three places:
® Administration application

* iSTAR Intrusion Zone Dynamic View - see Viewing Intrusion Zone Status on the Dynamic View on Page
161.

* iSTAR Intrusion Zone Editor Status tab- see Viewing Intrusion Zone Status on the Status Tab on Page 189,

m Monitoring Station: Explnri:r Bar>Non-Hardware Status™ Intrusion Zones>5Status List - iISTAR Intrusion Zones
- see the Monitoring Status chapter in the C+ CURE 9000 Monitoring Station Guide.

Armed

If the zone is Armed, the area is protected. You cannot enter an Armed Intrusion Zone without using Doors,
activating Inputs, and causing an Intrusion Zone Violation.

When you arm an Intrusion Zone, the iSTAR reports the Armed status to the C*CURE server. If the Arming method
included presenting a card, the hardware reports the Personnel access. The iSTAR also reports tamper, input
supervision errors, and communication failures.

For five seconds after an Intrusion Zone is armed, the zone's readers display “ Area Armed” in the LCD area. This
message is followed by the current date and time. If there is an Event assigned to the Armed mode, the iSTAR
activates the Event while the Intrusion Zone is Armed.

Disarmed

If the zone is Disarmed, the Inputs assigned to that Intrusion Zone do not generate Intrusion Zone Violations when
activated (when people enter the zone, for example).

When you disarm an Intrusion Zone, the iSTAR reports the Disarmed status to the C*CURE server. If the Disarm
method included presenting a card, the hardware reports the Personnel access. For five seconds after an Intrusion
Zone is disarmed, the system displays Disarm status messages on all Readers within the zones. If there is an Event
assigned to the Disarmed mode, the iSTAR activates the Event while the Intrusion Zone is Disarmed.
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The iSTAR processes access requests at the Intrusion Zone Doors during the Disarmed state. You can gain access at
the locked Doors through the usual means: valid card, valid card and pin, or RTE. The iSTAR also reports tamper,
input supervision errors, and communication failures.

Violated

An Intrusion Zone changes from Normal to Vielated when the system detects an Intrusion Zone Violation. Violations
include;

m Hardware tamper or communication failure.
m Supervision errors for Intrusion Lone Inputs or tamper Inputs.

m Inputs that activate while the zone is armed. (If the zone is disarmed within the entrance delay, the Violation
does not occur.)

m Doors that open while the zone is armed. (If the zone is disarmed within the entrance delay, the Violation does
not occur.)

When the system detects an Intrusion Zone Violation, the iSTAR changes the status of the Intrusion Zone to Violated
and notifies C*CURE 9000 of the Violation. The server records the Violation in the journal and generates an activity
message at the Monitoring Station.

If the Intrusion Zone includes an action, such as flashing lights, configured on the Triggers tab for the Event to be
activated if the Zone is in a Violated state, the system initiates the action while the Intrusion Zone is Violated.

The Intrusion Zone status remains Violated — whether or not the object causing the Violation returns to the Normal
state —until you change the mode of the Intrusion Zone to Armed or Disarmed.

You can change the mode to Armed via key-press/active input and card swipe, Keypad Command Action, or an
Arm selected Direct Action from the Administration application Dynamic View or Monitoring Station Status List.

You can only disarm a Violated iSTAR Intrusion Zone if you have selected the Allow Disarm While Violated option
on the iSTAR Intrusion Zone Arm - Disarm tab. (If this option is not selected, you must first clear the Violation by
deactivating the appropriate Inputs and re-arming the zone, or by force-arming the zone.

You can change the mode to Disarmed via card swipe, key-press /active input and card swipe, Keypad Command
Action, or a Disarm selected Direct Action from the Administration application Dynamic View or Monitoring
Station Status List.

For instructions on Arming and Disarming a zone, see Controlling Intrusion Zone Mode on Page 140.

Ready to Arm/Not Ready to Arm

The status of the Intrusion Zone may be either Keady fo arm or Not ready fo arm.

Ready to Arm

You can arm an Intrusion Zone whose status is Ready to arm. The intrusion zone is ready to arm when:
m All objects assigned to the Intrusion Zone are in a Normal state
m Intrusion Zone Inputs are not active

m Intrusion Zone Doors are closed
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Not Ready to Arm

The status of an Intrusion Zone is Not ready to arm when:
m Any object assigned to the Intrusion Zone is not functioning normally
m An Infrusion Zone Input is active

m An Infrusion Zone Door is open

When the Intrusion Zone status is Not ready to arm, you cannot change the mode of the zone from Disarmed to
Armed unless you use the “force armed” feature.

You can force arm an intrusion zone with a normal Event Action, a local Keypad Command Action, or a Direct
Action from the Administration application Dynamic View or Monitoring Station Status List. A force arm is
NECessary when one or more Intrusion Zone Inputs are active, causing a Not read}r to arm state. You can also force
arm an Intrusion Zone, to intentionally disregard an active monitoring point.
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Controlling Intrusion Zone Mode

The Arming/Disarming mode of an iSTAR Intrusion Zone can be controlled by the following methods, illustrated in
Figure 28 on Page 140:

m Card Control
m Event Control
» CeCURE 9000 Events
* Keypad Command Events
* Monitoring Station Manual Event Activation

m Manual Control (Direct Actions from Monitoring Station)

Figure 28: Controling iSTAR Intrusion Zone Mades

—._ISTAR Intrusion Zona
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When the Intrusion Zone is armed, all the Intrusion Zone Inputs are armed, Intrusion Zone Doors are set to an
armed state, and the Intrusion Zone's Trigger-linked armed Event is active. If Intrusion Zone Inputs activate while
the Intrusion Zone is armed and the Intrusion Zone is not disarmed before the Entrance Delay expires, the Intrusion
Zone goes into a Violated state and triggers the violated event.

When the Intrusion Zone is disarmed, all Intrusion Zone Inputs (except for Protected Inputs) are disarmed, Intrusion
Zone doors are set to a disarmed state, and the Intrusion Zone's Trigger-linked disarmed Event is active.

If Inputs activate while the Intrusion Zone is armed or disarmed, the Intrusion Zone becomes not-ready-to-arm and
triggers the not-ready-to-arm event.

The various methods can be combined.

140 Chapter 2 C-CURE 9000 Areas and Zones User Guide

EFTA01224781



Cantralling Intrusion Zone Mode

Example:

You can arm an Intrusion Zone via Card Control —a card read, but disarm it with Event Control —an event

triggered by a Keypad Command.

Card Control

Card Control provides the methods shown in Table 27 on Page 141 to arm or disarm a zone.

Table 27: Card Control Options

Disarm Arm

Credantial Only (with valid Clearance) Key-press® and Credential (with valid Clearance)
Cradential (with valid Clearance) and Active Input™ Active Input™ and Credential (with valid Clearance)
Cradential (with valid Clearance) and Personnel Group Key-press®, Cradential (with valid Clearanca), and

Personnel Group

Cradential (with valid Clearance), Active [nput™, and Active Input™, Credential (with valid Clearance), and
Parsonnel Group Parsonnel Group

*To key-press, pressthe CMD/ENT key twice; and then present a valld Credential within ten seconds.

An Active Input iz any available input of the ISTAR. Itis comman 1o use a key-activated switch as the Active Input. The switch
rmust be active prior to the presentation of the Cradential.

When arming or disarming an Intrusion Zone by Card Control, the behavior of the zone and the Door is affected by
the location of the Reader, whether outside the zone or inside the zone.

When the Intrusion Zone is armed from an outside Reader, the door strike is not activated when the valid Credential
is read. The system determines that the zone is being armed because either the Active Input is active or CMD/ENT
has been pressed twice (a key-press). Since you are already outside the Intrusion Zone, there is no need to activate
the door strike. If you arm the Intrusion Zone from an inside Reader, then the door strike does activate.

Example:

Figure 29 on Page 142 illustrates the use of the Door State Monitor (DSM) when controlling an Intrusion Zone by
card control:

* The diagram begins with the zone armed.

* A person then disarms the Intrusion Zone using card control at
Reader 1. (Notice that when the door opens after the valid card read, the zone immediately disarms.)

* Later, the person arms the Intrusion Zone from the inside using card control at Reader 2. (Notice that the
Intrusion Zone does not arm until the person leaves the Intrusion Zone by opening and then closing the
door.)
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Figure 29: Use of a Door State Monitor with Card Contrel
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ISTAR Intrusion Do

For more information about outside/ inside Readers, see Door Behavior for Entrance and Exit Doors on Page 151.

When card control is used, the person must have a valid Clearance at the door where the card is presented. As
documented in Table 27 on Page 141, card control can be further qualified by requiring the person to be a member of

a particular Personnel Group.

Personnel designated as Intrusion Zone Administrators do not have to be included in the
required Personnel Group, but must have valid Clearance at the door. For more
information, see Configuring a Person to Arm/Disarm Intrusion Zones on Page 192.

NOTE

Event Control

There are Event Actions that control the mode of iSTAR Intrusion Zones. Some can be used by any Event and others
are restricted to Keypad Command Events.

The Event Actions in the following list can be used by any Event and can control any of the iSTAR Intrusion Zones.
They can be either Cluster- or Host-based, unless they are linked to a Keypad Command —in which case they must
be downloaded to an iSTAR Controller in a Cluster.

m Arm Intrusion Jone
m Disarm Intrusion Zone
m Force arm Intrusion Zone

m Toggle Intrusion Zone mode

The Event Actions in the following list are restricted to Keypad Commands. These actions must be downloaded to
the iSTAR Controller where the Intrusion Zone is configured. The Keypad Reader must be associated with a Door
that is part of the Intrusion Zone.

m Show Intrusion Zone Offnormal Points
m Show Intrusion Zone Status

m Arm Local Intrusion Zone

m Disarm Local Intrusion Zone
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m Force Arm Local Intrusion Zone

m Show Local Intrusion Zone Offnormal Points
m Show Local Intrusion Zone Status

m Toggle Local Intrusion Zone

Event Caused by Schedule

A Schedule can be configured to cause an Event that can automatically control the Intrusion Zone based on date and
time.

Example:

Disarming an Intrusion Zone during normal work hours.

Controlling Intrusion Zones with Schedules is different from controlling other C*CURE 9000 Objects.
Arming/disarming is done on the leading edge of the Schedule Event. The arm state does not follow the state of the
Schedule or the Event.

Use a one-minute Schedulecaused Event to arm the Intrusion Zone and another one-minute Schedulecaused Event

to disarm it, as shown in the example in Figure 30 on Page 143.

Figure 30: Scheduled Events controlling Intrusion Zone Mode
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Event Caused by an Input

Any Input (except those with a special use, such as a Door State Monitor) can be used to activate an Event which
then controls the Intrusion Zone. For instance, a switch inside the Intrusion Zone can be used to toggle the Intrusion
Zone between the armed and disarmed states. If an Input is used in this way, the Intrusion Zone configuration
permits Entrance and Exit Delays to allow time to get in or out of the Intrusion Zone before an alarm is triggered.

Event Caused by Another Event

C*CURE 9000 Event capability permits linking other Events to the Events that control the Intrusion Zone.

Example:

The Intrusion Zone can be immediately armed and secured if a duress condition or door forced alarm occurs
anywhere in the building,
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Event Caused by a Keypad Command

Use the Keypad Command capability of the C*CURE 9000 to activate Events that control Intrusion Zones from
Reader Keypads.

An important point to understand about Keypad Command Events is that these events live until overridden. An
action is required to undo or override a Keypad Command Event. Software House recommends constructing Keypad

Commands in pairs; use one Keypad Command to activate an Object, and another Keypad Command to deactivate
the Object.

There are various ways these Keypad Command pairs can be configured.

Any event caused by a Keypad Command must be downloaded to an iSTAR Controller that is part of the same
Cluster where the Intrusion Zone is configured.

It is also possible to activate Events in another Cluster by using “indirection’ —have the Keypad Event activate an
Event in the Cluster which then activates a further Event that is in either the Host or another Cluster.

Local - Some Intrusion Zone Event Actions are local - the Keypad Command must come from a Reader on a Door in
the Intrusion Zone. The Event triggered by that Keypad Command must be downloaded to the iSTAR Controller that
includes the Intrusion Zone.

Manual Event Activation from the Monitoring Station

Any Event can be activated from the Monitoring Station by a Manual Action. You define the time and date the
activation will start and end.

NOTE Remember that the arming and disarming is edge-triggered, so you want one Event to arm
the Intrusion Zone and another Event to disarm the Intrusion Zone.

Direct Action at the Monitoring Station

You can manually Disarm, Arm, or Force-arm a selected Intrusion Zone from the Monitoring Station Status List for
Intrusion Zones. These actions do not need a start/end date and time. If the Action is allowed, it occurs immediately.

Some situations where such an action 1s or is not allowed follow:

m You cannot Disarm an armed Infrusion Zone that is in violation unless the Allow Disarm While Violated
option is selected. (See iSTAR Intrusion Zone Arm - Disarm Tab on Page 177.)

® You cannot Arm a disarmed Intrusion Zone if the Intrusion Zone is not ready to arm (the Intrusion Zone
contains one or more activated Inputs). However, in such a situation you can Force-arm the Intrusion Zone.
When an Intrusion Zone is force-armed, the latter inputs do not cause a violation, but continue to cause a not
ready to arm state.

Inputs

An iSTAR Intrusion Zone can have three types of Inputs:
s Controlled Inputs
m Protected Inputs
= Monitored Inputs
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Controlled Inputs

These are the regular inputs that are configured to be part of the Intrusion Zone. These Inputs are configured to be
armed and disarmed as the Intrusion Zone is armed and disarmed. The Intrusion Zone monitors these Inputs and
does not allow arming if they are active, and if these Inputs become active while the Intrusion Zone is armed, the

zone becomes Violated.

Protection Inputs

These Inputs are configured to be monitored by an Intrusion Zone without being disarmed and armed by the zone.
The Intrusion Zone monitors these Inputs and does not allow normal arming if they are active. These Inputs are not
controlled by the Intrusion Zone, nor are they normal monitored Inputs of the zone. However, these Inputs are
configured as part of the Intrusion Zone and have option flags set to indicate that they are protection Inputs. If these
Protection Inputs become active while the Intrusion Zone is armed, the zone becomes Violated.

Monitored Inputs

These Inputs, which are monitored by the Intrusion Zone but not armed or disarmed by the Intrusion Zone, are not
specifically configured as part of the Intrusion Zone—they are not in the Intrusion Zone selected Inputs list. Instead,
these Inputs are automatically derived from the Controller, Doors, Arm/Disarm Inputs, Protection Inputs, and
Controlled Inputs that are configured for the Intrusion Zone. The Monitored Inputs monitor the health of the
Intrusion Zone's configured Controlled/ Protection Inputs and Doors. The list of Monitored Inputs includes the
Controller cabinet tamper and all the tampers and comm fail Inputs for the Hardware that controls the Inputs and
Doors configured to be in the iISTAR Intrusion Zone, as well as supervision errors for all Intrusion Zone Hardware.

Activation of these Inputs causes an armed Intrusion Zone to become violated and prevents normal Intrusion Zone
arming. Force arming over an active Monitored Input allows the Intrusion Zone to arm, without affecting the state of
the Monitored Input. Subsequent new activation of the Monitored Input causes the armed zone to become violated.

When Monitored Inputs are activated, they appear on the Reader LCD of Intrusion Zone Doors if these Doors are
configured for “Status’ display mode.

The following list includes all the groups of Inputs that are monitored by iSTAR Intrusion Zones:

Most of the Monitored Inputs cannot be removed from the Intrusion Zone Monitored
Inputs list, but if the Input is not configured in the system at all, then the physical/logical
Input will not be monitored by the Intrusion Zone.

The first two Monitored Inputs in the list, the iISTAR cabinet tamper and the door open
state for the Doors, have special behavior. The others from #3 onward have the common
behavior of preventing arming and causing immediate violation of an armed Intrusion
Zone.

NOTE

1. iSTAR Cabinet Tamper - The cabinet tamper for the iISTAR Controller is a Monitored Input for all Intrusion
Zones on that iSTAR. This is the only such Input that can be removed from the Monitored Input list through a
system variable. (For information, see the “iSTAR Driver” section in the System Variables chapter in the
CeCLIRE 9000 System Maintenance Guide.)

2. Door Open Status - This is the door open state for Doors configured to be part of the iSTAR Intrusion Zone. An
open Door prevents normal arming. A Door on an armed Intrusion Zone that opens either starts an entrance
delay or if there is no entrance delay, causes the Intrusion Zone to be violated.
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3. DSM/RTE Supervision Errors - Supervision errors on DSMs and RTEs for Doors configured to be part of the
Intrusion Zone.

4. Controlled Input Supervision Errors - Supervision errors for Controlled Inputs that are part of the Intrusion
Lone.

5. Other Inputs - Supervision errors for the arm/disarm Inputs that may be configured for the Intrusion Zone.

6. Reader Tamper and Reader Comm. Fail - Reader tamper and reader comm. fail Inputs —if configured —for
Readers on Doors that are in the Intrusion Zone. Also includes:

* Reader tamper and reader comm. fail Inputs —if configured —for Readers that contain Controlled Inputs for
the Intrusion Zone even if the Reader is not on any Door or is on a Door that is not part of the Intrusion Zone.

* Reader tamper and reader comm. fail Inputs —if configured — for Readers that contain any arm or disarm
Inputs for the Intrusion Zone or for Readers that may contain any advanced door monitoring Inputs for
Doors controlled by the Intrusion Zone.

* Reader tamper and reader comm. fail Inputs for Readers that may contain any Outputs used by Doors
controlled by the Intrusion Zone.

7. 1/8 Input Board Tamper and Comm. Fail - Tamper and comm. fail Inputs —if configured —for I/8 Input boards
that contain Controlled Inputs for the Intrusion Zone. Also includes 1/8 Input Board Tamper and Comm. Fail
Inputs for 1/8 boards that contain Intrusion Zone arm/disarm Inputs.

8. R/8 Output Board Tamper and Comm. Fail - Tamper and comm. fail Inputs —if configured — for R/8 Output
boards that contain any Outputs used by Doors controlled by the Intrusion Zone.

9. Tamper and Comm. Fail for Protection Inputs - the tamper and comm. fail inputs —if configured —for the
Readers and 1/8 Input boards that contain the Protection Inputs.

10. Protection Input Supervision Errors - Supervision errors of Protection Inputs are also treated as Monitored
Inputs.

Figure 31 on Page 147 shows a basic iSTAR Intrusion Zone with two doors and six Inputs. The Inputs are switch

contacts that indicate situations such as glass breakage, motion sensing, etc.

m If any Input is active (excluding an entrance delay or a shunt) when the Intrusion Zone is armed, there is a
violation.

m If any Input is active when the Intrusion Zone is disarmed, the zone is considered to be not ready to arm.
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Figure 31: Example of ISTAR Intrusion Zone: Two Doors and Six Inputs
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A Controlled Input can optionally be configured either to be shunted during an entrance delay or to be shunted and
also to trigger an entrance delay.

Shunt Example:

When a switch inside the Intrusion Zone controls arming and disarming and the switch area is monitored by a
motion sensor, you would want the motion sensor (Input) to be shunted during the entrance delay.

Entrance Delay Example:

When a perimeter Door of the Intrusion Zone is either key-operated or has a combination lock, you would want
an Input monitoring the Door to trigger an entrance delay. This would allow a person time to disarm the
Intrusion Zone after entering. This Input would also be shunted during the entrance delay.

Protection Input Example:

The Glass Break Sensor Inputs #1 and #2 are Protected Inputs that are always armed (24/7). They are never
shunted during an entrance delay, nor do they trigger an entrance delay.

* If these Protected Inputs activate while the Intrusion Zone is armed, the zone becomes violated.

* If these Protected Inputs activate while the Intrusion Zone is disarmed, the Inputs report their Input state and
the zone becomes not ready to arm.

Intrusion Zone Status Triggers

Triggers allow you to configure the activation of Events that both display the Intrusion Zone mode and respond to
the state of the Intrusion Zone. The Events can be configured to activate when the iSTAR Intrusion Zone is in the
following modes /states:

m While disarmed
m While armed

m When ready to arm
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m When not ready to arm
m When violated
m When not violated

You can also configure a Trigger ('arm check status”) that activates an Event if it finds that the Intrusion Zone is not

armed during a specified Schedule.

Events indicating an Armed or Disarmed mode are usually used to activate status indicators that indicate the
Intrusion Zone's mode.

A Not ready to arm state exists when the zone is disarmed and any Input in the zone is active. The Not ready to
arm state is asserted even when an approved person opens the door. A typical use of the event is to activate an
indicator light.

A Zone violated state can use an event to sound an alarm and cause other actions in response to the violation.

Some of these Events may be either Panel-based (Controller) or Host-based. Others are either Host only or Panel only.
The actions of these events can link to any system Objects, Events, or iSTAR Clusters.

Table 28 on Page 148 shows the effect of off normal points on not ready to arm and violated Events. The Property
Value: Violated column indicates if the Intrusion Zone is in violation after any entrance/exit delay expires.

Tabla 28: Intrusion Zone Mode and Effect of Off Mormal Paints
L ___________________________ _____________________ |

Case Intrusion Zone Any Off Normal Points | Property Value: Property Value:
Mode Ready to Arm* Violated**
1 Armed M Yas Mo
2 Disarmaed M Yas Ma
3 Armed Yes Mo Yes
4 Armad Mot now, but one axisted Yas Yas
pravioushy
5 Disarmad Yas Mo M
6™ Force Armed Input(s) active when Force Mo Mo
armed, remain active,
Kl Force Armed Input(s) active when Force Mo Yas
armed, remain active.
Additional input(s) active.

*Aready to arm state means no Inputs are off normal.

A violated state means at least one Input is activedwas active. This state can anly accur with the Intrusion Zone in
Armed madae.
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Intruglon Zone Mode and Effect of Off Mormal Paints { continued )

Case Intrusion Zone Any Off Normal Points | Property Value: Property Value:
Mode Ready to Arm* Violated™™

*Cases6-T explain a Force Armed situation. You can force arm an Intrusien Zone with a normal Event Action! Local
Keypad Cammand Action/ Direct Action from the Monitoring Station. A force anm is necessary when one or mora
Intrusian £Zone Inputs are active due to a fault, causing a not ready to arm state.

+ |ncasgae g, with the Intrusion Zone force armed with an active Input, the zone isin Armed mode, in a not ready to
arm state, and not viclated. If the active Input goes non-active, the not ready to arm slate deactivates. The effect
of force arming is 1o ignore any active Inputs at the time of the force arm to indicate a viclation.

+ Incazae 7, the Intrusion Zone is force armed with an active Input as in case &, but another Input goes active;
therefora, the Intrusion Zone isin Armed mode, in a not ready to armstate, and isviolated.

Doors

When configuring the doors that define an iSTAR Intrusion Zone, you must consider the values for the following
optional fields:

m Arm state and Disarm state
m Card Control
m Display

m Entrance or Exit Door

Arm Mode and Disarm Mode
When an Intrusion Zone is in either Armed/Disarmed mode, an Intrusion Zone Door has three possible states.

In Armed mode - The three possible Door states are:

m Locked - The Door is locked. A Card access with a valid Clearance is required to enter. If a card is presented, it
must immediately disarm the zone by Card control or coincide with a disarm of the Intrusion Zone by other
methods within the Entrance Delay Time.

m Secured - The Door is secured. The Door Reader does not allow a card access, but can be used for Card control
and Keypad Commands. The Door status must be changed to Locked or Unlocked before it can be used for
access. Typically, Disarming the Intrusion Zone changes the Door to Locked or Unlocked.

m Unlocked - It is unlikely to want a perimeter Door of the Intrusion Zone left unlocked. However, there could be a
Door within the Intrusion Zone that is left unlocked for safety reasons.
In Disarmed mode - The three possible door states are:
m Locked - The Door is locked. A card access with a valid Clearance is required.

m Secured - The Door is secured. The Door Reader does not allow a card access, but can be used for card control
and Keypad Commands. Before the Door can be used for access, its state must be changed to “Locked” or
“Unlocked”.

This state is not often used in a Disarmed Intrusion Zone. There could be a case, however,
where a Door in the zone leading to a store room (or something similar) is left secured
even though the Intrusion Zone is Disarmed.

NOTE

m Unlocked - The Door is open. No card access is required.
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Card Control

This option controls whether the Card control methods, described in Card Control on Page 141, are allowed at this
Door.

If Card control methods are configured, Card reads are allowed even if the Door state is unlocked or secure. In the
latter cases, the card reads are not used for access but for Card swipe arm/ disarm of the Intrusion Zone. If the
system determines that the Card read is not being used for arm or disarm, the Card reads will be ignored.

Display
This option controls whether or not status information about this Intrusion Zone is shown on the LCD display on
the door readeris).

m Display flag is set to blank. The first line of the Reader's LCD shows date and time, while the second line
momentarily shows or mode change status/access control messages.

m Display flag is set to Status. The first line of the Reader’s LCD shows date and time, while the second line
alternates between normal door modes/actions, Intrusion Zone modes / actions, and off normal point(s)—if there
are any. If there is more than one off normal point, each successive display shows the next one in sequence.

Figure 32 on Page 150 illustrates a situation where Input number 4 of the first 18 board is active.

Figure 32: Sample of LCD Sacond Line Statug Display — with Off Normal Paint
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Entrance/Exit Door

Whether a Door is an Entrance or an Exit Door relates to whether or not the inbound Reader of the Door leads into
the Intrusion Zone.

The purpose is to allow the Intrusion Zone to decide whether a person is physically inside or outside of the zone.
m If they are outside when they disarm the zone, then the Door strike needs to be opened.

m If they are outside when they arm the zone, there is no need to activate the strike.

In most cases, the inbound Reader leads into the Intrusion Zone and the outbound Reader leads out of the zone. In
these cases, designate the door as an Entrance Door.

The Exit Door designation is rarely used. The Exit Door designation relates to an Intrusion Zone that is also part of,
or abutting, an antipassback (APB) area. Figure 33 on Page 151 shows two APB areas, with one of them also being
an Intrusion LZone.
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Assume that the APB Areas in Figure 33 on Page 151 above were created prior to the Intrusion Zone. When
defining AP Area 52 the middle door was defined with Reader 3 as the inbound Reader to AP Area 52 and
Reader 4 as the outbound Reader from AP Area 52 to AP Area 51.

Later when the Intrusion Zone was configured, the left-side door was configured as an Entrance Door since the
inbound Reader brought you into the Intrusion Zone. The middle door was configured as an Exit door since the
outbound reader brought you into the 17,

Designating a Door as an Exit Door reverses the actions and effects of the Door strike and the Door State Monitor
(DSM), as described in the following section, Door Behavior for Entrance and Exit Doors. The inbound Reader of an
Entrance Door behaves exactly the same as the outbound Reader of an Exit door, and vice versa.

Door Behavior for Entrance and Exit Doors

You control how the Door strike behaves, and the DSM is interpreted with the Entrance and Exit selection. (When
the door strike is active and a DSM exists, you must open, and sometimes close, the Door for actions to take effect.)

Table 29 on Page 151 shows all the meaningful situations that you may encounter with Entrance/Exit Doors.

Table 29: Entrance and Exit Door Bahavior

Case | Door Door Zone Door Door Strike | DSM Required
Type Reader State Action Active

18 Entrance Inbound Armed Dizarm Yas Yas - disarms when door
opens

ob Entrance Inbound Mot Armed | Arm M Mo

3¢ Entrance Cutbound Mot Armad | Arm Yas Yas - arms when door opens
and choses

4d Entrance Cutbound Armed Dizarm M Mo
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NOTE

152

Entrance and Exit Door Behavior (continued)

Case | Door Door Zone Door Door Strike | DSM Required
Type Reader State Action Active

58 Exit Outbound Armiad Dizarm Yas Yas - disarms when door
opens

gt Exit Outhound | NotArmed | Arm Mo Mo

7e Exit Inbound Mot Armed | Arm Yes Yas - arms when door opens
and closes

fd Exxit Inbound Armed Digarm Mo Mo

4Cases 1 and 5 represent approaching the armed Intrusion Zone from outside and disarming it with Card control. The
zone disarms and you are grantad access. Ifa DSM is configured, the zone doas net disarm until the Door apens and
activates the DSM.

BCases 2 and 6 represent arming the Intrusion Zone by Card control from the Reader physically outside the zone.
MOTE: The Card arms the zone, but doas not activate the strike.

Ifywou simply present your Card with ne atternpt to arm the z2one, itis treated as a normal Door access and activates the
strike. The system can differentiate betweean a Door access and an attempt to arm: to indicate that you want to arm the
zone, you must have either pressed CMD/ENT twice or have an active Input.

SCasaes 3 and 7 représent approaching the inside Reader and arming the Intrusion Zone.
NOTE: The door strike is activated to allow exit.

You should also configure an exit delay for these cases. If a DSM is configured, the zone does not anm until the Daor
opens and closes.

9Cazes 4 and B represent disarming the Intrusion Zone from an inside Reader. {For security reasons, this zone may
be configured toonly be armed or disarmed from inside.) Yiou gain access through the Door with an entrance delay,
enter, and then disarm the zone. Any motion sensor Inputs covering entrance areas during this time must be shunted.

NOTE: The strike does not activate in these cases because you are already in the zone.

To arm an Intrusion Zone from the outbound reader (for a double-reader door), an Exit Delay time of

4 seconds or greater must be configured on the Intrusion Zone Arm - Disarm tab.
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iSTAR Intrusion Zone Configuration Steps

Table 30 on Page 153 shows the C+CURE 9000 Editors and activities that create iSTAR Intrusion Zones. This table
assumes that you have already configured the iSTAR Cluster and Controller.

Table 30: Craeating iSTAR Intrusion Zones

arming/disarming
methad)

Edit an existing Personnel
Group

Task C+CURE 9000 Editor Configuration Notes Additional Information
Disable/Enable Options & Tools>Systam Whather to dizable the use of the Intrusion Zone Sea "iISTAR Driver Sattings” in the
the Intrusion Variables=iSTAR Driver Cabinet Tamper or not. Systermn Variables chapter in the
Zane Cabinet Category> _ The default value is false — the Intrusion Zone C+CURE 5000 System
Tamper b sa.l:rle the Intrusion Zone Cabinet Tamper is enabled. Mainterance Guide.
(optional) Cabinet Tampar ) )
P NOTE: You must stop and restart the ISTAR driver

to have any changes you make to this

variable take effact.
Configure a Caonfiguration=Group= Creates a Personnel Group to whose members See the Groups chapter in the
Parsonnal Group New=>Group Editor arming/disarming the Intrusion Zone with the card CrCURE 9000 Software
{optional ar- swipe methods can be limited. Configuration Guide.
depanding on

Configure the
iISTAR Intrusion
Zang

Araas and Zones=STAR
Intrusion Zone=New=iSTAR
Intrusion Zone Editor and
General tab

Craatesan iSTAR Intrusion Zone and selacts a
Controller for it.

Sea Basic Intrusion Zone Tasks an
Page 155 and iSTAR Intrusion
Zone Editar on Page 165,

Configure
Intrusion Zone
Dooirs

Araas and Zones=sTAR
Intrusion Zone=New=iSTAR
Intrusion Zone
Editor=Ganeraltab

Spacifies
+  Entrance/exit Doors
+  Door state
+ Card control access
+  Reader display mode

+ Display name

See iSTAR Intrusion Zone Genaral
Tab on Page 166,

Configure
Intrusion Zona
Inputs

Araas and Zones>STAR
Intrusion Zone=New=iSTAR
Intrusion Zone Editor=Inputs
tab

Spacifies
+  Controlled Inputs that cause entrance delays
of are shunted during entrance delay.
+  Protection Inputs that are monitorad 24/7.
+ |nput Display name
Displays Monitored Inputs

See iSTAR Intrusion Zone Inputs
TabonPage 172.

Editar=Triggarstab

Configure Araas and Zones=sTAR +  Spedcifies arming/disarming mathods See iSTAR Intrusion Zona Arm -
Intrusu?-n Zone Intruspn Zon&bN:I}w =ISTAR + Defines exitentrance delays Dizarm Tab on Page 177,
Arm/Disarm Intrugion Zone Editar=Arm -

Methods Digarm tab

Caonfigure Areas and Zones=ISTAR Specifies Event Actions to be activated for ISTAR Sea ISTAR Intrusion Zone Triggers
Intrusion Zona Intrusion Zona>New=iSTAR Intrusion Zane modes’states. Tabon Page 183.

Triggers Intrusion Zone
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Creating ISTAR Intruslon Zones {continued)

L ________________________________________________________________________________________________________________|
Task C+CURE 9000 Editor Configuration Notes Additional Information
Change Araas and Zones=STAR Madify Images that indicate ISTAR Intrusion Zone Sea iSTAR Intrusion Zone State
Intrusion Zona Intrusion Zona=New=iSTAR states on the Manitoring Station. Images Tab on Page 191 and State
State Images Intrusion Zone Editor=State Images Tab Tasks an Page 191.

Imagestab
Configure Parsonnal>Parsannal> Enables a spacific parson not necessarily in the Sea Configuring a Parson to
Parsannal Mew=Parsonnal Editor ISTAR Intrusion Zone Parsonnel Group to ArmiDisarm Intrusicn Zones on
_ar- arm/disarm the Intrusion Zone with the Card swipa | Page 182,
methods.
Edit an existing Personnel
Record
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Basic Intrusion Zone Tasks

The C+*CURE 9000 iSTAR Intrusion Zones Editor allow you to accomplish the following tasks:
m Creating an i5TAR Intrusion Zone on Page 155
m Creating an iSTAR Intrusion Zone Template on Page 156
s Configuring an iSTAR Intrusion Zone on Page 157
m Viewing a List of iSTAR Intrusion Zones on Page 157
m Viewing Doors/Inputs for an Intrusion Zone on Page 159
m Viewing the Status of an iSTAR Intrusion Zone on Page 161
s Modifying an iSTAR Intrusion Zone on Page 162
m Deleting an iSTAR Intrusion Zone on Page 163
m Setting a Property for an iSTAR Intrusion Zone on Page 163
® Adding an iSTAR Intrusion Zone to a Group on Page 164

The following tasks related to configuring and using iSTAR Intrusion Zones are accomplished through other
C=CURE 9000 features:

m Configuring a Person to Arm/ Disarm Intrusion Zones on Page 192
m Viewing Intrusion Zone Information on the Door Editor on Page 193

m Viewing Intrusion Zone Information on the Input Editor on Page 195

Accessing the iSTAR Intrusion Zone Editor

You can access the iISTAR Intrusion Zone Editor from the C+«CURE 9000 Areas and Zones pane.

To Access the iSTAR Intrusion Zone Editor
1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button.
2. Click the Areas and Zones drop-down list and select iSTAR Intrusion Zone.

3. Click New to create a new Intrusion Zone.

= [ =

Click =47 to open a Dynamic View showing a list of all existing iSTAR Intrusion Zone Objects, right-click the
iSTAR Intrusion Zone you want to change, and click Edit from the context menu that appears.

The iSTAR Intrusion Zone Editor opens with the General tab displayed, as shown in Figure 35 on Page 166.

Creating an iSTAR Intrusion Zone
You can create a new iISTAR Intrusion Zone using the iISTAR Intrusion Zone Editor.

This procedure assumes that you have already configured the iSTAR Cluster and Controller and if required by
validation type, have also configured at least one Personnel Group.
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To Create an iSTAR Intrusion Zone
1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button.
2. Click the Areas and Zones drop-down list and select iSTAR Intrusion Zone.
3. Click New to create a new Intrusion Zone. The iSTAR Intrusion Zone Editor opens.
You can now configure the new Intrusion Zone.
4. To save your new Intrusion Zone, click Save and Close.
- Or -

Alternatively, if you want to save the Intrusion Zone and then create a new one, click Save and New. The
current Intrusion Zone is saved and closed, but the iSTAR Intrusion Zone Editor remains open ready for a new
Intrusion Lone.

Creating an iSTAR Intrusion Zone Template

You can create a new template for an iISTAR Intrusion Zone. An iSTAR Intrusion Zone template saves you time
because you do not have to re-enter the same Intrusion Zone information again.

To Create an iSTAR Intrusion Zone Template
1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button.
2. Click the Areas and Zones drop-down list and select iSTAR Intrusion Zone.

3. Click the down-arrow on the New button, and click Template.

Areas and fones

| Template | |
The iSTAR Intrusion Zone Editor where you can configure the Intrusion Zone template opens (see Figure 35 on
Page 166).

4. Configure the template to meet your requirements. Any fields you configure values for become part of the
template; then when you subsequently create a new Intrusion Zone from that template, these values are already

filled in.
5. In the Name field, enter the name you wish to use for the template
Example:
iSTARIZTemplatel
6. To save the template, click Save and Close.

The template will be available as an option on the pull-down menu on the New button in the Areas and Zones

pane.

Areas and Zones

(W ey = | STAR Drbnusion Tone % -
T ﬂ
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Configuring an iSTAR Intrusion Zone
This procedure assumes that you have already configured the iSTAR Cluster and Controller and if required by
validation type, have also configured at least one Personnel Group.

L]
To Configure an iSTAR Intrusion Zone

1. Create a new 15TAR Intrusion Zone or I'I'IDE'"}’ an existing iSTAR Intrusion Zone.,

If you are modifying an existing Intrusion Zone, you cannot change the iSTAR Controller

NOTE gaa.

2. Type a Name and Description for the iSTAR Intrusion Zone that sufficiently identifies this Intrusion Zone and
its purpose.
3. Select an iSTAR Controller for the Intrusion Zone on the General tab (shown in Figure 35 on Page 166).

4. Use the General tab (shown in Figure 35 on Page 166) to configure the Doors that lead into and out of the
Intrusion Zone and the options that affect the use and operation of these doors.

5. Use the Inputs tab (shown in Figure 36 on Page 172) to configure Inputs that are controlled / monitored by the
Intrusion Zone—including Inputs that are protected 24/7.

6. Use the Arm-Disarm tab (shown in Figure 37 on Page 177) to configure the local methods for arming/ disarming
the Intrusion Zone, the related options, and the exit/entrance delays.

7. Use the Triggers tab (shown in Figure 38 on Page 183} to configure triggers that can activate Event Actions when
the Intrusion Zone's mode or state has a certain value (for example, armed/ disarmed or ready to arm/not ready
to armj.

8. Use the State Images tab (shown in Figure 41 on Page 191) to change the default images used to indicate states
for the iSTAR Intrusion Zone on the Monitoring Station, or to return to the default images.

Viewing a List of iSTAR Intrusion Zones

You can display a list of the iSTAR Intrusion Zones you have created by opening a Dynamic View of iSTAR
Intrusion Zones,

The information in Dynamic Views is dynamically updated.

NOTE

To View a List of iSTAR Intrusion Zones

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones
pane.

2. Select iSTAR Intrusion Zone from the Areas and Zones drop-down list.

3. Click B 1o open a Dynamic View listing all iSTAR Intrusion Zone Objects. (You can also click the down-
arrow of this button to either view the list in the current tabbed view or open a new tabbed view.)

* You can sort, filter, and group items in the list.

* You can right<click an iSTAR Intrusion Zone in the list to open the iSTAR Intrusion Zone Context menu (see
Table 31 on Page 158) and perform any of the functions on that menu.
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(See Viewing Doors/ Inputs for an Intrusion Zone on Page 159.)

* You can right<lick any column heading to open a context menu of all possible Intrusion Zone fields that can
display as columns and add/remove fields to view status information. See Viewing Intrusion Zone Status on
the Dynamic View on Page 161.

For more information on using Dynamic Views, see the Dynamic Views chapter in the CoCLIRE 9000 Data Views

Guide.

iSTAR Intrusion Zone List Context Menu

The context menu that opens when you rightclick an iSTAR Intrusion Zone in the iSTAR Intrusion Zone Dynamic
View includes the selections described in Table 31 on Page 158.

Table 31: ISTAR Intrusion Zone List Right-Click Context Menu Options

Menu Description
Selection
Edit Click this menu selection to edit the selected ISTAR Intrusion Zone. The ISTAR Intruslon Zone Editer cpens (with the addition of
a Graups tab, which displays any Groups that this zone belengs to). You can rename the ISTAR Intrusion Zone, change the
description and any other attributes with the exception of the ISTAR Controller.
Delete Click this menu selection to delete the selected ISTAR Intrusion Zone. A prompl appears asking you to confirm that you want to
delete the ISTAR Intrusion Zone. Click Yes 1o delete the iISTAR Intrusion Zone or No 1o cancel the deletion.
Set Click this menu selection to change the value of the selected properties in the selected ISTAR Intrugion Zone(s).
proparty
A dialog box appears asking you to select a proparty to change. Click E to open a selection list and click the property you wish to
change. You can then change the value of the following proparties:
+ Allow Digarm While Violated - You can determine whather or not the iISTAR Intrusion Zone{s) can be disarmad while in
Viclated mode by selecting this proparty and selecting/clearing the Value check box.
+ Deascription — You can change the textual description of the iISTAR Intrusion Zone(s) by salacting this proparty and typing in a
new value.
+ Enabled - You can determing whather or not the ISTAR Intrusion Zone(s) are activated on the system by selecting this proparty
and selecting/clearing the Value check box.
Add to You can add one or more selected ISTAR Intrusion Zones to a Group of ISTAR Intrusion Zones. When you click this menu choice, a
Group dialog box appears for wou to selact the Group to which to add the iISTAR Intrusion Zone(s). When you dlick a Group of ISTAR
Intrusion Zones in the list, the selected ISTAR Intrusion Zone(s) are added to the Group.
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ISTAR Intrusion Zone List Right-Click Context Menu Options {continued)
T

Menu Description
Selection
Expoirt Click this menu selection to Open an Export.. 1o XML or CSV file dialog box to export one oF more of the selected ISTAR Intrusion

selaction Zone records to eithar an XML or a CSV file. This allows you to quickly and easily create XML/CSV reports on the selected data.

MOTE: Although XML s the initial default file type, once you choose a type in the Save as type field, whether XML or CSV, that
becomes the dafault the nasxt time this dialog box opens.
CSV-formatted exports cannot be imported. If you require importing functionality, export to XML,

+ When you export to an XML file, allavailable data for the selectad object(s), whather displayved in the Dynamic View of not—as
wll as all the child objects of the selected record(s), is exportad.

+ When you export to.a CSV file, only data in the columns displaying in the Dynamic View is exported, and in the order displayed.
Thiz allows you to both selact and arrange data fialds for vour report. In addition, exporting to a CSV file allvws you 1o view the
exported data in an Excel spreadsheat and further manipulate it for your use.

For more information, see the Dynamic Views chapter in the C-CURE 9000 Data Views Guide.

NOTE: When you click Export Salection, you are running the export on the client computer, Consequently, the system doas not
use the Default Export Directory Path—which is on the server. It opens a directory on the client, reverting to the last directory
used. You can navigate to the default export server directary, if you wish. Or to avoid confusion or use the same destination
folder for both client and sarver computers, you can uge UNC (Universal Maming Convention) paths, for axamphe:
WComputer Name\Pragram Files\Software Housa\SWHouse\3WH System \Export.

Find in Click this menu selection to Open a Query Parameters dialog box in which you can anter prompts andfor madify the Query criteria to

Audit Log saarch for entries in the Audit Log that reference the selected iISTAR Intrusion Zone. When found the results display in a separate
Dynamic View.

Find in Click this menu selection to Open a Query Parameters diakeg box in which wou can enter prompts and/or madify the Query criteria to

Journal search for entries in the Journal that reference the selected ISTAR Intrusion Zane. When found the results display in a separate
DynamicView.

Arm Click this menu selection to arm the selected Intrusion Zone.

MOTE: This manu option is available only if the ISTAR Intrugion Zone's Controller s anablad .

Disarm Click this menu selection to disarm the selected Intrusicn Zone.
MOTE: This manu option is available anly if the iISTAR Intrugion Zone's Controller is anablad .

Force Arm Click this menu selection to force arm the selected Intrusion Zone.
MOTE: This manu option is available anly if the iISTAR Intrusion Zone's Controller is enabiled.

Maonitor Click this menu selection to view activity for the selacted Intrusion Zone(s), and any Door, Input, and Trigger-with-target-Evant
children, on an Admin Manitor Activity Viewear. For more information, see "Monitoring an Object from the Administration Station”™ in
the C+CURE 9000 Getting Started Guide.

Display Click this menu selection to open the Doeors and Inputs of [selected Intruslon Zona] Dynamic View. These listsincude
Doors and respactivaly all of the selectad Intrusien Zona's Doors and ite Controlled and Manitored Inputs. By default, the Dynamic Views show
Inputs tha name of the Door(s)/Input({s) and their Intrusion Zone Status. (See Viewing Doors/Inputs for an Intrusion Zone on Page 159.)

You can also right-click any column haading to view a list of other available Door/Input fields that can display as columns. For mora
information, sea the Dynamic Views chapter in the C-CURE 9000 Data Views Guide.

Viewing Doors/inputs for an Intrusion Zone

You can select an existing Intrusion Zone on the Dynamic View and display lists of its Doors and Inputs with
relevant Intrusion Status and other information.
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NOTE The Dynamic Views for both iSTAR Doors and iSTAR Inputs allow you to add a column
that names the Intrusion Zone to which the Doors/ Inputs belong.

To View an Intrusion Zone's Doors/Inputs

1. On the iSTAR Intrusion Zone Dynamic View, right<lick an iSTAR Intrusion Zone in the list to open the iSTAR
Intrusion Zone Context menu (see Table 31 on Page 158).

2. Click Display Door and Inputs. The lists such as those shown in the example in Figure 34 on Page 160 display.

Figure 34: Doors and Inputs List for iSTAR Intrusion Zona
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The screen displays a Dynamic View list of the selected Intrusion Zone's Doors on the top and a Dynamic View
list of its Controlled/Monitored Inputs on the bottom. By default, the Dynamic Views show the name of the Door

(s)/ Input{s) and their Intrusion Zone Status. The Dynamic Views have the fields described in Table 32 on Page
Ll

* You can sort, filter, and group items in the lists.

* You can also right<lick any column heading to view a list of other available Door/ Input fields that can
display as columns.

If new Doors/Inputs are added to the zone while this Dynamic View is open, the list updates automatically.
For more information, see the Dynamic Views chapter in the C+CURE 9000 Data Views Guide.

Table 32: Doors and Inputsof ISTAR Intrusion Zone Fields

Fields Description
(Doors)
Marme Door system name
Open Status Open
Closad
Status of the Door in the Intrusion Zone Marmal
Offnormal (would violate zone if zone were armed)
Not Applicabla (host may not be communicating with Controllar)
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Doors and Inputs of ISTAR Intrusion Zone Fields {continued )
e R
Fields Description

(Inputs — Controlled & Monitored)

Marme Input system name
Acthve Status Acthve

Inactive
Supervision Status Uninitialized

Supervision Error o spedcific error, such as Open Loop, Line Fault, atc.

Status of the Inputin the Intrusion Zone Controlled Input:

Marmal
Offnormal (would wislate zone if zone were armed)
Mot Applicable (host may not be communicating with Controller)

Monitored Input: always Not Applicable

Viewing the Status of an iSTAR Intrusion Zone

You can view basic status information about an Intrusion Zone in three different places:
® Administration application
* iSTAR Intrusion Zone Dynamic View - see Viewing Intrusion Zone Status on the Dynamic View on Page
161.
* iSTAR Intrusion Zone Editor Status tab - see Viewing Intrusion Zone Status on the Status Tab on Page 189,

m Monitoring Station: Explorer Bar>Non-Hardware Status> Intrusion Zones>5Status List - iSTAR Intrusion Zones
- see the Monitoring Status chapter in the C+ CURE 9000 Monitoring Station Guide.

Viewing Intrusion Zone Status on the Dynamic View

This section briefly describes procedures for displaying Intrusion Zone status information on the iSTAR Intrusion
Zone dynamic view. However, these changes are only in effect while you have the View open. To actually change
the View permanently, you need to configure the view and save your changes. For information, see the Dynamic
Views chapter in the C+CURE 9000 Data Views Guide.

To View Intrusion Zone Status Information

1. On the iSTAR Intrusion Zone Dynamic View, rightclick any column heading,

A context menu of all available Intrusion Zone fields that can display as columns appears.
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Fields that are currently displayed in the view are marked with a _

2. To add fields as columns to view status information, click anywhere on that field in the list.

Example:

First Violating Cause/Mode Changed Method/Mode Changed Method Occurred Time/Mode Status / Ready
To Arm Status

3. To remove a field as a column in the Dynamic View, click a field in the list that has a .

4. To change the left/right order of the columns to your liking, click any column heading and drag that column to
a new position. The Dynamic View columns are adjusted to the new column order you established.

5. To change the column width:

a. Move the cursor to the edge of the column heading you wish to resize. The cursor changes to "I"

b. Drag this cursor to the left or right and release the mouse button to make the column wider or narrower.

Modifying an iSTAR Intrusion Zone

You can modify an existing iSTAR Intrusion Zone by editing it using the iSTAR Intrusion Zone Editor.

To Modify an iSTAR Intrusion Zone

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones
pane.

2. Select iSTAR Intrusion Zone from the Areas and Zones drop-down list.

3. Click .70 to open a Dynamic View showing all iSTAR Intrusion Zone Objects.
4. Rightclick the iSTAR Intrusion Zone in the list that you want to change and select Edit from the context menu
that appears.

= 0r -
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Double<click the iSTAR Intrusion Zone you want to change.

The iSTAR Intrusion Zone Editor opens for you to edit the Intrusion Zone making changes as you wish in the
fields on the top of the editor, and on any of the tabs (with the exception of the iSTAR Controller). (The Editor
now includes a Groups tab that displays any Groups to which this iSTAR Intrusion Zone belongs.)

5. To save the modified Intrusion Zone, click Save and Close.

= [ =

Alternatively, if you want to save the Intrusion Zone and then create a new one, click Save and New. The
current iSTAR Intrusion Zone is saved and closed, but the iSTAR Intrusion Zone Editor remains open ready for

a new 15TAR Intrusion Zone.

Deleting an iSTAR Intrusion Zone

You can delete an iISTAR Intrusion Zone.

To Delete an iSTAR Intrusion Zone

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones
pane.

2. Select iSTAR Intrusion Zone from the Areas and Zones drop-down list.

3. Click ®.° to open a Dynamic View showing all iSTAR Intrusion Zone Objects.
4. Right-click the iSTAR Intrusion Zone in the list that you want to delete and select Delete from the context menu

that appears.
5. Click Yes on the “ Are you sure you want to delete the selected iSTAR Intrusion Zone?” message box.

Setting a Property for an iSTAR Intrusion Zone

You can use Set Property to quickly set a property for an iSTAR Intrusion Zone without opening the iSTAR
Intrusion Zone Editor. You use Set Property for mass updates. See on Page 157 for the properties that can be

changed.

To Set a Property for iSTAR Intrusion Zones
1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones

pane.

2. Select iSTAR Intrusion Zone from the Areas and Zones drop-down list.

3. Click .70 to open a Dynamic View showing all iSTAR Intrusion Zone Objects.
4. Right-click the iSTAR Intrusion Zone in the list for which you want to set the property and select Set Property

from the context menu.
5. Specify the property for the Intrusion Zone. Click the drop-down button to see a list of properties.

6. Enter the value for the property and click OK.
7. Click OK on the Setting Properties of iSTAR Intrusion Zone message box.
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Adding an iSTAR Intrusion Zone to a Group

Use Add To Group to add the iSTAR Intrusion Zone Object to a Group.

To Add iSTAR Intrusion Zones To a Group
1. Make sure that the Group is already configured for the iSTAR Intrusion Zone to be added to it.

2. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones
pane.

3. Select iSTAR Intrusion Zone from the Areas and Zones drop-down list.

4. Click ®.7 to open a Dynamic View showing all iSTAR Intrusion Zone Objects.

5. Right-click the Intrusion Zone in the list that you want to add to a Group and select Add To Group from the
context menu.

6. When the Group list displays, select the Group you want to add the iSTAR Intrusion Zone to. The name and
description of the Group now display on the Groups tab of the iSTAR Intrusion Zone Editor.
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iSTAR Intrusion Zone Editor

The iSTAR Intrusion Zone Editor, shown in Figure 35 on Page 166, in C#CURE 9000 lets you create and modify
iSTAR Intrusion Zone Objects. The iSTAR Intrusion Zone Editor displays the following tabs for configuring
Intrusion Zones:

iSTAR Intrusion Zone General Tab on Page 166

iSTAR Intrusion Zone Inputs Tab on Page 172

iSTAR Intrusion Zone Arm - Disarm Tab on Page 177

iSTAR Intrusion Zone Triggers Tab on Page 183

iSTAR Intrusion Zone Groups Tab on Page 188 (when editing an existing Intrusion Zone)
iSTAR Intrusion Zone Status Tab on Page 189

iISTAR Intrusion Zone State Images Tab on Page 191

The iSTAR Intrusion Zone Editor has the buttons described in Table 33 on Page 165.

Table 33: iSTAR Intrusion Zone Editor Buttons

Button | Description

Save Click this button when you have completed changes to the iSTAR Intrusion Zone and wish to save those changes. The iSTAR Intrusion
and Zone closes.

Cloze

Save Click this button when you have completed any changes to the iISTAR Intrusion Zone and wish 1o save those changes and also create a
and new iISTAR Intrusion Zone, The iSTAR Intrusion Zone you ware aditing is saved, and a new iISTAR Intrusion Zone opens (aither blank
Mevw or including template information if you were using a template to create the new ISTAR Intrusion Zone).

Click this button when you want 1o close the ISTAR Intrusion Zone Editor without saving your changes.

Awarning appears asking whether or not you want to save your changes before clasing the editor. Click Yes to axit and save and Na to
exitand cancel your changes.
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iSTAR Intrusion Zone General Tab

The iSTAR Intrusion Zone General tab, shown in Figure 35 on Page 166, lets you define the doors for the Intrusion
FLone.

Definitions for this tab are provided in iSTAR Intrusion Zone General Tab Definitions on Page 167.
You can perform the following tasks from the iSTAR Intrusion Zone General tab:

m Configuring iSTAR Intrusion Zone Entrance/Exit Doors on Page 169

m Deleting iSTAR Intrusion Zone Entrance/Exit Doors on Page 171

Figure 35: iSTAR Intrusion Zone Editor General Tab
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iISTAR Intrusion Zone Editor Definitions

The iSTAR Intrusion Zone Editor has the fields shown in Table 34 on Page 166,

Table 34: ISTAR Intrusion Zone Editor Fields
T
Fields/Buttons | Description

MNama Entar a unique name, up to 100 characters, to kentify the iISTAR Intrusion Zone.
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ISTAR Intrusion Zone Editor Fields {continued )
e ___________________________________________________________|
Fields/Buttons | Description

Dascription Entar a description of the iISTAR Intrusion Zone, up to 255 characters.
Enaliad Salact this check box to activate the iISTAR Intrusicn Zone.
Partition A read-only fiald dizplaying the nama of tha Partition to which thiziSTAR Intrusion Zone balongs. (This fiald is visible only if the

C+CURE 9000 systam is partitioned )

MNOTE: The Intrusion Zone derives its Partition from the selected ISTAR Controller. If the Controller’s Partition changes—the
Partition of the Cluster to which the Controller belongs is changed, then the Intrusion Zona's Partition changes

accordingly.
Maintenance Selact this chack box to put this Intrusion Zone inte Maintenance Made 2o whather or not Events, Status, and Activity related to
Mode this Intrusion Zone display on the Manitaring Station depends on the Opaerator’s Privilege and the Application Layout assigned.

For detailed informatien, see the Maintenance Mode chapter in the C-CURE 5000 Hardware Configuration Guide.

iISTAR Intrusion Zone General Tab Definitions
The iSTAR Intrusion Zone General tab has the buttons shown in Table 35 on Page 167 (in the Entrance Doors and
Exit Doors tables) and the fields shown in Table 36 on Page 167.

Tabla 35: ISTAR Intrusion Zona Editor - Ganeral Tab Buttons
. _______________________________________________________________________________________________________________________________________________________________________|
Button | Description

Add Click this button to add a new blank row to the Entrance Doors or Exit Doors table. Each new row is added after the last.

Toadd a new row after a spacific axisting row, dick the row selactor u to salact a row and then click Add.

k

Remove Click this button to rermove a selected row from the Entrance Doors or Exit Deors table. You have to click the row selector to

salact a row to remove. If ne row is selected, this button is not available.

Table 36: ISTAR Intrusien Zone Editor - Ganeral Tab Fiekds
T
Fields/Buttons | Description

Controller

iISTAR Controllar Selact the contraller for the Intrusion Zane.

MOTE: The Add and Remove buttans in the Entrance Doors and Exit Doors tables bacome available when vou salect the
Cantraller.

Once you select the Controller and add either a Door or an Input, you eannet change the Controlles.

Entrance Doors
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ISTAR Intrusion Zone Editor - General Tab Fields {continued)

Fields/Buttons | Description

Door
Click in the Door fleld to display E] and then click this button to select a Door from the dialeg box that appears. The Door

milst belong to the selacted Contrallar and not vat be assigned to any Intrusion Zone. Once a Door is selected, the Daar
Editor Areas & Zoneas tab displays read-only Intrugion Zone information. See Viewing Intrugion Zone Information on the
Door Editor on Page 193.

NOTE: Once a Door is selected for a row, it cannot ba changed, although ite attributes can be changed, and the entire row
can be remaoved.

Arm State Click the down-arrow to select from the drop-down list the made that this door is set to when the Intrusion Zone is Armed:
Locked, Secured, or Unlocked [For detailed Door state information, see Doorson Page 149.)

Digarm State Click the down-arrow to salect from the drop-down list the mode that this door is set to when the Intrusion Zone is Disarmed:
Locked, Secured, or Unlocked (For detailed Door state information, see Doors on Page 148.)

Card Control Click to salect this check box to allow this Door to use the Card ArmiDisarm method to arm or disarm the Intrusion Zone. The
default is clearad.

Digplay Maode Click the down-arrow to salect the display moda for the LCDs on this Door's Readar from the drop-down list.

Blank — The LCD displays date/time and the normal Door information with momentary displays of Intrusion Zone mode
changes. This is the default.

Status — The LCD displays dateftime an the first line and the second line displays dynamically changing information about the
Intrusion Zone's state.

For more detailed infarmation and an illustrative graphic, see Display on Page 150.

Digplay Mame Click in this fiald and type the name that you want displayed on the Reader LCD display for the Door—up to 16 charactars
(restricted to printable ASCI| characters and the “spaca”).

MOTE: This field allvws vod to create an LCD display name for this Intrusion Zone Door. If you do not enter a name hare, the
syetam will use the rightmaost 16 characters of the Door's namae.

The Display Mame is used whenever the Intrusion Zone needs to display this door as an ‘offnormal’ point on the
Reader LCD. {This name does not have 1o be ‘unigue.”)

Exit Doors

Door
Click in the Door fleld to display E] and then click this button to select a Door from the dialeg box that appears. The Door

must belong to the selected Controller and not yet be assigned to any Intrusion Zone. Once a Door is selected, the Door
Editor Areas & Zonas tab dizplays read-only Intrugion Zone information. See Viewing Intrugion Zone Infarmation an the
Door Editor on Page 193.

MNOTE: Once a Door is selected for a row, it cannot be changed, although its attributes can be changed, and the entire row
can be remaoved.

Arm State Click the down-arrow to select from the drop-down list the made that this door is set to when the Intrusion Zone is Armed:
Locked, Secured, or Unlocked [For detailed Door state information, see Doorson Page 149.)

Digarm State Click the down-arrow to salect from the drop-down list the mode that this door is set to when the Intrusion Zone is Disarmed:
Locked, Secured, or Unlocked (For detailed Door state information, see Doors on Page 149.)

Card Control Click to salect this check box to allow this Door to use the Card Arm/Disarm method to arm or disarm the Intrugion Zone. The
default is clearad.
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ISTAR Intrusion Zone Editor - General Tab Fields {continued)
T
Fields/Buttons | Description

Display Maode Click the down-arrow to selact the display mode for the LCDs on this Door's Reader from the drop-down list.

Blank — The LCD displays data/time and the normal Door infarmation with mamentary displays of Intrusion Zone mode
changes. Thisis the default.

Status — The LCD displays data/time an the first line and the second line displays dynamically changing information about the
Intrusion Zone's state.

Display Mame Click in this fiedd and type the name that you want displayed on the Reader LCD display for the Door—up to 16 charactars
(restricted to printable ASCI| characters and the “spaca”).

MOTE: This field allvws you to create an LCD display name far this Intrusion Zone Daor. If you do not entar a name hare, the
system will use the rightmast 16 characters of the Door's name.

The Display Marme iz used whenever the Intrusion Zone needs to display this door as an ‘offnormal’ point on the
Raader LCD. {This name does nat have to ba ‘unique.”)

Configuring iSTAR Intrusion Zone Entrance/Exit Doors

This procedure assumes that you have already selected the iSTAR Controller for the Intrusion Zone and have
configured Doors and Readers.

To Configure iISTAR Intrusion Zone Entrance/Exit Doors
1. Create or modify an iSTAR Intrusion Zone. See:

m Creating an iSTAR Intrusion Zone on Page 155

m Modifying an iSTAR Intrusion Zone on Page 162

2. On the General tab of the iSTAR Intrusion Zone Editor in the Entrance Doors box or the Exit Doors box, click
Add to create a new row, as shown in the following example for the Entrance Doors.

Gensial | Inpuis | fum - Disers | Tagoes: | Sistuz | Slais images
Conbinle:

=T &R Contioler

Enbance Do

“Eadd 4 Remove j
[ A Slaln [T Caed Cortral Dirplagy Moxds Displiny M
3 Locked » Locked w ] Blark: b

3. Click in the Door field to display E and click this button.

A selection list opens with the Doors available for iSTAR Intrusion Zones.
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= T

Dirag colurmns %o Group by hers

Mare | Fatiicn | Descriplion

Chok b b e dada [A] [El
esldoor  Deledl  GTARCochobel |
Robitey oy el aull 5T ARCorolen

o cood Dt 5 TAR Conollear

side door Dt S TARContoler | ]

4. Click a Door to add it to the row.
Example:
lobby door

5. Click the down-arrow in the Arm State field to display a drop-down list of access control modes:
Locked /Secured/ Unlocked. (The default entry is Locked.)

Do A State Disam State  CawdCorrol  DisplayMode Display Hame
loby door |Ded.. Lecked - O Bravi. "
L ke d

6. Click the Mode you want set for this Door when the Intrusion Zone is in the Armed state to add it to the row.
Example:

Locked

7. Click the down-arrow in the Disarm State field to display a drop-down list of access control modes: also
Locked/Secured/ Unlocked. (The default entry is Locked.)

8. Click the Mode vou want set for this Door when the Intrusion Zone is in the Disarmed state to add it to the row.

9. To allow the Intrusion Zone to be armed/ disarmed using card methods at this Door, click to select the check box
in the Card Control field. (The default entry is cleared.)

Cand

J;

- Or -

To not allow card method Arming/Disarming at this door, do not select the check box.

g
|

10. Click the down-arrow in the Display Mode field to display the mode drop-down list: Blank/Status. (The default
entry is Blank.)

‘B
i

11. Click the LCD-type Display Mode you want for this Door’'s Reader to add it to the row.
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Example:
Status
12. Click in the Display Name field and type the name you want displayed for this Door on its Reader's LCD
display —up to 16 characters.
If you do not enter a name here, the system uses the 16 rightmost characters of the Door's

name.

NOTE

The row now appears as shown in the following example for an Entrance Door:

Entrarcs Doors

=3 add =, gemove j
Dhomcr A Shate Dnarn Stabe Card Cortiol Dizplay Mode Diizplary M ame

r_WLumd w | Uniocked = = Status T -

13. To configure more Entrance/ Exit Doors for this iSTAR Intrusion Zone, click Add in the appropriate box and
repeat the preceding steps.

Deleting iISTAR Intrusion Zone Entrance/Exit Doors

Once you have selected a Door for a row, it cannot be changed. You can, however, delete the entire row, removing

that Door from the Intrusion Zone.

NOTE If you need to completely delete a Door from the system, you must first make sure to
remove it from any Intrusion Zone to which it is assigned.

To Delete an iSTAR Intrusion Zone Entrance/Exit Door
1. On the General tab of the iSTAR Intrusion Zone Editor in the Enfrance Doors box or the Exit Doors box, click a

row to select it.

2. Click Remaove to delete the Door row.
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iSTAR Intrusion Zone Inputs Tab
The iSTAR Intrusion Zone Inputs tab, shown in Figure 36 on Page 172, lets you define Inputs to be
controlled / monitored by the iISTAR Intrusion Zone as follows:
m Set the Controlled / Monitored Inputs that:
* (Cause the Entrance Delay to start.
* Are shunted during the Entrance Delay.
* (Cause immediate violation of the Intrusion Zone when armed without starting the Entrance Delay.
m Define the Inputs monitored by the Intrusion Zone that are armed 24/7 (Protection Inputs).
m View Monitored Inputs and modify Display Name.

Definitions for this tab are provided in iSTAR Intrusion Zone Inputs Tab Definitions on Page 172.
You can perform the following tasks from the iSTAR Intrusion Zone Inputs tab:
m Configuring iSTAR Intrusion Zone Controlled/ Protected Inputs on Page 174
m Configuring Display Names for iSTAR Intrusion Zone Monitored Inputs on Page 176
m Deleting iSTAR Intrusion Zone Controlled/ Protected Inputs on Page 176
Figure 36: iSTAR Intrusion Zone Editor Inputs Tab

Grarsial || n0ads || gy - Digarn | Taggees | Slabur | 5 labe images |

Coorbollesd Irpuds

s B

iSTAR Intrusion Zone Inputs Tab Definitions

The iSTAR Intrusion Zone Inputs tab has the buttons shown in Table 37 on Page 173 (in the Controlled Inputs
table} and the fields shown in Table 38 on Page 173,
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Table 37: ISTAR Intrusien Zone Editor Inputs Tab Buttons

Button | Description

Agld Click this button to add a row to the Contralled Inputs table. Each new row is added after the last.

e
¥ toselectarow and then click add .

Toadd a new row after a spacific existing row, click the row selector

Ramove Click this button to remove a selected row fram the Controlled Inputs table. You have to click the row selactor 5 to zalact a row to

remove. If no row is salectad, this button is not available.

Table 38: ISTAR Intrusion Zona Editor - Inputs Tab Fiekds

Fields/Buttons | Description

Controlled Inputs

Input
P Click in the Input field to display IZI and then click this button to select an Input from the dialeg box that appears. The Input

st belong to the selacted Controllar and not vat be assigned to any Intrusion Zone.
Cnoae you selact an Input for the Intrusion Zone, the following happens on the Input Editor:
* Onthe General tab, the value in the Type field changes from General 1o Intrusion Zone.

= The Intruslon Zone tab becomes available, displaying read-only information on the Intrusion Zone to which the Input
now belongs and the Input's display name. Far Infarmation, 2ee Viewing Intrugion Zone Information an the Input Editor on
Page 195.

Entrance Delay Click this check box to select this Input as an Entrance Delay Trigger for the Intrusion Zone. The default s clearad.

Trigger If sedectad, activation of this Input while the Intrusion Zone is armed starts the Entrance Delay and gives the person entering

the zone time to disarm the Intrusion Zona.
MOTE: The Entrance Dalay Trigger must also be selected as Entrance Delay Shunt.

Entrance Delay Click this check box to select this Input to be shunted during the Entrance Delay for the Intrusion Zone. The default s clearad.
Shunt

Protected Click to select this check box to indicate that this Input is Protected. The default is cleared.

Onoae you make this a Protected Input for the Intrusion Zone, the value in the Type fiekd on the General tab of the Input
Editor changestoIntrusion Zone - Protected.

The Intrusion Zone tab becomes available, displaying read-anly infermation on the Intrusion Zone towhich the Input now
belngs and the Input's display name. For Information, see Viewing Intrusion Zone Infermatien on the Input Editor on Page
1495.

Display Mame Click in this field and type the name that you want displayed on the Reader LCD display for the Input—up 1o 16 charactars
(restricted to printable ASCI| characters and the “space”).

MOTE: This field allvws you to create an LCD display name for this Intrusion Zone Controlled Input. If you do not enter a name
hera, the system will use the rightmost 16 characters of the Input's namae.

The Digplay Mame iz used whanaver the Intrusion Zone neads to display this door as an ‘affnormal’ point on the
Reader LCD. { This name does not have to be ‘unique.”)
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ISTAR Intruslon Zone Editor - Inputs Tab Flelds (continued)
T

Fields/Buttons | Description

Monitored The systerm automatically populates this table based on the Doors, Contralled Inputs, and Arming/Disarming Inputs
Inputs configurad for the Intrugsion Zone. (For these Monitorad Inputs to display in the table they have to have baan configured on the
iISTAR Controller.)

The Monitored Inputs displayved in this table change dynamically if vou change the zone's assigned Doors, Controlled Inputs,
or Arming/Dizarming Inputs.

MOTE: The iSTAR Cabinet Tamper lnput will autamatically be entered hare to be monitorad by this Intrugion Zone (and all
ather Intrusion Zonas on this Controller) unless its use has bean disablad by a Systam Variable. For more information,
see “ISTAR Driver Settings” in the System Yariables chapter in the C-CURE 2000 System Maintenance Guide.

Input Input systam name

Display Mame Click in this field and type the name that you want displayed on the Reader LCD display for the Input—up 1o 16 charactars
(restricted to printable ASCI| characters and the “spaca”).

MOTE: This field allkvws you to create an LCD display name far this Monitored Input. The Display Mame is shared betwean all
Intruglon Zones on the same Controller. If you do not enter a name here, the systerm willuse the rightmaost 16
characters of the Input's name.

The Display Mame is used whenever the Intrusion Zone needs to display this Input as an ‘offnormal’ point on the
Reader LCD. {This name does not have o be ‘unique.”)

Configuring iSTAR Intrusion Zone Controlled/Protected Inputs

This procedure assumes that you have already selected the iSTAR Controller for the Intrusion Zone and have
configured Doors, Readers, and Inputs.

To Configure iSTAR Intrusion Zone Controlled/Protected Inputs
1. Create or modify an iSTAR Intrusion Zone. See
m Creating an iSTAR Intrusion Zone on Page 155
m  Modifying an iSTAR Intrusion Zone on Page 162
2. On the iSTAR Intrusion Zone Editor, click the Inputs tab to open.

3. In the Controlled Inputs box, click Add to create a new row.

Contnlled Inputs
*Padd g Remove

vos ot G0 e D
¥ | O |

4. Click in the Input field to display B and click this button.

A selection list opens with the Inputs available for iSTAR Intrusion Zones.
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Diriey colurred W Qo by b
Hane | Fartibon | b
Chck b 1o s data [ ™
ETAA InpAl DACHT4  Defal
STAA Inpugl 1 ACHT4  [iplmd
ETEA gl SACHTA Dielel
ETAR gl 34014 Dialad
ETAR gl LATHT  Defol
ETAA AT BACHT  Defell
ETAR Inputl ACMIE Dol
EIAA gt &0M1 6 Deiml
ETAA npe3AlMIE Dl
GTAR Inpued ACMT S Dol
ETEA npd-A0M15  Defol
GTAA InpaS-aCM1S  Dialmdt
ETAR gt T A0MI 6 Detml
ETAA npaSaMIE Dl
BTAR InpueddIMI S Delelt | -8

L]l

5. Click an Input to add it to the row.
Example:
iSTAR Inputl -ACM1-45TARontroller]

6. To make this Input an Entrance Delay Trigger for the Intrusion Zone, click to select the check box in the Entrance
Delay Trigger field. (The default entry is cleared.)

7. To select this Input to be shunted during Entrance Delays for the Intrusion Zone, click to select the check box in
the Entrance Delay Shunt field. (The default entry is cleared.)

8. To configure this Input to be protected 24 /7, click to select the check box in the Protected field. (The default entry
is cleared.)

A Protected Input cannot be an Entrance Delay Trigger, nor can it be shunted during
NOTE
Entrance Delay.

9. Click in the Display Name field and type the name you want displayed for this Input on the Reader's LCD
display —up to 16 characters.
Example:
Loned

NOTE If you do not enter a name here, the system uses the 16 rightmost characters of the
Input’'s name. (This name does not have to be ‘unique.’)

The row now appears as shown in the following example:

Controbed Inputs
“Eadd EaRemove {

Erdvance Dulay Erirance Dalay
Triaget St Pratecied

Chzplay Hame

| [ 0 Inprb& M 1 5 TAR

10. To configure more Controlled Inputs for this iSTAR Intrusion Zone, click Add in the appropriate box and repeat
the preceding steps.
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Configuring Display Names for iSTAR Intrusion Zone Monitored Inputs

This procedure assumes that you have already selected the iSTAR Controller for the Intrusion Zone and have
configured Doors, Readers, and Inputs.

To Configure iSTAR Intrusion Zone Monitored Input Display Names
1. Create or modify an iSTAR Intrusion Zone. See:

m Creating an iSTAR Intrusion Zone on Page 155

m Modifying an iSTAR Intrusion Zone on Page 162

2. Click in the Display Name field and type the name you want displayed whenever the Intrusion Zone needs to
display this Input as an "offnormal’ point on the Reader LCD —up to 16 characters. (This Display Name is
shared between all Intrusion Zones on the same Controller.)

Example:
Input]l TampiSTAR]

If you do not enter a name here, the system uses the 16 rightmost

NOTE characters of the Input's name. (This name does not have to be "unique.”)

The row now appears as shown in the following example:

Moritored Inputs
Inpeutt Diisplagy Manne:
k Tarmpe-tstaonhobe] [Daefak) Irpud T ampdS TART

3. To enter Display Names for any other Monitored Inputs for this iSTAR Intrusion Zone, repeat the preceding step.

Deleting iISTAR Intrusion Zone Controlled/Protected Inputs

Once you have selected a Controlled Input for a row, it cannot be changed. You can, however, delete the entire row,
removing that Input from the Intrusion Zone.

If you need to completely delete a Controlled / Protected Input from the system, you must
first make sure to remove it from any Intrusion Zone to which it is assigned.

NOTE

To Delete an iSTAR Intrusion Zone Controlled/Protected Input
1. On the Inputs tab of the iSTAR Intrusion Zone Editor in the Controlled Inputs box, click a row to select it.

2. Click Remove to delete the Input row.
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iSTAR Intrusion Zone Arm - Disarm Tab

The iSTAR Intrusion Zone Arm - Disarm tab, shown in Figure 37 on Page 177, lets you define the local methods for
arming and disarming the Intrusion Zone, the related options, and the exit and entrance delays. Definitions for this
tab are provided in iSTAR Intrusion Zone Arm - Disarm Tab Definitions on Page 177.

You can perform the following tasks from the iSTAR Intrusion Zone Arm - Disarm tab:

[ Cunfiguring Arming for an iISTAR Infrusion Zone on Page 179

[ Cunfiguring Disarming for an iISTAR Infrusion Zone on Page 181

NOTE

Other methods that can be used to arm/disarm an Intrusion Zone include;

m Host manual actions (guard privileges control this)

m Keypad Commands
m Event Actions (activated by Triggers)

Figure 37: ISTAR Intrusion Zone Editor Arm - Disarm Tab

General  Inputy || Am - Deam ) Trggees | Sastur | Stals mages

g
Caed Methgd 10 lum Zone:
Annirg Inplt
Piisirndl Gioug | Fagasd
Ecl Delay
[ arming

Cag Mstinod 1o Disam Zore

Dlizseming Input

Patsirne] Gjoasp i Fagaad

Endrance Dsley

e w

e}

]
]

Mz -
o0 - i e
1) o Dot s Vidadin®

iISTAR Intrusion Zone Arm - Disarm Tab Definitions

The iSTAR Intrusion Zone Arm - Disarm tab has the fields shown in Table 39 on Page 1785.
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Table 39: ISTAR Intrusien Zone Editor - Arm - Disarm Tab Fiekls

Fields/Buttons

Description

Arming

Card Method to
Arm Zong

Click the down-arrow to select from the drop-down list the Card method required to arm the Intrusion Zone.
Mane — Mo Card swipe iz allvwed to arm the Intrusion Zone. This is the default. [ Typically selected to arm with an Event.)
Key Press and Credential — The person must press CMD/ENT twice and then swipe a card with Clearance.

Active Input and Credential — The person must prass an Active Input (selected in the Arming Input field—a key activated
switch, for exampla) and then swipe a card with Clearance.

Key Press, Cradential and Parsonnel group — The person must press CMD/ENT twice and then swipe a card with
Clearance, and must also belong to the Parsonnel group designated in the Personnel Group if Required field.

MOTE: Parsonnal with the Intrusion Zone Administrater option selected (Personnel General tab) wha have clearance 1o
the door do not have to be in the Personnel Group to validly use the command.

Active Input, Credential and Personnel Group — The person must press an Active Input (selected in the Arming Input
figld—a kay activated switch, for example) and then swipe a card with Clearance, and must alsa balong to the Parsonnel
group designated in the Personnel Group if Required field.

Arming Input

NOGTE: This field is available anly if the Card Method selected in the preceding field specifies an Acthwe Input.

Click [Z] and salact an Input from the dialog box to act as the Active Input to arm this Intrusion Zone. The same Input can be
usad for bath arming and disarming the Intrusion Zona.

(Only Inputs an the Contraller not vet assigned to any ather function and not canfigured on the Intrugion Zone Inputs tabas a
Controlled Input display in the list.)

The Input you select has its type changed from ‘General to Intrusion Zone' once you save the Intrugion Zone configuration.

Parsonnel Group
if Required

MOTE: This field is available only if the Card Method selected in the Card Method to Arm Zone field specifies a Parsonnal
Group.
Click [Z] and salact a Personnel Group from the dialog box that appears.

NOTE: Personnelwith the Intrusion Zene Administrator option selected {Personnel General tab) can always arm the
Intrusion Zone without baing in the spacified Persannel Group—if they have claarance to the door.

Exit Delay
rrin:sec

Click the up- and down-arrows to set the Exit Delay time in minutes and seconds. The range is from 00:00 to 2:00 (min:sec).

If an Exit Delay time is set, when arming of the Intrusion Zone is activated by the selected methad, the Exit Delays starts, giving
the person exiting the zone time to leave without the Intruslon Zone going into Wiclation.

Disarming

Card Method to
Disarm Zone

Click the down-arrow to select from the drop-down list he Card method required to disarm the Intrusion Zone.
Mene — No Card swipe iz allowad to disarm the Intrugion Zone. This is the default. { Typically salected to disarm with an Evant)
Credential Only — The person must swipe a card with Clearance.

Active Input and Credential — The parson must press an Active Input (selected in the Input field—a key activated swilch,
far example) and then swipe a card with Clearance.

Credential and Personnel group — The person must swipe a card with Clearance and must aleo belong to the Parsonnal
group designated in the Personnel Group if Required fiekd.

MOTE: Parsonnal with the Intrusion Zone Administrator option selected (Personnel General tab) wha have clearance to
the door do not have to be in the Personnel Group to validly disarm the Zone.

Active lnput, Credential and Personnel Group — The person must press an Active Input (selected in the lnput fisld—a
key activated switch, for exampla) and then swipe a card with Clearance, and must also balong to the Personnel group
designatad in the Personnel Group if Required field.
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ISTAR Intruslon Zone Editor - Arm - Disarm Tab Flelds (continued)

Fields/Buttons | Description

MOTE: This field is available only if the Card Method salacted in the preceding field specifies an Active Input.

Click [Z] and salact an Input from the diakog box to act as the Active Input to disarm this Intrusion Zone. The same Input can
be used for both arming and disarming the Intrusion Zonea.

(Only Inputs ¢n the Controller not yet assigned to any other function and not configured on the Intrusion Zone Inputs tabas a
Controlled Input display in the list.)

The Input you select has its typa changed fram ‘Ganeral to Intrusion Zone' once you save tha Intrugion Zone configuration.

Parsonnel Group MOTE: This field is available anly if the Card Method selected in the Card Method to Disarm Zone field spacifies a
if Required Personnel Group.
Click [Z] and salact a Personnel Group from the diakeg box that appears.

NOTE: Personnelwith the Intrusion Zene Administrator option selected {Personnel General tab) can always disarm the
Intrusion Zone without baing in the spacified Persannel Group—if they have clearance to the door.

Entrance Delay Click the up- and down-arrows to set the Entrance Delay time in minutes and seconds. The range is from 00:00 to 20:30
rrin:sed (il sec).

If an Entrance Dalay time is set, a person entering an armed Intrusion Zone activates any Entrance Delay Trigger Input(s) and
is ghwen the time to disarm the Intrusion Zone.

Allow Dizarm Click to salect this check box to permit this Intrusion Zone to be disarmed while in Viclated mode. The default is clearad.

While Vielated NOTE: If you want the person who dizarms an Intrusion Zone at the start of the work day to be aware before the disarm that

the zone has bean violated during the night, leave this option clearad
(not set).

Configuring Arming for an iSTAR Intrusion Zone

This procedure assumes that you have already selected the iSTAR Controller for the Intrusion Zone and have
configured Doors, Readers, and Inputs.

To Configure Arming for an iSTAR Intrusion Zone
1. Create or modify an iSTAR Intrusion Zone. See:
m Creating an i5TAR Intrusion Zone on Page 155
m Modifying an iSTAR Intrusion Zone on Page 162
2. On the iSTAR Intrusion Zone Editor, click the Arm - Disarm tab to open.

3. In the Arming box, click the down-arrow in the Card Method to Arm Zone field to display a drop-down list of
card arming methods. (The default is None.)

Cond Method o & Zore: | More w

Fimy Posss ared Crasdentesl

Burrieg Inpuk | Bective Ingad and Credertial
Fay Paaee. Ciadenihial sl Parionnel Gioun
Active Input, Credential and Personrel Group

4. Click the local method you want to be used to arm this Intrusion Zone.
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If you select a method requiring an Active Input, the Arming Input field becomes available and requires an
entry. If you select a method requiring a Personnel Group, the Personnel Group if Required field becomes
available and requires an entry.

5. If required, click E] next to the Arming Input field.
A selection list opens with the Inputs available for arming iSTAR Intrusion Zones.

W

Dirag colurent % Group by hive
Hare | Fartibon i h
Chck bam I et . [ i =
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ETEA Il EACHTY  Dielet

GTAR Inpual ACMT-E  Diplma
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STAR Inputd ALM1-E Dt
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(S8R InpuaT AM16  Dielmlt

ETAR InguaB 1S Delmdt

BTAR s AMMIE  [ioloul |-

6. Click an Input to select it. (The same Input can be used to both arm and disarm the zone, but it cannot be a
Controlled Input.)

7. If required, click E] next to the Personnel Group if Required field.

A selection list opens with the available Personnel Groups.

-"ﬂ'l:ﬂ:I*-lr

Cirag calurmmns %o Group by here
Hame | Pattiion Desseription [~
Chek Fosve b lles el [B] & 1

Freimonnel G 1a [1elaul 11
Pisonned Group 2 Chafault I
Pesonngd Gioup Floosw  Diafaull -

8. Select the Personnel Group to which the person must belong in order to arm the Intrusion Zone.

NOTE Personnel who have the Intrusion Zone Administrator option selected on their record and
have clearance to the door can always arm the Intrusion Zone even if they are not in the
selected Personnel Group. For information, see Configuring a Person to Arm/Disarm
Intrusion Zones on Page 192,

9. In the Exit Delay field, click the up- and down-arrows to set the time in minutes and seconds that the person
arming the zone by the selected method has to exit before the zone violates. The range is from 00:00 to 2:00
(min:sec).
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Configuring Disarming for an iSTAR Intrusion Zone

This procedure assumes that you have already selected the iSTAR Controller for the Intrusion Zone and have
configured Doors, Readers, and Inputs.

N
To Configure Disarming for an iSTAR Intrusion Zone

1. Create or modify an iSTAR Intrusion Zone. See:
m Creating an iSTAR Intrusion Zone on Page 155
s Modifying an iSTAR Intrusion Zone on Page 162
2. On the iSTAR Intrusion Zone Editor, click the Arm - Disarm tab to open.

3. In the Disarming box, click the down-arrow in the Card Method to Disarm Zone field to display a drop-down
list of card disarming methods. (The default is None.)

Cang Mathod bo Disam Zons. | Mons -
Hone
Craanitel 0nbs
Dizarming | actres Ingut ard Cradannal
A Cradental and Pesonrsl Group
Active Input. Cisdentisl and Personnel Geoup

4. Click the local method you want to be used to disarm this Intrusion Zone.
If you select a method requiring an Active Input, the Disarming Input field becomes available and requires an
entry. If you select a method requiring a Personnel Group, the Personnel Group if Required field becomes
available and requires an entry.
5. If required, click B next to the Disarming Input field.
A selection list opens with the Inputs available for disarming iSTAR Intrusion Zones.

Chck: ke o Flles sl [ 'y

ETEA gl DACHT4  Dieledt |
STAR Inpusl 1ACM14  Cinlmi

ETEA Inpul 2ACHT Doetolt

STARA Ingual 3ACM14 Dl
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STAA Inpdl ACMT-E  [inledt

ETEA Inpu-AlM1-5  Dielell

ETAA InguaBACM1E  Dislmdl

STAR Inpad ACMT-E  [islell

ETAA InpufaCM15 Dl

ETARA Ingusi-ACMIE  Dislwd

ETAA Inpua T 015 [oololt

ETAA IngdBACM1E Dl

GTAA InpedAlMT-E  [islmd _I

6. Click an Input to select it. (The same Input can be used to both arm and disarm the zone, but it cannot be a
Controlled Input.)

7. If required, click B next to the Personnel Group if Required field.

A selection list opens with the available Personnel Groups.
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o=
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Select the Personnel Group to which the person must belong in order to disarm the Intrusion Zone.

Personnel who have the Intrusion Zone Administrator option selected on their record and
NOTE ; ! . .

have clearance to the door can always disarm the Intrusion Zone even if they are not in

the selected Personnel Group. For information, see Configuring a Person to Arm/Disarm

Intrusion Zones on Page 192,

In the Entrance Delay field, click the up- and down-arrows to set the time in minutes and seconds that the
person disarming the zone by the selected method has to enter and disarm before the zone violates. The range is
from 00:00 to 20:30 (min:sec).

10. Click to select the Allow Disarm While Violated option or leave it clear.
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iSTAR Intrusion Zone Triggers Tab

The iSTAR Intrusion Zone Triggers tab, shown in Figure 38 on Page 153, allows you to set up Triggers, configured
procedures used by C*CURE 9000 to activate specific actions when a particular predefined condition occurs.

Figure 38: iSTAR Intrusion Zone Editor Triggers Tab

Tnggers
“EAdd =g Remave |
Frapsity Walue Achon Distals Schedule

The tab contains one Action, Activate Event, that can be linked to a specific value of an Intrusion Zone-related state
and to any panel or host Event configured in the system. Once the Intrusion Zone's state matches one of these
values, the linked Activate Event action is triggered and the user-specified Event is set to an active state (if allowed
by the Event, which should be armed at the time).

Typically you could use the activated Event to arm or disarm an Intrusion Zone, set off an alarm when an Intrusion
Zone is in a Violated state, or schedule a nightly Arming check for a particular Intrusion Zone. For details about
available Trigger properties, their corresponding values, the Event types, and Scheduling, see Table 42 on Page 184.

By creating new rows and selecting different values for each row, each value of the Property field can trigger its own
Event. It is also possible to trigger two different Events for the same Intrusion Zone state value by creating two rows
with the same value and then linking each row to its own Event.

You use the Triggers tab to accomplish the tasks listed below, needed to configure an iSTAR Intrusion Zone. The
procedural steps for each task are detailed in the following subsections.

[ Cunfig.lring Triggers for iISTAR Intrusion Zones on Page 184

[ Deleling a Trigger from an iISTAR Intrusion Zone on Page 187

iSTAR Intrusion Zone Triggers Tab Definitions

The iSTAR Intrusion Zone Triggers tab has the buttons shown in Table 40 on Page 1583 and the fields shown in
Table 41 on Page 184,

Table 40: ISTAR Intrusion Zone Editor Triggers Tab Butlons

Button | Description

Add Click this button create a new row in the Teiggers table. You have to configure all the fields in the row and select an Event to complate
the Add oparation

Toadd a new row after a spacific axdisting row, dick the row selector u to salact a row and then click Add.

Ramowe Click this button o remove a selected row from the Triggers table. You have to click the row selector - to select a row to remove. If
no row is selected, this button is not available.
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Table 41: ISTAR Intrusion Zone Editor - Triggers Tab Flelds

Field Description

Propearty™ [z]

Click in the Property field to display and then click this butten to display a dialeg box with available
Intrusion Zone propartes. Double-click a Propeity to salact it.

Value® Click the down-arrow to select a value from the drop-down list.

When the Intrusion Zone's State property matches this value, the event you specify in the Event fiald is
activated.

Action Click the down-arrow 1o select Activate Event (the only type availabla) from the drop-down list. This
action will be executed whan the value of the Intrusion Zona's State property matches that selected in
the Value field.

Datails The name of the event configurad for this row (read-only) is enterad by the system ance you make a
salection in the Event field.

Event” ! [Z] o ) ) )

Click in this field to select the event to be activated if the State for the current row on the grid has the

specified value.

MOTE: Switching rows in the grid updates this fizld with the user-selected event 5o that each row can
have its cwn event to activate.

Schedule™

Click in the Schedule field to display IZI and then click this button to display a diakeg box with available
Schedules. Double-click a Schedule to salact it.

se8 Tabla 42 on Page 184.

*For detailed infarmation about the relationships batwesen the available properties, their corresponding values, the Event types, and Schaduling,

Table 42: ISTAR Intrusicn Zona Triggers Table Details

Property Possible Values | Event Type | Schedule Type
Arm Check Status Mot Armaed Panal anly Must be scheduled
Cannot be Always/Never
Mode Status Armed/Disarmed Panel Ahways only
Haost Modifiable
Ready To Arm Status | Ready To Arm Haost anly Maodifiabie
Mot Ready To Arm Panal Ahvays only
Haost Maodifiable
Wiolation Status Mot Viclated Host only Maodifiable
Vicdated Panal Ahvays only
Haost Maodifiable

Configuring Triggers for iSTAR Intrusion Zones

¥ou can create as many triggers as you wish for any iSTAR Infrusion Zone.

184 Chapter 2
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ISTAR Intrusion Zone Triggers Tab
To Configure Intrusion Zone Triggers
1. Create or modify an iSTAR Intrusion Zone. See:
m Creating an i5TAR Intrusion Zone on Page 155
s Modifying an iSTAR Intrusion Zone on Page 162
2. On the iSTAR Intrusion Zone Editor, click the Triggers tab to open.
3. Click Add to create a new trigger row, as shown in the following figure.

Geneisl | Inpuis | B Diars || (00094 | Sigue | Sisle mages

=g S Berees

4. Click in the Property field to display B and click this button.
A selection list opens with the properties available for iSTAR Intrusion Zones.

Divaq columrs o Group by here
Prigeatly I Dissciipinin —
Click: [reere |o fille data W
fom Check Siaie _ The am check ststs ol #is rinssonzone. |
hode Stahm The mode staus of this nbusion zone.
Ready Tofum Sshus The ready lo sim stahas of Bhis mbuson zone
Viclation Slabe Tha violaton dale of tie Finsion mone -

5. Click a property to add it to the row.
Example:
Mode Status
6. Click the down-arrow in the Value field to display a drop-down list of values for the property you selected.

Fropesy "l"d.ﬂ_ Achion Doty Sechwadule
b [ o 5] — |
W —]

7. Click the Value you want to activate the event for this trigger to add it to the row.

Example:
Disarmed

8. Click the down-arrow in the Action field to display a drop-down list containing Activate Event as the only

available action. Click Activate Event to add it to the row as the action that will be executed when the Intrusion
Zone's state matches that selected in the Value field.

The Event field displays on the bottom of the tab.
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T
+= il S, rwave

W Hagian SFmchi
L] | Mada Shakin Aarwad Aaxeatn Coani ﬂ Alroagi |
B =

9. Click B in the Event field to display a selection list of all events currently configured in the C*CURE 9000
system, and then click an Event to select it.

- e
Irag ealurmnd W Group by b
Hame | Fuatiion | Diesscription |:|
Chok. bemye S0 fler clals 4] )
AmE  Defmlt hestBwest ]
fuming 22 it
fuafil LogBackup Evenl  [ialaull The delaull audt log backup event
Dz 2 [Diafaull Pt it
Digaming E2 Drefault
Joumal LogBackup Ev  Diefisult The defaul jpuna log backup event
Fiemove Aepost Reoull  Dafaull The event remioees: ohsolsls nepord § =|

The system enters the name of the Event you select in the Details field for the row when you click anywhere

outside the Event field. This event will be activated whenever the State for the current row on the grid
matches the value specified in that row.

N S e |
Py Ll Reigl Euobeily
LT3 | [ I u| [P |nl-u. |
Evart: &l Deizb] |;|

The Schedule field contains the default entry Always, which is the only type valid for Panel Events. You can

select a schedule for a Host Event and must select a schedule (other than Always/Never) for the Arm Check
Status property (even though it is a Panel Event).

10. Click B in the Schedule field to display a selection list of schedules configured in the C+CURE 9000 system.
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Dirag columng % Group by e
Hare | Fastiion | Descriplion =
Chok Fusin 80 filew sl [A) )
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Audit Log Backup Sche  Defaull
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Hewer Default
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11. Click a Schedule to select it.
The tab now appears as shown in the following example.

| Gierersl | Inpuks | Aum - Dissen | Tiggecs | Sisus | Siabe images|

it
e il |
Froperty Value Action Detais Schedue
» | Mode Stahe | Diesmed | Actreste E vt | fmiZ Defoud]  |Nighty Defut] [

Evert: |Am 2 [Defauk] -]
12. To create more triggers for this iSTAR Intrusion Zone, repeat these steps for each trigger you want.

Switching rows in the grid updates the Event field with the user-selected event so that each row can have its
own event to activate.

Deleting a Trigger from an iSTAR Intrusion Zone

To Delete an iSTAR Intrusion Zone Trigger
1. On the Triggers tab, click a row to select it.

2. Click Remove to delete the trigger row.
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iSTAR Intrusion Zone Groups Tab

The iSTAR Intrusion Zone Groups tab, shown in Figure 39 on Page 188, lists the iSTAR Intrusion Zone Groups to
which this Intrusion Zone belongs.

This tab does not display on the iSTAR Intrusion Zone Editor when you are configuring a new
Intrusion Zone. It displays when you are editing an existing Intrusion Zone.

NOTE

The Groups table on this tab is a Dynamic View that you can filter, group, print, and view in Card View, using the
buttons described in Table 43 on Page 188,

You can select any of the Intrusion Zone Groups in the list and double-lick r to edit it or rightclick to display the
Groups Context menu (described in the Groups chapter in the C+ CLRE 9000 Soffware Configuration Guide). You can
also right-click in the Name or Description field of an Intrusion Zone Group row to display a standard edit menu.

Figure 39: iSTAR Intrusion Zone Editor Groups Tab
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iSTAR Intrusion Zone Groups Tab Definitions

The iSTAR Intrusion Zone Groups tab has the buttons and fields shown in Table 43 on Page 188,

Table 43: ISTAR Intrusion Zone Editor Groups Tab Fields/Buttons

Fields/Buttons | Name | Description

D Card Click to display the list of ISTAR Intrusion Zone Groups in Card View.
Wiew
@ Print Click to print the list of ISTAR Intrusion Zone Groups.
Group Click to enable Grouping of the list. You can drag a column heading to the area labeled Drag columns te group
% by here to group the list by that heading.
Filtar Click to display the filter bar. You can click in the fitter bar to add fitering eriteria to any colurmn of the list. For mora
i information about Filtering, see the Dynamic Views chapter in the C-CURE 9000 Drata Views Guide.
Namea Name of the Group, up to 100 charactars.
Description Description of the Group.
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iSTAR Intrusion Zone Status Tab
The iSTAR Intrusion Zone Status tab, shown in Figure 40 on Page 190, provides a read-only listing of critical
information about the operational status of this iSTAR Intrusion Zone, including;

s Mode - displays the values: Armed, Disarmed, or Unknown

m Violated State - displays the values: Violated, Not Violated, or Unknown

m Ready To Arm State - displays the values: Ready to Arm, Not Ready to Arm, or Unknown

m First Violating Cause - displays a value indicating the initial cause of the Intrusion Zone being in a Violated
State: Input X, for example

s Mode Changed Method Status- displays a value indicating why the Intrusion Zone's Mode changed: Host
Command, Keypad Command, Card Swipe, or Unknown

s Time of Mode Changed Method - displays the date/time the Intrusion Zone's Mode changed

You can perform the following task from the Status tab:

m Viewing Intrusion Zone Status on the Status Tab on Page 189

Viewing Intrusion Zone Status on the Status Tab

To View Status on the iSTAR Intrusion Zone Editor
1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button.

2. Click the Areas and Zones drop-down list and select iSTAR Intrusion Zone.

3. Click .7 to open a Dynamic View showing a list of all existing iSTAR Intrusion Zone Objects.

4. Right-click the iSTAR Intrusion Zone whose status you want to view and click Edit from the context menu that
appears.
The iSTAR Intrusion Zone Editor opens with the General tab displayed.

5. Click the Status tab to open, as shown in Figure 40 on Page 190.
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180

Chapter 2

Figure 40: ISTAR Intrusion Zone Editor Status Tab
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iSTAR Intrusion Zone State Images Tab

The iSTAR Intrusion Zone State Images tab, shown in Figure 41 on Page 191 provides a means to change the
default images used to indicate states for the iSTAR Intrusion Zone on the Monitoring Station. You can select other
images to display for this Intrusion Zone or return to the default images, as described in State Images Tab Tasks on

Page 191.

Figure 41: ISTAR Intrusion Zone Editor State Images Tab
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State Images Tab Tasks

You can change the image displayed for any Intrusion Zone state, or restore the default image.

To Change an Image

1. Double<lick the default image in the tab to open a Windows file selection dialog box.
2. If necessary, navigate to find the new image.

3. Select the desired replacement image and click Open.

The new image replaces the default image and displays in the State Images tab.

To Restore the Default Image

m Right<lick the replacement image in the Intrusion Zone State Images tab and select Restore Default.

C*CURE 9000 Areas and Zones User Guide
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Configuring a Person to Arm/Disarm Intrusion Zones

You can configure a person to be able to Arm/Disarm Intrusion Zones using the Card swipe Arm/Disarm methods
even if he or she is not in the Personnel Group configured for that Intrusion Zone.

You configure this on the Personnel Editor General tab, as shown in Figure 42 on Page 192.

]
To Configure a Person to Arm/Disarm Intrusion Zones

1. In the Navigation Pane of the Administration Workstation, click the Personnel pane button.

Figure 42: Parsonnel Editor — General Tab
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2. Click the Personnel drop-down list and select Personnel.

3. Click New to create a new Personnel record.

- {r -

Click ®2.7 to open a Dynamic View showing a list of all existing Personnel Objects, right<click the Personnel
record you want to change, and click Edit from the context menu that appears.

The Personnel Editor opens with the General Tab displayved.

4. In the Options box, click to select the Intrusion Zone Administrator option.

NOTE

5. To save the Personnel record, click Save and Close.

192

If this option is selected, this person can Arm/Disarm any Intrusion Zone using the Card
swipe Arm/Disarm methods regardless of the Personnel Group configured for that

Intrusion Lone.

If this option is not selected, this person can only use the Card swipe method to
Arm/ Disarm Intrusion Zones configured:

m For a Personnel Group in which he/she is included.

s With no Personnel Group required with the Card Swipe.

Chapter 2

C-CURE 9000 Areas and Zones User Guide

EFTA01224833



Wiewing Intrusion Zone Information on the Door Editor

Viewing Intrusion Zone Information on the Door Editor

A Door assigned to an iSTAR Intrusion Zone displays read-only assignment information on the Door Editor on the
Areas & Fones tab, as shown in Figure 43 on Page 193.

NOTE If this Door is not assigned to an Intrusion Zone, the Intrusion Zones box is blank.

Figure 43: Door Editor — Areas & Zones Tab
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The Areas & Zones tab has the read-only fields shown in Table 44 on Page 193.

Table 44: Door Editor — Areas & Zones Tab Fields
T

Fields Description

Intrusion Zane | Mame of ISTAR Intrusion Zona this Door is assigned to.

Zona Direction | In indicates that this Door is assigned as an Entrance Door for the Intrusion Zone.
Out indicates that this Door is assigned asan Exit Door for the Intrusion Zona.

Display Mame Displays the name you entered for this Door on the ISTAR Intrusion Zones Editor General tab.

.|
To View a Door's Intrusion Zone Information

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button.

2. Click the Hardware drop-down list, select iSTAR Door, and click o open a Dynamic View showing a list
of all existing iSTAR Doors.

- {r -
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Wiewing Intrusion Zone Information on the Door Editor

Expand the Hardware Tree.

3. In the Dynamic View list/ Tree, select the iSTAR Door, right-click, and click Edit from the context menu that
appears.
4. When the iSTAR Door Editor appears, click the Areas & Zones Tab.
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Viewing Intrusion Zone Information on the Input Editor

An Input assigned as an iSTAR Intrusion Zone Controlled or Protected Input displays read-only assignment
information on the Intrusion Zone tab of the Input Editor, as shown in Figure 44 on Page 195. This tab only displays

when the Input is assigned to a zone. At the same time, the value in the Type field on the Input General tab changes
from ‘General” to ‘Intrusion Zone'.

Figure 44: iSTAR Input Editor = Intrusion Zone Tab
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The Intrusion Zone tab has the read-only fields shown in Table 45 on Page 195.

Table 45: Inputs Editor — Intrusion Zone Tab Fiakls

Fields Description

Intrusion Zane | Mame of ISTAR Intrusion Zona this Input is assigned to.

Display Mame Displays the name you entared for this Input an the ISTAR Intrugion Zones Editor Inputstab in the Controlled Inputs table.

To View an Input’s Intrusion Zone Information

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button.

2. Click the Hardware drop-down list, select iSTAR Input, and click o open a Dynamic View showing a list
of all existing iSTAR Inputs.

- {r -

Expand the Hardware Tree.
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3. In the Dynamic View list/Tree, select the iSTAR Input, rightclick, and click Edit from the context menu that
appears.
4. When the iSTAR Input Editor appears, click the Intrusion Zone Tab.
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Keypad Commands

This chapter explains how to configure Keypad Commands.

In this chapter

BT Y L e 198
Keypad Command Configuration Steps .. ...l 202
Keypad Command Configuration Requirements ... 204
Keypad Command Format |l 205
Keypad Command Editor ... 210
Keypad Command General Tab .. 211
Keypad Command Permissions Tab .. 213
Keypad Command Groups Tab 215
Kevpad Command Tasks il 216
Configuring Readers for Keypad Commands ... 224
Configuring a Person to Use Keypad Commands __ ... 226
Enabling/ Disabling Keypad Commands at Readers .. ... . ... ... 227
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Overview

You can configure Keypad Commands that authorized personnel can execute using the keypad on Readers (RMs)
connected to iISTAR Controllers (see Figure 45 on Page 198).

Figure 45: Reader with Keypad

LCD display

CMD/ENT key

A Keypad Command is a unique (within an iSTAR Cluster) nine-digit number entered on the keypad (with optional
prompting) that activates a specific Event.
Keypad Commands can activate Panel Events that initiate:

m Intrusion Zone Actions, such as arming, disarming, and toggling Intrusion Zones, as well as checking their
status and the status of their Doors and Inputs. These Keypad Commands must be entered at Readers that are
part of the Intrusion Zone.

m System-wide actions. These actions can control objects in the host and other clusters.

m Local target actions, such as locking/unlocking a door by entering a keypad command on its keypad. These
actions operate on the security device that activated the event, the door that owns the reader with that keypad,
rather than on a specific target.

Figure 46 on Page 199 illustrates the capabilities of keypad commands.
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Figure 46: Keypad Commands and Assoclated Events
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Keypad Commands activate Events in a special way:

m The Event is activated with no end time, but when the activation is superseded, the Keypad Command
disappears from the Event's cause list instead of remaining until another cause overrides it.

m These Keypad Command-activated Events “live until overridden’. An Action is required to undo or override a
Keypad Command Event.

The recommended procedure is to construct keypad commands in pairs; use one Keypad Command to activate an
object, and another Keypad Command to deactivate the object.

The Keypad Command may be configured to require a card presentation and, optionally, a PIN to validate the
command. The Keypad Command may also be limited to a specific personnel group’s card numbers. Additionally,
the Keypad Command may be limited to specific doors in the cluster, and specific readers may be configured to
disallow the use of Keypad Commands.

Examples of Keypad Command Use

The following examples show security requirements that are met by creating keypad commands:

m The site, a multi-tenant office building, uses building security personnel to monitor tenants on all floors. To arm
and disarm different intrusion zones, keypad commands initiate events that activate local actions.

* The command 110 disarms any zone from a reader on a door that is part of the zone.
* The command 120 arms any zone from a reader on an intrusion zone door.

m The site, a hospital, requires local door locking and unlocking for specific time periods to provide wheelchair
access. In this case, Keypad Commands are created that initiate events with local door actions.

m The hospital staff enter the commands at readers outside the door.
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* The Keypad Command 100, named “Enter time 15", unlocks the door for 15 minutes (minimum activation
time in Event configuration).

* The Keypad Command 200, named “Enter time 30" unlocks the door for 30 minutes.
* The Keypad Command 300, named “Enter time 00" locks the door.

How Keypad Commands Work
An Event activated by a Keypad Command, once activated, requires a separate action to override (deactivate) it.

The following sections describe the methods you can use to activate and deactivate Keypad Commands.

Method 1

Figure 47 on Page 200 demonstrates using two Keypad Commands to control an Qutput.

m Keypad Command 1 and Event 1 are used to activate the Output, while Keypad Command 2 and Event 2 are
used to deactivate it.

m When the Event 2 Action asserts, it overrides the Action of Event 1, and Event 1 is overruled.

This method works well in situations when there are no other controls on the Output. However, this method leaves a
deactivation on the Output at whatever priority level is set by Event 2. If Keypad Command 1 asserts again, it will
override Event 2.

Figure 47: Meathod 1 - Contraling an Output with Two Keypad Commands
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Method 2

Figure 48 on Page 201 shows an alternate method that results in deactivation of all Keypad Command Events.
m Keypad Command 1 causes Event 1 and activates the Output.
m To reset the Output, Keypad Command 2 activates Event 2 which has the following two Actions:
* (One Action is to deactivate Event 1.
* The second Action is to deactivate itself.

Event 2 deactivates itself by activating Event 3, which has the Action of deactivating Event 2.
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It is important that Event 3 have a minimum activation time of one second and an

NOTE activation delay of one second.
Figure 48: Meathod 2 - Contraling an Cutput with Two Keypad Commands
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Keypad Command Configuration Steps

Table 46 on Page 202 shows the C+CURE 9000 Editors and activities that create Keypad Commands.

Table 46: Craating Keypad Commands

Task

C+-CURES000 Editor

Configuration Notes

Additional Information

Define the Keypad
Command format

Options & Tools>System
Variables=STAR Driver Catagary

Defines the number of keypad charactersin
the Caommand fiekd (requirad).

Defines the number of keypad charactersin
the Prompt 1 and Prompt 2 fields (optional).

See Keypad Command
Formaton Page 205.

Configure and
download a Keypad
EventtoaniSTAR
Controller

Caonfiguration=Event=
MWew=Event Editor

=0 =

Edit an axiting Event

Creates and downloads tha event to ba
activated by the Keypad Cammand.

Sea the Events chaptaer in
the C«CURE 000
Software Configuration
Gulide.

Configure a Door
Group

Caonfiguration=Group>
Mew=Group Editor

=0 =

Edit an axisting Door Group

Craeates a Door Group 1o which the use of the
Keypad Command can be limited.

Sea the Groups chapter in
the C+CURE 9000
Software Configuration
Guide.

Configure a Parsonnal

Configuration=Group=

Creates a Personnal Group to whosa

Sea the Groups chapter in

Group Mew=Group Editor membears use of the Keypad Command can the C-CURE 8000

(optional, depending _ar- beer lirnited . gofrﬂiam Configuration
. . L. .

on Validation Type) Edit an existing Personnel Group

Configure the Keypad Araas and Zones>Keypad Creates a Keypad Command and associates See Keypad Command

Command

Command=New>Keypad Command
Editor

it with:
+ A Cluster.
+ The Event it activates.

+ The numerical sequence 1o execute the
keypad command.

Editor on Page 210.

Configure Reader(s)

From Hardware Pane> Hardware
Trea, aither

»  Create a new Reader for the
iISTAR Controllar

=0f=
= Edit an existing Reader.

Forinformation, see the iSTAR
Caontroller chapter in the C-CURE
9000 Hardware Configuration Guide

Then,

ISTAR Raader Editor=
Keypad Tab

Allvws one or more reéaders to accept keypad
commands.

See Configuring Readers
for Keypad Cammands on
Page 224,

Configure Personnel

Personnel=Personnal>
Mew=Parsonnal Editor

=0 =

Edit an axisting Personnel Record

Enables a specific person not necessarily in
the Keypad Command Persannal Group to
execute the Keypad Command.

See Configuring a Person
to Use Kaypad Commands
on Page 226.
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Permissions Required to Configure Keypad Commands

A C»CURE 9000 operator would need the minimum permissions listed in Table 47 on Page 203 to be able to

configure Keypad Commands:

Table 47: Permissions for Configuring Keypad Commands

Class Permission
ISTAR Cluster Read

iISTAR Controdlar Read

ACM Board Read

ISTAR Reader Edit

keypad Command Edit
Personnel Edit
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Keypad Command Configuration Requirements

Keypad Commands must follow these guidelines and requirements:
s Keypad Command events must be downloaded to a Cluster.

m Local Keypad Commands for Intrusion Zones must be issued from a Reader that is part of a Door included in
the Intrusion Zone (the local Keypad Command is applied to the Intrusion Zone that includes the Door. This
allows a given local Keypad Command — for example, “ Arm Local Intrusion Zone” —to be used in many
Intrusion Zones). The associated Events for a given Intrusion Zone must be downloaded to a Controller in the
Cluster that contains that Intrusion Zone.

m The Event Actions of most Keypad Commands can affect objects anywhere in the system. If the Event Actions
affect objects outside the Cluster and the Cluster becomes disconnected from the host (a communications failure),
the normal algorithms will be used on re-connection. If a momentary activity occurred during the
communications failure, there will be no attempt to re-issue the activity. If an activation that is still true was
missed during the communications failure, there will be an attempt to re-issue the activation.

m If the Keypad Command requires the swipe of a Card, Personnel must have clearance to a Door in order to issue
a Keypad Command from that Door. This applies even if their Card configuration includes the Keypad
Command Administrator option. It does not apply if the Keypad Command does not require card number.

s Keypad Commands can be entered from Doors that are locked, unlocked, or secure. This is done so a person can
arm or disarm an Intrusion Zone from the outside Doors regardless of the Door state.

m For security reasons, if the iSTAR Controller does not recognize the first— the Command — portion of the Keypad
Command (or if the Keypad Command is disabled), it will still ask for all parts configured for the Keypad

Command, as well as for a Card presentation.

If the Keypad Command is disabled, but is configured for a PIN, it will ask for a PIN. In addition, if the Keypad
Command is recognized but the Card fails some test (Clearance, Lost, etc.) and the Keypad Command is
configured for a PIN, the PIN is still requested.

This is done to confuse someone who may be “trying” out the keypad to see if they can figure out the
commands.
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Keypad Command Format

Keypad Commands can be entered on the keypad as a single number or as a two- or three-part number. With two- or
three-part Keypad Commands, the system helps the person entering the Keypad Command by prompting for the
second and third parts.

Figure 49: Keypad Fiekls
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Consequently, the first step in creating keypad commands is to define, system-wide, the command format. This
involves the following;

1. Deciding whether the command format is to be one-part, two-part, or three-part. (The default is one-part with 9
digits.)

2. Defining the number of keypad characters in the Command Code (required).

3. Optionally, defining the number of keypad characters for Prompt 1.

4. Optionally, defining the number of keypad characters for Prompt 2.

You configure the Keypad Command format as described in Defining Keypad Command Formats on Page 207.

Format Requirements

Keypad Command formats must conform to the following guidelines:

m The combined value for the Command Code, Prompt 1 Code, and
Prompt 2 Code can be any combination that adds up to 9 digits.

Command Code is required and accepts a value of 1 to 9; Prompt 1 and Prompt 2 Codes are optional and accept
a value from 0 to 8.

m The string for Prompt 1 is "ENTER ACCESS”. This is a text only field with no internal significance.
m The string for Prompt 2 is “ENTER TARGET". This is a text only field with no internal significance.
m Keypad Command sequences and optional prompts must be unique.

m Personnel entering Command Code at keypads must bracket each code with the CMD/ENT key and must not
use 0 (zero) as the first digit of the code.

Example:

CMD/ENT 222 CMD/ENT is correct;
while CMD/ENT 022 CMD/ENT is incorrect.

/E) You should not modify the command formats after you use them to create commands.
) Modifications to the command format cause existing keypad commands to behave
differently.
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Example Formats

The following examples show keypad commands that use:
s Command Code only
s Command Code with Prompt 1
s Command Code with Prompt 1 and Prompt 2

Command Code Only
The Keypad Command in this example uses a Command Code format to arm and disarm an intrusion zone.

The format is configured as follows:
Command Code: 9
Prompt 1 Code: 0
Prompt 2 Code: 0
m To arm the intrusion zone, the security personnel press CMD/ENT 100 CMD/ENT.
s To disarm the intrusion zone, security personnel enter CMD/ENT 101 CMD/ENT.

C»CURE 9000 automatically pads the unused portion of the command field to conform to the nine-digit command
code format:

000000700, 0000007101

Security personnel need enter only the command portion of this field.

Command Code with Prompt 1

The Keypad Commands in this example arm and disarm Intrusion Zones on two floors. The Prompt 1 code expects
security personnel to enter the code for the Intrusion Zone floor.

The format is configured as follows:
Command Code: &
Prompt 1 Code: 3
Prompt 2 Code: 0
m To arm a zone, the security personnel enter CMD/ENT 200 CMD/ENT.

m When the reader displays the Prompt 1 message “ENTER ACCESS”, personnel enter 1 or 2, the code indicating
the first or the second floor.

m To disarm the zone, security personnel enter CMD/ENT 300 CMD/ENT.

m When the reader displays the Prompt 1 message “ENTER ACCESS”, personnel enter 1 or 2, the code indicating
the first or the second floor.,

C»CURE 9000 automatically pads the unused portion of the command field and prompt fields to conform to the six-
digit and three-digit requirements:

000200, 001 or 002

Security personnel need enter only the non-zero portions of the command
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Command Code with Prompt 1 and Prompt 2

The Keypad Commands in this example turn lights on and off on two floors. The Prompt 1 and Prompt 2 code
expect security personnel to enter the codes for the floor and light numbers.

The format is configured as follows:
Command Code: 3
Prompt 1 Code: 3
Prompt 2 Code: 3
m To toggle on/off, the security personnel enter CMD/ENT 1 CMD/ENT or CMD/ENT 2 CMD/ENT.

m When the reader displays the prompt 1 message “ENTER ACCESS”, personnel enter 1 or 2, the code indicating
the first or the second floor.

m When the reader displays the prompt 2 message “ENTER TARGET”, personnel enter the room number of the
light.

C+CURE 9000 pads the unused portion of the command field and prompt fields to conform to the three-digit
requirement:

001 or 002, 001 or 002, 056.

Security personnel need enter only the non-zero portions of the command.

Defining Keypad Command Formats

To Define Keypad Command Formats
1. In the Administration Station, on the Options & Tools pane, select System Variables.
2. On the General tab, expand the iSTAR Driver category.

3. Scroll down to locate the “Maximum Length of Command Code in Keypad entry” system variable in the Name
column.

This is the first of the three Keypad Command Format system variables, as shown in Figure 50 on Page 208.
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¥ System Variables

Gereral

Figure 50: Systemn Varlables — Keypad Command Formats
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4. To edit the Command format:

Double-click in any one of these three Keypad Command System Variable rows.

- [ =

Right-click in the row and then click Edit from the Context menu that appears.

The System Variables Editor appears with the Keypad Commands on the iSTAR Variables tab, as shown in
Figure 51 on Page 208.

Figure 51: System ariables Editor — Keypad Command Formats
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5. Change the values in these fields according to the information given in this Keypad Command Format section
on Page 205 thru Page 207 and in System Variable iSTAR Variables Tab Definitions on Page 209,

6. Click Save and Close when you are finished editing the formats.
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System Variable iSTAR Variables Tab Definitions

The iSTAR Variables tab has the fields shown in Table 48 on Page 209,

Table 48: Systam Variables iSTAR Variables Tab Fields
L ____________________________________________________________________________|

Tab Field Description
Keypad Commands Command | Enter the numbear of digits used for the "Command Coda” part of
NOTE: The sum of the value of these three fiskis must equal code the keypad entry. The valid range is 1 to 9, with a default value of 9.
g, length MOTE: The number you enter in this field controls the number of
Important digits vou can enter in the Command Code field on the
—Ifyou change tha values in the fields on this tab, Genearal tab of the Keypad Command Editor.
keypad commands may not work. Check each
keypad command to ansuire that it is still usable. Prompt 1 Entar the number of digits used for the Prompt 1 Code part of the
code kevpad entry. The valid range iz 1 to 8, with a default value of O
length (2ara).
MOTE: The number you enter in this fiald controls the numbar of
digits you can enter in the Prompt 1 Code field on the
General tab of the Keypad Command Editor.
Thie field is unavailable if it has a valua of 0 {zera).
Prompt 2 Enter the number of digits used for the Prompt 2 Code part of the
code keypad entry. The valid range is 1 to 8, with a default value of O
length (zaro).
MOTE: The number you enter in this field controls the number of
digits you can anter in the Prompt 2 Code field on the
General tab of the Keypad Command Editor.
This field is unavailable if it has a value of 0 {zero).
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Keypad Command Editor

The Keypad Command Editor in C+CURE 9000 lets you create and modify Keypad Command Objects that allow
users to activate events through local keypads.

The Keypad Command Editor displays the following tabs for configuring Commands:

m Keypad Command General Tab on Page 211

m Keypad Command Permissions Tab on Page 213

m Keypad Command Groups Tab on Page 215 (when editing an existing Keypad Command)

To use the Keypad Command Editor, see Accessing the Keypad Command Editor on Page 210.

Accessing the Keypad Command Editor

You can access the Keypad Command Editor from the C*CURE 9000 Areas and Zones pane.

To Access the Keypad Command Editor

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button.

2. Click the Areas and Zones drop-down list and select Keypad Command.

3. Click New to create a new Command.

= {r -

Click Bz 1o open a Dynamic View showing a list of all existing Keypad Command Objects, rightclick the
Keypad Command you want to change, and click Edit from the context menu that appears.

The Keypad Command Editor opens.

The Keypad Command Editor has the buttons described in Table 49 on Page 210.

Table 49: Keypad Command Editor Buttons

Button | Description
Save Click this button when you have completed any changes to the Keypad Command and wish to save those changes. The Keypad
and Cammand closes.
Close:
Save Click this button when you have completed any changes to the Keypad Command and wish to save those changes and also create a
and new Keypad Command. The Keypad Command you wara aditing is savad, and a new Keypad Cammand opens (either blank or
New including template information if you ware using a template to create the new Keypad Command).
§| Click this button when you want 1o close the Keypad Command Editer without saving your changes.
— Awarning appears asking whether or not you want to save your changes before closing the editor. Click Yes to exit and save and Na to
axit and cancel your changes.
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Keypad Command General Tab

The Keypad Command General tab, shown in Figure 52 on Page 211, lets you define the following for the Keypad
Command:

m Home cluster
m Event which the command activates
m Priority of the Event
s Command Code and optional Prompt Codes
You can save a Keypad Command configuration without an iSTAR Cluster and an Event

NOTE if you do not enable it. An existing Keypad Command becomes “disabled” when it loses its
Cluster and Event because the Event's Controller is either deleted or becomes

‘unassigned.
Figure 52: Keypad Command Editor Ganeral Tab
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Keypad Command General Tab Definitions

The Keypad Command Editor and the General tab have the fields and buttons shown in Table 50 on Page 211.

Table 50: Keypad Command Editar - General Tab Fields

Fields/Buttons | Description

Mame Enter a unique name, up to 100 characters, to identify the Keypad Command.
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Keypad Command Editor - General Tab Fields (continued)
T

Fields/Buttons | Description

Dascription Entar a description of the Keypad Command, up to 255 characters.
Enabled Selact this chack box to activate the Keypad Command.
Partition A read-only fiald dizplaying the nama of tha Partition to which this Keypad Command balongs. (This field is visible anly if tha

C+CURE 9000 systam is partitioned )

MOTE: The Keypad Command belengs to the partition of the ISTAR Cluster selectad in the Target Event box, not the
Oparator's New Objact Partition. On the other hand, if the Kaypad Command has no Cluster and no Event—is not
anabled, when you save it, it balongs to the New Object Partition.

Maintenance Selact this chack box to put this Keypad Command inte Maintenance Made go whather or not Events, Status, and Activity

Mode related to this Keypad Command display on the Monitoring Station depands on the Operators Privilege and the Application
Layout assigned. For detailed information, see the Maintenance Mode chapter in the C-CURE 9000 Hardware Configuration
Guide.

Target Event

ISTAR Cluster Select the home cluster for the command. (In a partitiened systemn, the ISTAR Cluster selection list is not limited by Partition,

but includes all Clusters in the systam.)

MOTE: If you selact the Event first, the system automatically enters the Cluster to which the Event's Controller belengs. This
field is then unavailable.

Ewant Selact the Event to be activated by the Keypad command. (In a partitionad system, the Event selection list is not limited by
Partition, but includes all panel Events in the system. ) See the "Events” chapter in the &-CURE $000 Seftware Configuration
Guide for information about creating an event.

MOTE: Ifan iSTAR Cluster is already selectad, the available Events are related to that Cluster. If ne Cluster is selected, all
panel Evants are available.

Pricrity Indicates the priority level the system uses for sorting when displaying on the Monitoring Station and prioritizing actions
associated with the event. The default pricrity is 75, Madium Low.

Selact a value from the drop-down list or type an integer fram 0 to 200 to assign a priority to the Event. The lowest value is 0,
the highest is 200.

Definition

Command Code” | Defines the numbers to be pressed by personnel on the keypad for the command code (required).

Prompt 1 Code™ Defines the numbers to be pressed by persannel on the keypad for Prompt 1 (opticnal).

Prompt 2 Code™ Defines the numbers to be pressed by personnel on the keypad for Prompt 2 (opticnal).

*The total keypad command code must be unique for one cluster—the cluster of the ISTAR that owns the target event.
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Keypad Command Permissions Tab

The Keypad Command Permissions tab, shown in Figure 53 on Page 213, lets you define the following for the
Keypad Command:

m Doors at which the command will be available.
m Type of validation required once the keypad Command is entered.
Field for this tab are defined in Keypad Command Permissions Tab Definitions on Page 213.
Figure 53: Keypad Command Editer Permissions Tab
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Keypad Command Permissions Tab Definitions

The Permissions tab has the fields and buttons shown in Table 51 on Page 213.

Table 51: Keypad Command Editor - Permissions Tab Flelds

Fields/Buttons Description

Door group allowed The Readers at the doors in the specified group can accept keypad commands.
o igsue command [z]
Tospecify a group, click and select a Deor Group from the dialog box that appears,

MOTE: Commands anly function at doors within the home cluster.
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Keypad Command Editor - Permissions Tab Flelds (continued)
e _________________________________________________________|

Fields/Buttons Description
Validation type You can choose one of five validation modes from the this drop-down box.
required Mone — The Keypad Command does not require any axtra validation. Thisis the default.

Credential Only - The parson must swipe a card with Clearance after antering the command.

MOTE: Even Personnelwith the Keypad Commands Administrator option selected (Personnel General tab) must
have clearance to the door to validly use the command.

Credential and Personnel group — The person must swipe a card with Clearance after entering the command, and

riust alss belong to the Persannel group designated in the nasxt field.

NOTE: Parsonnal with the Keypad Commands Administrator option seleclted (Personnel General tab) who have
clearance to the door do not have to be in the Personnel Group to validly use the command.

Credential and PIN — The parson must swipe a card with Clearance after entering the command, and in addition, must
then enter a PIN.

Credential, Personnel Group and PIN - Allthree of the preceding validation modes must be mat by the parson for the
Keypad Command to be accepted.

Parsannal group NOTE: This fiald iz available anly if the Validation type selactad in the preceding field specifies a Parsonnel Group.

Click[Z]and selact a Personnel Group from the dialog box that appears.

MOTE: Parsonnal with the Keypad Commands Administrator option selected [Personnel General tab) can always
activate all commands if they have clearance to the door.
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Keypad Command Groups Tab

The Keypad Command Groups tab, shown in Figure 54 on Page 215, lists the Keypad Command Groups to which
this Keypad Command belongs.

NOTE This tab does not display on the Keypad Command Editor when you are configuring a new
Keypad Command. It displays when you are editing an existing Keypad Command.

The Groups table on this tab is a Dynamic View that you can filter, group, print, and view in Card View, using the
buttons described in Keypad Command Editor Groups Tab Fields/ Buttons on Page 215.

You can select any of the Keypad Command Groups in the list and doubleclick d to edit it or rightclick to
display the Groups Context menu (described in the Groups chapter in the C+CLIRE 9000 Software Configuration
Guide). You can also right<lick in the Name or Description field of a Keypad Command Group row to display a
standard edit menu.

Figure 54: Keypad Command Editer Groups Tab
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Keypad Command Groups Tab Definitions

The Keypad Command Groups tab has the buttons and fields shown in Table 52 on Page 215,

Table 52: Keypad Command Editor Groups Tab Fields/Buttons

Fields/Buttons | Name | Description

D Card Click to display the list of Keypad Command Groups in Card View.
Wiew
% Prrint Click to print the list of Keypad Command Groups.
Grop Click to enable Grouping of the list. You can drag a column heading to the area labeled Drag columns te group
% by hare to group the list by that heading.
Fitter Click to display the filter bar. You can click in the filber bar to add filtering criteria to any column of the list. For more
i information about Filtering, see the Dynamic Views chapter in the C»CURE 9000 Drata Views Guide.
Mame Mame of the Group, up to 100 characters.
Dascription Dascription of the Group.
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Keypad Command Tasks

You can perform the following tasks using the Keypad Command Editor.

Creating a Keypad Command on Page 216

Creating a Keypad Command Template on Page 216
Configuring a Keypad Command on Page 217

Viewing a List of Keypad Commands on Page 220
Modifying a Keypad Command on Page 222

Deleting a Keypad Command on Page 222

Setting a Property for a Keypad Command on Page 222
Adding a Keypad Command to a Group on Page 223
Configuring Readers for Keypad Commands on Page 224

Configuring a Person to Use Keypad Commands on Page 226

Creating a Keypad Command

You can create a new Keypad Command using the Keypad Command Editor.

This procedure assumes that you have already defined the Keypad Command format for the system, configured the
iSTAR Cluster and Controllers, configured a Keypad Command Event and downloaded it to an iSTAR Controller in
the Cluster, and configured at least one Door Group —and if required by validation type, have also configured at
least one Personnel Group.

To Create a Keypad Command

1.

o W

In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button.
Click the Areas and Zones drop-down list and select Keypad Command.

Click New to create a new Command. The Keypad Command Editor opens.

You can now configure the new Keypad Command.

To save your new Keypad Command, click Save and Close.
= (0 =

Alternatively, if you want to save the Keypad Command and then create a new one, click Save and New. The
current Keypad Command is saved and closed, but the Keypad Command Editor remains open ready for a new
Keypad Command.

Creating a Keypad Command Template

You can create a new template for a Keypad Command. A Keypad Command template saves you time because you
do not have to re-enter the same Command information again.

To Create a Keypad Command Template

1.

216

In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button.
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2. Click the Areas and Zones drop-down list and select Keypad Command.

3. Click the down-arrow on the New button, and click Template.

Areas and Zones

The Keypad Command Editor where you can configure the Command template opens.

4. Configure the template to meet your requirements. If you configure values for the Priority and Validation type
required fields, these become part of the template; then when you subsequently create a new Keypad Command
from that template, these values are already filled in.

5. In the Name field, enter the name you wish to use for the template.
Example:
KPCTemplatel
6. To save the template, click Save and Close.

The template will be available as an option on the pull-down menu on the New button in the Areas and Zones
pane.

Areas and Zones

Configuring a Keypad Command

This procedure assumes that you have already defined the Keypad Command format for the system, configured the
iSTAR Cluster and Controllers, configured a Keypad Command Event and downloaded it to an iSTAR Controller in
the Cluster, and configured at least one Door Group —and if required by validation type, have also configured at
least one Personnel Group.

To Configure a Keypad Command
1. Create a new Keypad Command or modify an existing Keypad Command.

If you are modifying an existing Keypad Command, you cannot change the iSTAR Cluster
NOTE field ’ - ‘

2. Type a Name and Description for the Keypad Command that sufficiently identifies this Keypad Command and
its purpose.
3. In the Target Event box on the General tab, enter information as follows:

a. In the iSTAR Cluster field, click El and then select the home Cluster for the Keypad Command’s Event from
the Selection list that appears.
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If you select the Event first, the system automatically enters the Cluster to which the

NOTE Event's Controller belongs.

b. In the Event field, click El and then select the Event to be activated by the Keypad Command from the
Selection list that appears.
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NOTE If an iSTAR Cluster is already selected, the available Events are related to that Cluster. If
no Cluster is selected, all panel Events are available.

c. To change the Priority level assigned to the Keypad Command’s Event action from the Medium Low 75
default,

Click the Priority down-arrow to select a new value.

Bricrity: | Medium Low v (75

v Low

1Code: [Low
Wy Low

- Or -
Type an integer from 0 (zero) to 200 in the related numeric field.
4. In the Definition box on the General tab, configure the Keypad Command Code as follows:
a. In the Command Code field, enter the numbers that personnel will enter on the Keypad to activate the

Command.

b. If the Keypad Command format defined for the system includes the optional Prompt 1 Code or both Prompt 1
and Prompt 2 Codes, the field(s) will be available for you to type the numbers for personnel to enter on the

Keypad.

NOTE Make sure that the total Keypad Command Code is unique for one cluster—the cluster of
the iSTAR that owns the target Event.
For detailed formatting information, see Keypad Command Format on Page 205.

5. Click the Permissions tab. The fields on this tab allow you to control the access to Keypad Commands.
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a. In the Door group allowed to issue command field, click IIl and then select the Door Group from the
Selection list that appears. (This list only includes the " All Doors Group™ and iSTAR Door Groups.)
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Keypad Commands will be allowed at those Doors in the selected group that are within the Cluster selected

for the Keypad Command on the General tab.

b. To specify additional validations for this Keypad Command when it is entered on a keypad (the default is
None), click the down-arrow in the Validation type required field and select an option from the drop-down

list.
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If vou select either Clearance and Personnel Group or Clearance, Personnel Group and PIN, the Personnel

group field becomes available. You must then select the group whose members will be allowed to use this

Keypad Command.

c. If required, in the Personnel group field, click El and then select a Personnel Group from the Selection list

that appears.
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NOTE Personnel who have the Keypad Command Administrator option selected on their record
can issue the Keypad Command even if they are not in the selected Personnel Group. For

information, see Configuring a Person to Use Keypad Commands on Page 226.

. Enable the Keypad Command by selecting the Enabled check box on the top of the Editor.
7. To save the configured Keypad Command, click Save and Close.

= 0r =

Alternatively, if you want to save the Keypad Command and then create a new one, click Save and New. The
current Keypad Command is saved and closed, but the Keypad Command Editor remains open ready for a new

Keypad Command.

8. You can optionally configure specific Readers to allow the entry of Keypad Commands, disallow them, or allow
them during certain time periods. For configuration information, see Configuring Readers for Keypad

Commands on Page 224,
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9. As mentioned in the note above, you can optionally configure certain Personnel as Keypad Command
Administrators, which allows them to use Keypad Commands without being in a designated Personnel Group.
For configuration information, see Configuring a Person to Use Keypad Commands on Page 226.

Viewing a List of Keypad Commands

You can display a list of the Keypad Commands you have created by opening a Dynamic View of Keypad
Commands.

The information in Dynamic Views is dynamically updated.

NOTE

To View a List of Keypad Commands

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones
pane.

2. Select Keypad Command from the Areas and Zones drop-down list.

3. Click & - to open a Dynamic View listing all Keypad Command Objects, as shown in Figure 55 on Page 220.
(You can also click the down-arrow of this button to either view the list in the current tabbed view or open a new

tabbed view).

Figure 55: Keypad Commands List
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You can sort, filter, and group items in the list. You can right-click a Keypad Command in the list to open the
Keypad Command Context menu and perform any of the functions on that menu.

For more information on using Dynamic Views, see the Dynamic Views chapter in the C*CURE 9000 Data Views
Guide.

Keypad Command List Context Menu

The context menu that opens when you rightclick a Keypad Command in the Keypad Command Dynamic View
includes the selections described in Table 53 on Page 221.
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Table 53: Keypad Command List Right-Click Context Menu Options

Menu Description
Selection
Edit Click this menu selection to edit the selected Keypad Command. The Keypad Command Editer opens. You can rename the

Keypad Caommand, change the description and any other attributes with the exception of the ISTAR Cluster .

Dalate Click this menu selection 1o delete the selected Keypad Command. A prompl appears asking you to confirm that you want to delete
the Keypad Command. Click Yes to delete the Keypad Command or Ne to cancel the deletion.

Set proparty Click this menu selection to change the value of the selected properties in the selected Kaypad Command(s).

A dialog box appears asking you to select a property to change. Click C to open a selection list and click the
property you wish to change. You can then change the value of the following properties:

+ Description — You can change the textual description of the Keypad Command(s) by selecting this property and typing in a
new value.

+ Enabled - You can determing whaether or not the Keypad Command(s) are activated on the system by selacting this property
and selecting/clearing the Value check box.

+ Priority — You can change the priority level for the Keypad Command(s) by selecting this property and clicking the up/down
arrows naxt tothe Value fiekd.

Add to You can add one or more selected Keypad Commands to a Group of Keypad Commands. When you click this menu cholee, a

Group dialag box appears for wou to selact the Group to which to add the Keypad Command. When you click a Group of Keypad
Commands in the list, the salected Keypad Command is added to the Group.

Export Click this menu selection to Open an Export...to XML or CSV file dialog box to export one or more of the selected Keypad

selection Command records to either an XML or a CSV file. This allows you to quickly and easily create XMLUICSY reports on the selected
data.

MOTE: Although XML s the initial default file type, once you choose a type in the Save as type field, whether XML or CSV, that
becomes the dafault the naxt tima this dialog box opens.

+ When you export toan XML file, all available data for the selected object|s), whether displayed in the Dynamic View or not—as
wierll as all the child objects of the selected record(s), s axpoitad.

* When you export to a CSV file, only data in the columns displaying in the Dynamic View is exported, and in the order displayed.
This allows you to both select and arrange data flields for your report. In addition, exporting to a CSV file allvws you to view the
exported data in an Excel spreadsheat and furthar manipulate it for vour use.

For mare information, see the Dynamic Views chapter in the C-CURE 5000 Data Views Guide.

MOTE: When ywou click Export Selection, you are running the export on the client computer. Consequently, the system does not
use the Default Export Directory Path—which is on the server. |t opens a directary on the client, reverting to the last
directory used. You can navigate to the default export server directory, if you wish. Or to avold confusion or use the same
destination folder for both client and sarver computers, you can uga UNC {Universal Naming Convention) paths, for
exampha:

WComputer Name\Pragram Files\Software Housa\SWHouse\3WH System \Export.

Find in Audit Click this menu selection to Open a Query Parameters dialkg box in which you can enter prompts andfor modify the Query criteria

Lag to saarch for entries in the Audit Log that reference the selected Keypad Command. When found the results display in a separate
DynamicView.

Find in Click this menu selection to Open a Query Parameters dialeg box in which you can enter prompts andfor madify the Query criteria

Journal to search for entries in the Journal that reference the selected Keypad Command. When found the results display in a separate
DynarmicView.

Turn Click this menu selection to put this Keypad Command into Maintenance Mode. For detailed information, see the Maintenance

Maintenance | Mode chapterin the C-CURE 2000 Hardware Configuration Guide.

Made On
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Modifying a Keypad Command
You can modify an existing Keypad Command by editing it using the Keypad Command Editor.

To Modify a Keypad Command
1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones

pane.

2. Select Keypad Command from the Areas and Zones drop-down list.

3. Click .70 to open a Dynamic View showing all Keypad Command Objects.

4. Rightclick the Keypad Command in the list that you want to change and select Edit from the context menu that
appears.
- Or -
Double<lick the Keypad Command you want to change.

The Keypad Command Editor opens for you to edit the Keypad Command making changes as you wish in the
fields on the top of the editor, and on the General and Permissions tabs (with the exception of the iISTAR

Cluster).
5. To save the moedified Keypad Command, click Save and Close.
= (0 =

Alternatively, if you want to save the Keypad Command and then create a new one, click Save and New. The
current Keypad Command is saved and closed, but the Keypad Command Editor remains open ready for a new

Keypad Command.

Deleting a Keypad Command

You can delete a Keypad Command.

To Delete a Keypad Command
1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones

pane.
2. Select Keypad Command from the Areas and Zones drop-down list.
3. Click ®£.7 to open a Dynamic View showing all Keypad Command Objects.

4. Right-click the Keypad Command in the list that you want to delete and select Delete from the context menu
that appears.

5. Click Yes on the ” Are you sure you want to delete the selected Keypad Command?” message box.

Setting a Property for a Keypad Command

You can use Set Property to quickly set a property for a Keypad Command without opening the Keypad Command
Editor. You use Set Property for mass updates.
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]
To Set a Property for Keypad Commands

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones
pane.

2. Select Keypad Command from the Areas and Zones drop-down list.

3. Click Bla 1o open a Dynamic View showing all Keypad Command Objects.

4. Right-click the Keypad Command in the list for which you want to set the property and select Set Property from
the context menu.

5. Specify the property for the Keypad Command. Click the drop-down button to see a list of properties.

. Enter the value for the property and click OK.

Click OK on the Setting Properties of Keypad Command message box.

=1

Adding a Keypad Command to a Group

You can use Add To Group to add the Keypad Command Object to a Group.

To Add Keypad Commands To a Group
1. Make sure that the Group is already configured for the Keypad Command to be added to it.

2. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones
pane.

3. Select Keypad Command from the Areas and Zones drop-down list.

4. Click .7 to open a Dynamic View showing all Keypad Command Objects.

5. Rightlick the Keypad Command in the list that you want to add to a Group and select Add To Group from the
context menu.

6. When the Group list displays, select the Group you want to add the Keypad Command to.
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Configuring Readers for Keypad Commands

You can configure a Reader to allow/disallow the use of Keypad Commands as the default at that Reader. You can
also specify that Keypad Commands can only be used at the Reader during particular times.

You configure these properties on the Keypad Tab of the iSTAR Reader Editor, as shown in Figure 56 on Page 224.

Figure 56: ISTAR Reader Keypad Tab
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NOTE You can also manually enable/disable the use of Keypad Commands at selected Readers
for a specified time: in the Administration application from either the Readers Dynamic
View or Hardware Tree or in the Monitoring Station from the Status List for Readers. For
information, see Enabling/Disabling Keypad Commands at Readers on Page 227,

To Configure Keypad Command Use for an iSTAR Reader

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button.

2. Click the Hardware drop-down list, select iSTAR Reader, and click .7 to open a Dynamic View showing a
list of all existing iISTAR Readers.

= (0 =
Expand the Hardware Tree.

3. In the Dynamic View list/Tree, select the iSTAR Reader for which you want to set the use of Keypad
Commands, right-click, and click Edit from the context menu that appears.

4. When the iSTAR Reader Editor appears, click to open the Keypad Tab, shown in Figure 56 on Page 224

5. In the Options box, click the down-arrow in the Keypad Commands Allowed field and select Not Allowed,
Always Allowed, or Allowed during specified schedule from the drop-down list. (The default is Not Allowed.)
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If vou select Allowed during specified schedule, the Schedule for Keypad Commands field becomes available.
(The default is Always.)

a. Click El to open a Schedule selection list.
b. Click to select the desired Schedule.
6. To save these Reader Keypad Command properties, click Save and Close.
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Configuring a Person to Use Keypad Commands

You can configure a person to be able to use Keypad Commands even if he or she is not in a Personnel Group

granted the Keypad Command permission.

You configure this on the Personnel Editor General tab, as shown in Figure 57 on Page 226.

Figure 5T7: Parsonnel Editor — General Tab

Gurmnl | Comdartiaks | Clusarcns | Dot | Citorser Etarcieet| iraga | Badgng | Prrviour oo |
Oeci |
st [
Pasrrad Tigm [fiee [
ks s |
Dpeiso W | |
Lt b |
Dprst Eftood Cptcns
™ Disabled
Emoowi Dplwt | upee -
™ absrisis S 508 ! =l
™ Watied
™ aripaisa Esegn PN
F agkeges evpaabard Eer
R an
™ Kemsd Dowussds Sdresig
T b D s
ek Wity
Lt el g [
Lestodeeabee [

]
To Configure a Person to Use Keypad Commands

1. In the Navigation Pane of the Administration Workstation, click the Personnel pane button.
2. Click the Personnel drop-down list and select Personnel.
3. Click New to create a new Personnel record.
-or -
Click ®.7 to open a Dynamic View showing a list of all existing Personnel Objects, right<click the Personnel
record you want to change, and click Edit from the context menu that appears.
The Personnel Editor opens with the General Tab displayved.
4. In the Options box, click to select the Keypad Commands Administrator option.

If this option is selected, this person can use any Keypad Commands regardless of the

Personnel Group the command is validated for.

NOTE
If this option is not selected, this person can only use Keypad Commands configured:
m For a Personnel Group in which he/she is included.

= Without any types of validation.

5. To save the Personnel record, click Save and Close.
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Enabling/Disabling Keypad Commands at Readers

You can manually enable/disable Keypad Commands at one or more selected Readers whether or not Keypad
Commands are allowed at the Reader by default. You can also view a Reader’s Keypad Command Cause to see both
the default/current Keypad Command state and enable/disable from there. You can perform these actions in several

different places:

® Administration application
* Reader Dynamic View
* Hardware Tree - Reader Object

m Monitoring Station

* Reader Status List

To View the Reader Keypad Command Cause List
1.
2.

In the Navigation Pane of the Administration Workstation, click the Hardware pane button.

Click the Hardware drop-down list, select iSTAR Reader, and click » to open a Dynamic View showing a

list of all existing iSTAR Readers.

= [ =

Expand the Hardware Tree.

In the Dynamic View list or in the Tree, select the iSTAR Reader whose Keypad Command Cause List you want

to view and right<click to display the context menu.
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4. Click Show Enable Keypad Command Causes to open the Cause List dialog box shown in the example in
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Figure 58: Reader Keypad Command Cause List Example
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The Status Information on the top indicates that this Reader is currently enabled while Keypad Commands are
currently not allowed at this reader. Since as shown in the Cause list the Keypad Command default state at this
Reader is Allowed, its current state is the result of the Disable Keypad Command Manual Action at 4:16:38 PM
on 4/17 /2009 with a Priority of 75.

5. If you want to Enable or Disable Keypad Commands at this Reader, click the Enable Keypad Commands or
Disable Keypad Commands button.

A Manual Action dialog box such as that shown in the example in Figure 59 on Page 228 displays.

Figure 59: Enable Keypad Commands for Reader Manual Action Dialag Box
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6. Enter Start and End date/times and a Priority for the Action, as well as the Time Zone and if necessary, any
instructions.

7. Click Save and Close.
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To Manually Enable/Disable Keypad Commands

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button.

2. Click the Hardware drop-down list, select iSTAR Reader, and click £ - to open a Dynamic View showing a

list of all existing iSTAR Readers.

- {r -

Expand the Hardware Tree.

3. In the Dynamic View list or in the Tree, select the iISTAR Reader at which you want to enable/disable Keypad
Commands.

NOTE

In the Dynamic View list, you can select multiple Readers at the same time.
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4. Click Enable Keypad Commands/Disable Keypad Commands.

A Manual Action dialog box such as that shown in the example in Figure 539 on Page 228 displays.

5. Enter Start and End date/times and a Priority for the Action, as well as the Time Zone and if necessary, any
imstructions.

6. Click Save and Close to save your changes.
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