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Preface 

This C• CURE 9000 Areas and Zones Guide is for new and experienced security system users. The manual describes 
the software features on the C•CURE 9000 Administration Client Areas and Zones menu and presents procedures 
for configuring and using them. 

You should have read the installation procedures described in the C•CURE 9000 Installation and Upgrade Guide and 
familiarized yourself with the basic C•CURE 9000 information provided in the C• CURE 9000 Getting Started Guide. 

In this preface 

How to Use this Manual 10 
Finding More Information 11 
Conventions  12 
Software House Customer Support Center 13 
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How to Use this Manual 

How to Use this Manual 

This manual includes the following sections. Turn to the appropriate section for the information you need. 

Chapter 1: iSTAR Areas 

This chapter describes how to configure iSTAR Cluster Areas, physical regions regulated by C•CURE 9000, and how 
to use them to control and monitor access in your facility. Areas are used to control Antipassback— Regular and 
Timed—and with Occupancy Restrictions and also provide the capability to track Personnel. 

Chapter 2: iSTAR Intrusion Zones 

This chapter describes how to configure iSTAR Intrusion Zones, physical areas delineated by Doors and Inputs and 
monitored for alarms, and how to use them in C•CURE 9000 to monitor security in your facility. 

Chapter 3: Keypad Commands 

This chapter describes how to configure and use Keypad Commands that can activate Panel Events. 
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Finding More Information 

Finding More Information 

You can access C•CURE 900(1 manuals and online Help for more information about C•CURE 9000. 

Manuals 

C•CURE 9000 software manuals are available in Adobe PDF format on the C•CURE 9000 DVD. 

You can access the manuals if you copy the appropriate PDF files from the C•CURE 9000 Installation DVD 
English \ Manuals folder. 

The available C•CURE 9000 and Software House manuals are listed in the C•CURE 9000 Installation and Upgrade 
Guide, and appear as hyperlinks in the online.pdf file on the C•CURE 9000 DVD English \ Manuals folder. 

These manuals are also available from the Software House Member Center website 

Online Help 

You can access C•CURE 9000 Help by pressing Fl or clicking Help from the menu bar in the 
Administration/Monitoring Station applications. 
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Conventions 

Conventions 
This manual uses the following text formats and symbols. 

Convention Meaning 

Bold T his font indicates screen elements, and also ind tales w hen you should take a direct action in a procedure. 

Bold font describes one of the following items: 

• A oommand or character to type, or 

• A button or option on the screen to press, or 

• A key on the keyboard to press 

• A screen element or name 

blue color text Indicates a hyperfink toa URL, or across-reference toa figure, table, or section in this guide. 

Regular Rabb font Indicates a new term. 

<text> Indicates a variable. 

The following items are used to indicate important information. 

NOTE 

TIP 

Sir P 

Indicates a note. Notes call attention to any item of information that may be of special importance. 

Indicates an alternate method of performing a task. 

Indicates a caution. A caution contains information essential to avoid damage to the system. A 
caution can pertain to hardware or software. 

Indicates a warning. A warning contains information that advises users that failure to avoid a 
specific action could result in physical harm to the user or to the hardware. 

Indicates a danger. A danger contains information that users must know to avoid death or serious 
injury. 
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Software House Customer Support Center 

Software House Customer Support Center 

Telephone Technical Support 

During the period of the Agreement, the following guidelines apply: 

• Software House accepts service calls only from employees of the Systems integrator of Record for the installation 
associated with the support inquiry. 

Before Calling 

Ensure that you: 

• Are the Dealer of record for this account. 

• Are certified by Software House for this product. 

• Have a valid license and current Software Support Agreement (SSA) for the system. 

• Have your system serial number available. 

• Have your certification number available. 

Hours Normal Support Hours Monday through F riday. 8:00 to 8:00 , EST. Except holidays. 

Emergency Support Hours 24 hours/day, seven days a week, 365 daystyear. 

Requires Enhanced SSA"7 x2r Standby Telephone Support 

(emergency) provided to Certified Technicians. 

For all other customers. billable on time and materials basis. 
Minimum charges appty- See MSRP. 

Phone For telephone support contact numbers for all reg ions. see 
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Software House Customer Support Center 
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1 

iSTAR Areas 

This chapter explains how Areas can be used to control and monitor access to physical regions regulated by 
C•CURE 9000. Areas are used with Global/Cluster Antipassback— Regular and Timed —and with Area Lockout, 
Muster/De-muster, Occupancy Restrictions, and Escorted Visitor Access. They also provide the capability to track 
Personnel. 

In this chapter 

iSTAR Areas Overview 16 
Setting Up Areas  18 
Antipassback 21 
Carpool Antipassback 26 
Using Personnel Antipassback and Carpool Antipassback 29 
Antipassback Grace 30 
Antipassback Decision Making 32 
Occupancy Restrictions  37 
Carpool Antipassback and Occupancy 38 
Pass-through Areas  39 
Escorted Access 40 
Dynamic Area Manager 42 
Tracking the Location of Personnel  43 
iSTAR Area Configuration Steps  45 
Basic iSTAR Area Tasks  51 
iSTAR Area Editor 67 
Configuring a Carpool Group for Carpool Antipassback 102 
Configuring iSTAR Clusters for APB Comm Fail Modes and Global Antipassback 105 
Configuring Escorted Access Mode 109 
Configuring Personnel Antipassback Options  111 
Configuring Personnel Escorted Access Options  112 
Configuring Event Actions to Affect Areas  114 
Setting System Variables That Affect Areas  116 
Viewing Area Location of Personnel  119 
Viewing Area Information on the Door Editor 121 
Running Area Pre-defined Reports  123 
Gracing Personnel  127 
Viewing Area Status with Map Icons  132 
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STAR Areas Overview 

iSTAR Areas Overview 

An Area represents a physical region —such as a room, a specific section of a building, or an entire building. Areas 
are used to control and monitor access to the regions they represent. Maximum control of Areas imposes restrictions 
on customers that may be impractical, so C•CURE 9000 provides features that allow trade-offs between 'correctness' 
and 'convenience'. 

NOTE 
C•CURE 9000 currently supports iSTAR Areas only. 

■ Control is defined as actually preventing access based on location information. 

Examples: 

A customer might wish to prevent card holders from using their badges and then passing them to friends so 
that they can gain entry. To prevent this, the customer can configure Areas with antipassback (APB). In such a 
configuration, the card holders are admitted, but when the friends present the cards, they are rejected. 

Another customer might want to make sure that a particular Area in the building was accessible to only a 
certain number of people at one time. To that end, the customer could configure Areas with a Maximum 
Occupancy Restriction. In this type of configuration, when the maximum number of personnel defined for the 
Area is reached, no one else can enter—until some personnel leave. 

Still another customer with sensitive laboratories might want personnel who entered/exited one particular 
Area to be unable to enter another laboratory area for a specified amount of time. The customer can use the 
Area lockout feature for this purpose. 

■ Monitoring is defined as knowing how many people are in a given area as well as who they are, or which area a 
given person is in, without actually controlling access to that area. 

While Control and Monitoring represent different functionality, they can also be used together. 

Reasons for Using Areas 

There are various reasons for using Areas, including security, safety, and resource management. 

■ Security - The customer's primary concern is to prevent legitimate card holders from entering Areas in an 
incorrect sequence, to prevent non-cardholders from using someone else's card, to prevent more than a specified 
number of cardholders from congregating in an area at the same time, or to prevent cardholders from entering a 
certain Area after being in another Area. 

■ Safety - The customer's primary concern is the safety of employees. Consequently, they want to know where 
employees are at all times. 

Example: 

The customer might create an evacuation location at the facility where, in an emergency, employees have to 
present their cards. This location would be monitored, but not controlled. 

On the other hand, access within the facility would be controlled with antipassback—not to prevent 
cardholders from going wherever they needed, but so the system knows when employees are inside the facility 
and therefore in possible danger during an emergency. 

■ Resource management - The customer's primary concern is to limit use of a specific facility so that it is 
appropriately available. 
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ISTARAreasOvervlow 

Example: 

The customer might have a parking lot which they do not want employees to let their Mends use—by parking 
their own cars and then handing their cards to friends. In this case, the customer just wants to make sure that 
there is enough room for the vehicles of the other employees. 

The customer might have a high-security laboratory which operates optimally with four personnel present. In 
this case, the customer could configure that Area with Minimum Occupancy (also known as N-man Rule) 
specifying the number of personnel who must enter the lab at the same time to gain access, and who also 
must remain in the Area. 

Strict area control and monitoring impose certain restrictions on the customer. 

In general, most doors in a facility have a reader on one side and a request-to-exit (RTE), using a motion detector, on 
the other side. Card holders must present their card to enter, but to exit they just walk up to the door and open it. 

Antipassback, however, requires both entry and exit readers because the system must see that a cardholder has left 
an area before it can let them back in again. 

■ Having exit readers means that going out through the door is now slower. 

• Personnel might be lining up to go to lunch, where previously they just walked right out. 

• Personnel also have to learn to interact with the system in a new way: to pay attention and present their 
cards when exiting, even if their Mends hold the door open for them. Otherwise, their next access attempts 
are denied, requiring them to find a system administrator to 'grace' them. 

■ Installing Exit readers also doubles the cost of readers in a new facility and could incur building costs in a retro-
fit situation. 

■ Finally, in systems large enough to spread areas across more than one controller, access decisions may require 
these controllers to exchange messages over the network. Then if the network is slow or unavailable, 'correct' 
decisions may be impossible to make in a timely fashion. (The controller can guess, but sometimes it will be 
wrong.) 

The preceding issues mean that customers may wish to make trade-offs between correctness and convenience. The 
following features allow them to do so: 

■ Timed antipassback 

■ Non-antipassback areas 

■ "Local access" failure mode 

■ Monitoring of card holder location 

■ Occupancy that counts Personnel numbers without restricting access 
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Setting Up Areas 

Setting Up Areas 

Areas are defined by a set of Doors, Readers, and the Adjacent Areas to which these lead. Doors between Areas 
require at least one Reader. In some configurations, such as for Antipassback control of the location of Personnel, an 
entrance Reader and an exit Reader are required. C•CURE 9000 uses Areas to regulate Antipassback control and 
Occupancy Restrictions. 

When high security and reliable tracking of Personnel is required, Areas can be configured to require people to use 
their badges to both enter and exit an Area. This provides a record of when a person leaves an Area, allowing the 
system to track the location of a person at any time. C•CURE 9000 uses this information to produce Roll Call 
Reports, Mustering/De-mustering control and reports, and Antipassback notifications. 

Figure 1 on Page 18 presents a simple example of two Areas with Doors and Readers controlling entry and exit. 

Figure 1: Areasand Doorswith Entry and Exit Readers 
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You can select from two types of implementation of antipassback on the C•CURE 9000: 

• iSTAR Cluster Antipassback - Allows each iSTAR Cluster to have its own set of Areas and antipassback does 
not function across Clusters. Antipassback for iSTAR Ouster Areas means that all Doors, Readers, and adjacent 
Areas are within the same iSTAR Ouster. The host does not participate in Area access decisions so these 
continue to function even if host communication is lost. 

When there is a communications failure within the Ouster-between the master Controller and one or more 
member Controllers, decisions are made according to the failure mode you configure for the Ouster. For more 
detailed information, see: 

• How the Ouster Antipassback Decision is Made on Page 32 

• How Ouster Antipassback Works During Communications Failure on Page 32. 

• iSTAR Global Antipassback (Cross-Cluster) - Allows an Area to cross multiple iSTAR clusters to share 
antipassback information. The Ouster master Controller makes the Antipassback decision when it owns the card 
being swiped. Otherwise, that master Controller asks the C•CURE 9000 Server to ask the Ouster master 
Controller that is the card's owner for an antipassback decision. For more detailed information, see: 

• How Global Antipassback Decisions are Made on Page 32 

• How Global Antipassback Works During Communications Failure on Page 33. 

You can configure Areas to control and/or monitor access in the following ways or in combinations thereof: 

• With no limitation - a person with appropriate clearances can freely enter and exit from an Area. 
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Setting Up Areas 

■ Using Antipassback where access is restricted as follows: 

• Regular antipassback - Personnel cannot exit an Area they are not in, nor reenter an Area without exiting it 
first. 

• Timed antipassback - Personnel cannot reenter an Area until a specified amount of time has passed. 

• Area Lockout - Personnel can only access a current target location based on their last entrance/exit time from 
a Lockout Area. 

• Carpool antipassback 

- Carpool regular antipassback - Personnel in a carpool group cannot exit an Area they are not in, nor re-
enter an Area without exiting it first. 

- Carpool timed antipassback - Personnel in a carpool group cannot re-enter an Area until a specified 
amount of time has passed. 

NOTE Carpool Areas and Carpool Antipassback can only be configured for iSTAR Cluster Areas. 
They are not configurable for Cross-Cluster Areas and Global Antipassback. 

■ Using Maximum or Minimum Occupancy where access is restricted as follows: 

• Personnel cannot access an Area: 

- If the number of personnel already in the Area exceeds the maximum number defined. 

- If they are not accompanied by the minimum number of personnel required to be in the Area at the same 
time. 

• Personnel can access an Area regardless of the Maximum and Minimum Occupancy configured, but their 
number is counted. 

■ Using Passthrough, where Personnel must exit an area within a specified amount of time, failing which an 
Event can activate—if configured to do so. You can configure Passthrough violations independent of 
antipassback. 

■ Using Escorted Access, where cardholders designated as Escorted Visitors must be accompanied by cardholders 
designated as Escorts. 

■ Using Muster/De-muster, where Personnel gather in a designated Mustering Area in case of emergency. Once 
the emergency has passed, you can manually de-muster these personnel to a configured de-muster Area. (If a de-
muster Area has not been designated, at de-muster time any Personnel in the Mustering Area will be graced and 
can go to any Area in the facility. 

You can monitor access and track a person's location in the following ways: 

■ By running 

• Roll call reports, which indicate the current location, by Area, for all Personnel at the time the report is 
generated. 

• Carpool Area Roll call reports, which indicate the current location, by Carpool Area, for all Personnel at the 
time the report is generated. The report indicates each person's Carpool Group and whether he/she is the 
driver. 

For information, see Running Area Pre-defined Reports on Page 123. 

■ By displaying their current Area on the Administration application Personnel Dynamic View (based on the last 
Area the person entered on a valid admit). For information, see Viewing Area Location of Personnel on Page 119. 
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Setting Up Areas 

■ By displaying for any selected Area the Personnel in that Area from both the Administration application Area 
Dynamic View and the Monitoring Station Area Status List. For information, see Viewing Personnel in an Area 
on Page 60 and the C•CURE 9000 Monitoring Station Guide. 
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Antipassback 

Antipassback 

Antipassback (sometimes known as APB) prevents a person from passing back a card to another person to use, and 
detects when someone tailgates (follows another person with a valid card admit through a door without using their 
own card). 

Cluster Antipassback/Global Antipassback 

■ In Cluster Antipassback, the antipassback decisions are enforced within one cluster. The cluster members always 
ask the master for passback information. If the members of this cluster lose communications with the master, 
they enforce antipassback according to the Communication Failure Mode configured for the cluster—whether No 
Access or Local. 

■ Global (Cross-Cluster) Antipassback—sometimes referred to as "Host-assisted Antipassback'—works on top of 
Cluster Antipassback. It allows antipassback information to be shared between multiple iSTAR clusters to 
enforce the antipassback decisions. 

Appropriate passback requests are forwarded to the Host. The Host retrieves the information from the 
appropriate owner and then passes it back to the Master to pass back to the member who made the original 
request. The Master of the cluster to which this member belongs now takes up the ownership of the Personnel 
card. If the members of this cluster are not in communication, the System Variable user-defined failure mode 
(iSTAR Driver/iSTAR Global Antipassback Communication Failure Mode) will be enforced. For detailed 
information, see Table 25 on Page 116 in Setting System Variables That Affect Areas. 

Antipassback Types 

Antipassback can be either for Personnel or Carpools, and you can configure the following types: 

■ No Antipassback on Page 21 

■ Regular Antipassback on Page 22 

■ Timed Antipassback on Page 22 

■ Area Lockout on Page 22 

No Antipassback 

You can configure an Area without antipassback and use it to: 

■ Designate boundaries. 

■ Interface with Areas of the antipassback system. 

■ Monitor access. 

■ Create Roll Call Reports 

Example: 

The front Door of a building typically leads from a non-antipassback Area to a controlled antipassback Area. The 
non-antipassback Area can be either a physical space or a 'conceptual' area, such as 'outside'. 
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Antipassback 

Regular Antipassback 

You can use a regular antipassback Area when you need to control the movements of personnel based on their 
location. Configuring regular antipassback prevents a person from exiting an Area that, according to the system, 
he/she is not in or from entering an Area that, according to the system, he/she is already in. 

■ A passback violation occurs when a person enters an Area and then passes the card to another person who uses 
it to enter the same Area. 

■ A tailgate violation occurs when a person tries to leave an Area that, according to the Controller making the 
decision, he/she is not in. This can occur if the person entered the Area by "tailgating" and then uses his/her 
card to exit the Area. 

You can only enforce antipassback if you have both entry and exit Readers in an Area. 

Timed Antipassback 

You can use timed antipassback when you are not tracking all exits from an Area. 

■ A timed antipassback violation occurs when a person (identified by their card) tries to access the same Area 
more than once during a specified period of time. 

Examples: 

■ If a person enters an Area, exits the Area, and then presents his/her card to enter that same Area again—all 
within the timed antipassback period, a timed antipassback violation occurs. 

■ Alternatively, if a person enters an Area and then passes his/her card to some one else to use to enter the same 
Area during the timed antipassback period, a timed antipassback violation occurs. (In this case, the system 
thinks the same cardholder is trying to access the Area more than once during the specified time period.) 

Enforcing timed antipassback does not require exit Readers in an Area, only entry Readers. 

Area Lockout 

Area Lockout allows you to configure an iSTAR Area in which the presence of Personnel, monitored by the Area's 
entry and exit Readers, locks the cardholders out of a designated target Area or Group of iSTAR Areas for a specified 
period of time. A facility with multiple laboratories or highly sensitive manufacturing areas might require this 
functionality to prevent cross-contamination and a resultant loss of productivity and/or human injury or life. 

The iSTAR Area(s) from which the Personnel are locked out can actually be or include the Area being entered. The 
target locked-out iSTAR Area can be any of the following 

■ Same iSTAR Area 

■ Another iSTAR Area 

■ iSTAR Area group 

A cardholder can be locked out of one and the same target Area due to accessing multiple different Lockout Areas. 
This can occur because an Area may be in more than one iSTAR Area group specified as a target for lockout. In 
addition, an iSTAR Area group may be used as a target Area by multiple Lockout Areas. Personnel are locked out of 
such a common target area for the longest lockout time configured on any of the Lockout Areas, as illustrated in the 
example shown in Figure 2 on Page 23. 
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Figure 2: Area Lockout Example 
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Example: 

■ In the example in Figure 2 on Page 23, Lockout Area Lab 1 locks cardholders out of target Area Group 1 (which 
contains Lab al and Lab a2) for 8 hours. Lockout Area Lab 2 locks cardholders out of target Area Group 2 
(which contains Lab bl and Lab a2 as well) for 24 hours. Note that Lab a2 is a Locked-out target Area common 
to both Lockout Areas, Lab 1 and Lab 2. 

If the cardholder is not currently locked out of any Areas, the following could occur: 

a. The cardholder's entry/exit access in Lab 1 locks him/her out of Lab al and Lab a2 for 8 hours. 

b. One hour later, the cardholder's entry/exit access in Lab 2 locks him/her out of Lab bl and Lab a2 for 24 
hours. The cardholder is now locked out of the common target Area Lab a2 for 24 hours, the longest lockout 
time, rather than the 7 hours remaining from the first access in Lab 1. 

c. Two hours later the cardholder re-enters Lab 1. The cardholder is now locked out of Lab al for 8 more hours 
from this access, but remains locked out of the common target Area Lab a2 for the 22 hours remaining from 
the Lab 2 access in Step b. 

d. If during the lockout times enumerated in Step c —from Lab al for 8 hours and from Lab a2 for 22 hours —the 
cardholder is lockout graced, all lockout timers for this person are cleared. The cardholder can now enter any 
of the labs without waiting for the remaining lockout time to expire. 

e. Other cardholders may enter Lab al, Lab a2, or Lab bl without triggering lockout restrictions. 

The lockout timer starts when Personnel present a card at the entrance or exit Readers of the Lockout Area. If the 
iSTAR Area doing the locking out and the target Area being locked out are the same, the condition is similar, though 
not identical, to timed Antipassback where a person cannot present his/her card to enter the same Area through 
which the most recent access occurred. 
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An Area Lockout violation can activate an Event, and any Area associated with Area Lockout functionality can be 
configured with such an Event. 

Personnel may exit and reenter the Lockout Area during the Lockout period as often as they wish (unless it is one of 
the locked-out target Areas), but every entrance/exit resets the Lockout timer and extends the Lockout time to the full 
configured period. Personnel can, however, access other non-lockout Areas without affecting the Area Lockout time 
period. Regular Antipassback can also be used with Lockout Areas, but is not required for Area Lockout 
functionality. 

If Personnel activate a lockout, they cannot enter the locked-out target Area until the Lockout period has passed. If 
configured via the controller's RM LCD messages, the reader will display a reject "lockout" message with the time 
remaining in the Lockout period. If Personnel do not enter the locked-out target Area until the Lockout period has 
passed, they can then access this target Area without being rejected. 

NOTE 
An Area Lockout Grace is available for gracing individual Personnel separately from the regular 
Personnel Antipassback Grace Personnel. However Grace All and Grace All Partitions, grace all 
Personnel for both regular Personnel Antipassback and Area Lockout. 

Configuring Antipassback 

To configure antipassback, you must configure at least two Areas. 

■ For Cluster Antipassback, the Areas must be controlled by Readers in the same iSTAR Cluster. 

■ For Global Antipassback, the Areas can be controlled by Readers on different iSTAR Clusters. 

You can use the Area Antipassback tab to set up Regular and Timed Antipassback. 

■ Configuring Regular Antipassback for iSTAR Areas on Page 76 

■ Configuring Timed Antipassback for iSTAR Areas on Page 76 

■ Configuring Lockout for iSTAR Areas on Page 77 

Antipassback Events 

You can configure triggers to activate Events for antipassback entry/exit violations for an Area for those Personnel 
with the Activate Antipassback Event option selected on the General tab of the Personnel Editor. 

■ Entry events are pulsed on any violation that occurs on a Reader that leads into the Area. 

■ Exit events are pulsed on any violation on a Reader that leads out of the Area. 

The specific cause of the violation does not affect which event is pulsed. For information, see: 

■ iSTAR Area Triggers Tab on Page 94 

■ Configuring Personnel Antipassback Options on Page 111. 

For detailed information on configuring Events, see the Events chapter in the C•CURE 9000 Software Configuration 
Guide. 

Antipassback Exempt Personnel 

If you select the Antipassback Exempt option while configuring a Personnel record, the system allows the person to 
access Areas without being tested for antipassback. 
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NOTE The preceding does not apply to personnel in a Carpool Group. They are subject to 
Carpool Antipassback rules even when their Personnel record is configured with the 
Antipassback Exempt option. 

Even if a person is configured as antipassback exempt, you can also choose to configure the Activate Antipassback 
Event option for him/her. In this case, while the person will gain access to the Area, he/she will also bigger any 
antipassback violation Events configured. For information, see Configuring Personnel Antipassback Options on Page 
111. 
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Carpool Antipassback 

Carpool Antipassback provides the capability to designate an Area as a Carpool Area and to organize Personnel into 
Carpool Groups that use these Areas. 

A Carpool Area always enforces antipassback rules, and a Carpool Group always moves into/out of a Carpool Area 
as a unit. Whenever an entrance to a Carpool Area is accessed by a member of a Carpool Group, all members of the 
Group are considered to have passed through that entrance. The person who presented the card to enter the Carpool 
Area is designated as the Group driver. 

The system maintains a Carpool Location (Carpool Area) for each Carpool Group in order to report the location for 
the Group members. When the Carpool Group member swipes at a Carpool entrance or exit, the group's location is 
moved. 

NOTE 
The Carpool Group member designated as the driver must have Clearance at the Entrance 
Reader for the group to be given access to the Carpool Area.. 

Cards and Carpool Groups 

Carpool Antipassback allows a Group of Personnel to be moved by a single Card swipe. Antipassback can be 
enforced on the Group when any Group member's Card is read. This Group of Personnel is known as a 'Carpool 
Group'. 

If you apply Carpool Antipassback to multiple Areas in the same iSTAR cluster, all the Areas together behave as one 
Carpool system. That is, if a Carpool Group enters one Carpool Area on a cluster, antipassback is enforced for this 
group on all other Carpool Areas on this cluster. 

A Carpool Group can have an unlimited number of Personnel in it, but each person can be in only one Carpool 
Group. 

When a person who is in a carpool group accesses a Carpool Area, the iSTAR will admit or reject based on the 
Carpool Group's location and whether or not Carpool Grace has been applied. If the Carpool Group is admitted and 
the entrance opens, the Carpool Group location for all Personnel in the Carpool Group is changed. 

Carpool Regular Antipassback 

Carpool regular antipassback works similarly to Personnel regular antipassback, except that is applies to a group of 
Personnel. It requires the following 

■ Carpool Area: an Area that admits all Personnel in a Carpool Group with one card read. 

■ Carpool Group: a Group of Personnel configured to be admitted into a specified Carpool Area by presenting the 
card of any member of the Group. 

A Carpool antipassback violation occurs when actions occur in the following sequence: 

1. A card from the Carpool Group is presented at the entrance Reader. 

2. Access is granted. 

3. The Carpool location for all Group members is changed to the Area accessed. 

4. A card from the same Carpool Group (the same or another card) is presented at the entrance Reader, without an 
exit read. 
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A tailgate Carpool Croup violation can occur when: 

• A card from the Carpool Group is presented at the entrance Reader. 

• Access is granted. 

• Another Carpool Group or member of another Carpool Group also enters the Area without presenting their card. 

• Anyone from the second group tries to exit the Area. (They are denied egress.) 

Carpool antipassback and regular antipassback are separate features and cannot be 
configured in the same Area or in Areas adjacent to each other (where the exit Reader 
from one area is the entrance Reader into another). If the Areas are adjacent, you can have 
both Areas exit into a 'virtual' common non-antipassback Area. 

NOTE 

Carpool Timed Antipassback 

A Carpool timed antipassback violation occurs when a Carpool Group member presents a card at any entrance 
Reader to the same Carpool Area already accessed by that Group within a previously configured time period. 

NOTE 
Both Carpool antipassback and Carpool timed antipassback work only with iSTARs. 

Carpool Antipassback Limitations 

If you configure Carpool antipassback in multiple areas on the same Cluster, the system considers the Carpool Areas 
as one Carpool system. You cannot enter Carpool Area A if the system thinks you are in Carpool Area B—both on 
the same Ouster, as long as the two Areas are not adjacent. 

A Carpool Area may be adjacent to another Carpool Area or a non-Carpool Area. However, the following rules 

apply: 

• A Carpool Area cannot be configured for: 

• Area Lockout. 

• Area Muster. 

• An Area adjacent to a Carpool Area cannot be a: 

• Muster Area. 

• Cross-Cluster Area. 

• A non-Carpool Area adjacent to a Carpool Area cannot enforce any form of Antipassback. 

Carpool Antipassback Exemptions 

Antipassback checking is exempt under the following condition: 

• Any Person not in a Carpool Group can access a Carpool Antipassback Area if he/she has a valid clearance for 
this Area. The access does not display as a Group access. 

However, a Person who is in a Carpool Group is subject to Carpool Antipassback rules even if their Personnel record 
has the Antipassback Exempt option selected. 
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NOTE 
To allow Personnel in a Carpool Group to be exempt from antipassback checking, you can 
either remove them from the Group or apply timed Carpool Grace for the Group. You can 
also create a Carpool Group with a single person. 

Personnel who are not in any Carpool Group can be given Clearances for a Carpool Area. 
They can then enter and exit without any antipassback checking. 
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Using Personnel Antipassback and Carpool Antipassback 

Carpool Antipassback and Personnel Antipassback are separate features. You cannot configure them in the same 
Area, nor in Areas adjacent to each other (where the exit Reader from one Area is the entrance Reader into another). 
You cannot enforce antipassback in the entrance and exit Carpool Areas in certain combinations. See Table 1 on Page 
29 for combinations that you cannot use. 

Table 1: Unallowed An ipassback Combinations 

if Entrance Area Enforces... Exit Area Cannot Enforce... 

Regular Antipassback Carpool Regular Antipassback 

Regular Antipassback Carpool Timed Antipassback 

Timed Antipassback Carpool Regular Antipassback 

Timed Antipassback Carpool Timed Antipassback 

Carpool Regular Antipassback Regular Antipassback 

Carpool Regular Antipassback Timed Antipassback 

Carpool Timed Antipassback Regular Antipassback 

Carpool Timed Antipassback Timed Antipassback 

Carpool Regular Antipassback Muster Area 

Carpool Timed Antipassback Muster Area 

NOTE 
If you use any of these inappropriate combinations, the system displays a warning 
message and does not allow you to continue. 
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Antipassback Grace 

When you grace Personnel, it resets their cards' Antipassback/timed antipassback information. Consequently, the 
first time Personnel use their cards after a grace action, the system does not check for Antipassback violations. Once 
they present their cards and open the door/entrance, the system logs them into the Area. After this move, for all 
subsequent use of their cards, the system returns to checking for Antipassback violations. 

Grace also resets the iSTAR Global Antipassback owners of Personnel cards when the iSTAR owners are not 
communicating. The first time Personnel use their cards after a reset action, the controllers at which the cards are 
presented become the owners. 

You can grace card(s) from both the Administration application and the Monitoring Station. 

■ 'Grace Personnel' clears the antipassback and timed antipassback information for single Personnel. 

■ 'Person Area Lockout' grace clears all Area lockout timers for single Personnel, allowing entry to all target Areas 
that he/she is locked out of. 

■ 'Person Antipassback Reset Card' resets the iSTAR Global Antipassback owner of a single Personnel card; this 
also graces antipassback and area lockout. 

■ 'Carpool Grace' clears the antipassback and timed antipassback information for all Personnel in that Carpool 
Group. 

You can apply the preceding types of 'person grace' as follows: 

■ On the Administration application in several places: 

• Personnel Dynamic View - for one or more selected persons. 

• Carpool Group Dynamic View - for all persons in the Group. 

■ On the Monitoring Station in several places: 

• Swipe & Show tab - for a single card. (If the card belongs to a person in a Carpool Group, 'Carpool Grace' 
applies to all Group members.) 

• On the Personnel in Area list - for one or more selected persons. 

(For instructions on granting grace, see Gracing Personnel on Page 127.) 

Grace All Partitions/Grace All 

'Grace All' clears the Antipassback/Area Lockout information for all cards in one or more selected Partition(s), as 
well as resetting the iSTAR Global Antipassback owners of their cards. Grace MI also applies a one-time Carpool 
Grace that applies to the next access for that Carpool Group. (This is not the 'timed' Carpool Grace.) 

NOTE In an unpartitioned system, when all Objects are only in one Partition —the 'Default' 
Partition, Grace MI does this for all cards in the system. 

Grace All functions as follows: 

■ On the Administration application: 

• From the Partition Dynamic View - for one or more selected Partitions. 

• By configuring an Event with a Grace All Action. 

■ On the Monitoring Station Swipe & Show Grace Partition tab: 
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NOTE 
This is available only on the legacy' Swipe & Show View, not on any of the new 'Default' 
Views. 

• Grace MI Partition Button - for all Personnel in all Partitions in the system, no matter how many. 

• Grace MI 

— If the system is not partitioned, gracing the Default Partition graces all cards in the database. 

— If the system is partitioned, you can select one or more Partition(s) for which you want to grace all cards. 

Carpool Grace 

You can grace all Personnel within a Carpool Group for antipassback for a specified time period with set start/end 
times. For the duration of the configured time, the Carpool Group members can move in and out of Carpool Areas 
without restriction. During this grace period, the Group's location remains unchanged. 

Example: 

A system administrator or guard could configure the grace period for the Carpool Group the day before. Then 
anyone in the Group could drive his/her own car and park freely in the parking Areas.. 

The first time a Carpool Group member uses his/her card after the specified time period, the system does not check 
for Carpool antipassback. Once grace is granted, the Carpool Group must move through the entrance (present a card, 
open the entrance, and move through). After this move—for the next access, their correct location information is 
recorded, and antipassback is enforced as usual. 

■ A roll call report run during the grace period may display multiple drivers, since any card swipe will be 
accepted, and the person swiping the card will be marked as a carpool driver. If a second driver has parked the 
car in a different location, two locations will show up for this Carpool Group. After the grace time is over, the 
system reverts to one driver and one location. 

■ A Carpool Group cannot be de-mustered. 
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Antipassback Decision Making 

How decision making works for Antipassback, both under normal conditions and during communications failure, 
depends on the type of Antipassback that you are using: 

■ Cluster - see Cluster Antipassback Decision Making on Page 32 

■ Global - see Global Antipassback Decision Making on Page 32 

Cluster Antipassback Decision Making 

How the Cluster Antipassback Decision is Made 

In iSTAR Clusters, antipassback information is stored on the Cluster master. When an iSTAR member Controller is 
online and a card is presented at its reader: 

■ The member sends a request to the master for antipassback information. 

■ The master replies with the appropriate antipassback information (admit or deny). 

■ The member reports back to the Master whether or not the door was used. 

As long as the communication within the Cluster is good, the Cluster members do not store any antipassback 
information. 

How Cluster Antipassback Works During Communications Failure 

When the Cluster members lose communication with the Cluster master, the members begin to enforce antipassback 
locally according to the Communication Failure Mode configured for the Cluster. If the failure mode is: 

■ No Access - Access is denied by any member Controller in the Cluster in communications failure, while member 
Controllers still in communications with the Master continue to make normal antipassback decisions for entry to 
the Area. 

■ Local - The Controllers use locally available information to grant or deny access. This information may be 
insufficient for the Controller to make a completely correct decision. In this case, the Controller still admits the 
person presenting the card. 

Restoring Communication for Cluster Antipassback 

When communications from member to master is restored, the member waits 16 sec*[size of cluster +1] before 
uploading Personnel locations to the master. The master then compares the time recorded in the member with the 
time recorded on the master, retaining the person's latest recorded location. Once this upload is complete, the 
member deletes the locally stored antipassback data and resumes requesting this information from the master per the 
normal operation. 

Global Antipassback Decision Making 

How Global Antipassback Decisions are Made 

iSTAR Global (cross-cluster) Antipassback allows clusters to share antipassback information. In this situation, a 
cluster master is designated as the owner of a card. The C•CURE 9000 Host maintains a table of all cards and their 
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owner cluster masters and knows which cluster master owns any given card at any given time. When a card is 
presented at a member: 

■ If the cluster master of this member is the owner, the antipassback decision is similar to cluster antipassback. 

■ If the cluster master of this member is not the owner, the Host is requested for antipassback information. 

■ If there is no owner, the Host designates the requestor as the owner. 

■ If there is an owner, the Host forwards the request to the owner. 

• If the owner grants access, this reply is sent to the member that requested the information (requestor). 

• The ownership is transferred to the master of the requestoes cluster. 

• If the owner denies access, the message is sent to the requestor and the original owner retains ownership of 
this card. 

How Global Antipassback Works During Communications Failure 

When the Host loses connection with an owner cluster master, or a member loses communication with the master, 
the System Variable user-defined Failure Mode is invoked and antipassback is enforced locally on the cluster in 
which the card is presented. There are two Failure Modes: 

No Access - where non-owners do not admit the card if they cannot communicate with the owner. 

Local - where the iSTARs decide on antipassback based on information available to the cluster locally. If sufficient 
information is not available, the card is admitted. Relevant local information can include the following: 

■ Card's movement history 

■ Layout of doors and areas 

■ iSTARs that are in communications failure 

If you configure the No Access failure mode, and a card is denied access because its owner is in communications 
failure, you can allow access to the part of the system in communication with the Host by resetting the cards 
antipassback data. The Antipassback Reset Card action, accessible from both the Administration application and 
the Monitoring Station, allows you to force the clusters that continue to communicate with the host to grace the card. 
After you reset the antipassback, the iSTAR at which the card is next presented becomes the owner of the card. 

For the length of the communications failure, this card will have two owners: the old owner who is still in 
communications failure and the new owner. 

NOTE 
You can use the preceding commands even if the owner is communicating with the Host. In this 
situation, the owner loses ownership and the card is graced/area lockout graced. The iSTAR at which 
the card is next presented assumes ownership. (When both owners and non-owners are 
communicating, a card cannot have two owners.) 

Restoring Communication for Global Antipassback 

If communication is restored only between the cluster master and the member, then antipassback will only work 
locally within that cluster. If the communication is restored between the master and the Host, then the antipassback 
data is synchronized across clusters. If the antipassback of the card was reset during communications failure, the 
system designates the iSTAR with the most recent antipassback information as the owner. 

C•CURE 9000 Areas and Zones User Guide Chapter! 33 

EFTA01224674



Antipassback Decision Making 

NOTE 
Occupancy and Muster/De-muster information is not shared between clusters. Therefore, you cannot 
have cross-cluster (global antipassback) Areas with Occupancy restrictions or De-mustering. 

However, since you can mix both global APB Areas and cluster Areas at your site, you can have 
occupancy and/or Muster/De-muster in the cluster Areas with adjacent global APB Areas for the 
boundaries. 

Global Antipassback Configuration Guidelines 

This section describes guidelines and limitations for iSTAR configurations that enforce global antipassback. 

Performance 

Antipassback performance and reliability are impacted by the following: 

■ Size of the cluster. 

■ Number of access requests per minute. 

■ C•CURE 9000 card processing time. 

■ Network latencies - slower networks result in slower access time. 

• Performance within the cluster depends on network performance between master and members. 

• Performance across clusters depends on network performance between the C•CURE 9000 Host and iSTAR 
masters. 

■ Faulty/excessively slow networks can cause communications failures that deny access and activate 
antipassback failure mode. 

■ Speed of the C•CURE 9000 Host—impacts configurations requiring a significant amount of access between 
clusters. 

Data Storage 

Global antipassback increases the size of the card antipassback record and reduces the amount of space available for 
card storage. Systems with very large databases might require additional SIMM storage. 

Configuration Examples 

The following section provides examples of good and poor practices for configuring iSTAR global antipassback. 

General Considerations 

Global antipassback configurations that optimize performance are designed to: 

■ Maximize processing by the iSTAR master. 

Performance is most efficient when the iSTAR master processes access for personnel within the cluster they 
access most frequently. 

■ Minimize access requiring Host intervention. 

■ Eliminate access across slow/unreliable networks. 
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High Performance Configuration 

Figure 3 on Page 35 shows a configuration that successfully uses global antipassback to enforce area lockout. 

Figure 3: A Recommended Configuration 
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The configuration in Figure 3 on Page 35 optimizes iSTAR performance as follows: 

■ By using two iSTAR masters: 

• One to control doors in the Corporate facility. 

• Another to control doors in Research. 

Each master processes requests for the doors and cardholders that access it most often. 

■ By using a fast, dedicated link to facilitate access between clusters. 

■ By not including doors that reside across a remote (less reliable) link in the global antipassback configuration. 

Poor Performance Configuration 

The configuration shown in Figure 4 on Page 36 is not recommended. This configuration: 

■ Minimizes iSTAR efficiency by using a single iSTAR to process doors between two sites. 

■ Maximizes network inefficiency by using an unreliable network to connect a second global antipassback cluster. 

If you use this configuration, you can experience long access delays or denial caused by slow processing and 
unreliable networks. 
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Figure 4: A Non-recommended Configuration 
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Occupancy Restrictions 

You can limit access to an Area based on the maximum and minimum number of personnel present at one time. 
You can also specify the number of personnel from a group allowed in an Area. (Occupancy rules can also be 
applied to Carpool Areas. For information, see Carpool Antipassback and Occupancy on Page 38.) 

This feature is supported only for iSTAR Areas, and therefore for iSTAR controllers. The doors of an Occupancy-
restricted Area can be on multiple iSTARs as long as all are in the same cluster. 

NOTE The Occupancy restriction is not supported across iSTAR Clusters. 

Maximum occupancy specifies the maximum number of personnel, or personnel from a group, who can access an 
Area at one time. If at any time the number of personnel in an Area reaches the maximum number and access is 
restricted, all further access is denied —until personnel leave the area. You can also configure an Event to trigger 
when an Area reaches its maximum occupancy. A common use of this feature is in parking lots where only a given 
number of personnel, or personnel from a group, can park in an Area. 

In addition, you can configure maximum occupancy to only count the number of personnel entering and leaving an 
Area without restricting access. 

Minimum occupancy(or N-man Rule) specifies that a minimum number of personnel must enter the Area at the 
same time to gain access and must also remain in the specified Area. You can also configure an Event to trigger 
when an Area reaches its minimum occupancy. 

In addition, you can configure minimum occupancy to only count the number of personnel entering and leaving an 
Area without restricting access. 

NOTE ■ Counting for Areas configured for occupancy is performed by the iSTAR Controllers. For Areas 
without occupancy it is performed by the host. Consequently, to keep the Area count correct if you 
are going to change an existing occupancy Area to a non-occupancy Area —or vice versa, you 
should ideally do it when the system is not busy and the Area is empty. Alternatively, if there are 
Personnel in the Area, you can use the Set Property option on the right-click context menu on the 
Areas Dynamic View to reset the count for the Area. 

■ A Cluster member Controller that is offline from the Master and host may not enforce occupancy 
restrictions properly. It may enforce some, but not all, of the restrictions, or it may work as 
configured. 
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Carpool Antipassback and Occupancy 

Area occupancy restrictions are applied to Carpool Areas in the same manner as for ordinary Person Areas with one 
difference. The occupancy counts in Carpool Areas are based on the number of Carpool Groups, not the number of 
individual Personnel. Consequently you can use Occupancy restrictions to limit the maximum number of vehicles in 
a Carpool Area, as described in the Example below. 

NOTE 
Generally, you would not configure minimum occupancy restrictions for a Carpool Area. 

Example: Using Occupancy Restrictions with Carpool Antipassback 

1. Company A and Company B share a parking lot controlled by an iSTAR Cluster with Readers on automobile 
access gates. Each company is limited to using 100 parking spots. The lot is defined as a Carpool Area, and each 
company enforces Carpool Antipassback. 

• MI of Company A's Personnel are placed in an 'ordinary' Personnel Group, Group A, and also assigned to 
Carpool Groups. 

• MI of Company B's Personnel are placed in another 'ordinary' Personnel Group, Group B, and also assigned 
to Carpool Groups. 

2. The maximum occupancy allowed in the lot for each company's groups —Group A and Group B— is configured 
in the Occupancy Restrictions for Personnel Groups table on the Occupancy tab. In this case, the maximum 
represents the number of cars allowed. When a driver of a car in Group A or Group B scans a card and enters 
the lot, one vehicle is counted against the maximum number of spots available for Company A or Company B. 

In addition, Carpool Antipassback is also being enforced (as described in Carpool Antipassback on Page 26). 
Consequently, when the driver of one of Company A's/Company B's Carpool Groups scans his/her card to get 
into the parking lot, the count in the Carpool Area increases by one. 

3. In this way, the maximum number of vehicles in the parking lot can be limited for each company and Carpool 
Antipassback also enforced. 
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Pass-through Areas 

Area Pass-through allows you to configure an Area that require a person to exit from it within a specified time 
interval after entering. A cardholder who enters a Pass-through Area and does not exit in the specified time causes a 
pass-through violation. 

The Area Pass-through time can be configured: 

■ So the interval applies to any cardholder entering the Area. This is known as the Area-wide Pass-through time or 
interval. 

■ So the members of a Personnel Group: 

• Have to use the Area-wide interval. 

• Are exempt from any pass-through restriction configured on an Area. 

• Are subject to a custom interval different from the Area-wide interval. 

When a Personnel Group is configured with a pass-through restriction, the configured interval always applies to 
all Group members. 

You configure Area Pass-through on the iSTAR Areas Occupancy tab. See iSTAR Area Occupancy Tab on Page 78 
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Escorted Access 

Escorted Access gives C•CURE 9000 the ability to control, track, and report on the movements of Personnel 
designated as Escorted Visitors. An Escorted Visitor is a visitor who can only move around a facility in tandem with 
an employee designated as an Escort. 

NOTE 
A person designated simply as a Visitor can move freely around a facility unescorted. 

Escorted access allows you to do the following: 

■ Designate a cardholder as the following 

• An Escorted Visitor, who by default must be accompanied by an Escort to be granted access when presenting 
a card at a reader. 

• An Escort, a person who can grant access to any Escorted Visitor—as long as other access control rules, such 
as clearance restrictions, are met. 

■ Configure an Area: 

• To require an Escorted Visitor to be accompanied by an Escort to enter. (By default, all areas require an 
Escorted Visitor to have an Escort.) 

• To optionally not require an Escort to accompany an entering Escorted Visitor. 

• To optionally require that an Escort must always be present with an Escorted Visitor inside that Area. 

Escorted Visitors can only exit an Area without an Escort if the Area they are passing into is configured to not 
require an Escort for Escorted Visitors. If all Areas in a building are configured to require Escorted Access, 
Visitors will always require an Escort to move around within the facility. 

■ To allow an operator to view the count of Escorted Visitors and Escorts in any Area, and to modify the counts if 
necessary. 

If the Doors that lead to an Area are unlocked for any reason, double swipe, for example, then Escorted Visitors are 
free to enter and leave the Area without an Escort. 

If an Area is subject to Occupancy Restrictions, the total number of people entering the area must respect the 
specified restrictions. If during the Escorted Visitor-Escort sequence the total number of cards presented exceeds the 
maximum occupancy limit, all Escorted Visitors as well as the Escort are rejected. If an Area has a minimum 
occupancy restriction greater than one, the number of Escorted Visitors plus the Escort entering an empty Area must 
be equal to or greater than the minimum requirement; if not, entry is rejected. 

There are two modes of Escorted Access: Companion mode and Remote Escort mode. 

■ In Companion mode, multiple Escorted Visitors can be accompanied by one escort, and they all start on the 
same side of a door. The Escorted Visitors present their cards first, one after another. After all the Escorted 
Visitors have swiped, the Escort presents his/her card to let the queued up Escorted Visitors through the door. 
(Companion mode is in effect if the "Readers are continuously active" flag is selected in the iSTAR Door 

Configuration dialog box.) 

If someone who is neither an Escorted Visitor nor an Escort presents a card before the Escort swipes his or hers, 
the presented card and all waiting Escorted Visitor and Escort cards are rejected. The Escorted Visitors must now 
restart the presentation of their cards. However, it is possible, once the Escorted Visitor sequence has started at 
one side of the door, for an RTE to be made on the other side. In this case, the door can be opened from the RTE 
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side, and it is the Escort's responsibility to keep the Escorted Visitors from aborting their sequence. The Escorted 
Visitor/Escort sequence continues once the door has closed. 

■ In Remote Escort mode (also called Turnstile mode), the Escorted Visitors and Escort present themselves on 
opposite sides of the door. An Escorted Visitor presents his/her card first on one side of the door and an Escort 
then presents his/her card on the other side of the door. Any subsequent Escorted Visitors must do the same—
one Escorted Visitor swipe, one Escort swipe. (This mode is in effect if the "Readers are continuously active" flag 
is not selected in the iSTAR Door Configuration dialog box.) 

NOTE The time between swipes cannot be greater than that defined in the 'Next Card Time' System Variable. 

The maximum number of Escorted Visitors that may travel through a door during one access is 
defined in System Variable Maximum Visitor Count. 

If an Area is subject to Antipassback restrictions: 

■ In Companion mode, Escorted Visitors and Escorts granted access are logged into the Area in the same manner 
as for regular access. 

■ In Remote Escort mode, the Escorted Visitors' location will be updated, but the Escort's location will not change. 

Six pre-defined Reports can be generated to show the access activities of the following: 

■ Non-escorted Visitors 

■ Escorts 

■ Escorted Visitors 

Activity messages on the Monitor Station will distinguish: 

■ Escorted Access messages from other Door/Area access messages. 

■ Escorted Access violation messages from other Door/Area access violation messages. 

■ 'Invalid escort' messages from 'escort not present' messages. 

NOTE Escorted Access decisions to allow or deny access are made at a Door based on a person's Escorted 
Visitor/Escort attribute. The iSTAR panel makes that decision regardless of whether or not the Door is 
part of an Area. In other words, any Door that is not part of an Area will always require Escorted 
Visitors to have an Escort to gain entry through that Door. 
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Dynamic Area Manager 

This feature requires that a single person at any one time be made responsible for an iSTAR Area —become the Area 
Manager. This person, who has a Clearance for the Area, must be the first one to enter the Area and then must be 
the last person to leave. If this feature is enabled, when anyone in the Area presents a card to exit, the system checks 
whether he/she is the Area Manager and whether he/she is the last one left. If it is the Area Manager swiping and 
he/she is not the last person present, the exit is rejected with the reason "unattended". 

This feature can also be used in conjunction with Conditional Access. See "iSTAR Door Conditional Access Tab" in 
the Doors chapter in the C•CURE 9000 Hardware Configuration Guide. 

Example: 

This feature can be used for security in a banks cash counting room. It makes sure that one designated person, 
the first to enter, oversees the entire operation and the other personnel within the room. Consequently, that 
person, the Dynamic Area Manager', must be the last to leave the room after everyone else has exited. 

The Area that a Dynamic Area Manager becomes responsible for can be regulated only by iSTAR Pro, eX, Edge, or 
Ultra Controllers. The iSTAR controller that regulates the Door leading into the Area can be either a master or slave 
in an iSTAR Cluster, and the Area itself may or may not cross Controller boundaries. Since occupancy is not 
supported within Areas that cross physical Clusters, the C•CURE 9000 system-based Areas impacted by Dynamic 
Area Manager are contained within a definitive iSTAR Cluster. These Areas use Antipassback control with 
Occupancy control. 

Once Dynamic Area Manager is enabled, the Area counts are tracked by the Panel instead of the Host. Consequently, 
the feature will work even if the Server is unavailable. The Area User Count will indicate the presence or absence of 
the 'Area Manager' as well as the number of 'Managed Personnel' inside—all Personnel admitted after the 'Area 
Manager'. 

NOTE An Area for which Dynamic Area Manager is enabled does not support Escorted Access 
(Escorts/Visitors). 

You configure the Dynamic Area Manager feature on the iSTAR Areas Occupancy tab. See iSTAR Area Occupancy 
Tab on Page 78. 
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Tracking the Location of Personnel 

The C•CURE 9000 host maintains a iSTAR Area for each Personnel record —including those of Escorted Visitors and 
Escorts —as well as the time at which the area was entered. 

The current iSTAR Area represents the last known Area the person entered, based on a valid admit: there was a card 
swipe granting access, and the Door/entry was opened after the access was granted. If the Door/entry is not opened 
after a valid admit or access is denied, a person's current iSTAR Area is not updated. 

The iSTAR Cluster Areas feature allows you to track the current location of Personnel in several different ways: 

• Displaying their current Area on the Administration application Personnel Dynamic View. For information, see 
Viewing Area Location of Personnel on Page 119 

• Displaying the Personnel for a selected iSTAR Area from the following: 

• Administration application Area Dynamic View. 

• Monitoring Station Area Status List. 

• Administration application/Monitoring Station Area icon on Map. 

For information, see Viewing Personnel in an Area on Page 60 and the C• CURE 9000 Monitoring Station Guide. 

• Running one of the pre-defined Reports with information related to Areas: 

• Roll Call or Carpool Roll Call Report to generate a list of Personnel by Area(s) or Area group(s). 

• Carpool Group Report to generate a list of Carpool Groups with their Group members. 

• Visitor/Escort Reports to generate lists of Admitted/Rejected Escorts and/or Visitors. 

You can run these Reports: 

• From the Administration application Report Dynamic View. 

• From the Monitoring Station Report Status List. 

• By configuring an Event whose Action initiates the Report. 

For information, see Running Area Pre-defined Reports on Page 123; Appendix A "Pre-defined Reports, Queries, 
and Views" in the C•CURE 9000 Data Views Guide; the C•CURE 9000 Monitoring Station Guide; and the Event 
chapter in the C• CURE 9000 Software Configuration Guide. 

Area User Count 

The C•CURE 9000 server also maintains a count for each iSTAR Area of Personnel, Escorts and Escorted Visitors, 
Dynamic Area Manager and Managed Personnel, and Conditionally Admitted Personnel that you can display on 
either of the following: 

• Administration application iSTAR Area Dynamic View. 

• Monitoring Station Area Status List. 

The count of these different Personnel types in an iSTAR Area can become incorrect due to tailgating, communication 
failure, or restarting the master controller. 

Example: 

When a cardholder tailgates out of an area on which Occupancy Restrictions are configured, the personnel count 
may become inaccurate if the cardholder is graced to enter another area - the previous area's personnel count 
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may not decrement. 

'Ibis problem can be avoided by configuring Occupancy Restrictions on every area. For those areas where Occupancy 
Restrictions are not desired, the recommended configuration is to set the area Maximum Occupancy field to Allow 
Access and set the Maximum Limit to a value higher than ever expected. 

NOTE For the 'Personnel Count' to be maintained in a Carpool Area, you must configure Occupancy 
Restrictions. If you do not want a real restriction, configure a high maximum Occupancy value, as 
described in the preceding paragraph. 

In addition, since counting for iSTAR Areas configured for occupancy is done by iSTAR Controllers, while it is done 
by the host for non-occupancy Areas, the count can be corrupted if an existing Area is changed from occupancy to 
non-occupancy—or vice versa. To keep the iSTAR Area counts correct, you should only make such changes when 
the system is not busy and the Areas are empty. 

NOTE A Cluster member Controller that is offline from the Master and host may not enforce occupancy 
restrictions properly. As a result, when the Controller comes back online, the Area counts may be 
wrong. 

The Count Status for Personnel, Escorts, or Escorted Visitors in an iSTAR Area can be reset to the correct value by an 
Operator through a property set. The Count Status for Area Manager, Conditionally Admitted Personnel, and 
Managed Personnel can also be reset—but only to 0 (zero). (However, you should do this only if you are certain that 
no such Personnel are currently in the iSTAR Area. Otherwise, changing the count to zero could cause unwanted 
consequences.) 

These manual modifications of the iSTAR Area counts are audited, unlike the system updates that are not. 

For information, see Viewing a List of iSTAR Areas on Page 56 and Setting a Property for an iSTAR Area on Page 66. 
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iSTAR Area Configuration Steps 

Table 2 on Page 45 shows the C•CURE 9000 Editors and activities that create iSTAR Areas. This table assumes that 
you have already configured the iSTAR Cluster(s) and Controllers, Doors, and Readers. 

Table 2: Creating STAR Areas 

Task C•CURE 9000 Editor Configuration Notes Additional 
Information 

Configure fust basic STAR Area and define it Areasand Zones>iSTAR Creates STAR Area—and See 
for Cluster Antipassback or Global Area>New>iSTAR Area without assigning Doors— Configuring 
Antipassback Editor and General tab defines it aseither of 

following: 
an STAR 
Area on Page 

• Cluster Area- 
enforcing Cluster 
Antipassback on 
specific STAR Cluster: 

53, iSTAR
Area Editor 
on Page 67, 
and STAR 
Area General 

Selects Cluster for Tab on Page 
Area 67. 

• Cross-Cluster Area - 
enforcing Global 
Antipassback across 
STAR Clusters 

Configure STAR Area Areasand Zones>iSTAR Specifies See STAR 
Doors/Readers/Adjacent Areas Area>New>iSTAR Area • Access In Area General 

Editor>General tab Tab on Page 
• Doors 67. 

Readers 

• Adjacent Areas 

• Access Out (If Access 
In Door has hvo 
Readers) 

Doors 

Readers 

Adjacent Areas 
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Creating STAR Areas (continued) 

Task CCURE 9000 Editor Configuration Notes Additional 
Information 

Configure STAR Area Antipassback Areas and Zones>STAR Specifies See STAR 
Area>New>iSTAR Area • For Antipassback Area 
Editor>Antipassback tab Antipassback 

- Antipassback Type: 
none/regular/timed 

Tab on Page 
74.

- For timed APB: 
options 

- For CarpoolArea. 
exit options 

• For Area Lockout 

- Target Lockout 
STAR Area/STAR 
Area Group 

- Lockout Time: 
days/hours/minutes 

- 'Valid card 
rejection' or "admit 
unused access' 
causes lockout 
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Creating STAR Areas (continued) 

Task CCURE 9000 Editor Configuration Notes Additional 
Information 

Configure STAR Area Occupancy Rules Areas and Zones>STAR Specifies See STAR 
Area>New>iSTAR Area • Occupancy Area 
Editor>Omipancy tab Restrictions for all Occupancy 

Personnel Tab on Page 
78. 

- Max/Min: 
none/allow 
access/restrict 
access 

- Max/Min Limits 

• DynamicArea 
Manager Enabling 

• Pass-through 
Restrictions for all 
Personnel 

• Occupancy 
Restrictions for 
Personnel Groups: 

- Max/Min 

- Options 

• Pass-through 
Restrictions for 
Personnel Groups: 

- Pass-through type 
See STAR 

NOTE: Occupancy 
configuration 
choices also set 
default Occupancy 

Area Status 
Tab on Page 
99 and 
Configuring 

Mode for Area. Event Actions 
to Affect 
Areas on 
Page 114 

Configure Escorted Access Areas and Zones>STAR Specifies See STAR 
Area>New>iSTAR Area • Escort Enforcement Area Escort 
Editor>Esoort tab Option Tab on Page 

87. 
- Escorted Visitor 

must have Escort to 
enter. 

- Escorted Visitor 
may enter alone. 

• Whether or not Escort 
must &ways be 
present with Escorted 
Visitor in STAR Area. 
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Creating STAR Areas (continued) 

Task CCURE 9000 Editor Configuration Notes Additional 
Information 

Configure Muster/De-muster Areas and Zones>STAR 
Area>New>iSTAR Area 
Editor>Muster tab 

Specifies 

• Whether or not STAR 
Area is Mustering 
Area. 

• Area to De-muster to. 

See iSTAR 
Area Muster 
Tab on Page 
90. 

Configure STAR Area Triggers Areas and Zones>STAR 
Area>New>iSTAR Area 
Editor>Triggers tab 

Specifies Event Actions to 
be activated for various 
Area violations and 
Occupancy statuses. 

See STAR 
Area Triggers 
Tab on Page 
94. 

Change Area State Images Areas and Zones>iSTAR 
Area >New>STAR Area 
Editor>State Images tab 

Modify Images that 
indicate Area states on 
Monitoring Station and 
Maps. 

See STAR 
Area State 
Images Tab 
on Page 100 
and State 
Images Tab 
Tasks on 
Page 101. 

Configure Carpool Group .Areas and 
Zones>Carpool 
Group>New>Carpool 
Group Editor 

Creates Carpool Group 
and selects Personnel 
members. 

See 
Configuring a 
Carpool 
Group for 
Carpool 
Antipassback 
on Page 102. 

Configure APB Comm Fail Modes and Global 
Antipassback for STAR Clusters 

Edit the Area's STAR 
Cluster: 

Hardware> Hardware 
Tree>iSTAR 
Cluster>iSTAR Cluster 
Editor>Area Tab 

• Specdieswhether or 
not Cluster enforces 
GlobalAntipassback 
for Areas aswell as 
Cluster Antipassback. 

• SpecifiesAPB 
decision-making mode 
for Area's STAR 
Cluster during 
communications 
failure: 

- No Accessor Local 

See 
Configuring 
STAR 
Clusters for 
APB Comm 
Fail Modes 
and Global 
Antipassback
on Page 105. 

Configure Escorted Access Mode for STAR 
Door 

Edit the Area's STAR 
Door: 

Hardware> Hardware 
Tree>iSTAR Door 
Editor>General Tab 

Specifies Reader setting 
required for Companion 
Mode or Remote Access 
(Turnstile) Mode: whether 
Reader isoontinuousty 
active or not. 

See 
Configuring 
Escorted 
Access Mode 
on Page 109. 
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Creating STAR Areas (continued) 

Task CCURE 9000 Editor Configuration Notes Additional 
Information 

Configure PersonnelAPB Options Personnel>Personnel> Specifies that person: See 
New>Personnel Editor • Is exempt from APB Configuring 

- or - rules. Personnel 
Antipassback 

Edit an existing Personnel -and/or - Optionson 
Record • Activates APB Events. Page 111. 

Configure Personnel Escort Options Personnel>Personnel> Specifies person's Escort See 
New>Personnel Editor We: Configuring 

- or - • None Personnel
Escorted 

Edit an existing Personnel • Visitor (non-escorted) Access
Record • Escorted Visitor Options on 

• Escort Page 112.P 
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Creating STAR Areas (continued) 

Task CCURE 9000 Editor Configuration Notes Additional 
Information 

Modify System Variable Settings for APB 

• Changes these valuesonty in consuttation 
with Software House Technical Support 
Center. Incorrect settingscan cause 
APB oomm fat 

Options& Tools>System 
Variables>iSTAR Driver> 

• STAR APB Max ping 
round trip 

• STAR APB Ping 
interval 

• STAR APB response 
timeout 

• STAR Global 
Antipassback 
Communication 
Failure Mode 

• Host Global 
Antipassback 
Response Timeout 

• STAR Global 
Antipassback 
Response Timeout 

Variables that fine-tune 
STAR controller behavior 
for APB functionality. 

See "STAR 
Driver 
Settings" in 
the System 
Variables 
chapter in the 
C•CURE 
9000 System 
Maintenance 
Guideor
Setting
System 
Variables 
That Affect 
AreeSO11 

Page 116. 

Modify System Variable Settings for 
Occupancy 

Options& Tools>System 
Variables>iSTAR Driver> 

• Always Track 
Personnel 

• Minimum Occupancy 
Exit Option 

Options &Tools>System 
Variables>Hardware 
Driver> 

• Next Card Time 

Variables that effect 
controller behavior for 
Occupancy functionality. 

Modify System Variable Settings for Escorted 
Access 

Options & Tools>System 
Variables>iSTAR Driver> 

• Maximum Visitor 
Count 

Options &Tools>System 
Variables>Hardware 
DfNer> 

• Next Card Time 

Variables that affect 
Controller behavior for 
Escorted Access
functionality. 
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Basic iSTAR Area Tasks 

The C•CURE 9000 iSTAR Area Editor allow you to accomplish the following tasks: 

■ Creating an iSTAR Area on Page 52 

■ Creating an iSTAR Area Template on Page 52 

■ Configuring an iSTAR Area on Page 53 

■ Viewing a List of iSTAR Areas on Page 56 

■ Viewing Personnel in an Area on Page 60 

■ Viewing Personnel Groups Associated with an Area on Page 60 

■ Viewing the Status of an iSTAR Area on Page 61 

■ Viewing Occupancy Mode Causes for an Area on Page 64 

■ Modifying an iSTAR Area on Page 64 

■ Deleting an iSTAR Area on Page 65 

■ Setting a Property for an iSTAR Area on Page 66 

■ Adding an iSTAR Area to a Group on Page 66 

The following tasks related to configuring and using iSTAR Cluster Areas are accomplished through other C•CURE 
9000 features: 

■ Configuring iSTAR Clusters for APB Comm Fail Modes and Global Antipassback on Page 105 

■ Configuring Escorted Access Mode on Page 109 

■ Configuring Personnel Antipassback Options on Page 111 

■ Configuring Personnel Escorted Access Options on Page 112 

■ Configuring Event Actions to Affect Areas on Page 114 

■ Setting System Variables That Affect Areas on Page 116 

■ Viewing Area Location of Personnel on Page 119 

■ Viewing Area Information on the Door Editor on Page 121 

■ Running Area Pre-defined Reports on Page 123 

■ Gracing Personnel on Page 127 

■ Viewing Area Status with Map Icons on Page 132 

Accessing the iSTAR Area Editor 

You can access the iSTAR Area Editor from the C•CURE 9000 Areas and Zones pane. 

To Access the iSTAR Area Editor 

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button. 

2. Click the Areas and Zones drop-down list and select ISTAR Area. 

3. Click New to create a new Area. 
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- Or - 

Click Mt to open a Dynamic View showing a list of all existing iSTAR Area Objects, right-click the iSTAR Area 
you want to change, and click Edit from the context menu that appears. 

The iSTAR Area Editor opens with the General tab displayed, as shown in Figure 6 on Page 68. 

Creating an iSTAR Area 

You can create a new iSTAR Area using the iSTAR Area Editor. 

This procedure assume that you have already configured the iSTAR Cluster(s) and Controllers, Doors, and Readers. 

To Create an iSTAR Area 

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button. 

2. Click the Areas and Zones drop-down list and select iSTAR Area. 

3. dick New to create a new Area. The iSTAR Area Editor opens (see iSTAR Area Editor General Tab on Page 68). 

4. You can now configure the new Area. 

5. To save your new Area, click Save and Close. 

- or - 

Alternatively, if you want to save the Area and then create a new one, click Save and New. The current Area is 
saved and closed, but the iSTAR Area Editor remains open ready for a new Area. 

Creating an iSTAR Area Template 

You can create a new iSTAR Area Template using the iSTAR Area Editor. An iSTAR Area template save you time 
because you do not have to re-enter the same Area information again. 

To Create an iSTAR Area Template 

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button. 

2. Click the Areas and Zones drop-down list and select iSTAR Area. 

3. Click the down-arrow on the New button, and click Template. 

The iSTAR Area Editor where you can configure the Area template opens (see iSTAR Area General Tab on Page 
67). 

4. Configure the template to meet your requirements. Any fields that you configure with value become part of the 
template; then when you subsequently create a new Area from that template, thee value are already filled in. 

5. In the Name field, enter the name you wish to use for the template. 

Example: 

iSTARAreaTemplatel 

6. To save the template, click Save and Close. 
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The template will be available as an option on the pull-down menu on the New button in the Areas and Zones 
pane. 

Configuring an iSTAR Area 

This procedure assumes that you have already configured the iSTAR Cluster(s) and Controllers, Doors, and Readers. 

NOTE 
To aid in the configuration process, Software House suggests that you create a basic 
diagram showing all Doors, Readers, and Areas you need to configure. Then as you 
perform the configuration of each component, mark the diagram so you know which 
components are configured and which remain to be configured. Figure 1 on Page 18 is an 
example of an Area diagram. 

■ For a Cluster Area - The general sequence for creating/configuring an area is to first select the Cluster to control 
the Area. 

■ For a Cross-Cluster Area - The general sequence for creating/configuring an area is to first configure iSTAR 
Clusters for Global Antipassback in addition to Cluster Antipassback. 

You then add a row to the Access In table and select a Door, Reader, and an adjacent Area. 

Since each row entry for Door and Reader requires an adjacent Area, the first Area (Areal, for example) must be 
saved without any assigned Doors. You can then configure an adjacent Area (Areal, for example) with Door, Reader, 
and the first Area you created (Areal) as the adjacent Area. 

The easiest way to do the foregoing is to create the first Area, click Save and New, and then create the additional 
Area(s) as described in the example procedure that follows. 

Once you have saved Area2, it is automatically entered as the adjacent Area for Areal, and Area2's Access Out Door 
and Reader are also entered as the Access In Door and Reader for Areal. 

To Configure iSTAR Areas 

1. Create a new iSTAR Area. (See Creating an iSTAR Area on Page 52.) 

2. Type a Name and Description for the iSTAR Area that sufficiently identifies this Area and its purpose. 

Example: 

iSTARAreal 

3. Select the Area type from the drop-down: Cluster Area or Cross-Cluster Area. 

• If you chose Cluster Area, select an iSTAR Cluster for the Area on the General tab (shown in Figure 6 on 
Page 68). 

• If you chose Cross-Cluster Area, the system displays Global Antipassback iSTAR Area. 

4. To save your first 'Doorless' Area and then create an adjacent Area, click Save and New. 

The current Area is saved and closed, and the iSTAR Area Editor remains open, ready for a new Area. 

5. Repeat Step 1 and Step 2 on this page for the second Area. 

Example: 

iSTARArea2 

6. If you chose Cluster Area for type for Step 3 on this page, select the same iSTAR Cluster you selected in that step. 
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7. Use the General tab (shown in Figure 6 on Page 68) to configure the Access In table Doors and Readers for the 
Area and the adjacent Area. The Access Out table is populated automatically based on the Access In choices. 

8. Use the Antipassback tab (shown in Figure 7 on Page 74) to configure: 

• Type of Antipassback for the Area and the related options. 

• Lockout for the Area. 

9. Use the Occupancy tab (shown in Figure 8 on Page 78) to configure the types of Occupancy for the Area and the 
related options. 

10. Use the Escort tab (shown in Figure 10 on Page 88) to configure the type of Escorted Access for the Area. 

11. Use the Muster tab (shown in Figure 11 on Page 91) to configure the Area as a Mustering Area and to select its 
De-muster Area. 

12. Use the Triggers tab (shown in Figure 12 on Page 94) to configure triggers that can activate Event Actions when 
the Area's different Violation properties and Occupancy statuses have a certain value. 

Examples: 

APB Entry Violation or APB Exit Violation 

At or Over Maximum or At or Under Minimum 

13. Use the State Images tab (shown in Figure 14 on Page 101) to modify the Images that indicate Area states on the 
Monitoring Station for this Area. 

14. To save Area2 as configured, click Save and Close. 

15. Open iSTARAreal in the iSTAR Area Editor to finish configuring it: 

a. Select iSTAR Area from the Areas and Zones drop-down list and click ail to open the Dynamic View list of 
the two iSTAR Areas. 

b. Double-click iSTARAreal. 

16.On the General tab, view the system-entered Doors, Readers, adjacent Area (Area2) in the Access In and Access 
Out table rows. 

17. Configure Antipassback, Occupancy, State Images, and Trigger options for iSTARAreal, as needed. 

18. Click Save and Close. 

- or - 

Alternatively, if you want to save this Area and then create another one, click Save and New. 

Configuring an iSTAR Carpool Area for Carpool Antipassback 

This procedure assumes that you have already configured the iSTAR Cluster and Controllers, Doors, and Readers. 

NOTE 
To aid in the configuration process, Software House suggests that you create a basic 
diagram showing all Doors (Entrances), Readers, and Areas you need to configure. Then 
as you perform the configuration of each component, mark the diagram so you know 
which components are configured and which remain to be configured. Figure 1 on Page 
18 is an example of an Area diagram. 
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The general sequence for creating/configuring a Carpool Area is to first select the Cluster to control the Area. (A 
Carpool Area cannot be a Cross-Cluster Area.) 

You then add a row to the Access In table and select a Door (Entrance), Reader, and an adjacent Area. 

Since each row entry for Door (Entrance) and Reader requires an adjacent Area, the first Area (Anal, for example) 
must be saved without any assigned Doors (Entrances). You can then configure an adjacent Area (Area2, for 
example) with Door (Entrance), Reader, and the first Area you created (Anal) as the adjacent Area. 

The easiest way to do the foregoing is to create the first Area, click Save and New, and then create the additional 
Area(s) as described in the example procedure that follows. 

NOTE The Area adjacent to a Carpool Area can be either a Carpool Area or a non-Carpool Area. 
An adjacent non-Carpool Area, however, cannot enforce any form of Antipassback, nor 
can it be a Muster or Cross-Cluster Area. 

Usually, you configure the Area adjacent to a Carpool Area as a 'virtual' Area, designated 
as 'Outside'. You can also configure several Carpool Areas adjacent to each other. 

Once you have saved Areal, it is automatically entered as the adjacent Area for Areal, and Area2's Access Out Door 
(Entrance) and Reader are also entered as the Access In Door (Entrance) and Reader for Areal. 

To Configure an iSTAR Carpool Area 

1. Create a new iSTAR Area, whether a Carpool Area or a 'regular' Area. (See Creating an iSTAR Area on Page 52.) 

2. Type a Name and Description for the Area that sufficiently identifies it and its purpose. 

Examples: 

OutsideAreaRearl or iSTARCarpoolAreaRearl 

3. Select the Area type from the drop-down: Cluster Area. 

4. Select an iSTAR Cluster for the Area on the General tab (shown in Figure 6 on Page 68). 

5. To save your first 'Doorless' Area and then create an adjacent Area, click Save and New. 

The current Area is saved and closed, and the iSTAR Area Editor remains open, ready for a new Area. 

6. Repeat Step 2 and Step 3 on this page for the second Area, giving it an appropriate name and description. 

Examples: 

iSTARCarpoolAreaRearl or iSTARCarpoolAreaRear2 

7. Select the same iSTAR Cluster you selected in Step 4. 

8. Use the General tab (shown in Figure 6 on Page 68) to configure the Access In table Doors (Entrances) and 
Readers for the Area and the adjacent Area. The Access Out table is populated automatically based on the 
Access In choices. 

9. Use the Antipassback tab (shown in Figure 7 on Page 74) to configure Carpool Antipassback for the Area with 
its related options. 

10. Use the Occupancy tab (shown in Figure 8 on Page 78) to configure the Occupancy restrictions for the Carpool 
Area. 

11. Use the Triggers tab (shown in Figure 12 on Page 94) to configure triggers that can activate Event Actions when 
the Carpool Area's different Violation properties and Occupancy statuses have a certain value. 
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Examples: 

APB Entry Violation or APB Exit Violation 

At or Over Maximum 

12. Use the State Images tab (shown in Figure 14 on Page 101) to modify the Images that indicate Area states on the 
Monitoring Station for this Carpool Area. 

13. To save Areal as configured, click Save and Close. 

14. Open iSTARAreal in the iSTAR Area Editor to finish configuring it: 

a. Select iSTAR Area from the Areas and Zones drop-down list and click to open the Dynamic View list of 
the two iSTAR Areas. 

b. Double-click iSTARAreal. 

15.On the General tab, view the system-entered Doors (Entrances), Readers, adjacent Area (Areal) in the Access In 
and Access Out table rows. 

16. Configure Antipassback, Occupancy, State Images, and Trigger options for iSTARAreal, as needed. 

17. Click Save and Close. 

- or - 

Alternatively, if you want to save this Area and then create another one, click Save and New. 

Now, to successfully use this Area for Carpool Antipassback, you should create Carpool Groups. For directions, see 
Configuring a Carpool Group on Page 103. 

Viewing a List of iSTAR Areas 

You can display a list of the iSTAR Areas you have created by opening a Dynamic View of iSTAR Areas. 

NOTE 
The Dynamic Views information refreshes automatically, showing items that have changed values 
and new items that were not included before. 

To View a List of iSTAR Areas 

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

2. Select iSTAR Area from the Areas and Zones drop-down list. 

3. Click MS to open a Dynamic View listing all iSTAR Area Objects. (You can also click the down-arrow of this 
button to either view the list in the current tabbed view or open a new tabbed view.) 

• You can sort, filter, and group items in the list. 

• You can right-click an iSTAR Area in the list to open the iSTAR Area Context menu and perform any of the 
functions on that menu. (See Viewing Personnel in an Area on Page 60.) 

• You can right-click any column heading to open a context menu of all possible Area fields that can display as 
columns and add/remove fields to view status information. (For more detailed information, see Viewing 
iSTAR Area Status on the Dynamic View on Page 61.) 
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For more information on using Dynamic Views, see the Dynamic Views chapter in the C•CURE 9000 Data Views 

Guide. 

iSTAR Area List Context Menu 

The context menu that opens when you right-dick an iSTAR Area in the iSTAR Area Dynamic View includes the 

selections described in Table 3 on Page 57. 

Table 3: STAR Area List Context Menu 

Menu 
Selection 

Description 

Edit Click this menu selection to edit the selected STAR Area. The !STAR Area Editor opens (with the addition of a Groups tab. which 
displays any Groups that this Area belongs to). You can rename the STAR Area, change the description and any other attributes. 
with the exception of the STAR Cluster(s) to which the Area is assigned. 

Delete Click this menu selection to delete the selected STAR Area. A prompt appears asking you to confirm that you want to delete the 
STAR Area. Click Yes to delete the iSTAR Area or No to cancel the deletion. 

Add to 
Group 

You can add one or more selected STAR Areas to a Group of STAR Areas. When you dick this menu choice. a dialog box appears 
for you to select the Group to which to add the STAR Area(s). When you dick a Group of STAR Areas in the list, the selected STAR 
Area(s) are added to the Group. 

Set 
property 

Click this menu selection to change the value of the selected properties in the selected Cluster Area(s). See Using Set Propertyon 
Page 58. 

Export 
selection 

Click this menu selection to Open an Export...to XML or CSV file dialog box to export one or more of the selected STAR Area records 
to either an XML or a CSV file. This allows you to quiddy and easityaeate XMLJCSV reportson the selected data. 

NOTE: Although XML is the initial dela utt file type, once you choose a type in the Save as type field, whether XML or CSV, that 
becomes the default the next time this dialog box opens. 
CSV-formatted exports cannot be imported. If you require importing functionality, export to XML. 

• When you export to an XML file, all available data for the selected object(s), whether displayed in the Dynamic View or not—as 
well as all the child objects of the selected record(s), is exported. 

• When you export to a CSV file, onty data in the columns displaying in the Dynamic View is exported, and in the order displayed. 
This allows you to both select and arrange data fields for your report. In addition, exporting to a CSV file allows you to view the 
exported data in an Excel spreadsheet and further manipulate it for your use. 

For more information, see the DynamicViewschapter in the C•CURE 9000 Data Views Guide. 

NOTE: When you dick Export Selection. you are running the export on the client computer. Consequently, the system does not 
use the Default Export Directory Path—which is on the server. It opens a directory on the client, reverting to the last directory 
used. You can navigate to the default export server directory, if you wish. Or to avoid confusion or use the same destination 
folder for both client and server computers. you can use UNC (Universal Naming Convention) paths, for example: 
\\Computer Name\Program F iles1Softwa re House\SWHouse\SWHSystem\Export. 

Find in 
Audit Log 

Click this menu selection to Open a Query Parameters dialog boxy which you can enter prompts and/or modify the Query criteria to 
search for entries in the Audit Log that reference the selected STAR Area. When found the results display in a separate Dynamic 
View. 

Find in 
Journal 

Click this menu selection to Open a Query Parameters dialog box in which you can enter prompts and/or modify the Ouerycriteria to 
search for entries in the Journal that reference the selected STAR Area. When found the resuttsdisplay in a separate Dynamic 
View. 

Monitor Click this to for the STAR Area(s), Door Triggermenu selection view activity selected and any and -with-target-Event children, on an 
Admin Monitor Activity Viewer. For more information, see 'Monitoring an Object from the Administration Station' in the C•CURE 
9000 Getting Started Guide. 
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STAR Area List Context Menu (continued) 

Menu 

Selection 

Description 

Display 
Personnel 
in Area 

Click this menu selection to open the Personnel In Area Dynamic View. Thislist includes: 

• For a 'regular' Area -Allof the Personnelcurrentty in the Area. Bydefautt, shows the Person's name and the Area Name. 

• For a CarpoolArea-Alto( the Carpool Group Personnelcurrentty in the CarpoolArea. Bydefautt, shows the Person's name. 
Carpool Group, Carpool Driver, and the Carpool Area Name. 

(See Viewing Personnel in an Area on Page 60.) 

You can also right-click any column heading to view a list of other available Personnel fields that can display as columns. For more 
information, see the Dynamic Views cha pter in the C•CURE 9000 Data Views Guide. 

Display 
Occupancy 
Personnel 
Groups 

Click this menu selection to open the Personnel Groups for Area Dynamic View. Thislist includes all of the Personnel Groups 
currentty configured for the Area. By dela utt, the Dynamic View shows the Personnel Group name, Personnel Count, Maximum and 
Minimum Occupancy Limits, and Area Name. (See Viewing Personnel GroupsAssociated with an Area on Page 60.) 

You can also use the Set Property option on the right-dick context menu to reset the Personnel Count for an Area Personnel 
Group. 

For more information. see the Dynamic Views chapter in the C•CURE 9000 Data Views Guide. 

Clear Area 
Counts 

Click this menu selection to return the Personnelcount for all selected Areas. including in Area Personnel Groups, too (zero). 

Show 
Occupancy 
Mode 
Causes 

Click this menu selection to open an Occupancy Mode Cause List dialog box for the Area. (See Viewing Occupancy Mode Causes for 
an Area on Page 64.) 

De-muster 
Area 

Click this menu selection to de-muster Mustering Area(s) when the emergency is over. The system updates the Area counts to 
reflect the number of Personnel being moved from the Mustering Area(s) to the De-muster Area(s). 

NOTE: This action requires a confirmation. 
This action is not available for Carpool Areas. 

Remove All 
Personnel 
from Area 

Click this menu selection to clear all Personnel from the Area(s), returning all Personnel, Visitor, and Escort counts to 0 (zero). 

NOTE: This action requites a confirmation, but does not grace the Personnel removed from the Area. In addition, it warns you that: 

- Counts may not be accurate if there are actuary personnel in the Area(s) when you perform the action. 

- The action may cause unexpected results if the Area(s) is configured for Occupancy or antipassback. 

Show 
Association 

Click this menu selection to view a list of Security Objects associated with this STAR Area. For more information, see •Showing 
Associations for an Object• in the C•CURE 9000 Getting Started Guide. 

Using Set Property 

Click the Set Property menu selection to change the value of the selected properties in the selected iSTAR Area(s). 

A dialog box appears asking you to select a property to change. Click 0 to open a selection list and click the 

property you wish to change. You can then change the value of the following properties: 

NOTE 
The counts for Area Manager, Conditionally Admitted Personnel, and Managed Personnel can only 

be reset to 0 (zero). However, you should do this only if you are certain that no such Personnel are 

currently in the iSTAR Area. Otherwise, changing the count to zero could cause unwanted 

consequences. 
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■ Area Manager Count - You can reset the count for the Dynamic Area Manager in the iSTAR Area to 0 (zero) by 
selecting this property and typing in that value. (The count could have become incorrect due to loss of Host-to-
Controller communications.) 

■ Conditionally Admitted Count - You can reset the count for Personnel admitted conditionally to the iSTAR Area 
to 0 (zero) by selecting this property and typing in that value. (The count could have become incorrect due to loss 
of Host-to-Controller communications.) 

■ Description - You can change the textual description of the iSTAR Area(s) by selecting this property and typing 
in a new value. 

■ Enforce Timed APB Only - You can determine whether or not the iSTAR Area(s) is/are subject only to the timed 
antipassback rules —not to the regular antipassback rules —by selecting this property and selecting/clearing the 
Value check box. 

■ Escort Count - You can reset the count of Escorts in the iSTAR Area(s) by selecting this property and typing in a 
new value. (The count could have become incorrect due to tailgating or loss of Host-to-Controller 
communications.) 

■ Escort Enforcement Option - You can determine whether or not the iSTAR Area(s) require(s) an Escort to swipe 
his/her card for an Escorted Visitor to enter by selecting this property and selecting the appropriate value. 

■ Escort Required in Area - You can determine whether or not the iSTAR Area(s) require(s) an Escort to remain in 
the Area with the Escorted Visitor(s) at all times by selecting this property and selecting/clearing the Value 
check box. 

■ Escorted Visitor Count - You can reset the count of Escorted Visitors in the iSTAR Area(s) by selecting this 
property and typing in a new value. (The count could have become incorrect due to tailgating or loss of Host-to-
Controller communications.) 

■ Managed Personnel Count - You can reset the count for Personnel admitted to the iSTAR Area by the Dynamic 
Area Manager to 0 (zero) by selecting this property and typing in that value. (The count could have become 
incorrect due to loss of Host-to-Controller communications.) 

■ Personnel Count - You can reset the count of Personnel in the iSTAR Area(s) by selecting this property and 
typing in a new value. (An Area's count could have become incorrect due to tailgating or loss of Host-to-
Controller communications.) 

■ Personnel Group Access Limited - You can determine whether or not the iSTAR Area(s) limit access to the Area 
only to Personnel with Clearance belonging to any Groups configured for the Area(s) by selecting this property 
and selecting/clearing the Value check box. 

■ Personnel Group Count Access - You can determine whether or not the iSTAR Area(s) allow Personnel with 
Clearance from any Groups configured for the Area(s) to enter and exit the Area even though the numbers 
entered in the Maximum/Minimum fields have or have not been reached by selecting this property and 
selecting/clearing the Value check box. 

■ Valid Exit Clears Timed APB - You can determine whether or not the iSTAR Area(s) allow a person's valid exit 
to clear the timed antipassback rules (permitting this person to immediately re-enter the Area) by selecting this 
property and selecting/clearing the Value check box. 

C•CURE 9000 Areas and Zones User Guide Chapter 1 59 

EFTA01224700



Basic iSTAR Area Tasks 

Viewing Personnel in an Area 

You can select an existing iSTAR Area or Carpool Area on the Dynamic View and display a list of the Personnel 
currently in the Area. 

■ For a 'regular' Area, the list displays all of the Personnel currently in that Area. 

■ For a Carpool Area, the list displays all of the Carpool Group Personnel currently in that Carpool Area. 

To View the Personnel in an Area 

1. On the iSTAR Area Dynamic View, right-click a 'regular' iSTAR Area in the list to open the iSTAR Area Context 
menu. (See iSTAR Area List Context Menu on Page 57.) 

2. Click Display Personnel in Area. A list of the Personnel currently in the Area displays. 

By default, the Dynamic View is titled "Personnel in Area" and shows the Person's name and the Area Name. 

You can also right-click any column heading to view a list of other available Personnel fields that can display as 
columns, such as Antipassback Event, Antipassback Exempt, or Escort Option status. 

If new Personnel are granted access and enter the Area or other Personnel leave while this Dynamic View is 
open, the list updates automatically. 

For more information, see the Dynamic Views chapter in the C• CURE 9000 Data Views Guide. 

To View the Carpool Group Personnel in a Carpool Area 

1. On the iSTAR Area Dynamic View, right-click a Carpool Area in the list to open the iSTAR Area Context menu. 
(See iSTAR Area List Context Menu on Page 57.) 

2. Click Display Personnel in Area. A list of the Carpool Group Personnel currently in the Carpool Area displays. 

By default, the Dynamic View is titled "Carpool Members in Area" and shows only the Person's name, Carpool 
Group, Carpool Driver, and the Carpool Area Name. 

If new Carpool Group Personnel are granted access and enter the Carpool Area or other Personnel leave while 
this Dynamic View is open, the list updates automatically. 

Viewing Personnel Groups Associated with an Area 

You can select an existing iSTAR Area on the Dynamic View and display a list of the Personnel Groups currently 
configured for the Area —including Carpool Groups for Carpool Areas . 

 a 
To View the Personnel Groups for an Area 

1. On the iSTAR Area Dynamic View, right-click an iSTAR Area in the list to open the iSTAR Area Context menu 
(see iSTAR Area List Context Menu on Page 57). 

2. Click Display Occupancy Personnel Groups. A list of the Personnel Groups configured for the Area displays. 
(For Carpool Areas, the list includes its associated Carpool Groups.) 

By default, the Dynamic View shows the Personnel Group's name, the Personnel Count, the Maximum and 
Minimum Occupancy Limits, and the Area Name. You can also use the Set Property option on the right-click 
context menu to reset the Personnel Count for an Area Personnel Group. 

For more information, see the Dynamic Views chapter in the C• CURE 9000 Data Views Guide. 
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Viewing the Status of an iSTAR Area 

You can view basic status information about an Area in three different places: 

■ Administration application 

• Viewing iSTAR Area Status on the Dynamic View on Page 61. 

• Viewing Occupancy Mode Causes for an Area on Page 64. 

• Viewing Area Status on the Status Tab on Page 100. 

■ Monitoring Station: Explorer Bar>Non-Hardware Status> Areas>Status List - Area - see the Monitoring Status 
chapter in the 0 CURE 9000 Monitoring Station Guide. 

Viewing iSTAR Area Status on the Dynamic View 

This section briefly describes procedures for displaying iSTAR Area status information on the iSTAR Area dynamic 
view. However, these changes are only in effect while you have the View open. To actually change the View 
permanently, you need to configure the view and save your changes. For information, see the Dynamic Views 
chapter in the C• CURE 9000 Data Views Guide. 

To View iSTAR Area Status Information 

1. On the iSTAR Area Dynamic View, right-click any column heading. 

A context menu appears with a short list of Area fields —some that display as column headings and some that 

do not. Fields that are currently displayed in the view are marked with a 

2. Click More columns... at the bottom of the list. 

A list of all available iSTAR Area fields that can display as columns appears. 
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3. To add fields as columns to view status information, select one or more fields from the list using CTRL+Left-
click or SHIFT+Left-click and then click OK. 

Example: 

Escort Enforcement Option/Escort Required in Area/Group Maximum Occupancy Status/Group Minimum 
Occupancy Status/Maximum Occupancy Limit/Maximum Occupancy Restriction/Maximum Occupancy Status 

4. To remove a field as a column in the Dynamic View, click a field in the list that has a 

5. To change the left/right order of the columns to your liking, click any column heading and drag that column to 
a new position. The Dynamic View columns are adjusted to the new column order you established. 

6. To change the column width: 
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a. move the cursor to the edge of the column heading you wish to resize. The cursor changes to +. 

b. Drag this cursor to the left or right and release the mouse button to make the column wider or narrower. 
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Viewing Occupancy Mode Causes for an Area 

You can select an existing iSTAR Area on the Dynamic View and display a list of the causes for the Area's current 
Occupancy Mode. For more information about Occupancy mode, see: 

■ How Area Occupancy Configuration Affects Occupancy Mode on Page 81 

■ iSTAR Area Status Tab on Page 99 

■ Configuring Event Actions to Affect Areas on Page 114 

"MI

To View the Occupancy Mode Causes for an Area 

1. On the ISTAR Area Dynamic View, right-click an iSTAR Area in the list to open the iSTAR Area Context menu. 

2. Click Show Occupancy Mode Causes. A list such as that shown in the example in Figure 5 on Page 64 displays. 

Figure 5: Occupancy Mode Cause List for STAR Area 

By default, the Dynamic View shows the Cause, the Action, the Date and Time, and the Priority of the Action. 
The causes are listed in order of priority, except when the priorities are equal —in which case they are listed by 
time. 

Modifying an iSTAR Area 

■ For a Cluster Area - You can do the following: 

• Change the Area's Ouster only if you remove all the Doors from the Access In table. 

• Change the Area to a Cross-Cluster type Area. 

■ For a Cross-Cluster Area - You cannot change it into a Cluster type Area. 

In addition, while you cannot change the Doors, Readers, and Adjacent Areas on an existing row, you can remove 
the relevant table row and make new selections. 
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NOTE 
Because counting for Areas configured for occupancy is done by iSTAR Controllers, while it is done by 
the host for non-occupancy Areas, you can corrupt the count if you change an existing Area from 
occupancy to non-occupancy—or vice versa. To keep the Area counts correct, you should only make 
such changes to Areas when the system is not busy and the Areas are empty. Alternatively, if there 
are Personnel in the Area, you can use the Set Property option on the right-click context menu on the 
Areas Dynamic View to reset the count for the Area. 

To Modify an iSTAR Area 

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

2. Select iSTAR Area from the Areas and Zones drop-down list. 

3. Click Moir to open a Dynamic View showing all iSTAR Area Objects. 

4. Right-click the iSTAR Area in the list that you want to change and select Edit from the context menu that 
appears. 

- Or - 

Double-click the iSTAR Area you want to change. 

The iSTAR Area Editor opens for you to edit the Area making changes as you wish in the fields on the top of the 
editor, and on any of the tabs. (The Editor now includes a Groups tab that displays any Groups to which this 
iSTAR Area belongs.) 

NOTE 
On the General tab: 

• To change the Cluster selection for a Cluster Area, you must remove all the Doors from the 
Access In table. 

• To change the Doors, Readers, and Adjacent Areas, remove the relevant table row and make new 
selections. 

5. To save the modified Area, click Save and Close. 

- Or - 

If you want to save the Area and then create a new one, click Save and New. The current iSTAR Area is saved 
and closed, but the iSTAR Area Editor remains open ready for a new iSTAR Area. 

Deleting an iSTAR Area 

You can delete an iSTAR Area, if you also have Edit permission for any Personnel who may currently be in the Area. 
Deleting an Area with assigned Doors removes the association between the Area and the assigned Doors and 
Readers. 

NOTE 
You cannot delete an Area if it is configured as the de-mustering Area for a Muster Area. 

To Delete an iSTAR Area 

In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 
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2. Select iSTAR Area from the Areas and Zones drop-down list. 

3. Click Raul to open a Dynamic View showing all iSTAR Area Objects. 

4. Right-click the iSTAR Area in the list that you want to delete and select Delete from the context menu that 
appears. 

5. Click Yes on the "Are you sure you want to delete the selected iSTAR Area?" message box. 

Setting a Property for an iSTAR Area 

You can use Set Property to quickly set a property for an iSTAR Area without opening the iSTAR Area Editor. You 
use Set Property for mass updates. See Table 3 on Page 57 for the properties that can be changed. 

To Set a Property for iSTAR Areas 

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

2. Select iSTAR Area from the Areas and Zones drop-down list. 

3. Click Ma to open a Dynamic View showing all iSTAR Area Objects. 

4. Right-click the iSTAR Area in the list for which you want to set the property and select Set Property from the 
context menu. 

5. Specify the property for the Area. Click the drop-down button to see a list of properties. 

6. Enter the value for the property and click OK. 

7. Click OK on the Setting Properties of iSTAR Area message box. 

Adding an iSTAR Area to a Group 

You can use Add To Group to add the iSTAR Area Object to a Group. 

To Add iSTAR Areas To a Group 

1. Make sure that the Group is already configured for the iSTAR Area to be added to it. 

2. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

3. Select iSTAR Area from the Areas and Zones drop-down list. 

4. Click Pa  to open a Dynamic View showing all iSTAR Area Objects. 

5. Right-click the Area in the list that you want to add to a Group and select Add To Group from the context menu. 

6. When the Group list displays, select the Group you want to add the iSTAR Area to. 

The name and description of the Group display on the Groups tab of the iSTAR Area Editor. 
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iSTAR Area Editor 

The iSTAR Area Editor, shown in Figure 6 on Page 68, in C•CURE 9000 lets you create and modify iSTAR Area 
Objects.The iSTAR Area Editor displays the following tabs for configuring Areas: 

• iSTAR Area General Tab on Page 67 

• iSTAR Area Antipassback Tab on Page 74 

• iSTAR Area Occupancy Tab on Page 78 

• iSTAR Area Escort Tab on Page 87 

• iSTAR Area Muster Tab on Page 90 

• iSTAR Area Triggers Tab on Page 94 

• iSTAR Area Status Tab on Page 99 

• iSTAR Area State Images Tab on Page 100 

• iSTAR Area Groups Tab on Page 98 (when editing an existing Area) 

The iSTAR Area Editor has the buttons described in Table 4 on Page 67. 

Table 4: STAR Area Editor Buttons 

Button Description 

Save 
and 
Close 

Cie( this button when you have completed any dianges to the iSTAR Area and wish to save those changes. The STAR Area doses. 

Save 
and 
New 

Click thls button when you have completed any changes to the STAR Area and wish to save those ctanges and also create a new 
STAR Area. The STAR Area you were editing is saved, and a new STAR Area opens (either Wank or including template information if 
you were using a template to create the new STAR Area). 

this button when you want to dose the STAR Area Editor without saving your changes. 

A warning appears asking whether or not you want to save your changes before closing the editor. Click Yee to exit and save and No to 
expand cancel your changes. 

EXI Click 

'STAR Area General Tab 

The iSTAR Area General tab, shown in Figure 6 on Page 68, lets you determine whether the Area is a Cluster Area 
or a Cross-Cluster Area and then define the Area's Doors, Readers, and adjacent Areas. 

Definitions for this tab are provided in: 

• iSTAR Area Editor Definitions on Page 68. 

• iSTAR Area General Tab Definitions on Page 69. 
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F igu re 6: 'STAR Area Editor General Tab 
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General Tab Tasks 

You use the General tab to accomplish the tasks listed below, needed to configure an iSTAR Area. The procedural 

steps for each task are detailed in the following subsections. 

• Configuring iSl'AR Area Doors, Readers, and Adjacent Areas on Page 70 

• Deleting iSl'AR Area Doors, Readers, and Adjacent Areas on Page 72 

• Configuring a Global Antipassback Area on Page 72 

iSTAR Area Editor Definitions 

The iSTAR Area Editor has the fields shown in Table 5 on Page 68. 

Table 5: STAR Area Fields 

Fields/Buttons Description 

Name Enter a unique name. up to 100 characters, to identify the STAR Area. 

Description Enter a description of the STAR Area. up to 255 characters. 

Partition A read-onty field displaying the name of the Partition to which this STAR Area belongs. (This field is visible onty if the C•CURE 
9000 system is partitioned.) 

• A Cluster Area has the same Partition as its selected STAR Cluster. If the Cluster's Partition changes, then the Area's 
Partition changes accordingty. 

• A Cross-Cluster Area (Global Antipassback STAR Area) has the same Partition as the 'New Object Partition' in which it 
was created. The STAR Clusters can be in any Partitions. 
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STAR Area Fields (continued) 

Fields/Buttons Description 

Maintenance 
Mode 

Select this check box to put this Area into Maintenance Mode so whether or not Events, Status, and Activity related to this Area 
display on the Monitoring Station depends on the Operator's Privilege and the Application Layout assigned. For detailed 
information, see the Maintenance Mode chapter in the C•CURE 9000 Hardware Configuration Guide. 

iSTAR Area General Tab Definitions 

The iSTAR Area General tab has the buttons shown in Table 6 on Page 69 (in the Access In table) and the fields 

shown in Table 7 on Page 69. 

Table 6: STAR Area Editor- General Tab Buttons 

Button Description 

Add Click this button to add a new blank row to the Access In table. Each new row is added after the last. 

Remove Click this button to remove a selected row from the Access In table. You have to click the row selector i' 
If no row is selected. this button is not available. 

to select a row to remove. 

Table 7: 'STAR Area Editor - General Tab Fields 

Fields/Buttons Description 

Area Type 

Type Click the down-arrow to select the type of Area you want thisArea to be from the drop-down list: 

• Cluster Area - Select to limit thisArea to a single STAR Cluster 

• Cross-Cluster Area - Select to allow thisArea to cross iSTAR Clusters and enforce Global Antipassback. 

If you select Cross-Cluster Area, the Cluster field is replaced with the read-only label. Global Ant I pass back STAR 
Area. and the Add button in the Access In table becomes immediately available. 

NOTE: Once you configure and save a Cross-Cluster Area, you cannot change it back to a Cluster Area. You can, however, 
change a Cluster Area into a Cross-Cluster Area. 

Cluster For a Cluster Area Type Area, select the STAR Cluster that controls the Area. 

NOTE: The Add button in the Access In table becomes available when you select the Cluster. 

Once you select the Cluster and add Doors to the Area. you cannot change the Cluster. Conversely, if you remove all 
Doors from the table. the Cluster field becomes available and you can make another selection. 
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STAR Area Editor General Tab Fields (continued) 

Fields/Buttons Description 

Access In 

Dcor 
Click in the Door field to display 0 , and then click this button to select an Entry Door from the dialog box that appears. 

• For a Cluster Area, the Door must belong to the selected Cluster and not yet be assigned to anyArea (The list displays 
only valid Doors.) 

• For a Cross-Cluster Area, the Door can belong to any Cluster in the system that enforces Global Antipassback as well as 
Cluster Antipassback. It cannot belong to a Cluster configured for Cluster Antipassback only. (The list displays only valid 
Doors.) 

Once a Door is selected, the Areas & Zones tab on the Door Editor displays read-only Area information. See Viewing Area 
Information on the Door Editor on Page 121. 

NOTE: Once a Door is selected for a row, it cannot be changed, although the entire row can be removed. 

Reader 
Click in the Reader field to display 0, and then click this button to select an Entry Reader from the dialog box that appears. 
Each Door must have at least one Reader. 

NOTE: If you selected a Door in the first field. only Readers configured for that Door appear in the list and can be associated 
with the Area. If you did not select a Door, the Reader list is not filtered and includes all the Readers in the system—
both Readers on STAR Clusters configured only for Cluster Antipassback and Global-Antipassback-enabled STAR 
Clusters. However, the system will not let you save the Area with an invalid Reader.) 

You can change the Reader selection until this Area configuration is saved. After that the Reader cannot be changed, 
although the entire row can be removed. 

The Access In Reader for a given Area will always be the Access Out Reader for the adjacent Area. 

Example: 

If a Door and its single Reader are configured as Access In to Area A. the editor for the adjacent Area B shows the 
Door and Reader asAccess Out to Area A. 

Enters from Area 
Click in this field to display 0, and then click this button to select an adjacent Area from the dialog box that appears. 

Access Out This table is populated automatically when an entry is made to the Access In table. 

Door • If a Door selected in the Access In table has two Readers, the system automatically enters the same Door and adjacent 
Area in thisAccess Out table. The Reader shown in this table is the other Reader on the Door. 

• If a Door selected in the Access In table has only one Reader, no entry is made for that Door in this Access Out table. Reader 

Exits to Area 

Configuring iSTAR Area Doors, Readers, and Adjacent Areas 

• For a Cluster Area, this procedure assumes that you have already 

• Selected the iSTAR Cluster for the Area. 

• Configured iSTAR Doors and Readers for the Cluster. 

• For a Cross-Cluster Area, this procedure assumes that you have already 

• Configured iSTAR Clusters for Global Antipassback in addition to Cluster Antipassback. 

• Configured iSTAR Doors and Readers for the Clusters. 
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To Configure iSTAR Area Doors, Readers. and Adjacent Areas 

I . Create or modify an iSTAR Area. See: 

■ Configuring an iSTAR Area on Page 53 

■ Modifying an iSTAR Area on Page 64 

2. On the General tab of the iSTAR Area Editor in the Access In box, click Add to create a new row. 

3. Click in the Door field to display Q and click this button. 

A selection list opens with the Doors available for iSTAR Areas. 

4. Click a Door to add it to the row. 

Example: 

ClusterProControllerl Doorl 

5. Click in the Reader field to display GJ and click this button. 

A selection list opens with the Readers available for iSTAR Areas. 

6. Click a Reader to add it to the row. 

Example: 

iSTAR Readerl-ACM1-iSTARProClusterlControllerl 

As soon as the Reader is selected, if it was one of two Readers on the selected Door, the system populates the 
row in the Access Out box with the same Door and the other Reader. 

Example: 

Door: ClusterProControllerl Doorl 

Reader: iSTAR Reader2-A03414STARProCluster1Controllell 

7. Click in the Enters from Area field to display ri and click this button. 

A selection list opens with the iSTAR Areas available to be the adjacent Area. 

8. Click an Area to add it to the row. 

Example: 

ClusterProArea2 

The selected adjacent Area is now entered not only as the Enters from Area for the Access In table, but has 
also been entered by the system as the Exits To Area for the row in the Access Out table. 
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The General tab now appears as shown in the following example: 
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9. To configure more Doors for this iSTAR Area, click Add in the Access In box and repeat the preceding steps. 

Deleting iSTAR Area Doors, Readers, and Adjacent Areas 

Once you have selected a Door for a row, it cannot be changed. In addition once you have selected a Reader and an 
adjacent Area for a row, you can modify them only until you save the Area. After that you cannot modify any Object 
in a row. You can, however, delete the entire row—thus removing the Door, Reader, and Adjacent Area from the 
Area configuration. 

To Delete an 'STAR Area Door 

1. On the General tab of the iSTAR Area Editor in the Access In box, click a row to select it. 

2. Click Remove to delete the Door/Reader row. 

The row is deleted. If the deleted Door had two Readers, the system also deletes the related row in the Access 
Out box. 

NOTE 
While you can actually select a row in the Access Out box, the Remove button remains 
unavailable. Consequently, you cannot delete the row directly, only by deleting the related 
row in the Access In box. 

Configuring a Global Antipassback Area 

To Configure a Global Antipassback Area 

I. First create an iSTAR Cluster that enforces Global Antipassback. 

a. In the Navigation Pane of the Administration Workstation, click the Hardware pane button. 

b. Click the Hardware drop-down list, select iSTAR Cluster, and click New. 
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Click In • to open a Dynamic View showing a list of all existing iSTAR Clusters or expand the Hardware 
Tree, and in the Dynamic View list/Tree, select the iSTAR Ouster you want to configure and click Edit from 
the context menu that appears. 

c. On the iSTAR Cluster Editor, click to open the Area Tab. 

d. In the Global Antipassback box, click to select the Cluster enforces iSTAR Global antipassback as well as 
iSTAR Cluster antipassback option. 

2. Configure Doors and Readers for this iSTAR Cluster. 

3. Create or modify an iSTAR Area. See: 

■ Configuring an iSTAR Area on Page 53 

■ Modifying an iSTAR Area on Page 64. 

4. On the General tab of the iSTAR Area Editor in the Area Type box, click the down-arrow and select the Cross-
Cluster Area. 

5. In the Access In box, click Add to create a new row. 

6. Click in the Door field to display and click this button. 

A selection list opens with the Doors available for iSTAR Cross-Ouster Areas. (Only Doors on iSTAR Clusters 
enabled for Global Antipassback and Cluster Antipassback are included in this list.) 

7. Click a Door to add it to the row. 

8. Click in the Reader field to display C73 and click this button. 

A selection list opens with the Readers available for iSTAR Areas. 

If you selected a Door in the first field, only Readers configured for that Door appear in the 
list to be associated with the Area. Consequently, these will be Readers on Global-
Antipassback-enabled iSTAR Clusters. 
If you did not select a Door first, the Reader list is not filtered and includes all the Readers 
in the system—even those on iSTAR Clusters configured only for Ouster Antipassback. 
The system, however, will not allow you to save the Area with an invalid Reader. 

NOTE 

9. Click a Reader to add it to the row. 

As soon as the Reader is selected, if it was one of two Readers on the selected Door, the system populates the 
row in the Access Out box with the same Door and the other Reader. 

10. Click in the Enters from Area field to display 0  and click this button. 

A selection list opens with the iSTAR Areas available to be the adjacent Area. This list includes all the Areas in 
the system because you can enter a Cross-Cluster Area from Ouster Areas as well as from other Cross-Cluster 
Areas. 

11. Click an Area to add it to the row. 

The selected adjacent Area is now entered not only as the Enters from Area for the Access In table, but has also 
been entered by the system as the Exits To Area for the row in the Access Out table. 
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iSTAR Area Antipassback Tab 

The iSTAR Area Antipassback tab, shown in Figure 7 on Page 74, lets you define the type of Antipassback for the 
iSTAR Area and its related options as well as the parameters for Area Lockout. You can also use this tab to configure 
the iSTAR Area as a Carpool Area instead of a Personnel Area. (Carpool Areas cannot be Cross-Cluster.) 

To configure antipassback you need at least two iSTAR Areas controlled by Readers —both an Access In Reader and 
an Access Out Reader. 

• For Cluster Antipassback - the readers must be on the same Ouster. 

• For Global Antipassback (Cross-Cluster) - the readers can be on any Clusters that are configured for Global APB 
as well as for Cluster APB. 

Definitions for this tab are provided in iSTAR Area Antipassback Tab Definitions on Page 74. 

Figure 7: 'STAR Area Editor Antlpassback Tab 
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Antipassback Tab Tasks 

You use the Antipassback tab to accomplish the tasks listed below, to configure an iSTAR Area. The procedural 
steps for each task are detailed in the following subsections. 

• Configuring Regular Antipassback for iSTAR Areas on Page 76 

• Configuring Timed Antipassback for iSTAR Areas on Page 76 

• Configuring Carpool Antipassback for iSTAR Areas on Page 77 

• Configuring Lockout for iSTAR Areas on Page 77 

To configure how antipassback is enforced when the Ouster is in communications failure, see Configuring iSTAR 
Clusters for APB Comm Fail Modes and Global Antipassback on Page 105. 

iSTAR Area Antipassback Tab Definitions 

The iSTAR Area Antipassback tab has the fields shown in Table 8 on Page 75. 
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Table 8: STAR Area Editor Antipassback Tab Fields 

Fields/Buttons Description 

Antipassback 

Antipassback 
Enforcement 
Type 

Click the down-arrow to select from the drop-down list the type of Antipassback for the Area. 

None - No antipassbackchecking is enforced. Personnel may enter and exit the Area if they have valid clearance. This is the 
default. 

Ant I pass back - Regular antipassback checking is enforced. Antipassback violations occur when Personnel try to enter the 
Area they cu r rentty occupy (according to the system) or any non-adjacent Area. 

Timed Ant I pass back - Timed antipassback checking is enforced. Timed APB violations occur when Personnel try to re-
enter the Area theycurrenttyoccupy (according to the system) within a specified time period. After the specified time has 
elapsed, Personnel are allowed to re-enter the Area, even if they have not exited validty. (However, for tracking purposes, 
Personnel are considered to be in the area until they exit vabdty—even if the antipassback timer period has elapsed.) 

NOTE: Bydefault. Timed APB Areas also enforce Regular APB rules. Personnel must exit an Area before entering a non-
adjacent Area. 

Trigger violation 
on re-entry 
within: days- 
hours: 
minutes 

NOTE:This field is available onty if Timed Antipassback is selected in the preceding field as the Enforcement type. 

Enter in days, hours, and minutes the time to elapse before the person can re-enter the Area. (The maximum allowed interval 
is seven days.) 

Enforce Timed 
Antipassback 
Only 

NOTE: This field is available onty if Timed Ant I passback is selected as the Enforcement type. 

Select this check box to indicate that only the timed APB rule should be enforced on this Area, not the regular APB rules. The 
default iscleared. 

Thus, when Personnel attempt to exit/enter an Area configured with this option: 

• Regular APB exit rules are not checked and theycan exit. 

• Regular APB entrance rules are not checked— so if the APB timer period has already elapsed for the person, they can 
enter. 

NOTE: If regular APB is configured on an adjacent Area, that Area still enforces the regular APB rules before granting either 
entry/exit. 

Valid Exit Clears 
Timer 

NOTE: This field is available onty if 7 lined Ant I pass back is selected as the Enforcement type. 

Select this check box to indicate that if Personnel vabdty exit this Area, their APB time period is cancelled so they can re-enter 
the Area at once. The default is cleared. 

CarpoolArea NOTE: This feld is available only if this a Cluster Area and not a Cross-Cluster Area. 

Select thischeck box to designate the Area as a CarpoolArea. 

NOTE: If thisoption is selected, making this a CarpoolArea, you must select an Antlpassback Enforcement Type on the 
top of the tab: either Ant I pass back (regular) or Timed Ant I pass back. (The re-entry time limit for Timed 
Antipassback is the same for a Carpool Area as for a non-Carpool Area—a maximum of 7 days.) 

Allow any person 
in carpool grou p 
to exit area 

Select thisoption if you want to allow Personnel to use different cards from the same Carpool Group for entering and exiting 
the Carpool Area. (This means that even if cardholder one's card was used to enter the Area, cardholder two, three, or four 
from the same Carpool Group can use his/her card to exit.) 

Area Lockout 

Target STAR 
Lockout Area or 
Target STAR 
Area Group 

Click 0 to display a dialog box with a list of STAR Areas/STAR Area Groups and select the STAR Area or STAR Area 
Group that you want as the Lockout target Area. 
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STAR Area Editor - Antipassback Tab Fields (continued) 

Fields/Buttons Description 

Lacknitt Time Enter the time in days, hours, and minutes that must elapse before the person can enter the target Area after accessing this 
Lofton( Area. 

The default value is 0 (zero' indicating that Area Larkiv It is not configured for this STAR Area. The maximum allowed interval 
is five days. 

Valid card 
rejection or admit 
unused access 
causes lockout 

NOTE: This option is avalable only d a target iSTAR Area/STAR Area Group is selected in the first field in the Area Lockout 
box. 

Select this option to indicate that any card swipe, even it results in a reject or with a valid admit but an unopened door, causes 
the person to be locked out of the target STAR Area/STAR Area Group. 

Configuring Regular Antipassback for iSTAR Areas 

To Configure Regular Antipassback for an Area 

1. Create or modify an iSTAR Area. See: 

■ Configuring an iSTAR Area on Page 53 

■ Modifying an iSTAR Area on Page 64 

2. On the iSTAR Area Editor, click the Antipassback tab to open. 

3. Click the down-arrow in the Antipassback Enforcement Type field to display a drop-down list with three 
choices: Antipassback, Timed Antipassback, and None. (The default is None.) 

4. Click Antipassback to have regular antipassback enforced for this iSTAR Area. 

Configuring Timed Antipassback for iSTAR Areas 

To Configure Timed Antipassback for an Area 

1. Create or modify an iSTAR Area. See: 

■ Configuring an iSTAR Area on Page 53 

■ Modifying an iSTAR Area on Page 64 

2. On the iSTAR Area Editor, click the Antipassback tab to open. 

3. Click the down-arrow in the Antipassback Enforcement Type field to display a drop-down list with three 
choices: Antipassback, Timed Antipassback, and None. (The default is None.) 

4. Click Timed Antipassback to have timed antipassback enforced for this iSTAR Area. 

When you select Timed Antipassback, the Trigger violation on re-entry within.... field and the Enforce Timed 
Antipassback Only and the Valid Exit Clears Timer check boxes become available. 

5. In the Trigger violation on re-entry within: days - hours: minutes field, enter the time period that must elapse 
after a person enters the Area before he/she can re-enter. 

6. To configure this iSTAR Area so it does not enforce regular antipassback rules as usual (the default), only timed 
antipassback rules, select the Enforce Timed Antipassback Only check box. 
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7. To configure this iSTAR Area so that a person who validly exits has their APB Timer period erased, click to 
select the Valid Exit Clears Timer check box. This allows such a person to immediately reenter the Area. 

Configuring Carpool Antipassback for iSTAR Areas 

To Configure Carpool Antipassback for an Area 

1. Create or modify an iSTAR Area. See: 

■ Configuring an iSTAR Area on Page 53 

■ Modifying an iSTAR Area on Page 64 

2. On the iSTAR Area Editor, click the Antipassback tab to open. 

3. Click to select the Carpool Area check box to make this a Carpool Area. 

4. To configure this Carpool Area so anyone in the Carpool Group can validly swipe to exit the Area, not only the 
driver, click to select the Allow any person in carpool group to exit area check box. 

5. Click the down-arrow in the Antipassback Enforcement Type field to display a drop-down list with three 
choices: Antipassback, Timed Antipassback, and None. (The default is None.) 

6. Click Antipassback to have regular antipassback enforced for this Carpool Area. 

Click Timed Antipassback to have timed antipassback enforced for this Carpool Area. 

7. If you select Timed Antipassback, the Trigger violation on re-entry within.... field and the Enforce Timed 
Antipassback Only and the Valid Exit Clears Timer check boxes become available. Configure them as required: 

a. In the Trigger violation on re-entry within: days - hours: minutes field, enter the time period that must elapse 
after a Carpool Group enters the Area before the Group can re-enter. 

b. To configure this Carpool Area so it enforces only timed antipassback rules —not the usual, regular 
antipassback rules (the default), select the Enforce Timed Antipassback Only check box. 

c. To configure this Carpool Area so a validly exiting Carpool Group has their APB Timer period erased, click to 
select the Valid Exit Clears Timer check box. This allows such a Carpool Group to immediately re-enter the 
Area. 

Configuring Lockout for iSTAR Areas 

To Configure Lockout for an ISTAR Area 

1. Create or modify an iSTAR Area. See: 

■ Configuring an iSTAR Area on Page 53 

■ Modifying an iSTAR Area on Page 64 

2. On the iSTAR Area Editor, click the Antipassback tab to open. 

3. Click EJ next to the Target iSTAR Lockout Area or Target iSTAR Area Group field to display a selection list 
with the iSTAR Areas and iSTAR Area Groups available as lockout targets. 
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NOTE 
You can only select groups for Lockout that were configured with a Group Type of 'iSTAR Area'. 

4. Click an iSTAR Area/iSTAR Area Group to select it as the target. 

5. In the Lockout Time field, enter the time in days, hours, and minutes that the cardholder will be locked out of 
the specified target iSTAR Area after accessing this Lockout Area. 

6. Select the optional Valid card rejection or admit unused access causes lockout option if you want any and every 
card swipe at the Lockout Area reader to cause the person to be locked out of the target Area. 

7. On the Area tab of the iSTAR Cluster Editor for the Area's Ouster, select No access as the Cluster Antipassback 
Communication Failure Mode. For information, see the C•CURE 9000 Hardware Guide. 

NOTE 
If you want the remaining Lockout Time to display on a Reader LCD, you must create a 
custom RM Reader LCD Message Set and associate it with the Controllers configured for 
the Lockout Area. For information on creating Reader LCD Message Sets, see the C•CURE 
9000 Hardware Guide. 

iSTAR Area Occupancy Tab 

The iSTAR Area Occupancy tab, shown in Figure 8 on Page 78, lets you define the Occupancy restrictions for the 
Area for both Personnel in general and for Personnel in Personnel Groups. The tab also allows you to configure 
Dynamic Area Manager for the Area as well as Area Pass-through for both Personnel and Personnel Groups. 

Figure 8: iSTAR Area Editor Occupancy Tab 
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Definitions for this tab are provided in iSTAR Area Occupancy Tab Definitions on Page 79. 
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The following topics provide more information about the Occupancy tab: 

• Configuring Area Occupancy Restrictions for MI Personnel on Page 84. 

• Rules for Area Occupancy Access on Page 82. 

Occupancy Tab Tasks 

You use the Occupancy tab to accomplish the tasks listed below, needed to configure an iSTAR Area. The procedural 
steps for each task are detailed in the following subsections. 

• Configuring Area Occupancy Restrictions for MI Personnel on Page 84. 

• Configuring Dynamic Area Manager on Page 85. 

• Configuring Pass-through Areas on Page 86. 

• Configuring Area Occupancy Restrictions for Personnel Groups on Page 85. 

• Deleting a Personnel Group from an iSTAR Area on Page 87. 

iSTAR Area Occupancy Tab Definitions 

The iSTAR Area Occupancy tab has the buttons shown in Table 9 on Page 79 and the fields shown in Table 10 on 
Page 79. 

Table 9: STAR Area Editor Occupancy Tab Buttons 

Button Description 

Add Click this button to add a new blank row to the Personnel Groups table. Each new row is added after the last. 

Remove Click this button to remove a selected row from the Personnel Groups table. You must click the row selector i' 
remove. If no row is selected, this button Is not available. 

to select a row to 

Table 10: STAR Area Editor - Occupancy Tab Fields 

Fields/Buttons Description 

Occupancy Restrictions for All Personnel 

Occupancy restrictions/limitcountsfor All Personnel work in conjunction with Occupancy restrictions/limit counts for Personnel Groups. Sec 
Rules for Area Occupancy Access on Page 82 for detailed information and examples. 

Maximum Occupancy' Click the down-arrow to select the type of Maximum Occupancy for the Area from the drop-down list. 

None - No Maximum Occupancy Restriction is enforced. Personnel may enter and exit the Area if they 
have va Id clearance. This is the default. (When this option is selected, the Maximum Limit field is blank and 
unavailable.) 

Allow Access- Maximum Occupancy Restriction is set, but the system allows Personnel to enter the Area 
even though the number entered in the Maximum Limit field (required) has been readied. The system 
sends a message to the Monitoring Station when this occurs and triggers any Occupancy Events configured 
for the Area. 

Restrict Access - Maximum Occupancy Restriction is enforced. The system uses the number entered in 
the Maximum Limit field (required) to restrict access to the Area. 
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STAR Area Editor - Occupancy Tab Fields (continued) 

Fields/Buttons Description 

Maximum Limit Enter the maximum number of Personnel allowed in the area at one time. By default. this field is blank and 
unavailable. It becomes available, and requires an entry, when either Allow Access or Restrict Access 
are selected as the Maximum Occupancy type. 

NOTE: If values are set for both Maximum and Minimum Limits, the maximum value must be equal 
to/greater than the minimum value. 

Minimum Occupancy' Click the down-arrow to select from the drop-down list the type of Minimum Occupancy for the Area. 

None - No Minimum Occupancy Restriction is enforced. Personnel may enter and exit the Area if they have 
vald clearance. This is the defautt. (When thisoption is selected, the Minimum Limit field is blank and 
unavailable.) 

Allow Access- Minimum Occupancy Restriction is set. but the system allows Personnel to enter and exit 
the Area even though the number entered in the Minimum Limit field (required) has not been reached. 
The system sends a message to the Monitoring Station when thisoccurs and triggers any Occupancy 
Events configured for the Area. 

Restrict Access - Minimum Occupancy Restriction is enforced. The system uses the number entered in 
the Minimum Limit field (required) to restrict access to and exit from the Area. To be allowed access, the 
minimum number of personnel must enter within a certain time frame. Once the minimum number entering 
the Area is reached, personnel will not be allowed to exit the Area unless they all exit at one time. 

NOTE: The time interval for Minimum occupancy restrictions is set by the Next Card Time System Variable 
in the Hardware Driver category. The variable default is 15 seconds, so personnelwill always have a 
minimum of 15 seconds to present the next card. For more information, see Setting System 
Variables That Affect Areason Page 116. 

Minimum Limit Enter the minimum number of Personnel allowed and required to be in the area at one time. 

Enable DynamicArea Manager Select this option to make the first person who enters the Area the 'Dynamic Area Manager', the one 
responsible for thisArea. This person must also be the last one to exit the Area. For more information, see 
DynamicArea Manager on Page 42. 

NOTE: When thisoption is selected, the following is true: 

• The Minimum Occupancy drop-down list is set to Allow Access. 

• The Minimum Limit field is set to '1' and is unavailable. 

• The options on the Escort tab are set in a specific way. (For information, see 'STAR Fuca L,xa 1 a 0 

Definitionson Page 88 

Pass-through 

Trigger pass-through violation after: 
days- hours: minutes 

Enter the time interval in days, hours, and minutes after which a pass-through violation will be triggered for 
thisArea. 

A Pass-though restriction means that personnel have to enter and exit the Area within the time specified in 
this fall. 

If the value s0, no pass-through restriction isconfigured. The maximum amount of time you can enforce 
pass-through restriction s45 days. 
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'STAR Area Editor - Occupancy Tab Fields (continued) 

Fields/Buttons Description 

Occupancy Restrictions for Personnel Groups 

Occupancy restrictions/limit counts set for Personnel Groups work in conjunction with the Occupancy restrictions/limitcountsset for All 
Personnel. So be careful when configuring these options for the Area. See Rules for Area Occupancy Access on Page 82 for detailed information 
and examples. 

Personnel Group 
Click in the Personnel Group field to display CI, and then dick this button to select a Personnel Group 
for association with this /Yea from the dialog box that appears. 

NOTE: If a person is a member of more than one Personnel Group selected for the same Area, the 
Occupancy counts for the Groups are not maintained correctly when the person accesses the Area. 
For this reason, Software House recommends avoiding this type of configuration. 

Maximum' Enter the maximum number of Personnel from this Group allowed in the Area at one time. 

NOTE: If values are set for both Group Maximum and Group Minimum, the maximum value must be equal 
to/greater than the minimum value. 

The value you enter in this field will apply to Personnel in this Group separately from anyother 
configured Group. 

Minimum' Enter the minimum number of Personnel from this Group allowed and required to be in the Area at one 
time. 

NOTE: The value you enter in this field will appty to Personnel in this Group separately from any other 
configured Group. In addition, if values are set for both Group and Al Personnel Minimum Limits. 
whichever if the higher minimum will appty. 

Pass-through 
Click in the Pass-through field to display El, and then dick this button to open the Group Peas-
through Configuration editor. See Configuring Pass-through Areason Page 86 especially To Configure 
Pass-through AreasApprying to Personnel Groupson Page 86. 

Only allow Personnel in listed 
groups to enter area 

NOTE: This check box is available only if there is at least one Personnel Group in the list. 

Select this option to limit access to the Area only to Personnel (with Clearance) in any of the listed Groups. 
This means that Personnel not in one of these group are denied access. 

Count access by Personnel in listed 
groups: do not restrict access' 

NOTE: This check box is available only if there is at least one Personnel Group in the list. 

Select this option to allow Personnel (with Clearance) from any Group in the list to enter and exit the Area 
whether or not the numbers entered in the Maximum/Minimum fields have been reached. The system 
sends a message to the Monitoring Station when this occurs and triggers any Occupancy Events configured 
for the Area. 

'Theoccupancyrestrictionsthat you configure for this Area set the initial dela utt Occupancy Mode for the Area, as detailed in How Area Occupancy 
Configuration Affects Occupancy Mode on Page 81. 

How Area Occupancy Configuration Affects Occupancy Mode 

The current Occupancy Mode for an Area —displayed on the Area Status tab (see iSTAR Area Status Tab on Page 99) 

—is initially set by the way you configure the Occupancy restrictions for the Area, as described in Table 11 on Page 

82. 

Any one higher level Occupancy restriction, whether for 'All Personnel' or for a 'Personnel Group,' raises the 

Occupancy Mode level. 

Example: 
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The Minimum and Maximum Occupancy for the Area for 'MI Personnel' is None, which would equal an 
Occupancy Mode of 'No Occupancy Testing'. However, a Personnel Group is configured for the Area with a 
Maximum limit of 5 and a Minimum limit of 2. As a result, the default setting for the Area's Occupancy Mode is 
'Counting for Events and Access Restriction? 

The Occupancy Mode can also be reset by Event Actions. For more information, see Configuring Event Actions to 
Affect Areas on Page 114. 

Table 11: Relation Between Area Occupancy Tab Settings and Occupancy Mode 

Area Occupancy Tab Field Setting Default Occupancy Mode 

Occupancy Restrictions for All Personnel 

Maximum Occupa ncyitvl in im um Occupancy None No Occupancy 

Allow Access Counting for Events 

Restrict Access Counting for Events and Access 
Restriction 

Occupancy Restrictions for Personnel Groups 

No Personnel Group No Occupancy 

Personnel Group Entered No entries for 
Maximum/Minimum 

No Occupancy 

Maximum/Minimum entered Counting for Events and Access 
Restriction 

Count access by Personnel in listed groups: do not restrict 
access 

Selected Counting for Events 

Rules for Area Occupancy Access 

For any particular Area Occupancy configuration, whether a person is admitted or not is straightforward: 

If any condition would deny access to the individual, then access is not granted. 

The limits and restrictions configured for 'All Personnel' apply to the individual whether or not he/she belongs to a 
Personnel Group configured in the Occupancy Restrictions for All Personnel Groups box. 

Examples: 

The following example cases in Table 12 on Page 83 and Table 13 on Page 83 show configurations for MI 
personnel and for Personnel Groups. 

For a group: 

• "Restrict access" means that the Count access by Personnel in listed groups; do not restrict access check box 
is not selected. 

• "Allow access" means that the aforementioned check box is selected. 
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Table 12: Minimum Occupancy Configurations 

Conditions Area 
Count 

Activity Result 

Case 1 

All Personnel Min = 3; Allow Access 0 1 Group A member 
presentscard 

Accessdenied 
(based on Group) 

Personnel Group A Min =2: Restrict Access 0 

Case 2 

All Personnel Min = 3; Allow Access 0 2 Group A members 
present cards 

Accessgranted 
(based on Group) 

Personnel Group A Min =2; Restrict Access 0 

Case 3 

All Personnel Min = 3: Restrict Access 0 2 Group A members 
present cards 

Accessdenied 
(based on All Personnel) 

Personnel Group A Min =2: Restrict Access 0 

Case 4 

All Personnel Min = 2; Allow Access 0 1 Group A member 
presentscard 

Accessdenied 

Personnel Group A Min =3: Restrict Access 0 

Case 5 

All Personnel Min = 2; Mow Access 0 2 Group A members 
present cards 

Accessdenied 
(based on Group) 

Personnel Group A Min = 3; Restrict Access 0 

Case 6 

All Personnel Min = 2: Restrict Access 0 2 Group A members 
present cards 

Accessdenied 
(based on Group) 

Personnel Group A Min =3: Restrict Access 0 

Table 13: Maximum Occupancy Configurations 

Conditions Area 
Count 

Activity Result 

Case 1 

All Personnel Max = 4; Restrict Access 3 from 
GroupA 

Group A member 
presentscard 

Accessdenied 
(based on Group) 

Personnel Group A Max= 3; Restrict Access Non-Group A member presentscard Accessgranted 
(no condition 
denies access) 
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Maximum Occupancy Configurations (continued) 

Conditions Area 
Count 

Activity Result 

Case 2 

All Personnel Max = 3: Restrict Access 3 from 
GroupA 

GroupA member 
presentscard 

Accessgranted 
(based on Al Personnel) 

Personnel Group A Max =4: RestrictAccess' 

Case 3 

All Personnel Max =3: Allow Access 3 from 
GroupA 

GroupA member 
presentscard 

Accessgranted 
(nocondition 
deniesaccess) 

Personnel Group A Max= 4: RestrictAccess 4 from 
GroupA 

GroupA member 
presentscard 

Accessdenied 
(based on Group) 

Non-GroupA member presentscard Accessgranted 
(no condition 
denies access) 

*This configuration is not recommended because 4 Group A members v. II not be allowed to enter the Area. 

Configuring Area Occupancy Restrictions for All Personnel 

To Configure Occupancy Restrictions for All Personnel for an Area 

1. Create or modify an iSTAR Cluster Area. See: 

■ Configuring an iSTAR Area on Page 53 

■ Modifying an iSTAR Area on Page 64 

2. On the iSTAR Area Editor, click the Occupancy tab to open. 

3. In the Occupancy Restrictions for All Personnel box, click the down-arrow in the Maximum Occupancy field to 
display a drop-down list and select one of the three Maximum Occupancy types: None, Allow Access, or Restrict 
Access. (The default is None.) 

4. In the Maximum Limit field, which becomes available and requires an entry if you selected either Allow Access 
or Restrict Access, enter the maximum number of Personnel allowed in the area at one time. 

5. Click the down-arrow in the Minimum Occupancy field to display a drop-down list and select one of the three 
Minimum Occupancy types: None, Allow Access, or Restrict Access. (The default is None.) 

6. In the Minimum Limit field, which becomes available and requires an entry if you selected either Allow Access 
or Restrict Access, enter the minimum number of Personnel allowed/required in the area at one time. 

NOTE 
If values are set for both the Maximum and Minimum Limits, the maximum value must be equal to 
or greater than the minimum value. 

84 Chapter 1 C•CURE 9000 Anus and Zones User Guide 

EFTA01224725



.STAR Area Editor 

Configuring Area Occupancy Restrictions for Personnel Groups 

To Configure Occupancy Restrictions for Personnel Groups for an Area 

1. Create or modify an iSTAR Cluster Area. See: 

■ Configuring an iSTAR Area on Page 53 

■ Modifying an iSTAR Area on Page 64 

2. On the iSTAR Area Editor, click the Occupancy tab to open. 

3. In the Occupancy Restrictions for Personnel Groups box, click Add to create a new row. 

4. Click in the Personnel Group field to display 0  and click this button. 

A selection list opens with the Personnel Groups available for iSTAR Cluster Areas. 

5. Click a Group to add it to the row. 

Example: 

Personnel Group 3 

6. In the Maximum field enter the maximum number of Personnel from this Group allowed in the Area at one 
time. 

7. In the Minimum field enter the minimum number of Personnel from this Group both allowed and required to be 
in the Area at one time. 

NOTE 
If values are set for both the Maximum and Minimum Limits, the maximum value must be equal to 
or greater than the minimum value. 

8. To configure more Personnel Groups for this iSTAR Cluster Area, click Add and repeat the preceding steps. 

9. To limit access to the Area only to Personnel (with the appropriate Clearance) in any of the Groups listed in the 
box, click to select the Only allow Personnel in listed groups to enter area check box. 

10. To allow Personnel (with the appropriate Clearance) from any of the Groups listed in the box to enter and exit 
the Area whether or not the numbers entered in the Maximum/Minimum fields have been reached, click to 
select the Count access by Personnel in listed groups; do not restrict access check box. In this situation, the 
system sends a message to the Monitoring Station and triggers any Occupancy Events configured for the Area. 

NOTE 
If a person is a member of more than one Personnel Group selected for the same Area, the Occupancy 
counts for the Groups are not maintained correctly when the person accesses the Area. For this reason, 
Software House recommends avoiding this type of configuration. 

Configuring Dynamic Area Manager 

To Configure Dynamic Area Manager for an Area 

1. Create or modify an iSTAR Cluster Area. See: 

■ Configuring an iSTAR Area on Page 53 

■ Modifying an iSTAR Area on Page 64 

2. On the iSTAR Area Editor, click the Occupancy tab to open. 
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3. Click to select the Enable Dynamic Area Manager option. (The default is unselected.) 

Once you select this option, the following settings are made in the Occupancy Restrictions for All Personnel box: 

• The Minimum Occupancy drop-down list is set to Allow Access. 

• The Minimum Limit field is set to "1" and becomes unavailable. 

In addition, the options on the Escort tab are set in a specific way. (For information, see iSTAR Area Escort Tab 
Definitions on Page 88.) 

Configuring Pass-through Areas 

You can configure Area Pass-through restrictions that apply system-wide to all Personnel or only to the members of 
one or more Personnel Groups. 

For Personnel Groups, you can configure Pass-through so the Group members are: 

■ Exempt from any Area-wide Pass-through time. 

■ Subject to the Area-wide Pass-through time. 

■ Subject to a custom Pass-through time different from the Area-wide time. 

To Configure a Pass-through Area Applying to All Personnel 

1. Create or modify an iSTAR Cluster Area. See: 

■ Configuring an iSTAR Area on Page 53 

■ Modifying an iSTAR Area on Page 64 

2. On the iSTAR Area Editor, click the Occupancy tab to open. 

3. In the Trigger pass-through violation after field in the Pass-through box, enter the time interval —in days, hours, 
and minutes —that the cardholder has to go in and then out of the Area —without causing a violation. 

To Configure Pass-through Areas Applying to Personnel Groups 

1. Follow Steps 1, 2, and 3, as described in the preceding task 

2. In the Personnel Groups table in the Occupancy Restrictions for Personnel Groups box, click Add to create a 
new row. 

(Once a new row appears, the Pass-through field displays the default, Exempt.) 

3. Click in the Personnel Group field to display El and click this button. 

A selection list opens with the Personnel Groups available for iSTAR Cluster Areas. 

4. Click a Group to add it to the row. 

Example: 

Personnel Group 3 

5. In the Pass-through field, if you do not want the Personnel Group you selected to be subject to the Area-wide 
Pass-through time, leave the default entry, Exempt 

- or - 

To configure a different Pass-through option: 
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a. Click in the Pass-through field to display Ei and click this button. 

The Group Pass-through Configuration dialog box, shown in Figure 9 on Page 87, opens with Exempt 
displayed in the Pass-through type field. 

Figure 9: Group Pass-through Configuration Dialog Box 

2  Group Pass-through Configuration WI= 
ka Save 

Group Pass•through 

Eassahrough type: Exempt 

Trigger pass-through violation after 00 • 0000 days • hours : minutes 

S

b. Click the down-arrow in the Pass-through type field to display the other types: Area Wde and Custom. 

c. To make this Personnel Group subject to the Area-wide Pass-through time entered in the Trigger pass-through 
violation after field in the Pass-through box in the middle of the Occupancy tab, click Area Wide and then 
click Save. 

- Or - 

To make this Personnel Group subject to a different Pass-through time, click Custom, enter the time interval 
(in days, hours, and minutes) in the Trigger pass-through violation after field in this dialog box, and then 
click Save. 

The Group Pass-through Configuration dialog box closes. 

6. To configure Pass-through for more Personnel Groups for this iSTAR Cluster Area, click Add and repeat the 
preceding steps. 

Deleting a Personnel Group from an iSTAR Area 

To Delete an iSTAR Area Personnel Group 

1. In the Occupancy Restrictions for Personnel Groups box on the Occupancy tab, click a Personnel Group row to 
select it. 

2. Click Remove to delete the row. 

iSTAR Area Escort Tab 

The iSTAR Area Escort tab, shown in Figure 10 on Page 88, lets you define the Escorted Access option for the Area. 
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Figure 10: iSTAR Area Editor Escort Tab 
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Definitions for this tab are provided in iSTAR Area Escort Tab Definitions on Page 88. 

The following topic provides more information about the Escort tab: 

How Area Escort Configuration Affects Escorted Access on Page 90. 

Escort Tab Task 

You use the Escort tab to accomplish the task listed below, needed to configure an iSTAR Area. The procedural steps 
for the task are detailed in the following subsection. 

• Configuring Escorted Access for iSTAR Areas on Page 89. 

iSTAR Area Escort Tab Definitions 

The iSTAR Area Escort tab has the fields shown in Table 14 on Page 88. 

Table 14: 'STAR Area Editor- Escort Tab Fields 

Fields/Buttons Description 

Escorted Access Options 

Escort Enforcement Type Click the down-arrow to select the type of escort enforcement for the Area from the drop-down kst. 

Escort must swipe card for Escorted Visitor to enter—Escorted Access isenfotted. Escorted Visitors 
may enter the Area only if an Escort has presented a valid card. This is the defauh. 

Escorted Visitor may enter without an Escort swiping card- Escorted Access is notenforced. Escorted 
Visitors may enter the Area without any Escort. 

NOTE: if thisArea isconfigured for DynamicArea Manager (on the Occupancy tab). Escorted Visitor may 
enter without an Escort swiping card is selected in the drop-down list and the drop-down list is 
unavailable. 
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iSTAR Area Editor • Esoort Tab Fields (continued) 

Fields/Buttons Description 

An Escort must akvays be Select this option to require an Escort to remain in the Area with the Escorted Visitors. In other words, the last 
present in Area with Escorted Escort in the Area wi be denied access to leave as long as there are Escorted Visitors in the Area. 
Visitors If this check box is not selected, Escorted Visitors can stay in the Area unescorted, and al Escorts can leave the 

Area. 

NOTE: 

• If this Area is configured for Remote Escort (Turnstile) mode, Software House recommends not selecting 
this option. 

• If this Area isconfigured for Muster/De-muster as welas for Escorted Access, this option must not be 
selected. 

• If this Area is configured for Dynamic Area Manager (on the Occupancy tab), this option is not selected 
and isunavailable.

Configuring Escorted Access for iSTAR Areas 

To Configure Escorted Access for an Area 

1. Create or modify an iSTAR Cluster Area. See Configuring an iSTAR Area on Page 53 or Modifying an iSTAR 
Area on Page 64. 

2. On the iSTAR Area Editor, click the Escort tab to open. 

3. In the Escorted Access Options box, click the down-arrow in the Escort Enforcement Type field to display the 
drop-down. Select one of the following two types to configure the Area to require Escorted Access for entry or to 
not require it. 

. Escort must swipe card for Escorted Visitor to enter (the default). 

. Escorted Visitor may enter without an Escort swiping card. 

NOTE 
If this Area is configured for Dynamic Area Manager (on the Occupancy tab), Escorted Visitor may 
enter without an Escort swiping card is selected in the drop-down list and the drop-down list is 
unavailable. 

4. To configure this Area so Escorted Visitors can remain inside without an Escort, leave the An Escort must 
always be present in Area with Escorted Visitors option unselected (the default). To require the Escorted Visitors 
to always have an Escort present with them in this Area, select this option. 

NOTE 
■ If this Area is configured for Remote Escort (Turnstile) mode, Software House 

recommends that you leave this option unselected. 

■ If the Area is configured for Muster/De-muster as well as for Escorted Access, the 
option must not be selected. 

■ If this Area is configured for Dynamic Area Manager (on the Occupancy tab), this 
option is not selected and is unavailable. 
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How Area Escort Configuration Affects Escorted Access 

The restrictions that apply to Escorted Visitors' access to an Area depend on the way you configure the Area's Escort 

options.There are four possible combinations, as described in Table 15 on Page 90. 

Table 15: Area Escorted Access Configurations 

Options Conditions Result 

Case 1 

Escort Enforcement Option — Escort must swipe card 
for Escorted Visitor to 
enter. 

(The default setting.) 

An Escort must be present and swipe at the Door for the Escorted Visitor to enter 
the Area, but after that the Escorted Visitor can be left alone inside the Area. 

This means theta' Escorts may leave the Area at any time. 

An Escort must always be 
present in Area with Escorted 
Visitors check box - 

Unselected. 

(The default setting.) 

Case 2 

Escort Enforcement Option — Escort must swipe card 
for Escorted Visitor to 
enter. 

(The default setting.) 

An Escort must be present and swipe at the Door for the Escorted Visitor to enter 
the Area, and at least one Escort must remain in the Area with the Escorted 
Visitor. 

This is the most restrictive combination. 

An Escort must always be 
present in Area with Escorted 
Visitors check box - 

Selected. 

Case 3 

Escort Enforcement Option — Escorted Visitor may 
enter without an Escort 
swiping card. 

An Escorted Visitor can enter the Area without an Escort swiping, and the 
Escorted Visitor can be left alone inside the Area. 

This means that all Escorts may leave the Area at any time. 

This is the way to configure an Area so that Escorted Visitors may enter and leave 
without any Escort restrictions. 

This is the least restrictive combination. 

An Escort must always be 
present in Area with Escorted 
Visitors check box— 

Unselected. 

(The default setting.) 

Case 4 

Escort Enforcement Option — Escorted Visitor may 
enter without an Escort 
swiping card. 

An Escorted Visitor can enter the Area without an Escort swiping as long as an 
Escort is already present in the Area. At least one Escort must remain in the Area 
with the Escorted Visitor. 

An Escort must always be 
present in Area with Escorted 
Visitors check box—

Selected. 

iSTAR Area Muster Tab 

The iSTAR Area Muster tab, shown in Figure 11 on Page 91, lets you define whether or not this Area is a Mustering 

Area, and if it is, what Area it de-musters to. 
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NOTE 
When you configure Muster/De-muster, you must also configure both Areas either for 
Occupancy or without Occupancy. This is to keep the Area count correct since counting 
for Areas configured for occupancy is performed by the iSTAR Controllers, while it is 
performed by the host for Areas without occupancy. The system does not validate for this, 
but if you do not follow this rule, your counts can become corrupted. 

In addition, to keep the Area count correct for Personnel Groups, you must configure both 
the Mustering Area and the De-muster Area with the same Groups. For information, see 
Configuring Muster/De-muster Areas for Personnel Groups on Page 92. 

(If you are going to change an existing occupancy Area to a non-occupancy Area —or vice 
versa, you should ideally do it when the system is not busy and the Area is empty. 
Alternatively, if there are Personnel in the Area, you can use the Set Property option on 
the right-click context menu on the Areas Dynamic View to reset the count for the Area.) 

Figure 11: iSTAR Area Editor Muster Tab 
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Definitions for this tab are provided in iSTAR Area Muster Tab Definitions on Page 91. 

Muster Tab Tasks 

You use the Muster tab to accomplish the tasks listed below to configure an iSTAR Area. The procedural steps for 
the tasks are detailed in the following subsections. 

■ Configuring a Muster Area on Page 92. 

■ Configuring Muster/De-muster Areas for Personnel Groups on Page 92. 

iSTAR Area Muster Tab Definitions 

le (STAR Area Muster tab has the fields shown in Table 16 on Page 92. 
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Table 16: 'STAR Area Editor Muster Tab Fields 

Fields/Buttons Description 

Muster/De-muster Parameters 

Mustering Area Select thisdieck box to indicate this Area is a Mustering Area in which Personnelgather in an emergency. Once the 
emergency is over and the Area is de-mustered, Personnel are de-mustered to another Area. 

NOTE: A Mustering Area can also be configured for Antipassback and Occupancy, but they are not required for Muster/De-
muster functionally. For more information, see STAR Area Muster Tab on Page 90 
If this Area is configured for Escorted Access as well as for Muster/De-muster, do not select the An Escort must 
always be present In Area with Escorted Visitors option on the Escort tab. For information, see STAR Area 
Escort Tab Definitions on Page 88. 

De-muster to 
Area 

NOTE: This field is avaiable only d you have selected the previous option and made this Area a Mustering Area. 

Click(  and select an Area to act as the De-mustering location for this Area from the list of avalable STAR Areas. 

• The fist can include any Area in the system except the following: 

- Areas currentty configured as Mustering Areas. 

- Areas not in the same STAR Cluster if this Mustering Area is not configured for GlobalAntipassbadt 

• Multiple STAR Areas can be configured to de-muster to the same De-mustering Area. 

NOTE: When Muster/De-muster is configured, both Areas must either be configured for Occupancy or configured without 
Occupancy. 
If you leave this field blank (do not enter a De-muster Area), at de-muster time any Personnel in this Mustering Area 
will be graced. 

Configuring a Muster Area 

To Configure an Area as a Mustering Area 

I. Create or modify an iSTAR Area. See 

• Configuring an iSTAR Area on Page 53 

• Modifying an iSTAR Area on Page 64 

2. On the iSTAR Area Editor, click the Muster tab to open. 

3. Select the Mustering Area check box to make this a Mustering Area. 

4. Click M next to the De-muster to Area field to display a selection list with all the iSTAR Areas in the system 
available for de-mustering to. 

5. Click an Area to select it as De-muster Area. 

Configuring Muster/De-muster Areas for Personnel Groups 

To keep Personnel Group counts correct between a Mustering Area and the Area it de-musters to, you must configure 
the Areas in a particular way. 

A Muster Area can only report the Personnel Group counts that need to be added to its De-muster Area if it knows 
about the Groups. So you must configure these Groups in the Personnel Groups list on the Muster Area's 
Occupancy tab. Then you must add the same Personnel Groups to the related De-muster Area on its Occupancy tab. 
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For the Muster Area, you should also configure a high Maximum limit for each Personnel Group with no Minimum 
limit and select the Count access by Personnel in listed groups; do not restrict access option. 

Once you have configured both your Muster and De-muster Areas as described, the following happens: 

1. When Personnel swipe into the Muster Area, the Area keeps count of total Personnel as well as Personnel in the 
listed Groups. 

2. Then when the system de-musters, all these counts transfer correctly. 

NOTE The following procedure details the steps to properly configure your Muster/De-muster Areas, but you 
do not need to perform them in the order given here. 

To Configure Muster/De-muster Areas for Personnel Groups 

1. Create or modify an iSTAR Area to be the Muster Area. See Configuring an iSTAR Area on Page 53 or Modifying 
an iSTAR Area on Page 64. 

2. On the iSTAR Area Editor, click the Occupancy tab to open. 

3. In the Occupancy Restrictions for Personnel Groups box, click Add to create a new row. 

4. Click in the Personnel Group field to display and click this button. 

A selection list opens with the Personnel Groups available for iSTAR Cluster Areas. 

5. Click a Group to add it to the row. 

6. In the Maximum field enter a very high figure for maximum number of Personnel from this Group allowed in 
the Area at one time. 

7. Leave the Minimum field empty. 

8. Click to select the Count access by Personnel in listed groups; do not restrict access check box. 

NOTE If a person is a member of more than one Personnel Group selected for the same Area, the Occupancy 
counts for the Groups are not maintained correctly when the person accesses the Area. For this reason, 
Software House recommends avoiding this type of configuration. 

9. Click the Muster tab to open. 

10. Select the Mustering Area check box to make this a Mustering Area and then click Save and New. 

The system saves your Muster Area and opens the iSTAR Area Editor for you to create the related De-muster 
Area. 

11. Click to open the Occupancy tab and repeat Step 3 and Step 4 on Page 93. 

12. When the selection list opens with the available Personnel Groups, select the same Group you configured for the 
Muster Area in Step 5 on Page 93. 

13. Click Save and Close. 

14. Re-open the Mustering Area you created first and open the Muster tab. 

15. Click next to the De-muster to Area field to display a selection list with the iSTAR Areas in the system 
available for de-mustering. 

16. Click to select the second Area you created as the De-muster Area. 
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17. Click Save and Close. 

iSTAR Area Triggers Tab 

The iSTAR Area Triggers tab, shown in Figure 12 on Page 94, allows you to set up Triggers, configured procedures 
used by C•CURE 9000 to activate specific actions when a particular predefined condition occurs. 

Figure 12: STAR Area Editor Triggers Tab 
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Definitions for this tab are provided in iSTAR Area Triggers Tab Definitions on Page 95. 

The following topics provide more information about the Triggers tab: 

• How to Use the Triggers Tab on Page 94. 

Triggers Tab Tasks 

You use the Triggers tab to accomplish the tasks listed below, needed to configure an iSTAR Area. The procedural 
steps for each task are detailed in the following subsections. 

■ Configuring Triggers for iSTAR Areas on Page 96. 

■ Deleting a Trigger from an iSTAR Area on Page 98. 

How to Use the Triggers Tab 

The tab contains one Action, Activate Event, that can be linked to a specific value of an Area-related violation or 
state and to any panel or host Event configured in the system. Once the Area's state matches one of these values, the 
linked Activate Event Action is triggered and the user-specified Event is set to an active state (if allowed by the 
Event, which should be armed at the time). Violation Status Events (such as APB Entry/Exit Violations —
representing antipassback violations —and Access over Maximum/under Minimum Occupancy Violations) are 
momentarily activated, while Maximum and Minimum Occupancy Status Events are persistent. 

You could use the activated Event to display a Reader LCD Message saying "Lot Full" when a Parking Lot Area's 
Maximum Occupancy Status becomes "At or Over Maximum". 

By creating new rows and selecting different values for each row, each value of the Violation Status field can trigger 
its own Event. It is also possible to trigger two different Events for the same violation state value by creating two 
rows with the same value and then linking each row to its own Event. 

NOTE 
However, each violation state value can activate only one panel Event 
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iSTAR Area Triggers Tab Definitions 

The iSTAR Area Triggers tab has the buttons shown in 'Fable 17 on Page 95 and the fields shown in Table 18 on 

Page 95. 

Table 17: STAR Area Editor Triggers Tab Buttons 

Button Description 

Add Click this button create a new row in the Triggers table. You have to configure all the fields in the row and select an Event to complete 
the Add operation. 

Remove 
Click this button to remove a selected row from the Triggers table. You have to click the row selector to select a row to remove. If 
no row is selected. this button is not available. 

Table 18: 'STAR Area Editor - T riggers Tab Fads 

Field Description 

Property 
Click in the Property field to display 0 and then dick this button to display a dialog box with available properties. Double-dick a 
Property to select it. 

For detailed information about the relationships between the available properties, their corresponding values, the Event types, and 
Scheduling, see Table 19 on Page 96. 

Value Click the down-arrow to select a value from the drop-down list or for the Personnel Count Property. enter 0 (zero) or 1 (one). 

When the Area's Violation Status matches this value, the Event you specify in the Event field is activated. 

Action Click the down-arrow to select Activate Event (the only type available) from the drop-down list. This Action will be executed when the 
value of the Area's Status matches that selected in the Value field. 

Details The name of the Event configured for this row (read-only) is entered by the system once you make a selection in the Event field. 

Event 
Click 0 in this field to select the Event to be activated if the Area's Violation Status for the current row on the grid has the specified 
value. 

For each Violation Status value, you can select multiple host Events, but onty one panel Event. 

NOTE: Switching rows in the grid updates this field with the user-selected Event so that each row can have its own Event to activate. 

Schedule 
Click in the Schedule field to display Q and then click this button to display a dialog box with available Schedules. Double-click a 
Schedule to select it. 

• For panel Events, the Schedule field is set to Always and cannot be modified. 

• For host Events, this field is modifiable. 
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Table 19: 'STAR Area Triggers Table Details 

Property Possible Values Event 
Type 

Schedule 
Type 

Group 
Maximum 
Occupancy 
Status 

At Of Over Maximum 

Panel 

Host only
Always 

Modifiable 

Group 
Minimum 
Occupancy 
Status 

At or Under Minimum 

Maximum 
Occupancy 
Status 

At or Over Maximum 

Minimum 
Occupancy 
Status 

At or Under Minimum 

Personnel 
Count 

Enter 0 (zero) or 1 (one) 

Violation 
Status 

APB Entry Valation/APB Exit Violation (Antipassback violations) 

Access over Maximum Occupancy Violation/Exit under Minimum Occupancy Violation 

Additional Card Violation (Violations that occur when multiple Card swipe requirements for Area 
access are not met.) 

NOTE: Due to the complexity of Area configuration, some situations that seem to be Additional Card 
Violations may not trigger the configured Event. You should verify that your particular Area 
configuration activates the desired violation Event. 

Lockout Violation 

Pass-through Violation 

Group Pass-through Violation 

Configuring Triggers for iSTAR Areas 

You can create as many triggers as you wish for any iSTAR Area. 

To Configure Area Triggers 

1. Create or modify an iSTAR Cluster Area. See: 

• Configuring an iSTAR Area on Page 53 

• Modifying an iSTAR Area on Page 64 

2. On the iSTAR Area Editor, click the Triggers tab to open. 

3. Click Add to create a new trigger row. 
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4. Click in the Property field to display El and click this button. 

A selection list opens with the available properties. 

5. Click a property to add it to the row. 

Example: 

Violation Status 

6. Click the down-arrow in the Value field to display a drop-down list of values for the property you selected. 

7. Click the Value you want to activate the event for this trigger to add it to the row. 

Example: 

APB Exit Violation 

8. Click the down-arrow in the Action field to display a drop-down list containing Activate Event as the only 
available Action. Click Activate Event to add it to the row as the action that will be executed when the Cluster 
Area's state matches that selected in the Value field. 

The Event field displays on the bottom of the tab. 

9. Click 0 in the Event field to display a selection list of all Events currently configured in the C•CURE 9000 
system, and then click an Event to select it. 

The system enters the name of the Event you select in the Details field for the row when you click anywhere 
outside the Event field. This Event will be activated whenever the Violation State for the current row on the grid 
matches the value specified in that row. 

The Schedule field contains the default entry Always. (This is the only schedule valid for Panel Events. You can 
select a different schedule for a Host Event.) 

10. Click 0 in the Schedule field to display a selection list of schedules configured in the C•CURE 9000 system. 

11. Click a Schedule to select it. 

12. To create more triggers for this iSTAR Area, repeat the above steps for each trigger you want. 

Switching rows in the grid updates the Event field with the user-selected event so that each row can have its 
own event to activate. 
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Deleting a Trigger from an iSTAR Area 

To Delete an iSTAR Area Trigger 

1. On the Triggers tab, click a row to select it. 

2. Click Remove to delete the trigger row. 

iSTAR Area Groups Tab 

The iSTAR Area Groups tab lists the iSTAR Area Groups to which this Area belongs. 

NOTE 
This tab does not display on the iSTAR Area Editor when you are configuring a new 
Area. It displays when you are editing an existing Area. 

The Groups table on this tab is a Dynamic View that you can filter, group, print, and view in Card View, using the 
buttons described in Table 20 on Page 98. 

Definitions for the icons and columns on the Groups tab are provided in iSTAR Area Groups Tab Definitions on 
Page 98. 

You can select any of the iSTAR Area Groups in the list and double-click !I to edit it or right-click to display the 
Groups Context menu (described in the Groups chapter in the C• CURE 9000 Software Configuration Guide). You can 
also right-click in the Name or Description field of an iSTAR Area Group row to display a standard edit menu. 

iSTAR Area Groups Tab Definitions 

The iSTAR Area Groups tab has the buttons and fields shown in Table 20 on Page 98. 

Table 20: STAR Cluster Area Editor Groups Tab Fields/Buttons 

Fields/Buttons Name Description 

D Card 
View 

Click to display the list of 'STAR Area Groups in Card VIM 

Print Click to print the list of iSTAR Area Groups. 

i l 

Group Click toenable Grouping of the list. You can drag a column heading to the area labeled Drag columns to group 
by here to group the list by that heading 

Y 
Filer Click todisplay the titer bar. You can dick in the filter bar to add filtering criteria to anycolumn of the list. For more 

information about F Meting, see the DynamicViewschapter in the C-CURE 9000 Data Views Guide. 

Name Name of the Group, up to 100 characters. 

Description Desaiption of the Group. 
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iSTAR Area Status Tab 

The iSTAR Area Status tab, shown in Figure 13 on Page 100, provides a read-only listing of critical information 
about the dynamic status of this iSTAR Area, including 

■ Maximum Occupancy Status- shows whether or not the Maximum Occupancy limit was reached: Unknown, At 
or Over Maximum, or Normal. 

■ Minimum Occupancy Status - shows whether or not the Minimum Occupancy limit was reached: Unknown, At 
or Under Minimum, or Normal. 

■ Current Occupancy Testing Mode - displays the last reported mode: Unknown, No Occupancy Testing, Counting 
Only, Counting for Events, or Counting for Events and Access Restriction. 

NOTE An Area's initial Occupancy Testing mode depends on the way in which the Area was 
configured on the Occupancy tab, described in How Area Occupancy Configuration 
Affects Occupancy Mode on Page 81. You can reset the mode through Event Actions, 
described in Configuring Event Actions to Affect Areas on Page 114. (The 'Counting 
Only' mode can only be set with an Event Action.) 

■ Group Maximum Occupancy Status - shows whether or not the Maximum Occupancy limit was reached: 
Unknown, At or Over Maximum, or Normal. 

■ Group Minimum Occupancy Status - shows whether or not the Minimum Occupancy limit was reached: 
Unknown, At or Under Minimum, or Normal. 

■ Communication Status - displays the comm state of the Cluster Area: Normal, Communication Failure, or 
Partial Connectivity. 

NOTE Partial Connectivity indicates that Occupancy is not being enforced for the Area because 
some iSTAR Controller with Readers in the Area is in Comm Fail. In this situation, the 
iSTAR continues to collect Occupancy information and when communication is restored, 
all information is synchronized. 

■ Personnel Count - displays the number of Personnel currently in this Area. 

■ Escort Count - displays the number of Personnel designated as Escorts who are currently in this Area. 

■ Escorted Visitor Count - displays the number of Personnel designated as Escorted Visitors who are currently in 
this Area. 

■ Area Manager Count - shows whether or not the Dynamic Area Manager is currently present in the Area. 

■ Managed Personnel Count - displays the number of Personnel currently in the Area with the Dynamic Area 
Manager. (This number includes all Personnel admitted into the Area after the Dynamic Area Manager—both 
those admitted with Clearances and those admitted 'conditionally'.) 

NOTE The Area Manager and Managed Personnel Counts display only if the Area is configured 
for Dynamic Area Manager. For information, see Dynamic Area Manager on Page 42. 
In addition, when the Area is so configured, the Escort and Escorted Visitor Counts do not 
display. The system does not support the Escort and Dynamic Area Manager features at 
the same time for any one Area. 

■ Conditionally Admitted Count - displays the number of Personnel currently in the Area who were admitted 
'conditionally'. See "iSTAR Door Conditional Access Tab" in the Doors chapter in the C•CURE 9000 Hardware 
Configuration Guide. 
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• Personnel Groups - if any configured for Area - displays: 

• Personnel Group Name 

• Personnel Count 

Viewing Area Status on the Status Tab 

To View Status on the iSTAR Area Editor 

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button. 

2. Click the Areas and Zones drop-down list and select iSTAR Area. 

3. Click aka' to open a Dynamic View showing a list of all existing iSTAR Area Objects. 

4. Right-click the iSTAR Area whose status you want to view and click Edit from the context menu that appears. 
The iSTAR Area Editor opens with the General tab displayed. 

5. Click the Status tab to open, as shown in Figure 13 on Page 100. 

Figure 13: iSTAR Area Editor Status Tab 
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iSTAR Area State Images Tab 

The iSTAR Area State Images tab, shown in Figure 14 on Page 101, provides a means to change the default images 
used to indicate states for the iSTAR Area on the Monitoring Station. You can select other images to display for this 
Area or return to the default images, as described in State Images Tab Tasks on Page 101. 
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Figure 14: STAR Area Editor State Images Tab 
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State Images Tab Tasks 

To Change an Image 

1. Double-click the default image in the tab to open a Windows file selection dialog box. 

2. If necessary, navigate to find the new image. 

3. Select the desired replacement image and click Open. The new image replaces the default image and displays in 
the State Images tab. 

To Restore the Default Image 

■ Right-click the replacement image in the Area State Images tab and select Restore Default. 
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Configuring a Carpool Group for Carpool Antipassback 

The Carpool Group Editor, shown in Figure 15 on Page 102, lets you configure Carpool Groups and their member 
Personnel. 

Figure 15: Carpool Group Editor 
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Definitions for this tab are provided in Carpool Group Editor Definitions on Page 102. 

information about using the Carpool Group Editor is provided in Carpool Group Editor Tasks on Page 103. 

Carpool Group Editor Definitions 

The Carpool Group Editor has the fields shown in Table 21 on Page 102. 

Table 21: Carpool Group Editor Fields 

Fields/Buttons Description 

Name Enter a unique name. up to 100 characters, to identify the Carpool Group. 

Description Enter a description of the Carpool Group. up to 255 characters. 

Partition. A read-only field displaying the name of the Partition to which this Carpool Group belongs. (This field is visible only if the 
C•CURE 9000 system is partitioned.) 

The Carpool Group Editor General tab has the buttons and fields shown in Table 22 on Page 103 . 
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Table 22: Carpool Group General Tab Buttons/Fields 

Fields/Buttons Description 

Group Type Displays Personnel, the default type. 

Objects in Group 

Add Click this button to open the Object Selection dialog box where you can select one or more Personnelas members of this 
Carpool Group. (A person can only belong to one Carpool Group at a time.) 

NOTE: You can select multiple Personnel at one time. 

Once you have made your selection, the system enters the Personnel in the Objects In Group table-one person to a row. 

RCIII0VC 
Click this button to remove a selected row from the Objects In Group table. You must clickthe row selector to select a 
row to remove. If no row is selected, this button is not available. 

Name The name of the person who is a member of this Car pool Group. 

Description Enter a description of the person. up to 5O0 characters. 

Carpool Group Editor Tasks 

You use the Carpool Group Editor General tab to accomplish the tasks listed below, needed to configure a Carpool 
Group. The procedural steps for each task are detailed in the following subsections. 

■ Configuring a Carpool Group on Page 103. 

■ Deleting a Person from a Carpool Group on Page 104. 

Configuring a Carpool Group 

To Create a Carpool Group 

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button. 

2. Click the Areas and Zones drop-down list and select Carpool Group. 

3. Click New to create a new Carpool Group. The Carpool Group Editor opens with Personnel displaying as the 
default Group Type (see Figure 15 on Page 102). 

4. Click Add in the Objects in Group box. 

A Name Selection dialog box opens for you to select the Personnel you want for this Carpool Group. 

5. Click the check box next to names of one or more persons and then click OK. 

6. The Carpool Group Editor displays with the Personnel you selected added to the Objects in Group table. 

7. To save your new Carpool Group, click Save and Close. 

- or - 

Alternatively, if you want to save the Carpool Group and then create a new one, click Save and New. The 
current Carpool Group is saved and closed, but the Carpool Group Editor remains open ready for you to 
configure a new Carpool Group. 
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Deleting a Person from a Carpool Group 

To Delete a Carpool Group 

1. On the Carpool Group Editor, click anywhere on a person row to select it. 

2. Click Remove to delete the person from the Group. 
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Configuring iSTAR Clusters for APB Comm Fail Modes and Global Anti-
passback 

On the Area tab of the iSTAR Cluster Editor, as shown in Figure 16 on Page 105, you can configure the following: 

• How Ouster Antipassback works during a communications failure when the Ouster members lose 
communication with the Ouster master. See To Configure Cluster Antipassback Communications Failure Mode 
on Page 107. 

• Whether or not the Ouster is configured for both Global Antipassback and Ouster Antipassback or solely for 
Cluster Antipassback. See To Configure the Ouster for both Global Antipassback and Ouster Antipassback on 
Page 107. 

NOTE 
Modifying either of these options can only be done if the Cluster is not Enabled. 

(You configure how Global Antipassback works during communications failure with a system variable in the iSTAR 
Driver section, iSTAR Global Antipassback Communication Failure Mode. See To Configure Ouster Antipassback 
Communications Failure Mode on Page 107.) 

Figure 16: 'STAR Cluster Editor -Area Tab 
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Cluster Antipassback Communications Failure Mode 

During a communications failure, the Ouster members (the Controllers) begin to enforce antipassback locally, based 
on the Failure Mode you configure for the Ouster. By default the No Access option is cleared (not set), while the 
Local option is selected (set). 

NOTE 
A Ouster that has an Alternate Master configured supports only Local Failure Mode. Consequently, 
once a secondary Controller is selected for the Cluster, No access Mode is unavailable. 

Global Antipassback for the Cluster 

iSTAR Global Antipassback gives a higher level of security, but also means that when a person's card moves from 
one Ouster to another, it must be transferred through the Host. Transfer through the Host is slower than within a 
Ouster. It also requires Ouster to Host network connections to be good. Access within a Ouster is faster: it only 
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relies on member-to-master network connections. (Alternate masters are not supported in Global Antipassback 
Clusters.) 

By default the Cluster enforces iSTAR Global antipassback as well as iSTAR Cluster antipassback check box is 
not selected, indicating that only Cluster Antipassback is enforced for the Area. In addition, the systems upgraded 
from previous versions of C•CURE 9000 set all Clusters with this default value. 

The value of this check box must be compatible with the Area type of all Areas on all the Doors on all the Controllers 
in the Cluster as shown in Table 23 on Page 106. 

Table 23: Cluster/Area Type Compatibility 

Cluster enforces: All areas on all doors on all Cluster's panels must have type: 

ISTAR Cluster Antipassback Only Cluster 

ISTAR Cluster AND GlobalAntipassback Cluster OR Cross-Cluster 

Anytime you change this check box, you must check all the Areas on all the Doors on all the Cluster's Controllers. If 
there is an incompatibility, the system displays an error message and does not allow the change until the Areas in 
question are removed from the Doors. You must perform the same check every time an iSTAR is added to a Cluster 
since the iSTAR might already have Areas attached. 

Area Tab Field Definitions 

The Area tab has the fields shown in Table 24 on Page 106. 

Table 24: iSTAR Cluster Editor— Area Tab Fields 

Fields I Description 

Cluster Antipassback Communication Failure Mode 

The options in this boxare avaiable only d the Cluster enforces !STAR Global antipassback as well as ISTAR Cluster antlpassback option 
in the Global Antipassback box is not selected. 

No access Select this option to configure No access a s the Communications Failure mode for this Cluster. 

• Access is denied by any member Controfier in the Cluster in communications faiure. 

• Member Controllers still in communications with the Master continue to request normalantipassback 
decisions for entry to the Area. 

• Master Controllers need nocommunication to make antipassbackdecisionsand akvaysdo so 
regardlessof host or member communication. 

(In this mode, the person is presumed to be In vloiation, unless proven otherwise.) 

NOTE: This mode is unavailable if the Cluster has an Alternate Master. 

Local Select this option to configure Local as the Communications Faure mode for this Cluster. 

• The Controller uses beefy avaiable information to grant or deny access. Even if this information is 
insufficient, the Controller admits the person presenting the card. 

(In this mode, the person is presumed not-In-violation, unless proven otherwise.) When Local mode is 
configured, the person is a lbwed in unless the Controllers making the decision determine beyond doubt 
that he/she is g u itty of an a ntipassback violation. 
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STAR Cluster Editor —Area Tab Fields (continued) 

Fields Description 

Global Antipassback 

Cluster enforces iSTAR Global 
antipassbackaswelas iSTAR Cluster 
antipassback 

Sektct thischeck box to indicate that this Cluster sharesdata with all the other Clusters that use iSTAR 
GlobalAntipassback. 
The default is cleared indicating that the Cluster does not share data with any other Clusters. 
NOTE: When this option is selected, the Cluster Antipassback Communication Failure Mode box 

options become unavailable. 

To Configure Cluster Antipassback Communications Failure Mode 

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button. 

2. Click the Hardware drop-down list, select iSTAR Cluster, and click at to open a Dynamic View showing a 
list of all existing iSTAR Clusters. 

- or - 

Expand the Hardware Tree. 

3. In the Dynamic View list/Tree, select the iSTAR Cluster for which you want to set the Antipassback 
Communications Failure Mode, right-click, and click Edit from the context menu that appears. 

4. On the iSTAR Cluster Editor, click to open the Area Tab. 

5. In the Cluster Antipassback Communication Failure Mode box, click to select either the No access or Local 
option. 

To Configure the Cluster for both Global Antipassback and Cluster Antipassback 

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button. 

2. Click the Hardware drop-down list, select iSTAR Cluster, and click CI to open a Dynamic View showing a 
list of all existing iSTAR Clusters. 

- or - 

Expand the Hardware Tree. 

3. In the Dynamic View list/Tree, select the iSTAR Cluster that you want to configure and click Edit from the 
context menu that appears. 

4. On the iSTAR Cluster Editor, click to open the Area Tab. 

5. In the Global Antipassback box, click to select the Cluster enforces iSTAR Global antipassback as well as 
iSTAR Cluster antipassback option. 

To Configure Global Antipassback Communications Failure Mode 

1. In the Administration Station, on the Options & Tools pane, select System Variables. 

2. On the General tab, expand the iSTAR Driver category. 

3. In the Name column, locate the iSTAR Global Antipassback Communication Failure Mode system variable. 
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4. Double-click on the row. 

- or - 

Right-click in the row and then click Edit from the Context menu that appears. 

The System Variables Editor appears with the Global Antipassback Communication Failure Mode system 
variable on the iSTAR Variables tab. 

5. Click the down-arrow in the Mode field to display the drop-down. Select one of the following: 

• No Access - Non-owners do not admit unless they can communicate with the iSTAR owner Controller. (Sets 
the variable to 0.) 

• Local - iSTAR Controllers make a decision based on locally available information or admit if that 
information is insufficient. (Sets the variable to 1.) 
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Configuring Escorted Access Mode 

The mode that Escorted Access operates in—whether Companion mode or Remote Escort (Turnstile) mode—requires 
the correct setting of the Readers are continuously active check box in the Readers box on the iSTAR Door 
Configuration dialog box, as shown in Figure 17 on Page 109. 

Figure 17: 'STAR Dorm Configuration Dialog Box — General Tab 
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By default the Readers are continuously active option is cleared (not set). 

In Companion Mode - Doors must be configured to permit multiple accesses through the Door on each access cycle. 
In this way an Escort can provide access to multiple Escorted Visitors with one swipe of the Escort's card. 

In Remote Access Mode - Doors must be configured to disable access of more than one person on one access cycle. 
The system will then accept and process only one card on each side of the Door at a time: first an Escorted Visitor, 
then the Escort, then another Escorted Visitor, then the Escort, etc. 

To Configure the Mode for Escorted Access 

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button. 

2. Click the Hardware drop-down list, select iSTAR Door, and click atil to open a Dynamic View showing a list 
of all existing iSTAR Doors. 

- or - 

Expand the Hardware Tree. 

3. In the Dynamic View list/Tree, select the iSTAR Door for which you want to set the Escorted Access mode, right-
click, and click Edit from the context menu that appears. 
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4. On the iSTAR Door Editor in the Readers box: 

• To configure Companion mode, click to select the Readers are continuously active option. 

• To configure Remote Access mode, clear the Readers are continuously active option. 
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Configuring Personnel Antipassback Options 

You can configure a person to be exempt from antipassback mles (both regular and timed) for all Areas so that 
he/she is permitted entry to/exit from an antipassback Area regardless of a violation. In such cases, no violation 
message are generated/logged, but access activity is logged as usual. 

In addition, you can specify that a person activate antipassback events, whether or not he/she is antipassback 
exempt, if the access/exit would ordinarily cause a violation. 

You configure these options in the Options box on the Personnel Editor General tab, shown in Figure 18 on Page 
111. By default the Antipassback Exempt option is cleared (not set), while the Activate Antipassback Event option is 
selected (set). 

Figure 18: Personnel Editor General Tab 

••15•••‘•CP• V:•••••P‘P' • 

Gap Catadmikneal lanul ••••••OWO 

INNO• 

yin 

r 

1.00/e••• 

papaw... 

A 

OM INISAV 

r 

To Configure a Person To Be Antipassback Exempt 

1. In the Navigation Pane of the Administration Workstation, click the Personnel pane button. 

2. Click the Personnel drop-down list and select Personnel. 

3. Click New to create a new Personnel record. 

- or - 

Click is to open a Dynamic View showing a list of all existing Personnel Objects, right-click the Personnel 
record you want to change, and click Edit from the context menu that appears. 

The Personnel Editor opens with the General Tab displayed. 

4. In the Options box, click to select the Antipassback Exempt option. 

5. To save the Personnel record, click Save and Close. 

To Configure a Person To Always Activate Antipassback Events 

1. Open a Personnel Record on the Personnel Editor General Tab. 

2. In the Options box, click to select the Activate Antipassback Event option. 

3. To save the Personnel record, click Save and Close. 
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Configuring Personnel Escorted Access Options 

You can configure a person's Escort option —None, Non-escorted Visitor, Escorted Visitor, Escort—which controls 
how he/she is able to move around a facility, through its Doors and into and out of Areas. 

You configure this option in the Escort Options box on the Personnel Editor General tab, as shown in Figure 19 on 
Page 112. By default the Escort Option combo box is set to None. 

Figure 19: Personnel Editor General Tab—with Escort Options Box 
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To Configure a Person's Escort Option 

1. Click the Personnel drop-down list and select Personnel. 

2. Click New to create a new Personnel record. 

- or - 

Click Vt to open a Dynamic View showing a list of all existing Personnel Objects, right-click the Personnel 
record you want to change, and click Edit from the context menu that appears. 

The Personnel Editor opens with the General Tab displayed. 

3. In the Escort Options box, click the down-arrow next to the combo box to select the Escort Option you want for 
this Personnel record: 

• None (the default). 

• Non-escorted Visitor - A Visitor to the company who is permitted to go through the facility without an 
Escort. 

• Escorted Visitor - A Visitor to the company who must be accompanied by an employee designated as an 
Escort in order to move through the facility. 

• Escort - an Employee trained in using the visitor management policies of the company, who knows what to 
do in any of the following situations: 

— Escorted Visitor's card fails for clearance. 

— An employee wants to cut in front of or in the middle of the Escorted Visitor queue. 
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4. To save the Personnel record, click Save and Close. 
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Configuring Event Actions to Affect Areas 

You can configure an Event with Actions related to iSTAR Areas. 

Example: 

You can reset the current Occupancy Mode for an iSTAR Area —set by default by the original Occupancy 
configuration. Such an Event Action can change an Area's Occupancy mode to 'Counting Only', which cannot 
be set by the Area configuration. You can also use an Event Action to clear the Area counts for 'All Personnel' 
and 'Personnel Groups'. 

The following Event Actions pertain in some way to Areas: 

• Allow Conditional AEONS Cycle 

• Clear Area Counts 

• De-muster Area 

• Enable Counting for Access Restriction 

• Enable Counting for Event 

• Enable Counting Only 

• Grace MI 

• Grace MI Partitions 

• Remove All Personnel from Area 

To Configure Events with an Action to Affect an Area 

1. Click Configuration to open the Configuration pane. 

2. Select Event from the Configuration Pane drop-down list. 

3. Click New on the Configuration Pane. The Event Editor opens. 

a. Type a name for this Event in the Name field. 

b. Type a Description in the Description field. 

c. Click Enabled to make the Event available to C•CURE 9000 Operators. 

4. On the Event General tab, choose the settings that you want for the Event. 

5. Click the Action tab to open, as shown in Figure 20 on Page 114. 

Figure 20: Event Editor -Action Tab 
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6. On the Action tab, click Add to add an Action row. 

7. Click the down-arrow in the Action field and then scroll down in the drop-down list to select the Action you 
want. 

An Area, Partition, or Carpool Group field displays on the bottom of the screen depending on the Action, as 
shown in the following example. 

Ana I - 

(For the Grace All and Grace All Partitions Actions, the Partition field displays, whie the Area field displays for 
all the other Actions. 

8. Click 0  in the Area or Partition field to display a selection list of all Areas or Partitions currently configured 
in the C•CURE 9000 system, and then click to select the one you want as the recipient of the Action. 

The system enters the name of the object you select in the Details field for the row. 

9. Select the Resettable check box if you want an operator responding to the Event to be able to reset the Action 
without acknowledging the Event. 
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Setting System Variables That Affect Areas 

Four System Variables described in Table 25 on Page 116 have an impact on Areas functionality. 

Table 25: System Variables that Affect Schedules 

Category/ 
System 

Variable 

Description Default 
Setting 

Hardware Driver 

Next Card Time Maximum length of time (in seconds) allowed between card presentations for features that require the 
presentation of mufti* cards for access (Escorted Visitor Access or into/out of Minimum Occupancy Areas, for 
example). 

The value must be between 15 and 300. 

NOTE: Software House recommends setting this value to at least 30 seconds if cardholders need time to present 
a card with biometric and/or PIN information. 

15 

iSTAR Driver 

Atways Track 
Personnel 

If True. the Area location of Personnel is always tracked at the Controller/Panel. 

If False, the Area location of Personnel is not tracked at the Controller/Panel, unless Antipassback is configured. 

False 

Minimum 
Occupancy Exit 
Option 

Enables personnel to exit an Area configured for restricted Minimum Occupancy if the STAR resets, which will 
reset the Area count to 0 (zero). 

If True, the iSTAR permits the personnel inside the Area to exit. 

If False, the iSTAR does not permit the personnel inside the Area to exit, unless the Area count is reset correctly. 

In either case. the Area may have an incorrect count that should be reset manually 

False 

Maximum Visitor 
Count 

Indicates the maximum number of Escorted ViSitOTS who may be escorted by a single designated Escort. 

The value must be between 0 and 100. 

NOTE: You must stop and restart the iSTAR driver to have a ny changes you make to this variable take effect. 

10 

STAR APB 
maximum ping 
round trip 

Number of milliseconds ping response must arrive after ping sent for APB link to be declared "fast" again. Must be 
larger than minimum time required for a round trip message over link during normal utilization of network; 
othenviseoomm cannot be restored. Must be larger than 250. 

The value must be between 250 and 1800000. 

NOTE: Change this value only in consultation with the Software House Customer Support Center. Incorrect 
settings can cause APB comm fall. 

500 

iSTAR APB ping 
interval 

Number of milliseconds iSTAR and host wait before sending APB ping on "slow' APB link (to master or host). 
This is also the minimum amount of time the iSTAR and host will wait before attempting to re-establish APB 
comm over a link that has timed out. 

The value must be between 1000 and 600000. 

NOTE: Change this value only in consultation with the Software House Customer Support Center. Incorrect 
settings can cause APB comm fall. 

10000 
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System Variables that Affect Schedules (continued) 

Category! 
System 
Variable 

Description Default 
Setting 

STAR APB 
response timeout 

Number of milliseconds STAR member waits for APB response from master. This is the amount of time a person 
will see "Please Wait" displayed at the Reader. Must be larger than minimum time required for 3 round-trip 
messages over linkduring normalutilization of network; othenviseoomm cannot be restored. Must be larger 
than 1000. 

The value must be between 1000 and 600000. 

NOTE: Change thisvalue only in consultation with the Software House Customer Support Center. Incorrect 
settings can cause APB comm fall. 

5000 

STAR Global 
Antipassback 
Communication 
Failure Mode 

Global Antipassback operation when the controllers are in communication failure mode. 

Double-dick on row to edit. (For procedural information, see To Update System Variables on the System 
Variables Editor on Page 118and To Configure Global Antipassback Communications Failure Mode on Page 
107.) 

The value must be between 0 and 2. 

• No Access Mode =0 - Non-owner STAR Controllersdo not admit unless theycan communicate with the 
STAR owner Controller. 

• Local Mode = 1 - STAR Controllers make a decision based on locally available information or admit if that 
information is insufficient. 

0 

Host Global 
Antipassback 
Response 
Timeout 

Number of milliseconds STAR master waits for Global Antipassback response from STAR. 

• Must be less than 'STAR Global Antipassback response timeout'. 

• Must be larger than minimum time required for a round trip message over linkduring normal utilization of 
network. Otherwise, communications cannot be restored. 

• Must be larger than 1000. 

The value must be between 1000 and 60,000. 

NOTE: Change this value only in consultation with the Software House Customer Support Center. Incorrect 
settings can cause APB comm fall. 

2000 

STAR Global 
Antipassback 
Response 
Timeout 

Number of milliseconds STAR master waits for Global Antipassback response from Host. 

• Must be less than 'iSTAR APB response timeout'. 

• Must be larger than minimum time required for 2 round trip messages over link during normalutilization of 
network. Otherwise, communications cannot be restored. 

• Must be larger than 1000. 

The value must be between 1000 and 60,000. 

NOTE: Change thisvalue only in consultation with the Software House Customer Support Center. Incorrect 
settings can cause APB comm fall. 

4000 

To Change the Value for an Area-related System Variable 

1. In the Administration Station, on the Options & Tools pane, select System Variables. 

2. On the General tab, expand the Hardware or iS1'AR Driver category, as needed. 

3. In the Name column, locate the system variable you want to update. 

4. Read the text in the Description column for the relevant system variable. 

• if the text says, "Double-click on row to edit", see To Update System Variables on the System Variables Editor 

on Page 118. 
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5. In the Value column, enter a new value. 

6. If necessary, stop and restart the drivers to have your changes take effect. 

For a list of variables and allowable values in this category, see Table 25 on Page 116. 

To Update System Variables on the System Variables Editor 

1. To update a system variable when the Description column for the relevant system variable says, "Double-click 
on row to edit": 

Double-click on the row. 

- or - 

Right-click in the row and then click Edit from the Context menu that appears. 

The System Variables Editor appears with the system variable on the iSTAR Variables tab. 

2. Change the values in these fields as necessary. 

3. Click Save and Close when you are finished editing the system variables. 
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Viewing Area Location of Personnel 

You can view the current Area that Personnel are in by opening the default Dynamic View for Personnel records on 
the Administration application. 

To View a Person's Current Area 

1. In the Navigation Pane of the Administration Workstation, click the Personnel pane button. 

2. Select Personnel from the Personnel pane drop-down list. 

3. Click Rai' to open a Dynamic View listing all Personnel objects. (You can also click the down-arrow of this 
button to either view the list in the current tabbed view or open a new tabbed view.) 

• You can sort, filter, and group items in the list. 

• You can right-click a Personnel record in the list to open the context menu (for information, see the Personnel 
chapter in the C•CURE 9000 Personnel Guide) and perform any of the functions on that menu. See the 
Dynamic Views chapter in the C• CURE 9000 Data Views Guide for more information on using Dynamic 
Views. 

4. Right-click any column heading to open the context menu with additional Personnel fields that can display as 
columns. 

5. Click More Columns to open a dialog box listing all the other possible Personnel fields that can display as 
columns. 
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6. Select Area Name and Area Access Time from the list and click OK on the top of the dialog box. 

The Personnel Dynamic View now includes a column for Area Name and Area Access Time populated with 
the current location for each person in the list and the time he/she entered the Area, as shown in Figure 21 on 
Page 120. 
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Figure 21: Personnel Dynamic View with Area Location 
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Viewing Area Information on the Door Editor 

A Door assigned to an iSTAR Area displays read-only assignment information on the Door Editor on the Areas & 
Zones tab, as shown in Figure 22 on Page 121. 

NOTE If this Door is not assigned to an Area, the Areas box is blank 

Figure 22: Door Editor — Areas &Zones Tab 
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The Areas & Zones tab has the read-only fields shown in Table 26 on Page 121. 

Table 26: Door Editor — Areas & Zones Tab Fields 

Fields Description 

Entry Area Name of Area to which this Door is an 'Access In' Door. 

Exit Area Name of Area to which this Door is an 'Access Out' Door. 

To View a Door% Area Information 

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button. 

2. Expand the Hardware Tree and navigate to the iSTAR Door whose information you want to view. 
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3. Select the Door and right-click to display the context menu. 

4. Click Edit 

5. When the iSTAR Door Editor appears, click to open the Areas & Zones Tab and review the Area information. 
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Running Area Pre-defined Reports 

C•CURE 9000 allows you to generate Software House pre-defined Reports with information related to Areas: 

■ Roll Call Report (SWH2O - Roll Call) - gives a view of where personnel are located at the time the report is 
started, the iSTAR Area/iSTAR Area Group, and can assist in the emergency evacuations of buildings. 

C•CURE 9000 tracks the current location, or iSTAR Area, of all Personnel as they move through Doors controlled 
by access Readers. This tracking is independent of the antipassback restrictions of an Area, so antipassback does 
not have to be enforced for Roll Call Reports to be used. 

iSTAR Area Groups, which can contain one or more iSTAR Areas, also support the generation of Roll Call 
Reports (with the exception of the system default "All Areas" Group). An iSTAR Area may be assigned to several 
iSTAR Area groups; the Areas assigned to an iSTAR Area Group may also span multiple iSTAR Controllers. For 
information on iSTAR Area Groups, see the Groups chapter in the C• CURE 9000 Data Views Guide. 

■ Carpool Roll Call Report (SVVH21 - Carpool Area Roll Call) - gives the last known Carpool Area for Personnel, 
by Carpool Group, at the time the report is started. This is the last Carpool Area that the person entered. 
However, if they exited to an adjacent Area not a Carpool Area, their Carpool Area location is not changed. 

C•CURE 9000 tracks the current location of all Personnel parked in each Carpool Area, along with their Carpool 
Group and whether they are the Group Driver. 

■ Carpool Group Report (SVVH22 - Carpool Group) - gives a list of Carpool Groups with the names of the 
conesponding Personnel members. 

■ Visitor/Escort Reports (SWH50 - SWH55) - give lists of Admitted/Rejected Escorts and/or Visitors. For detailed 
information about these Reports, see the table in the "Pre-defined Reports" section of Appendix A in the C•CURE 
9000 Data Views Guide. 

NOTE These are some of the many pre-defined Reports provided by Software House. While you cannot alter 
the original Report, you can make a copy and then modify it to your liking. For information, see 
Appendix A in the C•CURE 9000 Data Views Guide. 

These Reports can be initiated in different ways: 

■ Running Area Reports from the Administration Report Dynamic View on Page 123. 

■ Running Area Reports from the Monitoring Station Report Status List on Page 125 

■ Using an Event to Run an Area Report on Page 126 

Running Area Reports from the Administration Report Dynamic View 

This procedure for running Area Reports uses the Roll Call Report as an example for all the Area-related Reports. 

To Run an Area Report from the Report Dynamic View 

1. In the Navigation Pane of the Administration Workstation, click the Data Views pane button. 

2. Click the Data Views drop-down list and select Report. 

3. Click ®lid to open a Dynamic View listing all Reports, both the Software House pre-defined Reports and 
Reports you've created. (You can also click the down-arrow of this button to either view the list in the current 
tabbed view or open a new tabbed view.) 
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4. Use the right-hand scroll bar to scroll through the list and find one of the Area Reports, such as SWH2O - Roll 
Call or SWH21 - Carpool Roll Call. 

5. Double-click the Report to run it as a new tab in the C•CURE 9000 content area. 

- or - 

Right-click the Report to open the Report Context menu and take one of the following actions: 

• Click View to run the Report as a new tab in the C•CURE 9000 content area. 

• Click Popup View to run the Report and view it in a separate popup window. 

• Click View in Current Tab to run the Report in the current tab in the C•CURE 9000 content area (replacing 
the Reports Dynamic View). 

• Click Run on Server to start the Report running in the back ground. (The finished report is saved and is 
accessible from the Report Result Dynamic View.) 

NOTE 
A system variable in the Reporting category allows you to set limits on the maximum 
page count of the reports generated in your C•CURE 9000 system. For information, 
see the System Variables chapter in the C• CURE 9000 System Maintenance Guide. 

A Query Parameters dialog box appears, as shown in the example for the Roll Report in Figure 23 on Page 124. 
(For more information about queries, see the Query chapter in the C•CURE 9000 Data Views Guide.) 

Figure 23: Roil Can Re port Query Parameters Dialog Box 

6. To view all the information about the query's search criteria, click Show Query Detail. 

7. Enter values for the Area Name and/or Area Group parameters and then click Execute Query to retrieve data 
for the Report. 

The progress of the report generation displays on the Status bar. 

Once the status bar shows the number of records being processed, a Cancel Report button on the top of the 
screen becomes available for use. 

When the report processing is completed, the Roll Call Report appears on the Report Viewer, as shown in the 
example in Figure 24 on Page 125. The Cancel Report button disappears and the Save Result and Export 
Document buttons become available. 
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F igu re 24: Roll Call Report on Report Viewer 
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Running Area Reports from the Monitoring Station Report Status List 

privedure for running Area Reports uses the Roll Call Report as an example for all the Area-related Reports. 

To Run an Area Report from the Monitoring Station 

1. On the Explorer Bar of the Monitoring Station, click Reports in the 
Non Hardware Status Menu. 

The Report Status List dialog box opens with a list of all Reports in the system, both the Software House canned 
Reports and Reports you've created. 

2. Click the Data Views drop-down list and select Report 

3. Use the right-hand scroll bar to scroll down through the list and find one of the Roll Call Reports, such as 
SWH2O - Roll Call or SWH21 - Carpool Roll Call. 

4. Right-click the Report to open the Report Context menu and take one of the following actions: 

• Click Popup View to run the Report and view it in a separate popup window. 

• Click Run on Server to start the Report running in the background. The finished report is saved and is 
accessible from the Report Result Dynamic View.) 

NOTE 
A system variable in the Reporting category allows you to set limits on the maximum 
page count of the reports generated in your C•CURE 9000 system. For information, see the 
System Variables chapter in the C•CURE 9000 System Maintenance Guide. 
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Running Area Pre•deMed Reports 

A Query Parameters dialog box appears with the appropriate prompts, in this example for the Roll Call Report, 
as shown in Figure 23 on Page 124. (For more information about queries, see the Query chapter in the C•CURE 
9000 Data Views Guide.) 

5. To view all the information about the query's search criteria, click Show Query Detail. 

6. Enter values for the Area Name and/or Area Group parameters and then click Execute Query to retrieve data 
for the Report. 

The progress of the report generation displays on the Status bar. 

Once the status bar shows the number of records being processed, a Cancel Report button on the top of the 
screen becomes available for use. 

When the report processing is completed, the Roll Call Report appears on the Report Viewer, as shown in the 
example in Figure 24 on Page 125. 

Using an Event to Run an Area Report 

You can configure an Event with an Action that runs an Area Report. For information, see "Scheduling a Report" in 
the Reports chapter in the C• CURE 9000 Data Views Guide. 
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Gracing Personnel 

You can choose to grace Personnel denied access to an Antipassback/Area Lockout/Carpool Area from both the 
Administration application and the Monitoring Station. The first time personnel use their cards after a grace action, 
the system does not check for Antipassback violations and also allows them into Areas from which they would 
otherwise be locked out. For all subsequent use of their cards, the system returns to checking for Antipassback 
violations and enforcing Area Lockouts. 

You can also reset the iSTAR Global Antipassback owner of a person's card when the iSTAR owner is not 
communicating. 

■ The following apply to one or more selected persons. 

• Grace Personnel 

• Antipassback Reset Card 

• Area Lockout Grace 

• Grace Carpool Group - applies to all personnel in the group and can be applied in two different ways: 

— To the Carpool Group. 

— To any person who is a member of the Carpool Group 

■ Grace All - applies to all Personnel and Carpool Groups in one or more selected Partitions. (In an unpartitioned 
system, since all Security Objects are in the 'Default' Partition, applying Grace All to the Default Partition graces 
all Personnel and all Carpool Groups in the C•CURE 9000.) 

■ Grace All Partitions - applies to all Personnel and all Carpool Groups in all Partitions in the system—regardless 
of how many partitions there are. 

NOTE ■ Grace Carpool Group is a 'timed' grace for which you must enter start/end times. 
Everyone in the Carpool Group then gets free access to the Carpool Area for that time 
period. (And after the period expires, they get one free access.) 

■ Grace All and Grace All Partitions, on the other hand, apply a 'one-time' grace for the 
Carpool that goes away after the first swipe, similar to regular Antipassback gracing. 

The methods for 'gracing' are as follows: 

■ Gracing One or More Selected Personnel 

• From the Administration Application - see To Grace Selected Personnel from the Administration Application 
on Page 128. 

• From the Monitoring Station - see To Grace Selected Personnel from the Monitoring Station on Page 128. 

■ Gracing All Personnel 

• From the Administration Application - see To Grace 'All' Personnel from the Administration Application on 
Page 129. 

• From the Monitoring Station - see To Grace 'All' Personnel from All Partitions from the Monitoring Station 
on Page 130. 

• Using an Event - see To Grace 'All' Personnel Using an Event on Page 130. 

■ Gracing Personnel from Selected Partitions 

• From the Monitoring Station - see To Grace Personnel from Selected Partitions from the Monitoring Station 
on Page 131. 
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To Grace Selected Personnel from the Administration Application 

1. In the Navigation Pane of the Administration Workstation, click the Personnel pane button. 

2. Select Personnel from the Personnel pane drop-down list. 

3. Click ES to open a Dynamic View listing all Personnel objects, as shown in the examples in Figure 21 on Page 
120 and Figure 21 on Page 120. (You can also click the down-anew of this button to either view the list in the 
current tabbed view or open a new tabbed view.) 

4. Click to select one or more Personnel in the list and then right-dick to display the Context menu. 

NOTE If you select more than 100 Personnel, the Grace Personnel. Antipassback Reset Card. Area Lockout Grace. 
and Grace Carpool Group seiectionsaie not available. 

Personnel Type 

Set property 

Add to group 

Export selection... 

Export selected Portraits... 

Grace Personnel 

Assign Clearances 

Remove Clearances 

Remove Person From Area 

Antpassback Reset Card 

Area Lockout Grace 

Grace Carpool Group 

Activate Temporary 

5. Click Grace Personnel, Antipassback Reset Card, Area Lockout Grace, or Grace Carpool Group. 

The selected Personnel are graced and are displayed on the Monitoring Station Activity Viewer. 

5/27/2014 10 351:6,1M Maya octal by %bar Glom Carpool Gimp ramoolkoklaiAm? km 6272014 10 34 54 AM m6/27/2014 
11.34.00AM. 

5/27/2014 10 37 IONA Mmudoeb:nbyeshoel' 6uxo cod la Pcmomel Smil. st 

To Grace Selected Personnel from the Monitoring Station 

NOTE The bok of the Swipe & Show Viewer dependson whether you are using the 'Legacy View or one of the new 
'Default' Views. For information, see •Swipe and Show Viewer' in the Application Layout chapter of the C•CURE 
9000 Software Configuration Guide and Chapter 6 Monitoring Access in the C•CURE 9000 Monitoring Station 
Guide. 

1. Open the Swipe & Show Viewer of the Monitoring Station. 

On the Monitoring Station Activity Viewer in rows showing Personnel accesses, click to select a row, and right-
click to display the context menu. 
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Gracing Personnel 

NOTE 
If you select more than 100 Personnel, the Grace Personnel, Antepassback Reset Card, Area Lockout Grace, 
and Grace Carpool Group selections are not available. 

a 

Date- Time 

L, Edit 

nrJ 

a 

Delete 

Set property 

Add to group 

Export selection... 

Export selected Portraits... 

imulator at ISTAR Doorl-Sin 

Find in Audit Log... 

Find in Journal... 

Grace Personnel 

Wej Assign Clearances 

gi Remove Clearances 

Remove Person From Area 

Antipassback Reset Card 

Area Lockout Grace 

Grace Carpool Group 

ge Activate Temporary 

sie Assign Temporary Credential 
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'shoal': Grace Carpool G [cool 

'shoal': Grace cad for Person 

'shear Grace card for Person! 

'shoal': Grace cad for Pelson' 

'shoal': Grace cad for Person! 

2. Click the Grace Personnel, Antipassback Reset Card, Area Lockout Grace, or Grace Carpool Group button on 
the Swipe & Show Viewer. 

- or - 

Click Grace Personnel, APB Reset Card, Area Lockout Grace, or Grace Carpool Group on the Activity Viewer 
context menu. 

To Grace 'All' Personnel from the Administration Application 

1. In the Navigation Pane of the Administration Workstation, click the Configuration pane button. 

2. Select Partition from the Configuration pane drop-down list. 

3. Click air to open a Dynamic View with all the Partition Objects your Privileges allow you to see. (You can also 
click the down-arrow of this button to either view the list in the current tabbed view or open a new tabbed view.) 

4. Click to select one, several, or all Partitions in the list and then right-click to display the Context menu. 
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Partition x I 

Views - •• • V 

Drag columns to group by here 

Name 

X Delete 

rf 

Jl 

Set [toped),
Add to group 
Export selection... 

Grace All for this Parbtlon 

5. Click Grace All for this Partition. 

MI the Personnel in the selected Parlition(s) are graced. (If the system was not partitioned so only the Default 
Partition displayed in the list, or if you selected all the Partitions in the system, the command would grace all 
system Personnel.) 

 dMI 

To Grace 'All' Personnel from All Partitions from the Monitoring Station 

1. Open the Swipe & Show Viewer of the Monitoring Station and click to open the Grace Partition tab. 

2. Click the Grace All Partitions button. 

MI Personnel in all the Partitions in the system are graced —whether there is only one, the Default Partition, or 
many Partitions. 

 a 
To Grace 'All' Personnel Using an Event 

1. Configure an event with an appropriate name and description according to the information in the Events 
chapter in the C•CURE 9000 Software Configuration Guide. 

2. Click to open the Action tab. 

3. Click Add to create a new Action row. 

a. Click the down-arrow in the Action field to display a drop-down list containing available Actions. Use the 
scroll bar to scroll down to find Grace All and click to add it to the row as the Action that will be executed by 
this Event. 

Once you select Grace All, the Partition field displays on the bottom of the tab. 

b. Click El in the Partition field to display a selection list of all Partitions currently configured in the C•CURE 
9000 system, and then click an Partition to select it. 

When you click anywhere outside the Partition field, the system enters the name of the Partition you selected 
in the Details field for the row. 

The Grace All Action will be applied to all Personnel in the selected Partition, Partition A, whenever this Event 
is activated. (If the system was not partitioned, only the Default Partition could be selected. In that case, the 
command would grace all system Personnel.) 

c. Leave the Resettable check box unselected. Resetting an Event Action is not applicable to a Grace All Action. 
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Gracing Personnel 

4. Finish configuring the other appropriate settings for this Event, remembering to select the Enabled check box to 
activate the Event. 

To Grace Personnel from Selected Partitions from the Monitoring Station 

1. Open the Swipe & Show Viewer of the Monitoring Station and click to open the Grace Partition tab, as shown 
in on Page 127. 

2. Click to select one or more Partitions in the list and then right-click to display the Context menu. 

3. Click Grace All. 

All the Personnel in the selected Partition, Partition A, are graced. (If the system was not partitioned, only the 
Default Partition would display in the list. In that case, the command would grace all system Personnel.) 
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Viewing Area Statuswith Map Icons 

Viewing Area Status with Map Icons 

The Map Editor in C•CURE 9000, as shown in the example in Figure 25 on Page 132, lets you display your facility's 
floor or site plan and place clickable icons that permit you to monitor the state of iSTAR Areas and, if desired, their 
related Doors. 

Figure 25: Map Editor with Area and Door Icons 

For detailed information on creating Maps, see the Maps chapter in the C•CURE 9000 Data Views Guide and the 
"Adding an Object Icon to the Map" section in particular. 

The Map Viewer, accessed from the context menu that displays when you right-click a specific Map row in either 
the Maps Dynamic View on the Administration Application or the Maps Status List on the Monitoring Station, 
allows you to view such a Map in real time. The Area and Door icons on the Map show the current status of the 
Objects they represent, as shown in the example in Figure 26 on Page 133. 
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Viewing Area Status with Map Icons 

Figure 26: Map Popup View with Area and Door Icons 

You can also right-click any icon on the Map Popup View to display another context menu pertinent to the specific 
Object type, as shown in the example for the Area icon in Figure 27 on Page 134 (if the Show context menu on right 
click option was selected in the Maps Icon Properties dialog box when you configured the Map). 
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Viewing Area Status with Map Icons 

Figure 27: Map Popup View with Area Icon Context Menu 
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The iSTAR Area icon context menu has the same options as the context menu for iSTAR Areas in the Dynamic View, 
described in Table 3 on Page 57. 
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iSTAR Intrusion Zones 

This chapter includes conceptual information about iSTAR Intrusion Zones and describes the procedures you use to 
create them. 

In this chapter 

Introduction  136 
iSTAR Intrusion Zone Modes and States  137 
Controlling Intrusion Zone Mode 140 
iSTAR Intrusion Zone Configuration Steps  153 
Basic Intrusion Zone Tasks  155 
iSTAR Intrusion Zone Editor 165 
iSTAR Intrusion Zone General Tab 166 
iSTAR Intrusion Zone Inputs Tab 172 
iSTAR Intrusion Zone Ann - Disarm Tab 177 
iSTAR Intrusion Zone Triggers Tab 183 
iSTAR Intrusion Zone Groups Tab 188 
iSTAR Intrusion Zone Status Tab 189 
iSTAR Intrusion Zone State Images Tab 191 
Configuring a Person to Arm/Disarm Intrusion Zones 192 
Viewing Intrusion Zone Information on the Door Editor 193 
Viewing Intrusion Zone Information on the Input Editor 195 
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IntraluctIon 

Introduction 

An iSTAR Intrusion Zone is a user-defined group of Doors and Inputs on the same local Controller that delineates a 
physical area monitored for alarms —thus protecting that area. The Inputs you assign to an iSTAR Intrusion Zone—
such as motion detectors, glass break sensors, etc.—monitor security inside the zone. The Doors you assign to an 
iSTAR Intrusion Zone define the entrance and exit points for the zone. 

Grouping Doors and Inputs into an iSTAR Intrusion Zone allows easy Arming and Disarming of groups of alarm 
monitoring points (Inputs), as well as Locking and Unlocking groups of doors, while displaying their current mode 
and status. The local Controller is responsible for monitoring the Doors and Inputs, reporting the state of the 
Intrusion Zone as a whole, and controlling the Door access modes and Input Arm/Disarm states. The use of 
Intrusion Zones is optional. 

In addition Triggers can be defined to link the Intrusion Zone's current mode and status (such as when a zone is 
violated) to Events whose Actions sound an alarm or send an e-mail or page, for example. 
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iSTAR Intrusion Zone Modes and States 

An Intrusion Zone is always in one of two modes: 

■ Armed 

■ Disarmed 

An iSTAR Intrusion Zone in Anned mode can be in either of the following two states: 

■ Violated 

■ Not Violated 

Regardless of its Mode and Violated state, an iSTAR Intrusion Zone's Ready To Ann State may be either: 

■ Ready to Arm 

■ Not Ready to Ann - the iSTAR Intrusion Zone has offnormal Inputs or open Doors (whether it is Armed or 
Disarmed) 

You can view the mode/state of an iSTAR Intrusion Zone in three places: 

■ Administration application 

• iSTAR Intrusion Zone Dynamic View - see Viewing Intrusion Zone Status on the Dynamic View on Page 
161. 

• iSTAR Intrusion Zone Editor Status tab- see Viewing Intrusion Zone Status on the Status Tab on Page 189. 

■ Monitoring Station: Explorer Bar>Non-Hardware Status> Intrusion Zones>Status List - iSTAR Intrusion Zones 
- see the Monitoring Status chapter in the C•CURE 9000 Monitoring Station Guide. 

Armed 

If the zone is Arnzed, the area is protected. You cannot enter an Anned Intrusion Zone without using Doors, 
activating Inputs, and causing an Intrusion Zone Violation. 

When you arm an Intrusion Zone, the iSTAR reports the Anned status to the C•CURE server. If the Arming method 
included presenting a card, the hardware reports the Personnel access. The iSTAR also reports tamper, input 
supervision errors, and communication failures. 

For five seconds after an Intrusion Zone is armed, the zone's readers display "Area Anned" in the LCD area. This 
message is followed by the current date and time. If there is an Event assigned to the Armed mode, the iSTAR 
activates the Event while the Intrusion Zone is Anned. 

Disarmed 

If the zone is Disarmed, the Inputs assigned to that Intrusion Zone do not generate Intrusion Zone Violations when 
activated (when people enter the zone, for example). 

When you disarm an Intrusion Zone, the iSTAR reports the Disarmed status to the C•CURE server. If the Disarm 
method included presenting a card, the hardware reports the Personnel access. For five seconds after an Intrusion 
Zone is disarmed, the system displays Disarm status messages on all Readers within the zones. If there is an Event 
assigned to the Disarmed mode, the iSTAR activates the Event while the Intrusion Zone is Disarmed. 
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'STAR Intrusion Zone Modes and States 

The iSTAR processes access requests at the Intrusion Zone Doors during the Disarmed state. You can gain access at 
the locked Doors through the usual means: valid card, valid card and pin, or RTE. The iSTAR also reports tamper, 
input supervision errors, and communication failures. 

Violated 

An Intrusion Zone changes from Normal to Violated when the system detects an Intrusion Zone Violation. Violations 
include: 

■ Hardware tamper or communication failure. 

■ Supervision errors for Intrusion Zone Inputs or tamper Inputs. 

■ Inputs that activate while the zone is armed. (If the zone is disarmed within the entrance delay, the Violation 
does not occur.) 

■ Doors that open while the zone is armed. (If the zone is disarmed within the entrance delay, the Violation does 
not occur.) 

When the system detects an Intrusion Zone Violation, the iSTAR changes the status of the Intrusion Zone to Violated 
and notifies C•CURE 9000 of the Violation. The server records the Violation in the journal and generates an activity 
message at the Monitoring Station. 

If the Intrusion Zone includes an action, such as flashing lights, configured on the Triggers tab for the Event to be 
activated if the Zone is in a Violated state, the system initiates the action while the Intrusion Zone is Violated. 

The Intrusion Zone status remains Violated—whether or not the object causing the Violation returns to the Normal 
state—until you change the mode of the Intrusion Zone to Armed or Disarmed. 

You can change the mode to Armed via key-press/active input and card swipe, Keypad Command Action, or an 
Arm selected Direct Action from the Administration application Dynamic View or Monitoring Station Status List. 

You can only disarm a Violated iSTAR Intrusion Zone if you have selected the Allow Disarm While Violated option 
on the iSTAR Intrusion Zone Arm - Disarm tab. (If this option is not selected, you must first clear the Violation by 
deactivating the appropriate Inputs and re-arming the zone, or by force-arming the zone. 

You can change the mode to Disarmed via card swipe, key-press/active input and card swipe, Keypad Command 
Action, or a Disarm selected Direct Action from the Administration application Dynamic View or Monitoring 
Station Status List. 

For instructions on Arming and Disarming a zone, see Controlling Intrusion Zone Mode on Page 140. 

Ready to Arm/Not Ready to Arm 

The status of the Intrusion Zone may be either Ready to ann or Not ready to ann. 

Ready to Arm 

You can arm an Intrusion Zone whose status is Ready to arm. The intrusion zone is ready to arm when: 

■ All objects assigned to the Intrusion Zone are in a Normal state 

■ Intrusion Zone Inputs are not active 

■ Intrusion Zone Doors are closed 
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STAR Intruson Zone Modes and States 

Not Ready to Arm 

The status of an Intrusion Zone is Not ready to ann when: 

■ Any object assigned to the Intrusion Zone is not functioning normally 

■ An Intrusion Zone Input is active 

■ An Intrusion Zone Door is open 

When the Intrusion Zone status is Not ready to ann, you cannot change the mode of the zone from Disarmed to 
Armed unless you use the "force armed" feature. 

You can force ann an intrusion zone with a normal Event Action, a local Keypad Command Action, or a Direct 
Action from the Administration application Dynamic View or Monitoring Station Status List. A force ann is 
necessary when one or more Intrusion Zone Inputs are active, causing a Not ready to ann state. You can also force 
ann an Intrusion Zone, to intentionally disregard an active monitoring point. 
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Controlling Intrusion Zone Mode 

The Arming/Disarming mode of an iST/tR Intrusion Zone can be controlled by the following methods, illustrated in 
Figure 28 on Page 140: 

■ Card Control 

■ Event Control 

• C•CURE 9000 Events 

• Keypad Command Events 

• Monitoring Station Manual Event Activation 

■ Manual Control (Direct Actions from Monitoring Station) 

Figure 28: Controlling 'STAR Intrusion Zone Modes 

Card Control 
Swett Schein from Monitot 

Station a section 

When the Intrusion Zone is armed, all the Intrusion Zone Inputs are armed, Intrusion Zone Doors are set to an 
armed state, and the Intrusion Zone's Trigger-linked armed Event is active. If Intrusion Zone Inputs activate while 
the Intrusion Zone is armed and the Intrusion Zone is not disarmed before the Entrance Delay expires, the Intrusion 
Zone goes into a Violated state and triggers the violated event. 

When the Intrusion Zone is disarmed, all Intrusion Zone Inputs (except for Protected Inputs) are disarmed, Intrusion 
Zone doors are set to a disarmed state, and the Intrusion Zone's Trigger-linked disarmed Event is active. 

If Inputs activate while the Intrusion Zone is armed or disarmed, the Intrusion Zone becomes not-ready-to-arm and 
triggers the not-ready-to-arm event. 

The various methods can be combined. 
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Controlling Intrusion Zone Mode 

Example: 

You can arm an Intrusion Zone via Card Control —a card read, but disarm it with Event Control-an event 
triggered by a Keypad Command. 

Card Control 

Card Control provides the methods shown in Table 27 on Page 141 to arm or disarm a zone. 

Table 27: Card ControlOptions 

Disarm Arm 

Credential Only (with valid Clearance) Key-press' and Credential (with valid Clearance) 

Credential (with valid Clearance) and Active Input•' Active Input" and Credential (with valid Clearance) 

Credential (with valid Clearance) and Personnel Group Key-press', Credential (with valid Clearance), and 
Personnel Group 

Credential (with valid Clearance), Active Input", and 
Personnel Group 

Active Input••, Credential (with valid Clearance), and 
Personnel Group 

'To key-press, press the C MD/ENT key twice; and then presenta valid Credential within ten seconds. 

"An Active Input is any ava ila ble input of the ISTAR. It Is common to use a key-activated switch as the Active Input. The switch 
must be active prior to the presentation of the Credential. 

When arming or disarming an Intrusion Zone by Card Control, the behavior of the zone and the Door is affected by 
the location of the Reader, whether outside the zone or inside the zone. 

When the Intrusion Zone is armed from an outside Reader, the door strike is not activated when the valid Credential 
is read. The system determines that the zone is being armed because either the Active Input is active or CMD/ENT 
has been pressed twice (a key-press). Since you are already outside the Intrusion Zone, there is no need to activate 
the door strike. If you ann the Intrusion Zone from an inside Reader, then the door strike does activate. 

Example: 

Figure 29 on Page 142 illustrates the use of the Door State Monitor (DSM) when controlling an Intrusion Zone by 
card control: 

• The diagram begins with the zone armed. 

• A person then disarms the Intrusion Zone using card control at 
Reader 1. (Notice that when the door opens after the valid card read, the zone immediately disarms.) 

• Later, the person arms the Intrusion Zone from the inside using card control at Reader 2. (Notice that the 
Intrusion Zone does not ann until the person leaves the Intrusion Zone by opening and then closing the 
door.) 
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Controlling Intrusion Zone Mode 

Figure 29: Use of a Door State Monitor vith Card Control 
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For more information about outside/inside Readers, see Door Behavior for Entrance and Exit Doors on Page 151. 

When card control is used, the person must have a valid Clearance at the door where the card is presented. As 
documented in Table 27 on Page 141, card control can be further qualified by requiring the person to be a member of 
a particular Personnel Group. 

NOTE 
Personnel designated as Intrusion Zone Administrators do not have to be included in the 
required Personnel Group, but must have valid Clearance at the door. For more 
information, see Configuring a Person to Arm/Disarm Intrusion Zones on Page 192. 

Event Control 

There are Event Actions that control the mode of iSTAR Intrusion Zones. Some can be used by any Event and others 
are restricted to Keypad Command Events. 

The Event Actions in the following list can be used by any Event and can control any of the iSTAR Intrusion Zones. 
They can be either Ouster- or Host-based, unless they are linked to a Keypad Command—in which case they must 
be downloaded to an iSTAR Controller in a Cluster. 

■ Ann Intrusion Zone 

■ Disarm Intrusion Zone 

■ Force ann Intrusion Zone 

■ Toggle Intrusion Zone mode 

The Event Actions in the following list are restricted to Keypad Commands. These actions must be downloaded to 
the iSTAR Controller where the Intrusion Zone is configured. The Keypad Reader must be associated with a Door 
that is part of the Intrusion Zone. 

■ Show Intrusion Zone Offnonnal Points 

■ Show Intrusion Zone Status 

■ Ann Local Intrusion Zone 

■ Disarm Local Intrusion Zone 
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• Force Arm Local Intrusion Zone 

• Show Local Intrusion Zone Offnormal Points 

• Show Local Intrusion Zone Status 

• Toggle Local Intrusion Zone 

Event Caused by Schedule 

A Schedule can be configured to cause an Event that can automatically control the Intrusion Zone based on date and 
time. 

Example: 

Disarming an Intrusion Zone during normal work hours. 

Controlling Intrusion Zones with Schedules is different from controlling other C•CURE 9000 Objects. 
Arming/disarming is done on the leading edge of the Schedule Event. The ann state does not follow the state of the 
Schedule or the Event. 

Use a one-minute Schedule-caused Event to ann the Intrusion Zone and another one-minute Schedule-caused Event 
to disarm it, as shown in the example in Figure 30 on Page 143. 

Figure 30: Scheduled Eventscentreline Intrusion Zone Mode 
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Event Caused by an Input 

Any Input (except those with a special use, such as a Door State Monitor) can be used to activate an Event which 
then controls the Intrusion Zone. For instance, a switch inside the Intrusion Zone can be used to toggle the Intrusion 
Zone between the armed and disarmed states. If an Input is used in this way, the Intrusion Zone configuration 
permits Entrance and Exit Delays to allow time to get in or out of the Intrusion Zone before an alarm is triggered. 

Event Caused by Another Event 

C•CURE 9000 Event capability permits linking other Events to the Events that control the Intrusion Zone. 

Example: 

The Intrusion Zone can be immediately armed and secured if a duress condition or door forced alarm occurs 
anywhere in the building. 
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Event Caused by a Keypad Command 

Use the Keypad Command capability of the C•CURE 9000 to activate Events that control Intrusion Zones from 
Reader Keypads. 

An important point to understand about Keypad Command Events is that these events live until overridden. An 
action is required to undo or override a Keypad Command Event. Software House recommends constructing Keypad 
Commands in pairs; use one Keypad Command to activate an Object, and another Keypad Command to deactivate 
the Object. 

There are various ways these Keypad Command pairs can be configured. 

Any event caused by a Keypad Command must be downloaded to an iSTAR Controller that is part of the same 
Cluster where the Intrusion Zone is configured. 

It is also possible to activate Events in another Cluster by using 'indirection' —have the Keypad Event activate an 
Event in the Cluster which then activates a further Event that is in either the Host or another Cluster. 

Local - Some Intrusion Zone Event Actions are local —the Keypad Command must come from a Reader on a Door in 
the Intrusion Zone. The Event triggered by that Keypad Command must be downloaded to the iSTAR Controller that 
includes the Intrusion Zone. 

Manual Event Activation from the Monitoring Station 

Any Event can be activated from the Monitoring Station by a Manual Action. You define the time and date the 
activation will start and end. 

NOTE 
Remember that the arming and disarming is edge-triggered, so you want one Event to arm 
the Intrusion Zone and another Event to disarm the Intrusion Zone. 

Direct Action at the Monitoring Station 

You can manually Disarm, Arm, or Force-arm a selected Intrusion Zone from the Monitoring Station Status List for 
Intrusion Zones. These actions do not need a start/end date and time. If the Action is allowed, it occurs immediately. 

Some situations where such an action is or is not allowed follow: 

■ You cannot Disarm an armed Intrusion Zone that is in violation unless the Allow Disarm While Violated 
option is selected. (See iSTAR Intrusion Zone Ann - Disarm Tab on Page ln.) 

■ You cannot Arm a disarmed Intrusion Zone if the Intrusion Zone is not ready to arm (the Intrusion Zone 
contains one or more activated Inputs). However, in such a situation you can Force-arm the Intrusion Zone. 
When an Intrusion Zone is force-armed, the latter inputs do not cause a violation, but continue to cause a not 
ready to arm state. 

Inputs 
An iSTAR Intrusion Zone can have three types of Inputs: 

■ Controlled Inputs 

■ Protected Inputs 

■ Monitored Inputs 
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Controlled Inputs 

These are the regular inputs that are configured to be part of the Intrusion Zone. These Inputs are configured to be 
armed and disarmed as the Intrusion Zone is armed and disarmed. The Intrusion Zone monitors these Inputs and 
does not allow arming if they are active, and if these Inputs become active while the Intrusion Zone is armed, the 
zone becomes Violated. 

Protection Inputs 

These Inputs are configured to be monitored by an Intrusion Zone without being disarmed and armed by the zone. 
The Intrusion Zone monitors these Inputs and does not allow normal arming if they are active. These Inputs are not 
controlled by the Intrusion Zone, nor are they normal monitored Inputs of the zone. However, these Inputs are 
configured as part of the Intrusion Zone and have option flags set to indicate that they are protection Inputs. If these 
Protection Inputs become active while the Intrusion Zone is armed, the zone becomes Violated. 

Monitored Inputs 

'these Inputs, which are monitored by the Intrusion Zone but not armed or disarmed by the Intrusion Zone, are not 
specifically configured as part of the Intrusion Zone—they are not in the Intrusion Zone selected Inputs list. Instead, 
these Inputs are automatically derived from the Controller, Doors, Arm/Disarm Inputs, Protection Inputs, and 
Controlled Inputs that are configured for the Intrusion Zone. The Monitored Inputs monitor the health of the 
Intrusion Zone's configured Controlled/Protection Inputs and Doors. The list of Monitored Inputs includes the 
Controller cabinet tamper and all the tampers and comm fail Inputs for the Hardware that controls the Inputs and 
Doors configured to be in the iSTAR Intrusion Zone, as well as supervision errors for all Intrusion Zone Hardware. 

Activation of these Inputs causes an armed Intrusion Zone to become violated and prevents normal Intrusion Zone 
arming. Force arming over an active Monitored Input allows the Intrusion Zone to arm, without affecting the state of 
the Monitored Input. Subsequent new activation of the Monitored Input causes the armed zone to become violated. 

When Monitored Inputs are activated, they appear on the Reader LCD of Intrusion Zone Doors if these Doors are 
configured for 'Status' display mode. 

The following list includes all the groups of Inputs that are monitored by iSTAR Intrusion Zones: 

NOTE 
Most of the Monitored Inputs cannot be removed from the Intrusion Zone Monitored 
Inputs list, but if the Input is not configured in the system at all, then the physical/logical 
Input will not be monitored by the Intrusion Zone. 

The first two Monitored Inputs in the list, the iSTAR cabinet tamper and the door open 
state for the Doors, have special behavior. The others from #3 onward have the common 
behavior of preventing arming and causing immediate violation of an armed Intrusion 
Zone. 

1. iSTAR Cabinet Tamper - The cabinet tamper for the iSTAR Controller is a Monitored Input for all Intrusion 
Zones on that iSTAR. This is the only such Input that can be removed from the Monitored Input list through a 
system variable. (For information, see the "iSTAR Driver" section in the System Variables chapter in the 
C•CURE 9000 System Maintenance Guide.) 

2. Door Open Status - This is the door open state for Doors configured to be part of the iSTAR Intrusion Zone. An 
open Door prevents normal arming. A Door on an armed Intrusion Zone that opens either starts an entrance 
delay or if there is no entrance delay, causes the Intrusion Zone to be violated. 
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3. DSM/RTE Supervision Errors - Supervision errors on DSMs and RTEs for Doors configured to be part of the 
Intrusion Zone. 

4. Controlled Input Supervision Errors - Supervision errors for Controlled Inputs that are part of the Intrusion 
Zone. 

5. Other Inputs - Supervision errors for the arm/disarm Inputs that may be configured for the Intrusion Zone. 

6. Reader Tamper and Reader Comm. Fail - Reader tamper and reader comm. fail Inputs —if configured —for 
Readers on Doors that are in the Intrusion Zone. Also includes: 

• Reader tamper and reader comm. fail Inputs —if configured —for Readers that contain Controlled Inputs for 
the Intrusion Zone even if the Reader is not on any Door or is on a Door that is not part of the Intrusion Zone. 

• Reader tamper and reader comm. fail Inputs —if configured —for Readers that contain any ann or disarm 
Inputs for the Intrusion Zone or for Readers that may contain any advanced door monitoring Inputs for 
Doors controlled by the Intrusion Zone. 

• Reader tamper and reader comm. fail Inputs for Readers that may contain any Outputs used by Doors 
controlled by the Intrusion Zone. 

7. 1/8 Input Board Tamper and Comm. Fail - Tamper and comm. fail Inputs —if configured —for 1/8 Input boards 
that contain Controlled Inputs for the Intrusion Zone. Also includes 1/8 Input Board Tamper and Comm. Fail 
Inputs for 1/8 boards that contain Intrusion Zone arm/disarm Inputs. 

8. R/8 Output Board Tamper and Comm. Fail - Tamper and comm. fail Inputs —if configured —for R/8 Output 
boards that contain any Outputs used by Doors controlled by the Intrusion Zone. 

9. Tamper and Comm. Fail for Protection Inputs - the tamper and comm. fail inputs —if configured —for the 
Readers and 1/8 Input boards that contain the Protection Inputs. 

10. Protection Input Supervision Errors - Supervision errors of Protection Inputs are also treated as Monitored 
Inputs. 

Figure 31 on Page 147 shows a basic iSTAR Intrusion Zone with two doors and six Inputs. The Inputs are switch 
contacts that indicate situations such as glass breakage, motion sensing, etc. 

■ If any Input is active (excluding an entrance delay or a shunt) when the Intrusion Zone is armed, there is a 
violation. 

■ If any Input is active when the Intrusion Zone is disarmed, the zone is considered to be not ready to arm. 
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Figure 31: Example of STAR Intrusion Zone: Two Doors and Six Inputs 
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A Controlled Input can optionally be configured either to be shunted during an entrance delay or to be shunted and 
also to trigger an entrance delay. 

Shunt Example: 

When a switch inside the Intrusion Zone controls arming and disarming and the switch area is monitored by a 
motion sensor, you would want the motion sensor (Input) to be shunted during the entrance delay. 

Entrance Delay Example: 

When a perimeter Door of the Intrusion Zone is either key-operated or has a combination lock, you would want 
an Input monitoring the Door to trigger an entrance delay. This would allow a person time to disarm the 
Intrusion Zone after entering. This Input would also be shunted during the entrance delay. 

Protection Input Example: 

The Glass Break Sensor Inputs #1 and #2 are Protected Inputs that are always armed (24/7). They are never 
shunted during an entrance delay, nor do they trigger an entrance delay. 

• If these Protected Inputs activate while the Intrusion Zone is armed, the zone becomes violated. 

• If these Protected Inputs activate while the Intrusion Zone is disarmed, the Inputs report their Input state and 
the zone becomes not ready to arm. 

Intrusion Zone Status Triggers 

Triggers allow you to configure the activation of Events that both display the Intrusion Zone mode and respond to 
the state of the Intrusion Zone. The Events can be configured to activate when the iSTAR Intrusion Zone is in the 
following modes/states: 

• While disarmed 

• While armed 

• When ready to arm 
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■ When not ready to arm 

■ When violated 

■ When not violated 

You can also configure a Trigger ('ann check status') that activates an Event if it finds that the Intrusion Zone is not 
armed during a specified Schedule. 

Events indicating an Armed or Disarmed mode are usually used to activate status indicators that indicate the 
Intrusion Zone's mode. 

A Not ready to arm state exists when the zone is disarmed and any Input in the zone is active. The Not ready to 
arm state is asserted even when an approved person opens the door. A typical use of the event is to activate an 
indicator light. 

A Zone violated state can use an event to sound an alarm and cause other actions in response to the violation. 

Some of these Events may be either Panel-based (Controller) or Host-based. Others are either Host only or Panel only. 
The actions of these events can link to any system Objects, Events, or iSTAR Clusters. 

Table 28 on Page 148 shows the effect of off normal points on not ready to arm and violated Events. The Property 
Value: Violated column indicates if the Intrusion Zone is in violation after any entrance/exit delay expires. 

Table 28: Intrusion Zone Mode and Effect of Off Normal Points 

Case Intrusion Zone 
Mode 

Any Off Normal Points Property Value: 

Ready to Arm' 
Property Value: 
Violated" 

Armed No Yes No 

2 Disarmed No Yes No 

Armed Yes No Yes 

Armed Not now, butone existed 
previously 

Yes Yes 

5 Disarmed Yes No No 

6•^ Force Armed Input(s) active when Force 
armed, remain active. 

No No 

7^• Force Armed Input(s) active when Force 
armed, remain active. 
Additional input(s) active. 

No Yes 

•A ready to arm state means no Inputsare off normal. 

nA violated state means at least one Input is activeAvas active. This state can only occur with the Intrusion Zone in 
Armed mode. 
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Intrusion Zone Mode and Effect of Off Normal Points (continued) 

Case Intrusion Zone 
Mode 

Any Off Normal Points Property Value: 
Ready to Arm* 

Property Value: 

Violated"' 

niCases 6-7 explain a Force Armed situation. You can force arm an Intrusion Zone with a normal Event Action/ Local 
Keypad Command Action/ Direct Action from the Monitoring Station. A force arm is necessary when one or more 
Intrusion Zone Inputs are active due to a fault: causing a not ready to arm state. 

In case 6, with the Intrusion Zone force armed with an active Input, the zone is in Armed mode, in a not ready to 
arm state, and not violated. If the active Input goes non-active, the not ready to arm state deactivates. The effect 
of force arming is to ignore any active Inputs at the time of the force arm to indicate a violation. 

In case 7, the Intrusion Zone is force armed with an active Input as in case 6, but another Input goes active; 
therefore, the Intrusion Zone is in Armed mode, in a not ready to arm state, and is violated. 

Doors 

When configuring the doors that define an iSTAR Intrusion Zone, you must consider the values for the following 
optional fields: 

■ Ann state and Disarm state 

■ Card Control 

■ Display 

■ Entrance or Exit Door 

Arm Mode and Disarm Mode 

When an Intrusion Zone is in either Armed/ Disarmed mode, an Intrusion Zone Door has three possible states. 

In Armed mode - The three possible Door states are: 

■ Locked - The Door is locked. A Card access with a valid Clearance is required to enter. If a card is presented, it 
must immediately disarm the zone by Card control or coincide with a disarm of the Intrusion Zone by other 
methods within the Entrance Delay Time. 

■ Secured - The Door is secured. The Door Reader does not allow a card access, but can be used for Card control 
and Keypad Commands. The Door status must be changed to Locked or Unlocked before it can be used for 
access. Typically, Disarming the Intrusion Zone changes the Door to Locked or Unlocked. 

■ Unlocked - It is unlikely to want a perimeter Door of the Intrusion Zone left unlocked. However, there could be a 
Door within the Intrusion Zone that is left unlocked for safety reasons. 

In Disarmed mode - The three possible door states are: 

■ Locked - The Door is locked. A card access with a valid Clearance is required. 

■ Secured - The Door is secured. The Door Reader does not allow a card access, but can be used for card control 
and Keypad Commands. Before the Door can be used for access, its state must be changed to "Locked" or 
"Unlocked". 

NOTE 
This state is not often used in a Disarmed Intrusion Zone. There could be a case, however, 
where a Door in the zone leading to a store room (or something similar) is left secured 
even though the Intrusion Zone is Disarmed. 

■ Unlocked - The Door is open. No card access is required. 
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Card Control 

This option controls whether the Card control methods, described in Card Control on Page 141, are allowed at this 
Door. 

If Card control methods are configured, Card reads are allowed even if the Door state is unlocked or secure. In the 
latter cases, the card reads are not used for access but for Card swipe arm/disarm of the Intrusion Zone. If the 
system determines that the Card read is not being used for arm or disarm, the Card reads will be ignored. 

Display 

This option controls whether or not status information about this Intrusion Zone is shown on the LCD display on 
the door reader(s). 

■ Display flag is set to blank. The first line of the Reader's LCD shows date and time, while the second line 
momentarily shows or mode change status/access control messages. 

■ Display flag is set to Status. The first line of the Reader's LCD shows date and time, while the second line 
alternates between normal door modes/actions, Intrusion Zone modes/actions, and off normal point(s)—if there 
are any. If there is more than one off normal point, each successive display shows the next one in sequence. 

Figure 32 on Page 150 illustrates a situation where Input number 4 of the first 18 board is active. 

Figure 32: Sample of LCD Second Line Status Display —with Off Normal Point 
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Entrance/Exit Door 

Whether a Door is an Entrance or an Exit Door relates to whether or not the inbound Reader of the Door leads into 
the Intrusion Zone. 

The purpose is to allow the Intrusion Zone to decide whether a person is physically inside or outside of the zone. 

■ If they are outside when they disarm the zone, then the Door strike needs to be opened. 

■ If they are outside when they arm the zone, there is no need to activate the strike. 

In most cases, the inbound Reader leads into the Intrusion Zone and the outbound Reader leads out of the zone. In 
these cases, designate the door as an Entrance Door. 

The Exit Door designation is rarely used. The Exit Door designation relates to an Intrusion Zone that is also part of, 
or abutting, an antipassback (APB) area. Figure 33 on Page 151 shows two APB areas, with one of them also being 
an Intrusion Zone. 
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Figure 33: STAR Intrusion Zone Macau Antipassbad<Area 
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Example: 

Assume that the APB Areas in Figure 33 on Page 151 above were created prior to the Intrusion Zone. When 
defining AP Area 52 the middle door was defined with Reader 3 as the inbound Reader to AP Area 52 and 
Reader 4 as the outbound Reader from AP Area 52 to AP Area 51. 

Later when the Intrusion Zone was configured, the left-side door was configured as an Entrance Door since the 
inbound Reader brought you into the Intrusion Zone. The middle door was configured as an Exit door since the 
outbound reader brought you into the 12. 

Designating a Door as an Exit Door reverses the actions and effects of the Door strike and the Door State Monitor 
(DSM), as described in the following section, Door Behavior for Entrance and Exit Doors. The inbound Reader of an 
Entrance Door behaves exactly the same as the outbound Reader of an Exit door, and vice versa. 

Door Behavior for Entrance and Exit Doors 

You control how the Door strike behaves, and the DSM is interpreted with the Entrance and Exit selection. (When 
the door strike is active and a DSM exists, you must open, and sometimes close, the Door for actions to take effect.) 

Table 29 on Page 151 shows all the meaningful situations that you may encounter with Entrance/Exit Doors. 

Table 29: Ent ante and Exit Door Behavior 

Case Door 

Type 

Door 
Reader 

Zone 

State 

Door 

Action 

Door Strike 

Active 

DSM Required 

P Entrance Inbound Armed Disarm Yes Yes- disarms when door 
opens 

2b Entrance Inbound Not Armed Arm No No 

3c Entrance Outbound Not Armed Arm Yes Yes- arms when door opens 
and doses 

ad Entrance Outbound Armed Disarm No No 
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Entrance and Exit Door Behavior (continued) 

Case Door 
Type 

Door 
Reader 

Zone 
State 

Door 
Action 

Door Strike 
Active 

DSM Required 

5a Exit Outbound Armed Disarm Yes Yes-disarms when door 
opens 

6b Exit Outbound Not Armed Arm No No 

7c Exit Inbound Not Armed Arm Yes Yes- armswhen door opens 
and closes 

80 Exit Inbound Armed Disarm No No 

aCases 1 and 5 represent approaching the armed Intrusion Zone from outside and disarming it with Card control. The 
zone disarms and you are granted access. If a DSM is configured, the zone does not disarm until the Door opens and 
activates the DSM. 

bCases 2 and 6 represent arming the Intrusion Zone by Card control from the Reader physicalty outside the zone. 

NOTE: The Card arms the zone, but does not activate the strike. 

If you simpty present your Card with no attempt to arm the zone, it is treated as a normal Door access and activates the 
strike. The system can differentiate between a Door access and an attempt to arm: to indicate that you want to arm the 
zone, you must have either pressed C MD/ENT twice or have an active Input. 

aCases 3 and 7 represent approaching the inside Reader and arming the Intrusion Zone. 

NOTE: The door strike is activated to allow exit. 

You should also configure an exit delay for these cases. If a DSM is configured, the zone does not arm until the Door 
opens and closes. 

dCases 4 and 8 represent disarming the Intrusion Zone from an inside Reader. (For security reasons, this zone may 
be configured to only be armed or disarmed from inside.) You gain access through the Door with an entrance delay, 
enter, and then disarm the zone. Any motion sensor In puts covering entrance areas d uring this time must be shunted. 

NOTE: The strike does not activate in these cases because you are already in the zone. 

NOTE 
To arm an Intrusion Zone from the outbound reader (for a double-reader door), an Exit Delay time of 

4 seconds or greater must be configured on the Intrusion Zone Arm - Disarm tab. 
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iSTAR Intrusion Zone Configuration Steps 

Table 30 on Page 153 shows the C•CURE 9000 Editors and activities that create iSTAR Intrusion Zones. This table 

assumes that you have already configured the iSTAR Cluster and Controller. 

Table 30: Creating STAR Intrusion Zones 

Task C•CURE 9000 Editor Configuration Notes Additional Information 

Disable/Enable 
the Intrusion 
Zone Cabinet 
Tamper 

(optional) 

Options & Tools>System 
Variables>iSTAR Driver 
Category' 
Disable the Intrusion Zone 
Cabinet Tamper 

Whether to disable the use of the Intrusion Zone 
Cabinet Tamper or not. 

The default value is false- the Intrusion Zone 
Cabinet Tamper is enabled. 

NOTE: You must stop and restart the STAR driver 
to have anychanges you make to this 
variable take effect. 

See" STAR Driver Settings' in the 
System Variables chapter in the 
C•CURE 9000 System 
Maintenance Guide. 

Configure a 
Personnel Group 

(optional. 
depending on 
arming/disarming 
method) 

Configuration>Group> 
New>Group Editor 

- or - 

Edit an existing Personnel 
Group 

Creates a Personnel Group to whose members 
arming/disarming the Intrusion Zone with the card 
swipe methods can be limited. 

See the Groupschapter in the 
C• CURE 9000 Software 
Configuration Guide. 

Configure the 
STAR Intrusion 
Zone 

Areas and Zones>iSTAR 
Intrusion Zone>New>STAR 
Intrusion Zone Editor and 
General tab 

Creates an STAR Intrusion Zone and selects a 
Controller for it. 

See Basic Intrusion Zone Tasks on 
Page 155 and STAR Intrusion 
Zone Editor on Page 165. 

Configure 
Intrusion Zone 
Doors 

Areas and Zones>iSTAR 
Intrusion Zone>New>iSTAR 
Intrusion Zone 
Editor>General tab 

Specifies 

• Entrance/exit Doors 

• Door state 

• Card control access 

• Reader display mode 

• Display name 

See STAR Intrusion Zone General 
Tab on Page 166. 

Configure 
Intrusion Zone 
Inputs 

Areas and Zones>STAR 
Intrusion Zone>New>iSTAR 
Intrusion Zone Editor>lnputs 
tab 

Specifies 

• Controlled Inputs that cause entrance delays 
or are shunted during entrance delay. 

• Protection Inputs that are monitored 24/7. 

• Input Display name 

Displays Monitored Inputs 

See STAR Intrusion Zone Inputs 
Tab on Page 172. 

Configure 
Intrusion Zone 
Arm/Disarm 
Methods 

Areas and Zones>iSTAR 
Intrusion Zone>New>iSTAR 
Intrusion Zone Editor>Arm -
Disarm tab 

• Specifies arming/disarming methods 

• Definesexit/entrancedelays 

See STAR Intrusion Zone Arm - 
Disarm Tab on Page 177. 

Configure 
Intrusion Zone 
Triggers 

Areas and Zones>STAR 
Intrusion Zone>New>STAR 
Intrusion Zone 
Editor>Triggers tab 

Specifies Event Actions to be activated for STAR 
Intrusion Zone modes/states. 

See STAR Intrusion Zone Triggers 
Tab on Page 183. 
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Creating STAR Intrusion Zones (continued) 

Task C•CURE 9000 Editor Configuration Notes Additional Information 

Change 
Intrusion Zone 
State Images 

Areas and Zones>STAR 
Intrusion Zone>New>STAR 
Intrusion Zone Ed itor>State 
Images tab 

Modify Images that indicate STAR Intrusion Zone 
states on the Monitoring Station. 

See STAR Intrusion Zone State 
Images Tab on Page 191 and State 
Images Tab Tasks on Page 191. 

Configure 
Personnel 

Personnel>Personnel> 
New>Personnel Editor 

- or - 

Edit an existing Personnel 
Record 

Enables a specific person not necessarily in the 
STAR Intrusion Zone Personnel Group to 
arm/disarm the Intrusion Zone with the Card swipe 
methods. 

See Configuring a Person to 
km/Disarm Intrusion Zones on 
Page 192. 
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Basic Intrusion Zone Tasks 

The C•CURE 9000 iSTAR Intrusion Zones Editor allow you to accomplish the following tasks: 

■ Creating an iSTAR Intrusion Zone on Page 155 

■ Creating an iSTAR Intrusion Zone Template on Page 156 

■ Configuring an iSTAR Intrusion Zone on Page 157 

■ Viewing a List of iSTAR Intrusion Zones on Page 157 

■ Viewing Doors/Inputs for an Intrusion Zone on Page 159 

■ Viewing the Status of an iSTAR Intrusion Zone on Page 161 

■ Modifying an iSTAR Intrusion Zone on Page 162 

■ Deleting an iSTAR Intrusion Zone on Page 163 

■ Setting a Property for an iSTAR Intrusion Zone on Page 163 

■ Adding an iSTAR Intrusion Zone to a Group on Page 164 

The following tasks related to configuring and using iSTAR Intrusion Zones are accomplished through other 
C•CURE 9000 features: 

■ Configuring a Person to Arm/Disarm Intrusion Zones on Page 192 

■ Viewing Intrusion Zone Information on the Door Editor on Page 193 

■ Viewing Intrusion Zone Information on the Input Editor on Page 195 

Accessing the iSTAR Intrusion Zone Editor 

You can access the iSTAR Intrusion Zone Editor from the C•CURE 9000 Areas and Zones pane. 

To Access the iSTAR Intrusion Zone Editor 

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button. 

2. Click the Areas and Zones drop-down list and select iSTAR Intrusion Zone. 

3. Click New to create a new Intrusion Zone. 

- or - 

Click Oil to open a Dynamic View showing a list of all existing iSTAR Intrusion Zone Objects, right-click the 
iSTAR Intrusion Zone you want to change, and click Edit from the context menu that appears. 

The iSTAR Intrusion Zone Editor opens with the General tab displayed, as shown in Figure 35 on Page 166. 

Creating an iSTAR Intrusion Zone 

You can create a new iSTAR Intrusion Zone using the iSTAR Intrusion Zone Editor. 

This procedure assumes that you have already configured the iSTAR Cluster and Controller and if required by 
validation type, have also configured at least one Personnel Group. 
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To Create an iSTAR Intrusion Zone 

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button. 

2. Click the Areas and Zones drop-down list and select iSTAR Intrusion Zone. 

3. Click New to create a new Intrusion Zone. The iSTAR Intrusion Zone Editor opens. 

You can now configure the new Intrusion Zone. 

4. To save your new Intrusion Zone, click Save and Close. 

- or - 

Alternatively, if you want to save the Intrusion Zone and then create a new one, click Save and New. The 
current Intrusion Zone is saved and closed, but the iSTAR Intrusion Zone Editor remains open ready for a new 
Intrusion Zone. 

Creating an iSTAR Intrusion Zone Template 

You can create a new template for an iSTAR Intrusion Zone. An iSTAR Intrusion Zone template saves you time 
because vou do not have to re-enter the same Intrusion Zone information again. 

To Create an iSTAR Intrusion Zone Template 

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button. 

2. Click the Areas and Zones drop-down list and select iSTAR Intrusion Zone. 

3. Click the down-arrow on the New button, and click Template. 

Areas and Zones 

The iSTAR Intrusion Zone Editor where you can configure the Intrusion Zone template opens (see Figure 35 on 
Page 166). 

4. Configure the template to meet your requirements. Any fields you configure values for become part of the 
template; then when you subsequently create a new Intrusion Zone from that template, these values are already 
filled in. 

5. In the Name field, enter the name you wish to use for the template 

Example: 

iSTARIZTemplatel 

6. To save the template, click Save and Close. 

The template will be available as an option on the pull-down menu on the New button in the Areas and Zones 
pane. 
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Configuring an iSTAR Intrusion Zone 

This procedure assumes that you have already configured the iSTAR Cluster and Controller and if required by 
validation type, have also configured at least one Personnel Group. 

To Configure an iSTAR Intrusion Zone 

1. Create a new iSTAR Intrusion Zone or modify an existing iSTAR Intrusion Zone. 

NOTE 
If you are modifying an existing Intrusion Zone, you cannot change the iSTAR Controller 
field. 

2. Type a Name and Description for the iSTAR Intrusion Zone that sufficiently identifies this Intrusion Zone and 
its purpose. 

3. Select an iSTAR Controller for the Intrusion Zone on the General tab (shown in Figure 35 on Page 166). 

4. Use the General tab (shown in Figure 35 on Page 166) to configure the Doors that lead into and out of the 
Intrusion Zone and the options that affect the use and operation of these doors. 

5. Use the Inputs tab (shown in Figure 36 on Page 172) to configure Inputs that are controlled/monitored by the 
Intrusion Zone—including Inputs that are protected 24/7. 

6. Use the Arm-Disarm tab (shown in Figure 37 on Page 177) to configure the local methods for arming/disarming 
the Intrusion Zone, the related options, and the exit/entrance delays. 

7. Use the Triggers tab (shown in Figure 38 on Page 183) to configure triggers that can activate Event Actions when 
the Intrusion Zone's mode or state has a certain value (for example, armed/disarmed or ready to arm/not ready 
to ann). 

8. Use the State Images tab (shown in Figure 41 on Page 191) to change the default images used to indicate states 
for the iSTAR Intrusion Zone on the Monitoring Station, or to return to the default images. 

Viewing a List of iSTAR Intrusion Zones 

You can display a list of the (STAR Intrusion Zones you have created by opening a Dynamic View of iSTAR 
Intrusion Zones. 

NOTE 
The information in Dynamic Views is dynamically updated. 

To View a List of iSTAR Intrusion Zones 

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

2. Select iSTAR Intrusion Zone from the Areas and Zones drop-down list. 

3. Click Is  to open a Dynamic View listing all iSTAR Intrusion Zone Objects. (You can also click the down-
arrow of this button to either view the list in the current tabbed view or open a new tabbed view.) 

• You can sort, filter, and group items in the list. 

• You can right-click an iSTAR Intrusion Zone in the list to open the iSTAR Intrusion Zone Context menu (see 
Table 31 on Page 158) and perform any of the functions on that menu. 
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(See Viewing Doors/Inputs for an Intrusion Zone on Page 159.) 

• You can right-click any column heading to open a context menu of all possible Intrusion Zone fields that can 
display as columns and add/remove fields to view status information. See Viewing Intrusion Zone Status on 
the Dynamic View on Page 161. 

For more information on using Dynamic Views, see the Dynamic Views chapter in the C•CURE 9000 Data Views 
Guide. 

iSTAR Intrusion Zone List Context Menu 

The context menu that opens when you right-click an iSTAR Intrusion Zone in the iSTAR Intrusion Zone Dynamic 
View includes the selections described in Table 31 on Page 158. 

Table 31: iSTAR Intrusion Zone List Right-ClickContext Menu Options 

Menu 
Selection 

Description 

Edit Click this menu selection to edit the selected iSTAR Intrusion Zone. The ISTAR Intrusion Zone Editor opens (with the addition of 
a Groups tab. which displays any Groups that this zone belongs to). You can rename the iSTAR Intrusion Zone. change the 
description and any other attributeswith the exception of the iSTAR Controller. 

De:cte Click this menu selection to delete the selected iSTAR Intrusion Zone. A prompt appears asking you to confirm that you want to 
delete the iSTAR Intrusion Zone. Click Yes to delete the iSTAR Intrusion Zone or No to cancel the deletion. 

Sul Cliddhis menu selection to change the value of the selected properties in the selected iSTAR Intrusion Zone(s). 

A dialog box appearsasking you to selects property to change. Click el to open a selection list and click the property you wish to 
change. You can then change the value of the following properties: 

• Allow Disarm While Violated- You can determine whether or not the iSTAR Intrusion Zone(s) can be disarmed while in 
Violated mode by selecting this property and selecting/clearing the Value check box. 

• Description - You can change the textual description of the iSTAR Intrusion Zone(s) by selecting this property and typing in a 
new value. 

• Enabled - You can determine whether or not the iSTAR Intrusion Zone(s) are activated on the system by selecting this property 
and selecting/clearing the Value check box. 

Add to 
Group 

You can add one or more selected iSTAR Intrusion Zones toa Group of iSTAR Intrusion Zones. When you click this menu choice. a 
dialog box appears for you to select the Group to which toadd the iSTAR Intrusion Zone(s). When you dicks Group of iSTAR 
Intrusion Zones in the list, the selected iSTAR Intrusion Zone(s) are added to the Group. 
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STAR Intrusion Zone List Right-Click Context Menu Options (continued) 

Menu 
Selection 

Description 

Export 
selection 

Click this menu selection to Open an Export...to XML or CSV file dialog box to export one or more of the selected STAR Intrusion 
Zone records to either an XML or a CSV file. This albws you to quickty and easity create XML/CSV reports on the selected data. 

NOTE: Although XML is the initial dela utt file type, once you choose a type in the Save as type field, whether XML or CSV, that 
becomes the default the next time this dialog box opens. 
CSV-formatted exports cannot be imported. If you require importing functionality, export to XML. 

• When you export to an XML file, all available data for the selected object(s), whether displayed in the Dynamic View or not—as 
well as all the child objects of the selected record(s), is exported. 

• When you export to a CSV file, onty data in the columns displaying in the Dynamic View is exported, and in the order displayed. 
This allows you to both select and arrange data fields for your report. In addition, exporting to a CSV file allows you to view the 
exported data in an Excel spreadsheet and further manipulate it for your use. 

For more information, see the Dynamic Views chapter in the C•CURE 9000 Data Views Guide. 

NOTE: When you click Export Selection. you are running the export on the client computer. Consequently, the system does not 
use the Default Export Directory Path—which ison the server. It opens a directoryon the client, reverting to the last directory 
used. You can navigate to the default export server directory, if you wish. Or to avoid confusion or use the same destination 
folder for both client and server computers, you can use UNC (Universal Naming Convention) paths, for example: 
\\Computer Name 1 Program F des 1 Software House 1 SWHouse 1 SWHSystem 1 Export. 

Find in 
Audit Log 

Click this menu selection to Open a Query Parameters dialog box in which you can enter prompts and/or modify the Query alter La to 
search for entries in the Audit Log that reference the selected STAR Intrusion Zone. When found the resuttsdisplay in a separate 
Dynamic View. 

Find in 
Journal 

Click this menu selection to Open a Query Parameters dialog box in which you can enter prompts and/or modify the Query criteria to 
search for entries in the Journal that reference the selected STAR Intrusion Zone. When found the results display in a separate 
Dynamic View. 

Arm Click this menu selection to arm the selected Intrusion Zone. 

NOTE: This menu option is available only if the STAR Intrusion Zone's Controller is enabled. 

Disarm Click this menu selection to disarm the selected Intrusion Zone. 

NOTE: This menu option is available only if the STAR Intrusion Zone'sController is enabled. 

Force Arm Click this menu selection to force arm the selected Intrusion Zone. 

NOTE: This menu option is available only if the STAR Intrusion Zone's Controller is enabled. 

Monitor Click this to for the Intrusion Zone(s), Door, Input, Triggermenu selection view activity selected and any and -with-target-Event 
children. on an Admin Monitor Activity Viewer. For more information, see •Monitoring an Object from the Administration Station• in 
the C•CURE 9000 Getting Started Guide. 

Display 
Doors and 
Inputs 

Click this menu selection to open the Doors and Inputs of [selected Intrusion Zone] DynamicView. These listsinclude 
respectivety allof the selected Intrusion Zone's Doors and its Controlled and Monitored Inputs. Bydefautt, the DynamicViews show 
the name of the Door(s)/Input(s) and their Intrusion Zone Status. (See Viewing Doors/Inputs for an Intrusion Zone on Page 159.) 

You heading to list Door/Input fields that display For can also right-click anycolumn view a of other available can asoolumns. more 
information. see the Dynamic Views chapter in the C•CURE 9000 Data Views Guide. 

Viewing Doors/Inputs for an Intrusion Zone 

You can select an existing Intrusion Zone on the Dynamic View and display lists of its Doors and Inputs with 

relevant Intrusion Status and other information. 

C•CURE 9000 Areas and Zones User Guide Chapter 2 159 

EFTA01224800



Basic Intrusion Zone Tasks 

NOTE 
the Dynamic Views for both iSTAR Doors and iSTAR Inputs allow you to add a column 
that names the Intrusion Zone to which the Doors/Inputs belong. 

To View an Intrusion Zone's Doors/Inputs 

1. On the iSTAR Intrusion Zone Dynamic View, right-click an iSTAR Intrusion Zone in the list to open the iSTAR 
Intrusion Zone Context menu (see Table 31 on Page 158). 

2. Click Display Door and Inputs. The lists such as those shown in the example in Figure 34 on Page 160 display. 

Figure 34: Doorsand Inputs List for iSTAR Intrusion Zone 
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The screen displays a Dynamic View list of the selected Intrusion Zone's Doors on the top and a Dynamic View 
list of its Controlled/Monitored Inputs on the bottom. By default, the Dynamic Views show the name of the Door 
(s)/Input(s) and their Intrusion Zone Status. The Dynamic Views have the fields described in Table 32 on Page 
160. 

• You can sort, filter, and group items in the lists. 

• You can also right-click any column heading to view a list of other available Door/Input fields that can 
display as columns. 

If new Doors/Inputs are added to the zone while this Dynamic View is open, the list updates automatically. 

For more information, see the Dynamic Views chapter in the C• CURE 9000 Data Views Guide. 

Table 32: Doors and Inputsof STAR Intrusion Zone Fields 

Fields Description 

(Doors) 

Name Door system name 

Open Status Open 
Closed 

Status of the Door in the Intrusion Zone Normal 
Offnormal (would violate zone if zone were armed) 
Not Applicable (host may not be communicating with Controller) 
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Doors and Inputs of STAR Intrusion Zone Fields (continued) 

Fields Description 

(Inputs - Controlled & Monitored) 

Name Input system name 

Active Status Active 
Inactive 

Supervison Status Uninitiabzed 
Supervision Error or specific error, such as Open Loop. Line Fault, etc. 

Status of the Input in the Intrusion Zone Controlled Input: 
Normal 
Offnormal (would violate zone if zone were armed) 
Not Applicable (host may not be communicating with Controller) 

Monitored Input: always Not Applicable 

Viewing the Status of an iSTAR Intrusion Zone 

You can view basic status information about an Intrusion Zone in three different places: 

■ Administration application 

• iSTAR Intrusion Zone Dynamic View - see Viewing Intrusion Zone Status on the Dynamic View on Page 
161. 

• iSTAR Intrusion Zone Editor Status tab - see Viewing Intrusion Zone Status on the Status Tab on Page 189. 

■ Monitoring Station: Explorer Bar>Non-Hardware Status> Intrusion Zones>Status List- iSTAR Intrusion Zones 
- see the Monitoring Status chapter in the C•CURE 9000 Monitoring Station Guide. 

Viewing Intrusion Zone Status on the Dynamic View 

This section briefly describes procedures for displaying Intrusion Zone status information on the iSTAR Intrusion 
Zone dynamic view. However, these changes are only in effect while you have the View open. To actually change 
the View permanently, you need to configure the view and save your changes. For information, see the Dynamic 
Views chapter in the C• CURE 9000 Data Views Guide. 

To View Intrusion Zone Status Information 

1. On the iSTAR Intrusion Zone Dynamic View, right-click any column heading. 

A context menu of all available Intrusion Zone fields that can display as columns appears. 
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Fields that are currently displayed in the view are marked with a 

2. To add fields as columns to view status information, click anywhere on that field in the list. 

Example: 

First Violating Cause/Mode Changed Method/Mode Changed Method Occurred Time/Mode Status/Ready 
To Ann Status 

3. To remove a field as a column in the Dynamic View, click a field in the list that has a  

4. To change the left/right order of the columns to your liking, click any column heading and drag that column to 
a new position. The Dynamic View columns are adjusted to the new column order you established. 

5. To change the column width: 

a. Move the cursor to the edge of the column heading you wish to resize. The cursor changes to I. 
b. Drag this cursor to the left or right and release the mouse button to make the column wider or narrower. 

Modifying an iSTAR Intrusion Zone 

You ,,m modify an existing iSTAR Intrusion Zone by editing it using the iSTAR Intrusion Zone Editor. 

To Modify an iSTAR Intrusion Zone 

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

2. Select iSTAR Intrusion Zone from the Areas and Zones drop-down list. 

3. Click gig to open a Dynamic View showing all iSTAR Intrusion Zone Objects. 

4. Right-click the iSTAR Intrusion Zone in the list that you want to change and select Edit from the context menu 
that appears. 

- or - 
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Double-click the iSTAR Intrusion Zone you want to change. 

The iSTAR Intrusion Zone Editor opens for you to edit the Intrusion Zone making changes as you wish in the 
fields on the top of the editor, and on any of the tabs (with the exception of the iSTAR Controller). (The Editor 
now includes a Groups tab that displays any Groups to which this iSTAR Intrusion Zone belongs.) 

5. To save the modified Intrusion Zone, click Save and Close. 

- Or - 

Alternatively, if you want to save the Intrusion Zone and then create a new one, click Save and New. The 
current iSTAR Intrusion Zone is saved and closed, but the iSTAR Intrusion Zone Editor remains open ready for 
a new iSTAR Intrusion Zone. 

Deleting an iSTAR Intrusion Zone 

You can delete an iSTAR Intrusion Zone. 

To Delete an iSTAR Intrusion Zone 

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

2. Select iSTAR Intrusion Zone from the Areas and Zones drop-down list. 

3. Click Pair to open a Dynamic View showing all iSTAR Intrusion Zone Objects. 

4. Right-click the iSTAR Intrusion Zone in the list that you want to delete and select Delete from the context menu 
that appears. 

5. Click Yes on the "Are you sure you want to delete the selected iSTAR Intrusion Zone?" message box. 

Setting a Property for an iSTAR Intrusion Zone 

You can use Set Property to quickly set a property for an iSTAR Intrusion Zone without opening the iSTAR 
Intrusion Zone Editor. You use Set Property for mass updates. See on Page 157 for the properties that can be 
changed. 

To Set a Property for iSTAR Intrusion Zones 

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

2. Select iSTAR Intrusion Zone from the Areas and Zones drop-down list. 

3. Click Is to open a Dynamic View showing all iSTAR Intrusion Zone Objects. 

4. Right-click the iSTAR Intrusion Zone in the list for which you want to set the property and select Set Property 
from the context menu. 

5. Specify the property for the Intrusion Zone. Click the drop-down button to see a list of properties. 

6. Enter the value for the property and click OK. 

7. Click OK on the Setting Properties of iSTAR Intrusion Zone message box. 
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Adding an iSTAR Intrusion Zone to a Group 

Use Add To Group to add the IS'FAR Intrusion Zone Object to a Group. 

eea 
To Add 'STAR Intrusion Zones To a Group 

1. Make sure that the Group is already configured for the iSTAR Intrusion Zone to be added to it. 

2. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

3. Select iSTAR Intrusion Zone from the Areas and Zones drop-down list. 

4. Click Elk to open a Dynamic View showing all iSTAR Intrusion Zone Objects. 

5. Right-click the Intrusion Zone in the list that you want to add to a Group and select Add To Group from the 
context menu. 

6. When the Group list displays, select the Group you want to add the iSTAR Intrusion Zone to. The name and 
description of the Group now display on the Groups tab of the iSTAR Intrusion Zone Editor. 
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iSTAR Intrusion Zone Editor 

The iSTAR Intrusion Zone Editor, shown in Figure 35 on Page 166, in C•CURE 9000 lets you create and modify 
iSTAR Intrusion Zone Objects. The iSTAR Intrusion Zone Editor displays the following tabs for configuring 
Intrusion Zones: 

• iSTAR Intrusion Zone General Tab on Page 166 

• iSTAR Intrusion Zone Inputs Tab on Page 172 

• iSTAR Intrusion Zone Ann - Disarm Tab on Page 177 

• iSTAR Intrusion Zone Triggers Tab on Page 183 

• iSTAR Intrusion Zone Groups Tab on Page 188 (when editing an existing Intrusion Zone) 

• iSTAR Intrusion Zone Status Tab on Page 189 

• iSTAR Intrusion Zone State Images Tab on Page 191 

The iSTAR Intrusion Zone Editor has the buttons described in Table 33 on Page 165. 

Table 33: STAR Intrusion Zone Editor Buttons 

Button Description 

Save 
and 
Close 

Cid< this button when you have completed changes to the iSTAR Intrusion Zone and wish to save those changes. The iSTAR Intrusion 
Zone doses. 

Save 
and 
New 

Click this button when you have completed any changes to the iSTAR Intrusion Zone and wish to save those dmnges and also create a 
new iSTAR Intrusion Zone. The iSTAR Intrusion Zone you were editing is saved, and a new iSTAR Intrusion Zone opens (either blank 
or including template information if you were using a template to create the new iSTAR Intrusion Zone). 

this button when you want to close the !STAR Intrusion Zone Editor without saving your changes. 

A warning appears asking whether or not you want to save your changes before closing the editor. Click Yes to exit and save and No to 
exit and cancel your changes. 

IXI Click 
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iSTAR Intrusion Zone General Tab 

The iSTAR Intrusion Zone General tab, shown in Figure 35 on Page 166, lets you define the doors for the Intrusion 
Zone. 

Definitions for this tab are provided in iSTAR Intrusion Zone General Tab Definitions on Page 167. 

You can perform the following tasks from the iSTAR Intrusion Zone General tab: 

■ Configuring iSTAR Intrusion Zone Entrance/Exit Doors on Page 169 

■ Deleting iSTAR Intrusion Zone Entrance/Exit Doors on Page 171 

Figure 35: STAR Intrusion Zone Editor GeneralTab 

iSTAR Intrusion Zone Editor Definitions 

The iSTAR Intrusion Zone Editor has the fields shown in Table 34 on Page 166. 

Table 34: STAR Intrusion Zone Editor Fields 

Fields/Buttons Description 

Name Enter a unique name. up to 100 characters. to identify the STAR Intrusion Zone. 
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STAR Intrusion Zone Editor Fields (continued) 

Fields/Buttons Description 

Description Enter a description of the iSTAR Intrusion Zone. up to 255 characters. 

Enabled Select thischeck box to activate the iSTAR Intrusion Zone. 

Partition A read-only field displaying the name of the Partition to which this iSTAR Intrusion Zone belongs. (This field is visible only if the 
C•CURE 9000 system is partitioned.) 

NOTE: The Intrusion Zone derives its Partition from the selected STAR Controller. If the Controller's Partition changes—the 
Partition of the Cluster to which the Controller belongs ischanged, then the Intrusion Zone's Partition changes 
accordingly. 

Maintenance 
Mode 

Select this check box to put this Intrusion Zone into Maintenance Mode so whether or not Events, Status, and Activity related to 
this Intrusion Zone display on the Monitoring Station depends on the Operators Privilege and the Application Layout assigned. 
For detailed information, see the Maintenance Mode chapter in the C•CURE 9000 Hardware Configuration Guide. 

iSTAR Intrusion Zone General Tab Definitions 

"[he iSTAR Intrusion Zone General tab has the buttons shown in Table 35 on Page 167 (in the Entrance Doors and 

Exit Doors tables) and the fields shown in Table 36 on Page 167. 

Table 35: STAR Intrusion Zone Editor - General Tab Buttons 

Button Description 

Add Click this button to add a new blank row to the Entrance Doors or Exit Doors table. Each new row is added after the last. 

To add a new row after a specific existing row, click the row selector  to select a row and then clickAdd. 

Remove Click this button to remove a selected row from the Entrance Doors or Exit Doors table. You have to click the row selector i' 
select a row to remove. If no row is selected, this button is not available. 

to 

Table 36: iSTAR Intrusion Zone Editor - General Tab Fields 

Fields/Buttons Description 

Controller 

STAR Controller Select the controller for the Intrusion Zone. 

NOTE: The Add and Remove buttons in the Entrance Doors and Exit Doors tables become available when you select the 
Controller. 

Once you select the Controller and add either a Door or an Input, you cannot change the Controller. 

Entrance Doors 
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STAR Intrusion Zone Editor General Tab Fields (continued) 

Fields/Buttons Description 

Door 
Click in the Door field to display Q, and then click this button to select a Door from the dialog box that appears. The Door 
must belong to the selected Controller and not yet be assigned to any Intrusion Zone. Once a Door is selected, the Door 
Editor Areas & Zones tab displays read-onty Intrusion Zone information. See Viewing Intrusion Zone Information on the 
Door Editor on Page 193. 

NOTE: Once a Door is selected for a row, it cannot be changed, although its attributescan be changed, and the entire row 
can be removed. 

Arm State Click the down-arrow to select from the drop-down list the mode that thisdoor is set to when the Intrusion Zone isArmed: 

L ocked. Secured. or Unlocked (For detailed Door state information. see Doorson Page 149.) 

Disarm State Click the down-arrow to select from the drop-down list the mode that this door is set to when the Intrusion Zone is Disarmed: 

Locked. Secured, or Unlocked (For detailed Door state information, see Doors on Page 149.) 

Card Control Click to select this check box to allow this Door to use the Card Arm/Disarm method to arm or disarm the Intrusion Zone. The 
default iscleared. 

Display Mode Click the down-arrow to select the display mode for the LCDson this Door's Reader from the drop-down list. 

Blank - The LCD displaysdate/time and the normal Door information with momentary displays of Intrusion Zone mode 
changes. This is the default. 

Status - The LCD displaysdate/time on the first line and the second line displays dynamicalty changing information about the 
Intrusion Zone's state. 

For more detailed information and an illustrative graphic. see Display on Page 150. 

Display Name Click in this field and type the name that you want displayed on the Reader LCD display for the Door—up to 16 characters 
(restricted to printable ASCII characters and the"space"). 

NOTE: This field allows you to create an LCD display name for this Intrusion Zone Door. If you do not enter a name here, the 
system will use the rightmost 16 characters of the Door's name. 

The Display Name is used whenever the Intrusion Zone needs to display this door as an 'offnormar point on the 
Reader LCD. (This name does not have to be 'unique.') 

Exit Doors 

Door 
Click in the Door field to display 0, and then click this button to select a Door from the dialog box that appears. The Door 
must belong to the selected Controller and not yet be assigned to any Intrusion Zone. Once a Door is selected, the Door 
Editor Areas 8 Zones tab displays read-onty Intrusion Zone information. See Viewing Intrusion Zone Information on the 
Door Editor on Page 193. 

NOTE: Once a Door is selected for a row. it cannot be changed. although its attributes ca n be changed. and the entire row 
can be removed. 

Arm State Click the down-arrow to select from the drop-down list the mode that this door is set to when the Intrusion Zone is Anned . 

Locked. Secu red. or Unlocked (For detailed Door state information, see Doors on Page 149.) 

Disarm State Click the down-arrow to select from the drop-down list the mode that this door is set to when the Intrusion Zone is D Isanned: 

Locked. Secured. or Unlocked (For detailed Door state information, see Doors on Page 149.) 

Card Control Click to select this check box to allow this Door to use the Card Arm/Disarm method to arm or disarm the Intrusion Zone. The 
default iscleared. 
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STAR Intrusion Zone Editor - General Tab Fields (continued) 

Fields/Buttons Description 

Display Mode Click the down-arrow to select the display mode for the LCDs on this Door's Reader from the drop-down list. 

Blank— The LCD displays date/time and the normal Door information with momentary displays of Intrusion Zone mode 
changes. This is the default. 

Status - The LCD displays date/time on the first line and the second line displays dynamically dianging information about the 
Intrusion Zone's state. 

Display Name Click in this field and type the name that you want displayed on the Reader LCD display for the Door—up to 16 characters 
(restricted to printable ASCII characters and the "space"). 

NOTE: This field allows you to create an LCD display name for this Intrusion Zone Door. If you do not enter a name here, the 
system wi use the rightmost 16 characters of the Door's name. 

The Display Name is used whenever the Intrusion Zone needs to display this door as an soffnormar point on the 
Reader LCD. (This name does not have to be 'unique.) 

Configuring iSTAR Intrusion Zone Entrance/Exit Doors 

This procedure assumes that you have already selected the iSTAR Controller for the Intrusion Zone and have 
configured Doors and Readers. 

To Configure iSTAR Intrusion Zone Entrance/Exit Doors 

1. Create or modify an iSTAR Intrusion Zone. See: 

• Creating an iSTAR Intrusion Zone on Page 155 

• Modifying an iSTAR Intrusion Zone on Page 162 

2. On the General tab of the iSTAR Intrusion Zone Editor in the Entrance Doors box or the Exit Doors box, click 
Add to create a new row, as shown in the following example for the Entrance Doors. 
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3. Click in the Door field to display Ei and click this button. 

A selection list opens with the Doors available for iSTAR Intrusion Zones. 
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4. Click a Door to add it to the row. 

Example: 

lobby door 

5. Click the down-arrow in the Arm State field to display a drop-down list of access control modes: 
Locked/Secured/Unlocked. (The default entry is Locked.) 

6. Click the Mode you want set for this Door when the Intrusion Zone is in the Armed state to add it to the row. 

Example: 

Locked 

7. Click the down-arrow in the Disarm State field to display a drop-down list of access control modes: also 
Locked/Secured/Unlocked. (The default entry is Locked.) 

8. Click the Mode you want set for this Door when the Intrusion Zone is in the Disarmed state to add it to the row. 

Example: 

Unlocked 

9. To allow the Intrusion Zone to be armed/disarmed using card methods at this Door, click to select the check box 
in the Card Control field. (The default entry is cleared.) 

Cade..01 

a 
- pr_ 

To not allow card method Arming/Disarming at this door, do not select the check box. 

Cad Cala 

MON 

10. Click the down-arrow in the Display Mode field to display the mode drop-down list: Blank/Status. (The default 
entry is Blank.) 

NSF ltd. 

11. Click the LCD-type Display Mode you want for this Door's Reader to add it to the row. 
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Example: 

Status 

12. Click in the Display Name field and type the name you want displayed for this Door on its Reader's LCD 
display—up to 16 characters. 

NOTE 
If you do not enter a name here, the system uses the 16 rightmost characters of the Door's 
name. 

The row now appears as shown in the following example for an Entrance Door: 
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13. To configure more Entrance/Exit Doors for this iSTAR Intrusion Zone, click Add in the appropriate box and 
repeat the preceding steps. 

Deleting iSTAR Intrusion Zone Entrance/Exit Doors 

Once you have selected a Door for a row, it cannot be changed. You can, however, delete the entire row, removing 
that Door from the Intrusion Zone. 

NOTE 
If you need to completely delete a Door from the system, you must first make sure to 
remove it from any Intrusion Zone to which it is assigned. 

To Delete an iSTAR Intrusion Zone Entrance/Exit Door 

1. On the General tab of the iSTAR Intrusion Zone Editor in the Entrance Doors box or the Exit Doors box, click a 

row to select it. 

2. Click Remove to delete the Door row. 
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iSTAR Intrusion Zone Inputs Tab 
The iSTAR Intrusion Zone Inputs tab, shown in Figure 36 on Page 172, lets you define Inputs to be 
controlled/monitored by the iSTAR Intrusion Zone as follows: 

■ Set the Controlled/Monitored Inputs that: 

• Cause the Entrance Delay to start. 

• Are shunted during the Entrance Delay. 

• Cause immediate violation of the Intrusion Zone when armed without starting the Entrance Delay. 

■ Define the Inputs monitored by the Intrusion Zone that are armed 24/7 (Protection Inputs). 

■ View Monitored Inputs and modify Display Name. 

Definitions for this tab are provided in iSTAR Intrusion Zone Inputs Tab Definitions on Page 172. 

You can perform the following tasks from the iSTAR Intrusion Zone Inputs tab: 

■ Configuring iSTAR Intrusion Zone Controlled/Protected Inputs on Page 174 

■ Configuring Display Names for iSTAR Intrusion Zone Monitored Inputs on Page 176 

■ Deleting iSTAR Intrusion Zone Controlled/Protected Inputs on Page 176 

Figure 36: iSTAR Intrusion Zone Editor Inputs Tab 

Tfisii an. °aim 7.q, L5141 MOO 

ra Entxt Dow fehrte0d3v 
Tuxes Shin Rdecied Ha" 

Mcre.crol 

JAW Okisciu) Han. 

iSTAR Intrusion Zone Inputs Tab Definitions 

The iSTAR Intrusion Zone Inputs tab has the buttons shown in Table 37 on Page 173 (in the Controlled Inputs 
table) and the fields shown in Table 38 on Page 173. 
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Table 37: iSTAR Intrusion Zone Editor Inputs Tab Buttons 

Button Description 

Add Click this button to add a row to the Controlled Inputs table. Each new row isadded after the last. 

To add a new row after a specific existing row, click the row selector to select a row and then click 
er add

Remove Click this button to remove a selected row from the Controlled Inputs table. You have to click the row selector 
remove. If no row is selected. this button is not available. 

to select a row to 

Table 38: iSTAR Intrusion Zone Editor - Inputs Tab Fields 

Fields/Buttons Description 

Controlled Inputs 

Input 
Click in the Input field to display 0, and then click this button to select an Input from the dialog box that appears. The Input 
must belong to the selected Controller and not yet be assigned to any Intrusion Zone. 

Once you select an Input for the Intrusion Zone, the following happens on the Input Editor: 

• On the General tab. the value in the Type field changes from General to Intrusion Zone. 

• The Intrusion Zone tab becomesavailable, displaying read-onty information on the Intrusion Zone to which the Input 
now belongs and the Input's display name. For Information, see Viewing Intrusion Zone Information on the Input Editor on 
Page 195. 

Entrance Delay 
Trigger 

Click this check box to select this Input as an Entrance Delay Trigger for the Intrusion Zone. The default is cleared. 

If selected, activation of this Input while the Intrusion Zone is armed starts the Entrance Delay and gives the person entering 
the zone time to disarm the Intrusion Zone. 

NOTE: The Entrance Delay Trigger must also be selected as Entrance Delay Shunt. 

Entrance Delay 
Shunt 

Click th is check box to select this Input to be shunted during the Entrance Delay for the Intrusion Zone. The default is cleared. 

Protected Click to select this check box to indicate that this Input is Protected. The default is cleared. 

Once you make this a Protected Input for the Intrusion Zone, the value in the Type field on the General tab of the Input 
Editor changes to Intrusion Zone - Protected. 

The Intrusion Zone tab becomesavailable, displaying read-onty information on the Intrusion Zone to which the Input now 
belongs and the I n put's display name. For Information, see Viewing Intrusion Zone Information on the Input Editor on Page 
195. 

Display Name Click in this field and type the name that you want displayed on the Reader LCD display for the Input—up to 16 characters 
(restricted to printable ASCII characters and the"space"). 

NOTE: This field allows you to create an LCD display name for this Intrusion Zone Controlled Input. If you do not enter a name 
here, the system will use the rightmost 16 charactersof the Input's name. 

The Display Name is used whenever the Intrusion Zone needs to display this door as an 'offnormar point on the 
Reader LCD. (This name does not have to be 'unique.') 
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STAR Intrusion Zone Editor - Inputs Tab Fields (continued) 

Fields/Buttons Description 

Monitored 
Inputs 

The system automatically populates this table based on the Doors, Controled Inputs, and Arming/Disarming Inputs 
configured for the Intrusion Zone. (For these Monitored Inputs to display in the table they have to have been configured on the 
STAR Controler.) 

The Monitored Inputs displayed in this table change dynamically d you change the zone'sassigned Doors. Controled Inputs, 
or Arming/Disarming Inputs. 

NOTE: The iSTAR Cabinet Tamper Input MIautomatically be entered here to be monitored by this Intrusion Zone (and al 
other Intrusion Zones on this Controller) unless its use has been disabled by a System Variable. For more information, 
see "iSTAR Driver Settings" in the System Variables chapter in the C•CURE 9000 System Maintenance Guide. 

Input Input system name 

Display Name Click in this field and type the name that you want displayed on the Reader LCD display for the Input—up to 16 diaracters 
(restricted to printable ASCII diaractersand the "space"). 

NOTE: This field allows you to create an LCD display name for this Monitored Input. The Display Name is shared between al 
Intrusion Zones on the same Controler. If you do not enter a name here, the system will use the rightmost 16 
characters of the Input's name. 

The Display Name is used whenever the Intrusion Zone needs to display this Input as an •offnormar point on the 
Reader LCD. (This name does not have to be 'unique.) 

Configuring iSTAR Intrusion Zone Controlled/Protected Inputs 

'Ibis procedure assumes that you have already selected the iSTAR Controller for the Intrusion Zone and have 
configured Doors, Readers, and Inputs. 

To Configure iSTAR Intrusion Zone Controlled/Protected Inputs 

1. Create or modify an iSTAR Intrusion Zone. See 

• Creating an iSTAR Intrusion Zone on Page 155 

• Modifying an iSTAR Intrusion Zone on Page 162 

2. On the iSTAR Intrusion Zone Editor, click the Inputs tab to open. 

3. In the Controlled Inputs box, click Add to create a new row. 

[coined kVA 
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4. Click in the Input field to display GJ  and click this button. 

A selection list opens with the Inputs available for iSTAR Intrusion Zones. 
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5. Click an Input to add it to the row. 

Example: 

iSTAR Input1-ACNI14STARontroller1 

6. To make this Input an Entrance Delay Trigger for the Intrusion Zone, click to select the check box in the Entrance 
Delay Trigger field. (The default entry is cleared.) 

7. To select this Input to be shunted during Entrance Delays for the Intrusion Zone, click to select the check box in 
the Entrance Delay Shunt field. (The default entry is cleared.) 

8. To configure this Input to be protected 24/7, click to select the check box in the Protected field. (The default entry 
is cleared.) 

NOTE 
A Protected Input cannot be an Entrance Delay Trigger, nor can it be shunted during 
Entrance Delay. 

9. Click in the Display Name field and type the name you want displayed for this Input on the Reader's LCD 
display—up to 16 characters. 

Example: 

Zone5 

NOTE If you do not enter a name here, the system uses the 16 rightmost characters of the 
Input's name. (This name does not have to be 'unique.') 

The row now appears as shown in the following example: 

Ceeholed hats 

.?&d *flown 
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10. To configure more Controlled Inputs for this iSTAR Intrusion Zone, click Add in the appropriate box and repeat 
the preceding steps. 

C•CURE 9000 Areas and Zones User Guide Chapter 2 175 

EFTA01224816



STAR Intrusion Zone Inputs Tab 

Configuring Display Names for iSTAR Intrusion Zone Monitored Inputs 

This procedure assumes that you have already selected the iSTAR Controller for the Intrusion Zone and have 
configured Doors, Readers, and Inputs. 

To Configure iSTAR Intrusion Zone Monitored Input Display Names 

1. Create or modify an iSTAR Intrusion Zone. See: 

■ Creating an iSTAR Intrusion Zone on Page 155 

■ Modifying an iSTAR Intrusion Zone on Page 162 

2. Click in the Display Name field and type the name you want displayed whenever the Intrusion Zone needs to 
display this Input as an 'offnormar point on the Reader LCD—up to 16 characters. (This Display Name is 
shared between all Intrusion Zones on the same Controller.) 

Example: 

Input1TampiSTAR1 

If you do not enter a name here, the system uses the 16 rightmost 
characters of the Input's name. (This name does not have to be 'unique) NOTE 

the row now appears as shown in the following example: 

Mated Irpi. 

• 
IAN DiciayMmo 

Timp•Htmicabdol (Slug ircuitatry:4TAA1 

3. To enter Display Names for any other Monitored Inputs for this iSTAR Intrusion Zone, repeat the preceding step. 

Deleting iSTAR Intrusion Zone Controlled/Protected Inputs 

Once you have selected a Controlled Input for a row, it cannot be changed. You can, however, delete the entire row, 
removing that Input from the Intrusion Zone. 

If you need to completely delete a Controlled/Protected Input from the system, you must 
first make sure to remove it from any Intrusion Zone to which it is assigned. NOTE 

To Delete an iSTAR Intrusion Zone Controlled/Protected Input 

1. On the Inputs tab of the iSTAR Intrusion Zone Editor in the Controlled Inputs box, click a row to select it. 

2. Click Remove to delete the Input row. 
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iSTAR Intrusion Zone Arm - Disarm Tab 

The iSTAR Intrusion Zone Arm - Disarm tab, shown in Figure 37 on Page 177, lets you define the local methods for 
arming and disarming the Intrusion Zone, the related options, and the exit and entrance delays. Definitions for this 
tab are provided in iSTAR Intrusion Zone Ann - Disarm Tab Definitions on Page 177. 

You can perform the following tasks from the iSTAR Intrusion Zone Arm - Disarm tab: 

• Configuring Arming for an iSTAR Intrusion Zone on Page 179 

• Configuring Disarming for an iSTAR Intrusion Zone on Page 181 

NOTE 
Other methods that can be used to arm/disarm an Intrusion Zone include: 

• Host manual actions (guard privileges control this) 

• Keypad Commands 

• Event Actions (activated by Triggers) 

Figure 37: STAR IntrusionZone Editor Arm- Disarm Tab 

GeroW lepal A.n Mn floral sumisa.....”. 

Ca.! Reno/ Zow Moro 

Aiwa I rot 

Pa • woe, Go... Resold 

Ea 0.4o 0C0 

Cad Hceortno DE4aCcre Ncee 

Doom) low 

Pogo-owl Opt./ P.otoa•cl 

Coerce Dclot CO CO 

ern cc< 

Mil NC 

:low Parra Wigh Veal 

iSTAR Intrusion Zone Arm - Disarm Tab Definitions 

[he iSTAR Intrusion Zone Arm - Disarm tab has the fields shown in Table 39 on Page 178. 
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Table 39: STAR Intrusion Zone Editor - Arm - Disarm Tab Fields 

Fields/Buttons Description 

Arming 

Card Method to 
Arm Zone 

Click the down-arrow to select from the drop-down list the Card method required toarm the Intrusion Zone. 

None - No Card swipe is allowed to arm the intrusion Zone. This is the default. (Typically selected to arm with an Event.) 

Key Press and Credential - The person must press CMD/ENT twice and then swipe a card with Clearance. 

Active input and Credential - The person must press an Active input (selected in the Arming input field—a key activated 
switch. for example) and then swipe a card with Clearance. 

Key Press, Credential and Personnel group - The person must press CMD/ENT twice and then swipe a card with 
Clearance, and must also belong to the Person nel g rou p designated in the Personnel Group if Required field. 

NOTE: Personnelwith the intrusion Zone Administrator option selected (Personnel General tab) who have clearance to 
the door do not have to be in the Personnel Group to validly use the command. 

Active input, Credential and Personnel Group - The person must pressen Active input (selected in the Arming input 
field—a key activated switch. for example) and then swipe a card with Clearance, and must also belong to the Personnel 
group designated in the Personnel Group if Required field. 

Arming Input NOTE: This field is available onty if the Card Method selected in the preceding field specifies an Active input. 

Click El and select an input from the dialog box to act as the Active input to arm this intrusion Zone. The same input can be 
used for both arming and disarming the intrusion Zone. 

(Only Inputson the Controller not yet assigned to any other function and not configured on the intrusion Zone inputs tab as a 
Controlled input display in the list.) 

The input you select has its type changed from General' to intrusion Zone'once you save the intrusion Zone configuration. 

Personnel Group 
if Required 

NOTE: This field is available only if the Card Method selected in the Card Method to Arm Zone field specifies a Personnel 
Group. 

Click 0 and select a Personnel Group from the dialog box that appears. 

NOTE: Personnelwith the intrusion Zone Administrator option selected (Personnel General tab) can always arm the 
intrusion Zone without being in the specified Personnel Group—if they have clearance to the door. 

Exit Delay 
min:sec 

Click the up- and down-arrows to set the Exit Delay time in minutes and seconds. The range is from 00:00 to 2:00 (min:sec). 

if an Exit Delay time is set, when arming of the intrusion Zone is activated by the selected method, the Exit Delays starts, giving 
the person exiting the zone time to leave without the intrusion Zone going into Violation. 

Disarming 

Card Method to 
Disarm Zone 

Click the down-arrow to select from the drop-down list he Card method required to disarm the intrusion Zone. 

None - No Card swipe is allowed to disarm the intrusion Zone. This is the dela utt. (Typicalty selected to disarm with an Event) 

Credential Only - The person must swipe a card with Clearance. 

Active input and Credential - The person must press an Active input (selected in the input field—a key activated switch. 
for example) and then swipe a card with Clearance. 

Credential and Personnel group - The person must swipe a card with Clearance and must also belong to the Personnel 
group designated in the Personnel Group if Required field. 

NOTE: Personnel with the intrusion Zone Administrator option selected (Personnel General tab) who have clearance to 
the door do not have to be in the Personnel Group to validlydisarm the Zone. 

Active input, Credential and Personnel Group - The person must press an Active input (selected in the input field—a 
key activated switch. for example) and then swipe a card with Clearance, and must also belong to the Personnel group 
designated in the Personnel Group if Required field. 
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STAR Intrusion Zone Editor . Arm . Disarm Tab I dells (continued) 

Fields/Buttons Description 

NOTE: This field is available only if the Card Method selected in the preceding field specifies an Active Input. 

Click 0  and select an Input from the dialog box to act as the Active Input to disarm this Intrusion Zone. The same Input can 
be used for both arming and disarming the Intrusion Zone. 

(Onty In puts on the Controller not yet assigned to any other function and not configured on the Intrusion Zone Inputs tab as a 
Controlled Input display in the list.) 

The Input you select has its type changed from 'General' to Intrusion Zone'once you save the Intrusion Zone configuration. 

Personnel Group 
if Required 

NOTE: This field is available onty if the Card Method selected in the Card Method to Disarm Zone field specdies a 
Personnel Group. 

Click IS and select a Personnel Group from thedialog box that appears. 

NOTE: Personnel with the Intrusion Zone Administratoroption selected (Personnel General tab) can &ways disarm the 
Intrusion Zone without being in the specified Personnel Group—if they have clearance to the door. 

Entrance Delay 
min:sec 

Click the up- and down-arrows to set the Entrance Delay time in minutes and seconds. The range is from 00:00 to 20:30 
(min:sec). 

If an Entrance Delay time asset, a person entering an armed Intrusion Zone activates any Entrance Delay Trigger Input(s) and 
isgiven the time to disarm the Intrusion Zone. 

Allow Disarm 
While Violated 

Click to select thischeck box to permit this Intrusion Zone to be disarmed while in Violated mode. The default isdeared. 

NOTE: If you want the person who disarms an Intrusion Zone at the start of the workday to be aware before the disarm that 
the zone has been violated during the night, leave this option cleared 
(not set). 

Configuring Arming for an iSTAR Intrusion Zone 

This procedure assumes that you have already selected the iS1'AR Controller for the Intrusion Zone and have 

configured Doors, Readers, and Inputs. 

To Configure Arming for an iSTAR Intrusion Zone 

1. Create or modify an iS1'AR Intrusion Zone. See: 

■ Creating an iSTAR Intrusion Zone on Page 155 

■ Modifying an iSTAR Intrusion Zone on Page 162 

2. On the iSTAR Intrusion Zone Editor, click the Arm - Disarm tab to open. 

3. In the Arming box, click the down-arrow in the Card Method to Arm Zone field to display a drop-down list of 

card arming methods. (I'he default is None.) 
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4. Click the local method you want to be used to arm this Intrusion Zone. 
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If you select a method requiring an Active Input, the Arming Input field becomes available and requires an 
entry. If you select a method requiring a Personnel Group, the Personnel Group if Required field becomes 
available and requires an entry. 

5. If required, click M next to the Arming Input field. 

A selection list opens with the Inputs available for arming ISTAR Intrusion Zones. 
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6. Click an Input to select it. (The same Input can be used to both arm and disarm the zone, but it cannot be a 
Controlled Input.) 

7. If required, click next to the Personnel Group if Required field. 

A selection list opens with the available Personnel Groups. 

0,19 column: to GY6up try here 

8. Select the Personnel Group to which the person must belong in order to arm the Intrusion Zone. 

NOTE 
Personnel who have the Intrusion Zone Administrator option selected on their record and 
have clearance to the door can always arm the Intrusion Zone even if they are not in the 
selected Personnel Group. For information, see Configuring a Person to Arm/Disarm 
Intrusion Zones on Page 192. 

9. In the Exit Delay field, click the up- and down-arrows to set the time in minutes and seconds that the person 
arming the zone by the selected method has to exit before the zone violates. The range is from 00:00 to 2:00 
(minsec). 
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Configuring Disarming for an iSTAR Intrusion Zone 

This procedure assumes that you have already selected the iSTAR Controller for the Intrusion Zone and have 
configured Doors, Readers, and Inputs. 

To Configure Disarming for an iSTAR Intrusion Zone 

1. Create or modify an iSTAR Intrusion Zone. See: 

■ Creating an iSTAR Intrusion Zone on Page 155 

■ Modifying an iSTAR Intrusion Zone on Page 162 

2. On the iSTAR Intrusion Zone Editor, click the Arm - Disarm tab to open. 

3. In the Disarming box, click the down-arrow in the Card Method to Disarm Zone field to display a drop-down 
list of card disarming methods. (The default is None.) 
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4. Click the local method you want to be used to disarm this Intrusion Zone. 

If you select a method requiring an Active Input, the Disarming Input field becomes available and requires an 
entry. If you select a method requiring a Personnel Group, the Personnel Group if Required field becomes 
available and requires an entry. 

5. If required, click next to the Disarming Input field. 

A selection list opens with the Inputs available for disarming iSTAR Intrusion Zones. 
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6. Click an Input to select it. (The same Input can be used to both arm and disarm the zone, but it cannot be a 
Controlled Input.) 

7. If required, click El next to the Personnel Group if Required field. 

A selection list opens with the available Personnel Groups. 
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8. Select the Personnel Group to which the person must belong in order to disarm the Intrusion Zone. 

NOTE 
Personnel who have the Intrusion Zone Administrator option selected on their record and 
have clearance to the door can always disarm the Intrusion Zone even if they are not in 
the selected Personnel Group. For information, see Configuring a Person to Arm/Disarm 
Intrusion Zones on Page 192. 

9. In the Entrance Delay field, click the up- and down-arrows to set the time in minutes and seconds that the 
person disarming the zone by the selected method has to enter and disarm before the zone violates. The range is 
from 00:00 to 2030 (minsec). 

10. Click to select the Allow Disarm While Violated option or leave it clear. 

182 Chapter 2 C•CURE 9000 Areas and Zones User Guide 

EFTA01224823



STAR Intrusion Zone TriggersTab 

iSTAR Intrusion Zone Triggers Tab 

The iSTAR Intrusion Zone Triggers tab, shown in Figure 38 on Page 183, allows you to set up Triggers, configured 
procedures used by &CURE 9000 to activate specific actions when a particular predefined condition occurs. 

Figure 38: 'STAR Intrusion Zone Editor Triggers Tab 
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The tab contains one Action, Activate Event, that can be linked to a specific value of an Intrusion Zone-related state 
and to any panel or host Event configured in the system. Once the Intrusion Zone's state matches one of these 
values, the linked Activate Event action is triggered and the user-specified Event is set to an active state (if allowed 
by the Event, which should be armed at the time). 

Typically you could use the activated Event to ann or disarm an Intrusion Zone, set off an alarm when an Intrusion 
Zone is in a Violated state, or schedule a nightly Arming check for a particular Intrusion Zone. For details about 
available Trigger properties, their corresponding values, the Event types, and Scheduling, see Table 42 on Page 184. 

By creating new rows and selecting different values for each row, each value of the Property field can trigger its own 
Event. It is also possible to trigger two different Events for the same Intrusion Zone state value by creating two rows 
with the same value and then linking each row to its own Event. 

You use the Triggers tab to accomplish the tasks listed below, needed to configure an iSTAR Intrusion Zone. The 
procedural steps for each task are detailed in the following subsections. 

• Configuring Triggers for iSTAR Intrusion Zones on Page 184 

• Deleting a Trigger from an iSTAR Intrusion Zone on Page 187 

iSTAR Intrusion Zone Triggers Tab Definitions 

The iSTAR Intrusion Zone Triggers tab has the buttons shown in Table 40 on Page 183 and the fields shown in 
Table 41 on Page 184. 

Table 40: STAR Intrusion Zone Editor Triggers Tab Buttons 

Button Description 

Add Click this button create a new row in the Triggers table. You have to configure all tee fields in the row and select an Event to complete 
the Add operation 

To add a new row after a specific existing row. click the row selector to select a row and then clickAdd. 

Remove • Click this button to remove a selected row from the Triggers table. You have to click the row selector to select a row to remove. If 
no row is selected, this button is not available. 
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Table 41: STAR Intrusion Zone Editor - T riggers Tab Fields 

Field Description 

Property 
Click in the Property field to display El and then click this button to display a dialog box with available 
Intrusion Zone properties. Double-click a Property to select it. 

Value' Click the down-arrow to select a value from the drop-down list. 

When the Intrusion Zone's State property matches this value, the event you specify in the Event field is 
activated. 

Action Click the down-arrow to select Activate Event (the only type available) from the drop-down list. This 
action will be executed when the value of the Intrusion Zone's State property matches that selected in 
the Value field. 

Details The name of the event configured for this row (read-only) is entered by the system once you make a 
selection in the Event field. 

Event' 
Click E) in this field to select the event to be activated if the State for the current row on the grid has the 
specified value. 

NOTE: Switching rows in the grid updates this field with the user-selected event so that each row can 
have its own event to activate. 

Schedule' 
Click in the Schedule field to display Li and then click this button to display a dialog box with available 
Schedules. Double-click a Schedule to select it 

'For detailed information about the relationships between the available properties. their corresponding values, the Event types, and Scheduling, 
see Table 42 on Page 184. 

Table 42: STAR Intrusion Zone Triggers Table Details 

Property Possible Values Event Type Schedule Type 

Arm Check Status Not Armed Panelonty Must be scheduled 
Cannot beAlways/Never 

Mode Status Armed/Disarmed Panel 

Host 

Ahvaysonty 

Modifiable 

Ready To Arm Status Ready To Arm Host only Modifiable 

Not Ready To Arm Panel 

Host 

Ahvaysonty 

Modifiable 

Violation Status Not Violated Host onty Modifiable 

Violated Panel 

Host 

Ahvaysonty 

Modifiable 

Configuring Triggers for iSTAR Intrusion Zones 

You can create as many triggers as you wish for any iSTAR Intrusion Zone. 
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To Configure Intrusion Zone Triggers 

Create or modify an iSTAR Intrusion Zone. See: 

■ Creating an iSTAR Intrusion Zone on Page 155 

■ Modifying an iSTAR Intrusion Zone on Page 162 

2. On the iSTAR Intrusion Zone Editor, click the Triggers tab to open. 

3. Click Add to create a new trigger row, as shown in the following figure. 
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4. Click in the Property field to display  and click this button. 

A selection list opens with the properties available for iSTAR Intrusion Zones. 
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5. Click a property to add it to the row. 

Example: 

Mode Status 

6. Click the down-arrow in the Value field to display a drop-down list of values for the property you selected. 

AS* Va. Ado,
c& Status 

7. Click the Value you want to activate the event for this trigger to add it to the row. 

Example: 

Disarmed 

8. Click the down-arrow in the Action field to display a drop-down list containing Activate Event as the only 
available action. Click Activate Event to add it to the row as the action that will be executed when the Intrusion 
Zone's state matches that selected in the Value field. 

The Event field displays on the bottom of the tab. 
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STAR Intrusion Zone TriggersTab 

9. Click in the Event field to display a selection list of all events currently configured in the C•CURE 9000 
system, and then click an Event to select it. 
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The system enters the name of the Event you select in the Details field for the row when you click anywhere 
outside the Event field. This event will be activated whenever the State for the current row on the grid 
matches the value specified in that row. 
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The Schedule field contains the default entry Always, which is the only type valid for Panel Events. You can 
select a schedule for a Host Event and must select a schedule (other than Always/Never) for the Ann Check 
Status property (even though it is a Panel Event). 

10. Click Ei in the Schedule field to display a selection list of schedules configured in the C•CURE 9000 system. 
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STAR Intrusion Zone TriggersTab 
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11. Click a Schedule to select it. 

The tab now appears as shown in the following example. 
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12. To create more triggers for this iSTAR Intrusion Zone, repeat these steps for each bigger you want. 

Switching rows in the grid updates the Event field with the user-selected event so that each row can have its 
own event to activate. 

Deleting a Trigger from an iSTAR Intrusion Zone 

To Delete an iSTAR Intrusion Zone Trigger 

1. On the Triggers tab, click a row to select it. 

2. Click Remove to delete the trigger row. 
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STAR Intrusion Zone Groups Tab 

iSTAR Intrusion Zone Groups Tab 

The iSTAR Intrusion Zone Groups tab, shown in Figure 39 on Page 188, lists the iSTAR Intrusion Zone Groups to 
which this Intrusion Zone belongs. 

NOTE 
This tab does not display on the iSTAR Intrusion Zone Editor when you are configuring a new 
Intrusion Zone. It displays when you are editing an existing Intrusion Zone. 

The Groups table on this tab is a Dynamic View that you can filter, group, print, and view in Card View, using the 
buttons described in Table 43 on Page 188. 

You can select any of the Intrusion Zone Groups in the list and double-lick !I to edit it or right-click to display the 
Groups Context menu (described in the Groups chapter in the C• CURE 9000 Software Configuration Guide). You can 
also right-click in the Name or Description field of an Intrusion Zone Group row to display a standard edit menu. 

Figure 39: iSTAR Intrusion Zone Editor Groups Tab 
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iSTAR Intrusion Zone Groups Tab Definitions 

[he iSTAR Intrusion Zone Groups tab has the buttons and fields shown in Table 43 on Page 188. 

Table 43: iSTAR Intrusion Zone Editor Groups Tab F ietds/Buttons 

Fields/Buttons Name Description 

fl Card 
View 

Click to display the list of iSTAR Intrusion Zone Groups in Card View. 

}74 

Print Click to print the list of iSTAR Intrusion Zone Groups. 

i l 

Group Clid< to enable Grouping of the list. You can drag a column heading to the area labeled Drag columns to group 
by here to group the list by that heading. 

V 
Filter Cbck to display the fitter bar. You can click in the filter bar to add flaring criteria to any column of the list. For more 

information about Filtering, see the DynamicViewschapter in the CCURE 9000 Data Views Guide. 

Name Name of the Group. up to 100 characters. 

Description Description of the Group. 
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STAR Intrusion Zone Status Tab 

iSTAR Intrusion Zone Status Tab 

The iSTAR Intrusion Zone Status tab, shown in Figure 40 on Page 190, provides a read-only listing of critical 
information about the operational status of this iSTAR Intrusion Zone, including: 

■ Mode - displays the values. Armed, Disarmed, or Unknown 

■ Violated State - displays the values: Violated, Not Violated, or Unknown 

■ Ready To Ann State - displays the values: Ready to Ann, Not Ready to Ann, or Unknown 

■ First Violating Cause - displays a value indicating the initial cause of the Intrusion Zone being in a Violated 
State: Input X, for example 

■ Mode Changed Method Status- displays a value indicating why the Intrusion Zone's Mode changed: Host 
Command, Keypad Command, Card Swipe, or Unknown 

■ Time of Mode Changed Method - displays the date/time the Intrusion Zone's Mode changed 

You can perform the following task from the Status tab: 

■ Viewing Intrusion Zone Status on the Status Tab on Page 189 

Viewing Intrusion Zone Status on the Status Tab 

To View Status on the iSTAR Intrusion Zone Editor 

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button. 

2. Click the Areas and Zones drop-down list and select iSTAR Intrusion Zone. 

3. Click ®ail to open a Dynamic View showing a list of all existing iSTAR Intrusion Zone Objects. 

4. Right-click the iSTAR Intrusion Zone whose status you want to view and click Edit from the context menu that 
appears. 

The iSTAR Intrusion Zone Editor opens with the General tab displayed. 

5. Click the Status tab to open, as shown in Figure 40 on Page 190. 
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STAR Intrusion Zone Status Tab 

Figure 40: STAR Intrusion Zone Editor Status Tab 
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STAR Intruson Zone State Images Tab 

iSTAR Intrusion Zone State Images Tab 

The iSTAR Intrusion Zone State Images tab, shown in Figure 41 on Page 191 provides a means to change the 
default images used to indicate states for the iSTAR Intrusion Zone on the Monitoring Station. You can select other 
images to display for this Intrusion Zone or return to the default images, as described in State Images Tab Tasks on 
Page 191. 

Figure 41: iSTAR Intrusion Zone Editor State Images Tab 
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State Images Tab Tasks 

You can change the image displayed for any Intrusion Zone state, or restore the default image. 

To Change an Image 

1. Double-click the default image in the tab to open a Windows file selection dialog box. 

2. If necessary, navigate to find the new image. 

3. Select the desired replacement image and click Open. 

The new image replaces the default image and displays in the State Images tab. 

To Restore the Default Image 

• Right-click the replacement image in the Intrusion Zone State Images tab and select Restore Default. 
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Configuring a Person to Arm: Disarm Intrusion Zones 

Configuring a Person to Arm/Disarm Intrusion Zones 

You can configure a person to be able to Arm/Disarm Intrusion Zones using the Card swipe Arm/Disarm methods 
even if he or she is not in the Personnel Group configured for that Intrusion Zone. 

You configure this on the Personnel Editor General tab, as shown in Figure 42 on Page 192. 

Figure 42: Personnel Editor — General Tab 
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To Configure a Person to Arm/Disarm Intrusion Zones 

1. In the Navigation Pane of the Administration Workstation, click the Personnel pane button. 

2. Click the Personnel drop-down list and select Personnel. 

3. Click New to create a new Personnel record. 

Click Rik to open a Dynamic View showing a list of all existing Personnel Objects, right-click the Personnel 
record you want to change, and click Edit from the context menu that appears. 

The Personnel Editor opens with the General Tab displayed. 

4. In the Options box, click to select the Intrusion Zone Administrator option. 

NOTE If this option is selected, this person can Arm/Disarm any Intrusion Zone using the Card 
swipe Arm/Disarm methods regardless of the Personnel Group configured for that 
Intrusion Zone. 

If this option is not selected, this person can only use the Card swipe method to 
Arm/Disarm Intrusion Zones configured: 

• For a Personnel Group in which he/she is included. 

• With no Personnel Group required with the Card Swipe. 

5. To save the Personnel record, click Save and Close. 
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Viewing Intrusion Zone Information on the Door Editor 

Viewing Intrusion Zone Information on the Door Editor 

A Door assigned to an iSTAR Intrusion Zone displays read-only assignment information on the Door Editor on the 
Areas & Zones tab, as shown in Figure 43 on Page 193. 

NOTE 
If this Door is not assigned to an Intrusion Zone, the Intrusion Zones box is blank. 

Figure 43: Door Editor — Areas& Zones Tab 
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The Areas & Zones tab has the read-only fields shown in Table 44 on Page 193. 

Table 44: Door Editor - Areas & Zones Tab Fields 

Fields Description 

Intrusion Zone Na me of STAR Intrusion Zone this Door is assig ned to. 

Zone Direction In indicates that this Door is assigned as an Entrance Door for the Intrusion Zone. 

Out indicates that this Door is assigned as an Exit Door for the Intrusion Zone. 

Display Name Displays the name you entered for this Door on the STAR Intrusion Zones Editor General tab. 

To View a Door's Intrusion Zone Information 

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button. 

2. Click the Hardware drop-down list, select iSTAR Door, and click Is to open a Dynamic View showing a list 
of all existing iSTAR Doors. 

- Or - 
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Viewing Intrusion Zone Inforrnatbn On the Door Editor 

Expand the Hardware Tree. 

3. In the Dynamic View list/Tree, select the iSTAR Door, right-click, and click Edit from the context menu that 
appears. 

4. When the iSTAR Door Editor appears, click the Areas & Zones Tab. 
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Viewing Intrusion Zone Information on the Input Editor 

Viewing Intrusion Zone Information on the Input Editor 

An Input assigned as an iSTAR Intrusion Zone Controlled or Protected Input displays read-only assignment 
information on the Intrusion Zone tab of the Input Editor, as shown in Figure 44 on Page 195. This tab only displays 
when the Input is assigned to a zone. At the same time, the value in the Type field on the Input General tab changes 
from 'General' to 'Intrusion Zone. 

Figure 44: iSTAR Input Editor— Intrusion Zone Tab 
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The Intrusion Zone tab has the read-only fields shown in Table 45 on Page 195. 

Table 45: Inputs Editor — Intrusion Zone Tab Fields 

Fields Description 

Intrusion Zone Name of STAR Intrusion Zone this Input is assrgned to. 

Display Name Displays the name you entered for this Input on the STAR Intrusion Zones Editor Inputs tab in the Controlled Inputs table. 

To View an Input's Intrusion Zone Information 

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button. 

2. Click the Hardware drop-down list, select iSTAR Input, and click Is to open a Dynamic View showing a list 
of all existing iSTAR Inputs. 

- Or - 

Expand the Hardware Tree. 
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Viewing Intrusion Zone Information on the Input Editor 

3. In the Dynamic View list/Tree, select the iSTAR Input, right-click, and click Edit from the context menu that 
appears. 

4. When the iSTAR Input Editor appears, click the Intrusion Zone Tab. 
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3 

Keypad Commands 

This chapter explains how to configure Keypad Commands. 

In this chapter 

Overview 198 
Keypad Command Configuration Steps  202 
Keypad Command Configuration Requirements 204 
Keypad Command Format 205 
Keypad Command Editor 210 
Keypad Command General Tab 211 
Keypad Command Permissions Tab 213 
Keypad Command Groups Tab 215 
Keypad Command Tasks  216 
Configuring Readers for Keypad Commands 224 
Configuring a Person to Use Keypad Commands 226 
Enabling/Disabling Keypad Commands at Readers  227 
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Overview 

Overview 

You can configure Keypad Commands that authorized personnel can execute using the keypad on Readers (RMs) 
connected to iSTAR Controllers (see Figure 45 on Page 198). 

Figure 45: Reader with Keypad 

A Keypad Command is a unique (within an iSTAR Ouster) nine-digit number entered on the keypad (with optional 
prompting) that activates a specific Event. 

Keypad Commands can activate Panel Events that initiate: 

■ Intrusion Zone Actions, such as arming, disarming, and toggling Intrusion Zones, as well as checking their 
status and the status of their Doors and Inputs. These Keypad Commands must be entered at Readers that are 
part of the Intrusion Zone. 

■ System-wide actions. These actions can control objects in the host and other clusters. 

■ Local target actions, such as locking/unlocking a door by entering a keypad command on its keypad. These 
actions operate on the security device that activated the event, the door that owns the reader with that keypad, 
rather than on a specific target. 

Figure 46 on Page 199 illustrates the capabilities of keypad commands. 
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Overview 

Figure 46: Keypad Commandsand Associated Events 
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Keypad Commands activate Events in a special way: 

■ The Event is activated with no end time, but when the activation is superseded, the Keypad Command 
disappears from the Event's cause list instead of remaining until another cause overrides it. 

■ These Keypad Command-activated Events 'live until overridden'. An Action is required to undo or override a 
Keypad Command Event. 

The recommended procedure is to construct keypad commands in pairs; use one Keypad Command to activate an 
object, and another Keypad Command to deactivate the object. 

The Keypad Command may be configured to require a card presentation and, optionally, a PIN to validate the 
command. The Keypad Command may also be limited to a specific personnel group's card numbers. Additionally, 
the Keypad Command may be limited to specific doors in the cluster, and specific readers may be configured to 
disallow the use of Keypad Commands. 

Examples of Keypad Command Use 

The following examples show security requirements that are met by creating keypad commands: 

■ The site, a multi-tenant office building, uses building security personnel to monitor tenants on all floors. To arm 
and disarm different intrusion zones, keypad commands initiate events that activate local actions. 

• The command 110 disarms any zone from a reader on a door that is part of the zone. 

• The command 120 arms any zone from a reader on an intrusion zone door. 

■ The site, a hospital, requires local door locking and unlocking for specific time periods to provide wheelchair 
access. In this case, Keypad Commands are created that initiate events with local door actions. 

■ The hospital staff enter the commands at readers outside the door. 
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• The Keypad Command 100, named "Enter time 15", unlocks the door for 15 minutes (minimum activation 
time in Event configuration). 

• The Keypad Command 200, named "Enter time 30" unlocks the door for 30 minutes. 

• The Keypad Command 300, named "Enter time 00" locks the door. 

How Keypad Commands Work 

An Event activated by a Keypad Command, once activated, requires a separate action to override (deactivate) it. 

The following sections describe the methods you can use to activate and deactivate Keypad Commands. 

Method 1 

Figure 47 on Page 200 demonstrates using two Keypad Commands to control an Output. 

■ Keypad Command 1 and Event 1 are used to activate the Output, while Keypad Command 2 and Event 2 are 
used to deactivate it. 

■ When the Event 2 Action asserts, it overrides the Action of Event 1, and Event 1 is overruled. 

This method works well in situations when there are no other controls on the Output. However, this method leaves a 
deactivation on the Output at whatever priority level is set by Event 2. If Keypad Command 1 asserts again, it will 
override Event 2. 

Figure 47: Method 1- Controing an Output with Two Keypad Commands 
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Figure 48 on Page 201 shows an alternate method that results in deactivation of all Keypad Command Events. 

■ Keypad Command 1 causes Event 1 and activates the Output. 

■ To reset the Output, Keypad Command 2 activates Event 2 which has the following two Actions: 

• One Action is to deactivate Event 1. 

• The second Action is to deactivate itself. 

Event 2 deactivates itself by activating Event 3, which has the Action of deactivating Event 2. 
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Overview 

NOTE It is important that Event 3 have a minimum activation time of one second and an 
activation delay of one second. 
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Figure 48: Method 2 - Controlling an Output with Two Keypad Commands 

Mtn* Event 1 Activate Outpul 

(deactivate Event I 

Keypad Caninand 2 

Event 2 

Event 3 

Event 3 Ras a 1 second 
miniMUM activation brne and a 

I second actuation delay 

C•CURE 9000 Areas and Zones User Guide Chapter 3 201 

EFTA01224842



Keypad Command Configuration Steps 

Keypad Command Configuration Steps 

Table 46 on Page 202 shows the C•CURE 9000 Editors and activities that create Keypad Commands. 

Table 46: Creating Keypad Commands 

Task CCURE9000 Editor Configuration Notes Additional Information 

Define the Keypad 
Command format 

Options & Tools>System 
Variables>iSTAR Driver Category 

Defines the number of keypad characters in 
the Command field (required). 

Defines the number of keypad characters in 
the Prompt 1 and Prompt 2 fields (optional). 

See Keypad Command 
Format on Page 205. 

Configure and 
download a Keypad 
Event to an iSTAR 
Controller 

Configuration>Event> 
New>Event Editor 

Edit an exiting Event 

Creates and downloads the event to be 
activated by the Keypad Command. 

See the Events chapter in 
the C•CURE 9000 
Software Configuration 
Guide. 

Configure a Door 
Group 

Configuration>Group> 
New>Group Editor 

or 

Edit an existing Door Group 

Creates a Door Group to which the use of the 
Keypad Command can be limited. 

See the Groups chapter in 
the C•CURE 9000 
Software Configuration 
Guide. 

Configure a Personnel 
Group 

(optional, depending 
on Validation Type) 

Configuration>Group> 
New>Group Editor 

Edit an existing Personnel Group 

Creates a Personnel Group to whose 
members use of the Keypad Command can 
be limited. 

See the Groupschapter in 
the C•CURE 9000 
Software Configuration 
Guide. 

Configure the Keypad 
Command 

Areas and Zones>Keypad 
Command>New>Keypad Command 
Editor 

Creates a Keypad Command and associates 
it with: 

• A Cluster. 

• The Event it activates. 

• The numerical sequence to execute the 
keypad command. 

See Keypad Command 
Editor on Page 210. 

Configure Reader(s) From Hardware Pane> Hardware 
Tree, either 

• Create a new Reader for the 
iSTAR Controller 

- or - 

• Edit an existing Reader. 

For information, see the iSTAR 
Controller chapter in the C•CURE 
9000 Hardware Configuration Guide 

Then, 

iSTAR Reader Editor> 
Keypad Tab 

Mowsone or more readers to accept keypad 
commands. 

See Configuring Readers 
for Keypad Commandson 
Page 224.

Configure Personnel Personnel>Personnel> 
New>Personnel Editor 

- Of - 

Edit an existing Personnel Record 

Enables a specific person not necessarily in 
the Keypad Command Personnel Group to 
execute the Keypad Command. 

See Configuring a Person 
to Use Keypad Commands 
on Page 226. 
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Keypad Command Configuration Steps 

Permissions Required to Configure Keypad Commands 

A C•CURE 9000 operator would need the minimum permissions listed in Table 47 on Page 203 to be able to 
configure Keypad Commands: 

Table 47: Permissions for Configuring Keypad Commands 

Class Permission 

STAR Cluster Read 

STAR Controller Read 

ACM Board Read 

STAR Reader Edit 

Keypad Command Edit 

Personnel Edit 
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Keypad Command Configuration Requirements 

Keypad Command Configuration Requirements 

Keypad Commands must follow these guidelines and requirements: 

■ Keypad Command events must be downloaded to a Cluster. 

■ Local Keypad Commands for Intrusion Zones must be issued from a Reader that is part of a Door included in 
the Intrusion Zone (the local Keypad Command is applied to the Intrusion Zone that includes the Door. This 
allows a given local Keypad Command— for example, "Arm Local Intrusion Zone" —to be used in many 
Intrusion Zones). The associated Events for a given Intrusion Zone must be downloaded to a Controller in the 
Ouster that contains that Intrusion Zone. 

■ The Event Actions of most Keypad Commands can affect objects anywhere in the system. If the Event Actions 
affect objects outside the Ouster and the Ouster becomes disconnected from the host (a communications failure), 
the normal algorithms will be used on re-connection. If a momentary activity occurred during the 
communications failure, there will be no attempt to re-issue the activity. If an activation that is still true was 
missed during the communications failure, there will be an attempt to re-issue the activation. 

■ If the Keypad Command requires the swipe of a Card, Personnel must have clearance to a Door in order to issue 
a Keypad Command from that Door. This applies even if their Card configuration includes the Keypad 
Command Administrator option. It does not apply if the Keypad Command does not require card number. 

■ Keypad Commands can be entered from Doors that are locked, unlocked, or secure. This is done so a person can 
ann or disarm an Intrusion Zone from the outside Doors regardless of the Door state. 

■ For security reasons, if the iSTAR Controller does not recognize the first— the Command—portion of the Keypad 
Command (or if the Keypad Command is disabled), it will still ask for all parts configured for the Keypad 
Command, as well as for a Card presentation. 

If the Keypad Command is disabled, but is configured for a PIN, it will ask for a PIN. In addition, if the Keypad 
Command is recognized but the Card fails some test (Clearance, Lost, etc.) and the Keypad Command is 
configured for a PIN, the PIN is still requested. 

This is done to confuse someone who may be "trying" out the keypad to see if they can figure out the 
commands. 
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Keypad Command Format 

Keypad Command Format 

Keypad Commands can be entered on the keypad as a single number or as a two- or three-part number. With two- or 
three-part Keypad Commands, the system helps the person entering the Keypad Command by prompting for the 
second and third parts. 

Figure 49: Keypad Fields 
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Consequently, the first step in creating keypad commands is to define, system-wide, the command format. This 
involves the following: 

1. Deciding whether the command format is to be one-part, two-part, or three-part. (The default is one-part with 9 
digits.) 

2. Defining the number of keypad characters in the Command Code (required). 

3. Optionally, defining the number of keypad characters for Prompt 1. 

4. Optionally, defining the number of keypad characters for Prompt 2. 

You configure the Keypad Command format as described in Defining Keypad Command Formats on Page 207. 

Format Requirements 

Keypad Command formats must conform to the following guideline: 

• The combined value for the Command Code, Prompt 1 Code, and 
Prompt 2 Code can be any combination that adds up to 9 digits. 

Command Code is required and accepts a value of 1 to 9; Prompt 1 and Prompt 2 Codes are optional and accept 
a value from 0 to 8. 

• The string for Prompt 1 is "ENTER ACCESS". This is a text only field with no internal significance. 

• The string for Prompt 2 is "ENTER TARGET". This is a text only field with no internal significance. 

• Keypad Command sequences and optional prompts must be unique. 

• Personnel entering Command Code at keypads must bracket each code with the CMD/ENT key and must not 
use 0 (zero) as the first digit of the code. 

Example: 

CMD/ENT 222 CMD/ENT is correct; 
while CMD/ENT 022 CMD/ENT is incorrect. 

You should not modify the command formats after you use them to create commands. 
Modifications to the command format cause existing keypad commands to behave 
differently. 
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Keypad Command Format 

Example Formats 

the following examples show keypad commands that use: 

■ Command Code only 

■ Command Code with Prompt 1 

■ Command Code with Prompt 1 and Prompt 2 

Command Code Only 

The Keypad Command in this example uses a Command Code format to ann and disarm an intrusion zone. 

The format is configured as follows: 

Command Code: 9 

Prompt 1 Code: 0 

Prompt 2 Code: 0 

■ To ann the intrusion zone, the security personnel press CMD/ENT 100 CMD/ENT. 

■ To disarm the intrusion zone, security personnel enter CMD/ENT 101 CMD/ENT. 

C•CURE 9000 automatically pads the unused portion of the command field to conform to the nine-digit command 
code format: 

000000100, 000000101 

Security personnel need enter only the command portion of this field. 

Command Code with Prompt 1 

The Keypad Commands in this example ann and disarm Intrusion Zones on two floors. The Prompt 1 code expects 
security personnel to enter the code for the Intrusion Zone floor. 

The format is configured as follows: 

Command Code: 6 

Prompt 1 Code: 3 

Prompt 2 Code: 0 

■ To ann a zone, the security personnel enter CMD/ENT 200 CMD/ENT. 

■ When the reader displays the Prompt 1 message "ENTER ACCESS", personnel enter 1 or 2, the code indicating 
the first or the second floor. 

■ To disarm the zone, security personnel enter CMD/ENT 300 CMD/ENT. 

■ When the reader displays the Prompt 1 message "ENTER ACCESS", personnel enter 1 or 2, the code indicating 
the first or the second floor. 

C•CURE 9000 automatically pads the unused portion of the command field and prompt fields to conform to the six-
digit and three-digit requirements: 

000200, 001 or 002 

Security personnel need enter only the non-zero portions of the command 
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Command Code with Prompt 1 and Prompt 2 

'the Keypad Commands in this example turn lights on and off on two floors. The Prompt 1 and Prompt 2 code 
expect security personnel to enter the codes for the floor and light numbers. 

The format is configured as follows: 

Command Code: 3 

Prompt 1 Code: 3 

Prompt 2 Code: 3 

■ To toggle on/off, the security personnel enter CMD/ENT 1 CMD/ENT or CMD/ENT 2 CMD/ENT. 

■ When the reader displays the prompt 1 message "ENTER ACCESS", personnel enter 1 or 2, the code indicating 
the first or the second floor. 

■ When the reader displays the prompt 2 message "ENTER TARGET", personnel enter the room number of the 
light. 

C•CURE 9000 pads the unused portion of the command field and prompt fields to conform to the three-digit 
requirement: 

001 or 002, 001 or 002, 056. 

Security personnel need enter only the non-zero portions of the command. 

Defining Keypad Command Formats 

To Define Keypad Command Formats 

1. In the Administration Station, on the Options & Tools pane, select System Variables. 

2. On the General tab, expand the iSTAR Driver category. 

3. Scroll down to locate the "Maximum Length of Command Code in Keypad entry" system variable in the Name 
column. 

This is the first of the three Keypad Command Format system variables, as shown in Figure 50 on Page 208. 
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Figure 50: System Variables— Keypad Command Formats 
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4. To edit the Command format: 

Double-click in any one of these three Keypad Command System Variable rows. 

- or - 

Right-click in the row and then click Edit from the Context menu that appears. 

The System Variables Editor appears with the Keypad Commands on the iSTAR Variables tab, as shown in 
Figure 51 on Page 208. 

Figure 51: System Variables Editor —Keypad Command Formats 
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5. Change the values in these fields according to the information given in this Keypad Command Format section 
on Page 205 thru Page 207 and in System Variable iSTAR Variables Tab Definitions on Page 209. 

6. Click Save and Close when you are finished editing the formats. 
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System Variable iSTAR Variables Tab Definitions 

"[he iSTAR Variables tab has the fields shown in 'Fable 48 on Page 209. 

Table 48: System Variables STAR Variables Tab Fields 

Tab Field Description 

Keypad Commands 

NOTE: The sum of the value of these three fields must equal 
9. 
important 
—If you change the values in the fieldson this tab, 
keypad commands may not work. Check each 
keypad command to ensure that it is still usable. 

Command 
code 
length 

Enter the number of digits used for the"Command Code' part of 
the keypad entry. The valid range is 1 to 9, with a defautt value of 9. 

NOTE: The number you enter in this field controls the number of 
digits you can enter in the Command Code field on the 
General tab of the Keypad Command Editor. 

Prompt 1 
code 
length 

Enter the number of digits used for the Prompt 1 Code part of the 
keypad entry. The valid range is 1 to 8, with a default value of 0 
(zero). 

NOTE: The number you enter in this field controls the number of 
digits you can enter in the Prompt 1 Code field on the 
General tab of the Keypad Command Editor. 

This field is unavailable if it has a value of 0 (zero). 

Prompt 2 
code 
length 

Enter the number of digits used for the Prompt 2 Code part of the 
keypad entry. The valid range is 1 to 8, with a default value of 0 
(zero). 

NOTE: The number you enter in this field controls the number of 
digits you can enter in the Prompt 2 Code field on the 
General tab of the Keypad Command Editor. 

This field is unavailable if it has a value of 0 (zero). 
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Keypad Command Editor 

The Keypad Command Editor in C•CURE 9000 lets you create and modify Keypad Command Objects that allow 
users to activate events through local keypads. 

The Keypad Command Editor displays the following tabs for configuring Commands: 

• Keypad Command General Tab on Page 211 

• Keypad Command Permissions Tab on Page 213 

• Keypad Command Groups Tab on Page 215 (when editing an existing Keypad Command) 

To use the Keypad Command Editor, see Accessing the Keypad Command Editor on Page 210. 

Accessing the Keypad Command Editor 

You can access the Keypad Command Editor from the C•CURE 9000 Areas and Zones pane. 

To Access the Keypad Command Editor 

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button. 

2. Click the Areas and Zones drop-down list and select Keypad Command. 

3. Click New to create a new Command. 

- or - 

Click PAW to open a Dynamic View showing a list of all existing Keypad Command Objects, right-click the 
Keypad Command you want to change, and click Edit from the context menu that appears. 

The Keypad Command Editor opens. 

I he Keypad Command Editor has the buttons described in Table 49 on Page 210. 

Table 49: Keypad Command Editor Buttons 

Button Description 

Save 
and 
Close 

Click this button when you have completed any changes to the Keypad Command and wish to save those changes. The Keypad 
Command doses. 

Save 
and 
New 

Click this button when you have completed any changes to the Keypad Command and wish to save those changes and also create a 
new Keypad Command. The Keypad Command you were editing is saved, and a new Keypad Command opens (either blank or 
induding template information if you were using a template to create the new Keypad Command). 

this button when you want to dose the Keypad Command Editor without saving your changes. 

A warning appears asking whether or not you want to save your changes before dosing the editor. Click Yes to exit and save and No to 
exit and cancel your changes. 

Ll Click 
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Keypad Command General Tab 

The Keypad Command General tab, shown in Figure 52 on Page 211, lets you define the following for the Keypad 
Command: 

• Home cluster 

• Event which the command activates 

• Priority of the Event 

• Command Code and optional Prompt Codes 

You can save a Keypad Command configuration without an iSTAR Ouster and an Event 
if you do not enable it. An existing Keypad Command becomes 'disabled' when it loses its 
Cluster and Event because the Event's Controller is either deleted or becomes 
'unassigned.' 

NOTE 

Figure 52: Keypad Command Editor General Tab 
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Keypad Command General Tab Definitions 

the Keypad Command Editor and the General tab have the fields and buttons shown in Table 50 on Page 211. 

Table 50: Keypad Command Editor - General Tab Fields 

Fields/Buttons Description 

Name Enter a unique name, up to 100 characters, to identify the Keypad Command. 
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Keypad Command Editor General Tab Fields (continued) 

Fields/Buttons Description 

Description Enter a description of the Keypad Command. up to 255 characters. 

Enabled Select th is check box to activate the Keypad Command. 

Partition A read-only field displaying the name of the Partition to which this Keypad Command belongs. (This field is visible only if the 
C•CURE 9000 system is partitioned.) 

NOTE: The Keypad Command belongs to the partition of the STAR Cluster selected in the Target Event box, not the 
Operator's New Object Partition. On the other hand, if the Keypad Command has no Cluster and no Event—is not 
enabled, when you save it, it belongs to the New Object Partition. 

Maintenance 
Mode 

Select this check box to put this Keypad Command into Maintenance Mode so whether or not Events, Status, and Activity 
related to this Keypad Command display on the Monitoring Station depends on the Operator's Privilege and the Application 
Layout assigned. For detailed information, see the Maintenance Mode chapter in the C•CURE 9000 Hardware Configuration 
Guide. 

Target Event 

STAR Cluster Select the home cluster for the command. (In a partitioned system. the STAR Cluster selection list is not limited by Partition. 
but includes all Clusters in the system.) 

NOTE: If you select the Event first, the system automatically enters the Cluster to which the Event's Controller belongs. This 
field is then unavailable. 

Event Select the Event to be activated by the Keypad command. (In a partitioned system, the Event selection list is not limited by 
Partition, but includes all panel Events in the system.) See the" Events" chapter in the C•CURE 9000 Software Configuration 
Guide for information about creating an event. 

NOTE: If an STAR Cluster is already selected, the available Events are related to that Cluster. If no Cluster is selected, al 
panel Events are available. 

Priority Indicates the priority level the system uses for sorting when displaying on the Monitoring Station and prioritizing actions 
associated with the event. The default priority is 75, Medium Low. 

Select a value from the drop-down list or type an integer from 0 to 200 to assign a priority to the Event. The lowest value s0; 
the highest is 200. 

Definition 

Command Code' Defines the numbers to be pressed by personnel on the keypad for the command code (required). 

Prompt 1 code Defines the numbers to be pressed by personnel on the keypad for Prompt 1 (optional). 

Prompt 2 Code' Defines the numbers to be pressed by personnel on the keypad for Prompt 2 (optional). 

'The total keypad command code must be unique for one cluster—the cluster of the STAR that owns the target event. 
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Keypad Command Permissions Tab 

The Keypad Command Permissions tab, shown in Figure 53 on Page 213, lets you define the following for the 
Keypad Command: 

■ Doors at which the command will be available. 

■ Type of validation required once the keypad Command is entered. 

Field for this tab are defined in Keypad Command Permissions Tab Definitions on Page 213. 

Figure 53: Keypad Command Editor PermissionsTab 
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Keypad Command Permissions Tab Definitions 

the Permissions tab has the fields and buttons shown in Table 51 on Page 213. 

Table 51: Keypad Command Editor • Permissions Tab Fields 

Fields/Buttons Description 

Door group allowed 
to issue command 

The Readers at the doors in the specified group can accept keypad commands. 

To speedy a group, dick CI and sektd a Door Group from the dialog box that appears. 

NOTE: Commands only function at doors within the home duster. 

C•CURE 9000 Areas and Zones User Guide Chapter 3 213 

EFTA01224854



Keypad Command Permissions Tab 

Keypad Command Editor • Permissions Tab Fields (continued) 

Fields/Buttons Description 

Validation type You can choose one of five validation modes from the this drop-down box. 
required None - The Keypad Command does not require any extra validation. This is the default. 

Credential Only - The person must swipe a card with Clearance after entering the command. 

NOTE: Even Personnel with the Keypad Commands Administratoroption selected (Personnel General tab) must 
have clearance to the door to vabdty use the command. 

Credential and Personnel group - The person must swipe a card with Clearance after entering the command, and 
must also belong to the Personnel group designated in the next field. 

NOTE: Personnel with the Keypad Commands Administratoroption selected (Personnel General tab) who have 
clearance to the door do not have to be in the Personnel Group to validly use the command. 

Credential and PIN - The person must swipe a card with Clearance after entering the command, and in addition, must 
then enter a PIN. 

Credential, Personnel Group and PIN -All three of the preceding validation modes must be met by the person for the 
Keypad Command to be accepted. I 

Personnelgroup NOTE: This field is available only if the Validation type selected in the preceding field specifies a Personnel Group. 

Click 0 and select a Personnel Group from thedialog box that appears. 

NOTE: Personnelwith the Keypad Commands Administratoroption selected (Personnel General tab) can always 
activate all commands if they have clearance to the door. 
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Keypad Command Groups Tab 

The Keypad Command Groups tab, shown in Figure 54 on Page 215, lists the Keypad Command Groups to which 
this Keypad Command belongs. 

NOTE 
This tab does not display on the Keypad Command Editor when you are configuring a new 
Keypad Command. It displays when you are editing an existing Keypad Command. 

The Groups table on this tab is a Dynamic View that you can filter, group, print, and view in Card View, using the 
buttons described in Keypad Command Editor Groups Tab Fields/Buttons on Page 215. 

You can select any of the Keypad Command Groups in the list and double-click to edit it or right-click to 
display the Groups Context menu (described in the Groups chapter in the C•CURE 9000 Software Configuration 
Guide). You can also right-click in the Name or Description field of a Keypad Command Group row to display a 
standard edit menu. 

Figure 54: Keypad Command Editor Groups Tab 
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Keypad Command Groups Tab Definitions 

[he Keypad Command Groups tab has the buttons and fields shown in Table 52 on Page 215. 

Table 52: Keypad Command Editor Groups Tab Fields/Buttons 

Fields/Buttons Name Description 

n 
Card 
View 

Click to display the list of Keypad Command Groups in Card View. 

IF4 

Print Click to print the list of Keypad Command Groups. 

i l 

Group Click to enable Grouping of the list. You can drag a column heading to the area labeled Drag columns to group 
by here to group the list by that heading. 

V information 
Filter Click to d ispLay the filter bar. You can click in the filter bar to add filtering criteria to any column of the list. For more 

about Filtering, see the DynamicViewschapter in the C•CURE 9000 Data Views Guide. 

Name Name of the Group, up to 100 characters. 

Description Description of the Group. 
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Keypad Command Tasks 

You can perform the following tasks using the Keypad Command Editor. 

■ Creating a Keypad Command on Page 216 

■ Creating a Keypad Command Template on Page 216 

■ Configuring a Keypad Command on Page 217 

■ Viewing a List of Keypad Commands on Page 220 

■ Modifying a Keypad Command on Page 222 

■ Deleting a Keypad Command on Page 222 

■ Setting a Property for a Keypad Command on Page 222 

■ Adding a Keypad Command to a Group on Page 223 

■ Configuring Readers for Keypad Commands on Page 224 

■ Configuring a Person to Use Keypad Commands on Page 226 

Creating a Keypad Command 

You can create a new Keypad Command using the Keypad Command Editor. 

This procedure assumes that you have already defined the Keypad Command format for the system, configured the 
iSTAR Ouster and Controllers, configured a Keypad Command Event and downloaded it to an iSTAR Controller in 
the Ouster, and configured at least one Door Group—and if required by validation type, have also configured at 
least one Personnel Group. 

To Create a Keypad Command 

1. In the Navigation Pane of the Administration Workstation, click the Areas and Zones pane button. 

2. Click the Areas and Zones drop-down list and select Keypad Command. 

3. Click New to create a new Command. The Keypad Command Editor opens. 

4. You can now configure the new Keypad Command. 

5. To save your new Keypad Command, click Save and Close. 

- or - 

Alternatively, if you want to save the Keypad Command and then create a new one, click Save and New. The 
current Keypad Command is saved and closed, but the Keypad Command Editor remains open ready for a new 
Keypad Command. 

Creating a Keypad Command Template 

You can create a new template for a Keypad Command. A Keypad Command template saves you time because you 
do not have to re-enter the same Command information again. 

To Create a Keypad Command Template 

In tin' Navigation Pane of the Administration Workstation, click the Areas and Zones pane button. 
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2. Click the Areas and Zones drop-down list and select Keypad Command. 

3. Click the down-arrow on the New button, and click Template. 

The Keypad Command Editor where you can configure the Command template opens. 

4. Configure the template to meet your requirements. If you configure values for the Priority and Validation type 
required fields, these become part of the template; then when you subsequently create a new Keypad Command 
from that template, these values are already filled in. 

5. In the Name field, enter the name you wish to use for the template. 

Example: 

KPCTemplatel 

6. To save the template, click Save and Close. 

The template will be available as an option on the pull-down menu on the New button in the Areas and Zones 
pane. 

Areas and Zones 
l'imleruPWR.0PWAFMR 

Configuring a Keypad Command 

This procedure assumes that you have already defined the Keypad Command format for the system, configured the 
iSTAR Ouster and Controllers, configured a Keypad Command Event and downloaded it to an iSTAR Controller in 
the Ouster, and configured at least one Door Group—and if required by validation type, have also configured at 
least one Personnel Group. 

To Configure a Keypad Command 

1. Create a new Keypad Command or modify an existing Keypad Command. 

NOTE 
If you are modifying an existing Keypad Command, you cannot change the iSTAR Ouster 
field. 

2. Type a Name and Description for the Keypad Command that sufficiently identifies this Keypad Command and 
its purpose. 

3. In the Target Event box on the General tab, enter information as follows: 

a. In the iSTAR Cluster field, click 0 and then select the home Ouster for the Keypad Command's Event from 
the Selection list that appears. 
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NOTE 
If you select the Event first, the system automatically enters the Cluster to which the 
Event's Controller belongs. 

b. In the Event field, click Q and then select the Event to be activated by the Keypad Command from the 
Selection list that appears. 
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NOTE 
If an iSTAR Cluster is already selected, the available Events are related to that Cluster. If 
no Cluster is selected, all panel Events are available. 

c. To change the Priority level assigned to the Keypad Command's Event action from the Medium Low 75 
default, 

Click the Priority down-arrow to select a new value. 
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Type an integer from 0 (zero) to 200 in the related numeric field. 

4. In the Definition box on the General tab, configure the Keypad Command Code as follows: 

a. In the Command Code field, enter the numbers that personnel will enter on the Keypad to activate the 
Command. 

b. If the Keypad Command format defined for the system includes the optional Prompt 1 Code or both Prompt 1 
and Prompt 2 Codes, the field(s) will be available for you to type the numbers for personnel to enter on the 
Keypad. 

NOTE 
Make sure that the total Keypad Command Code is unique for one cluster—the cluster of 
the iSTAR that owns the target Event. 

For detailed formatting information, see Keypad Command Format on Page 205. 

5. Click the Permissions tab. The fields on this tab allow you to control the access to Keypad Commands. 
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a. In the Door group allowed to issue command field, click 0 and then select the Door Group from the 
Selection list that appears. (This list only includes the "All Doors Group" and iSTAR Door Groups.) 
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Keypad Commands will be allowed at those Doors in the selected group that are within the Cluster selected 
for the Keypad Command on the General tab. 

b. To specify additional validations for this Keypad Command when it is entered on a keypad (the default is 
None), click the down-arrow in the Validation type required field and select an option from the drop-down 
list. 
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If you select either Clearance and Personnel Group or Clearance, Personnel Group and PIN, the Personnel 
group field becomes available. You must then select the group whose members will be allowed to use this 
Keypad Command. 

c. If required, in the Personnel group field, click 0 and then select a Personnel Group from the Selection list 
that appears. 
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NOTE Personnel who have the Keypad Command Administrator option selected on their record 
can issue the Keypad Command even if they are not in the selected Personnel Group. For 
information, see Configuring a Person to Use Keypad Commands on Page 226. 

6. Enable the Keypad Command by selecting the Enabled check box on the top of the Editor. 

7. To save the configured Keypad Command, click Save and Close. 

Alternatively, if you want to save the Keypad Command and then create a new one, click Save and New. The 
current Keypad Command is saved and closed, but the Keypad Command Editor remains open ready for a new 
Keypad Command. 

8. You can optionally configure specific Readers to allow the entry of Keypad Commands, disallow them, or allow 
them during certain time periods. For configuration information, see Configuring Readers for Keypad 
Commands on Page 224. 
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9. As mentioned in the note above, you can optionally configure certain Personnel as Keypad Command 
Administrators, which allows them to use Keypad Commands without being in a designated Personnel Group. 
For configuration information, see Configuring a Person to Use Keypad Commands on Page 226. 

Viewing a List of Keypad Commands 

You can display a list of the Keypad Commands you have created by opening a Dynamic View of Keypad 
Commands. 

NOTE 
The information in Dynamic Views is dynamically updated. 

To View a List of Keypad Commands 

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

2. Select Keypad Command from the Areas and Zones drop-down list. 

3. Click gis to open a Dynamic View listing all Keypad Command Objects, as shown in Figure 55 on Page 220. 
(You can also click the down-arrow of this button to either view the list in the current tabbed view or open a new 
tabbed view). 

Figure 55: Keypad Commands List 
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You can sort, filter, and group items in the list. You can right-click a Keypad Command in the list to open the 
Keypad Command Context menu and perform any of the functions on that menu. 

For more information on using Dynamic Views, see the Dynamic Views chapter in the C•CURE 9000 Data Views 
Guide. 

Keypad Command List Context Menu 

The context menu that opens when you right-click a Keypad Command in the Keypad Command Dynamic View 
includes the selections described in Table 53 on Page 221. 
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Table 53: Keypad Command List Right-Click Context Menu Options 

Menu 
Selection 

Description 

Edit Click this menu selection to edit the selected Keypad Command. The Keypad Command Editor opens. You can rename the 
Keypad Command, change the description and a ny other attributes with the exception of the STAR Cluster. 

Delete Click this menu selection to delete the selected Keypad Command. A prompt appears asking you to confirm that you want to delete 
the Keypad Command. Click Yes to delete the Keypad Command or No to cancel the deletion. 

Set property Click this menu selection to change the value of the selected properties in the selected Keypad Command(s). 

A dialog box appears asking you to select a property to change. Click C to open a selection list and click the 

property you wish to change. You can then change the value of the following properties: 

• Description - You can change the textualdescription of the Keypad Command(s) by selecting this property and typing in a 
new value. 

• Enabled - You can determine whether or not the Keypad Command(s) are activated on the system by selecting this property 
and selecting/clearing the Value check box. 

• Priority - You can change the priority level for the Keypad Command(s) by selecting this propertyand clicking the up/down 
arrows next to the Value field. 

Add to 
Group 

You can add one or more selected Keypad Commands to a Group of Keypad Commands. When you click this menu choice, a 
dialog box appears for you to select the Group to which to add the Keypad Command. When you click a Group of Keypad 
Commands in the list, the selected Keypad Command is added to the Group. 

Export 
selection 

Click this menu selection to Open an Export...to XML or CSV file dialog box to export one or more of the selected Keypad 
Command records to either an XML or a CSV file. This allows you to quickty and easity create XML/CSV reports on the selected 
data. 

NOTE: Although XML is the initial default file type, once you choose a type in the Save as type field, whether XML or CSV, that 
becomes the default the next time this dialog box opens. 

• When you export to an XML file, all available data for the selected object(s), whether displayed in the Dynamic View or not—as 
well as all the child objects of the selected record(s), is exported. 

• When you export to a CSV file, ontydata in the oplumnsdisplaying in the DynamicView is exported, and in the order displayed. 
This allows you to both select and arrange data fields for your report. In addition, exporting to a CSV file allows you to view the 
exported data in an Excel spreadsheet and further manipulate it for your use. 

For more information. see the Dynamic Views chapter in the C•CURE 9000 Data Views Guide. 

NOTE: When you click Export Selection, you are running the export on the client computer. Consequently, the system does not 
use the Default Export Directory Path—which is on the server. It opens a directory on the client, reverting to the last 
directory used. You can navigate to the default export server directory, if you wish. Or to avoid confusion or use the same 
destination folder for both client and server computers, you can use UNC (Universal Naming Convention) paths, for 
example: 
\\Computer Name\Program F ilesSoftwa re House\SWHouse\SWHSystem\Export. 

Find in Audit 
Log 

Click this menu selection to Open a Query Parameters dialog box in which you can enter prompts and/or modify the Query criter ia 
to search for entries in the Audit Log that reference the selected Keypad Command. When found the resuttsdisplay in a separate 
Dynamic View. 

Find in 
Journal 

Click this menu selection to Open a Query Parameters dialog box in which you can enter prompts and/or modify the Querycriteria 
to search for entries in the Journal that reference the selected Keypad Command. When found the resuttsdisplay in a separate 
Dynamic View. 

Turn 
Maintenance 
Mode On 

Click this menu selection to put this Keypad Command into Maintenance Mode. For detailed information. see the Maintenance 
Mode chapter in the C•CURE 9000 Hardware Configuration Guide. 
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Modifying a Keypad Command 

You tan modify an existing Keypad Command by editing it using the Keypad Command Editor. 

To Modify a Keypad Command 

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

2. Select Keypad Command from the Areas and Zones drop-down list. 

3. Click Pa  to open a Dynamic View showing all Keypad Command Objects. 

4. Right-click the Keypad Command in the list that you want to change and select Edit from the context menu that 
appears. 

- or - 

Double-click the Keypad Command you want to change. 

The Keypad Command Editor opens for you to edit the Keypad Command making changes as you wish in the 
fields on the top of the editor, and on the General and Permissions tabs (with the exception of the iSTAR 
Ouster). 

5. To save the modified Keypad Command, click Save and Close. 

- Or - 

Alternatively, if you want to save the Keypad Command and then create a new one, click Save and New. The 
current Keypad Command is saved and closed, but the Keypad Command Editor remains open ready for a new 
Keypad Command. 

Deleting a Keypad Command 

YOU can delete a Keypad Command. 

To Delete a Keypad Command 

L In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

2. Select Keypad Command from the Areas and Zones drop-down list. 

3. Click Zia to open a Dynamic View showing all Keypad Command Objects. 

4. Right-click the Keypad Command in the list that you want to delete and select Delete from the context menu 
that appears. 

5. Click Yes on the "Are you sure you want to delete the selected Keypad Command?" message box. 

Setting a Property for a Keypad Command 

You can use Set Property to quickly set a property for a Keypad Command without opening the Keypad Command 
Editor. You use Set Property for mass updates. 
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To Set a Property for Keypad Commands 

1. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

2. Select Keypad Command from the Areas and Zones drop-down list. 

3. Click Pail to open a Dynamic View showing all Keypad Command Objects. 

4. Right-click the Keypad Command in the list for which you want to set the property and select Set Property from 
the context menu. 

5. Specify the property for the Keypad Command. Click the drop-down button to see a list of properties. 

6. Enter the value for the property and click OK. 

7. Click OK on the Setting Properties of Keypad Command message box. 

Adding a Keypad Command to a Group 

You can use Add To Group to add the Keypad Command Object to a Group. 

To Add Keypad Commands To a Group 

1. Make sure that the Group is already configured for the Keypad Command to be added to it. 

2. In the Navigation Pane of the Administration Workstation, click Areas and Zones to open the Areas and Zones 
pane. 

3. Select Keypad Command from the Areas and Zones drop-down list. 

4. Click ES to open a Dynamic View showing all Keypad Command Objects. 

5. Right-click the Keypad Command in the list that you want to add to a Group and select Add To Group from the 
context menu. 

6. When the Group list displays, select the Group you want to add the Keypad Command to. 

C•CURE 9000 Areas and Zones User Guide Chapter 3 223 

EFTA01224864



Configuring Readers for Keypad Commands 

Configuring Readers for Keypad Commands 

You can configure a Reader to allow/disallow the use of Keypad Commands as the default at that Reader. You can 
also specify that Keypad Commands can only be used at the Reader during particular times. 

You configure these properties on the Keypad Tab of the iSTAR Reader Editor, as shown in Figure 56 on Page 224. 

Figure 56: iSTAR Reader Keypad Tab 
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You can also manually enable/disable the use of Keypad Commands at selected Readers 
for a specified time: in the Administration application from either the Readers Dynamic 
View or Hardware Tree or in the Monitoring Station from the Status List for Readers. For 
information, see Enabling/Disabling Keypad Commands at Readers on Page 227. 

To Configure Keypad Command Use for an iSTAR Reader 

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button. 

2. Click the Hardware drop-down list, select iSTAR Reader, and click MAL,' to open a Dynamic View showing a 
list of all existing iSTAR Readers. 

- Or - 

Expand the Hardware Tree. 

3. In the Dynamic View list/Tree, select the iSTAR Reader for which you want to set the use of Keypad 
Commands, right-click, and click Edit from the context menu that appears. 

4. When the iSTAR Reader Editor appears, click to open the Keypad Tab, shown in Figure 56 on Page 224. 

5. In the Options box, click the down-arrow in the Keypad Commands Allowed field and select Not Allowed, 
Always Allowed, or Allowed during specified schedule from the drop-down list. (The default is Not Allowed.) 
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If you select Allowed during specified schedule, the Schedule for Keypad Commands field becomes available. 
(The default is Always.) 

a. Click Q to open a Schedule selection list. 

b. Click to select the desired Schedule. 

6. To save these Reader Keypad Command properties, click Save and Close. 
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Configuring a Person to Use Keypad Commands 

You can configure a person to be able to use Keypad Commands even if he or she is not in a Personnel Group 
granted the Keypad Command permission. 

You configure this on the Personnel Editor General tab, as shown in Figure 57 on Page 226. 

Figure 57: PeesonnelEditor—GeneralTab 
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To Configure a Person to Use Keypad Commands 

1. In the Navigation Pane of the Administration Workstation, click the Personnel pane button. 

2. Click the Personnel drop-down list and select Personnel. 

3. Click New to create a new Personnel record. 

- or - 

Click par to open a Dynamic View showing a list of all existing Personnel Objects, right-click the Personnel 
record you want to change, and click Edit from the context menu that appears. 

The Personnel Editor opens with the General Tab displayed. 

4. In the Options box, click to select the Keypad Commands Administrator option. 

NOTE If this option is selected, this person can use any Keypad Commands regardless of the 
Personnel Group the command is validated for. 

If this option is not selected, this person can only use Keypad Commands configured: 

• For a Personnel Group in which he/she is included. 

• Without any types of validation. 

5. To save the Personnel record, click Save and Close. 
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Enabling/Disabling Keypad Commands at Readers 

You can manually enable/disable Keypad Commands at one or more selected Readers whether or not Keypad 
Commands are allowed at the Reader by default. You can also view a Reader's Keypad Command Cause to see both 
the default/current Keypad Command state and enable/disable from there. You can perform these actions in several 
different places: 

■ Administration application 

• Reader Dynamic View 

• Hardware Tree - Reader Object 

■ Monitoring Station 

• Reader Status List 

To View the Reader Keypad Command Cause List 

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button. 

2. Click the Hardware drop-down list, select iSTAR Reader, and click ak to open a Dynamic View showing a 
list of all existing iSTAR Readers. 

- or - 

Expand the Hardware Tree. 

3. In the Dynamic View list or in the Tree, select the iSTAR Reader whose Keypad Command Cause List you want 
to view and right-click to display the context menu. 
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4. Click Show Enable Keypad Command Causes to open the Cause List dialog box shown in the example in 
Figure 58 on Page 228. 
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Figure 58: Reader Keypad Command Cause List Example 
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The Status Information on the top indicates that this Reader is currently enabled while Keypad Commands are 
currently not allowed at this reader. Since as shown in the Cause list the Keypad Command default state at this 
Reader is Allowed, its current state is the result of the Disable Keypad Command Manual Action at 4:16:38 PM 
on 4/17/2009 with a Priority of 75. 

5. If you want to Enable or Disable Keypad Commands at this Reader, click the Enable Keypad Commands or 
Disable Keypad Commands button. 

A Manual Action dialog box such as that shown in the example in Figure 59 on Page 228 displays. 

Figure 59: Enable Keypad Commands for Reader Manual Action Dialog Box 
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6. Enter Start and End da e/ times and a Priority for the Action, as well as the Time Zone and if necessary, any 
instructions. 

7. Click Save and Close. 
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To Manually Enable/Disable Keypad Commands 

1. In the Navigation Pane of the Administration Workstation, click the Hardware pane button. 

2. Click the Hardware drop-down list, select iSTAR Reader, and click Elk to open a Dynamic View showing a 
list of all existing iSTAR Readers. 

- or - 

Expand the Hardware Tree. 

3. In the Dynamic View list or in the Tree, select the iSTAR Reader at which you want to enable/disable Keypad 
Commands. 

NOTE 
In the Dynamic View list, you can select multiple Readers at the same time. 
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4. Click Enable Keypad Commands/Disable Keypad Commands. 

A Manual Action dialog box such as that shown in the example in Figure 59 on Page 228 displays. 

5. Enter Start and End date/times and a Priority for the Action, as well as the Time Zone and if necessary, any 
instructions. 

6. Click Save and Close to save your changes. 
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