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Preface

This C«CLIRE 9000 Hardware Configuration Guide is designed for new and experienced security system users. The
manual describes the various hardware objects in the C+CURE 9000 application program and presents procedures
for configuring and using them.

The manual assumes that you have already installed C+CURE 9000 and have familiarized yourself with the basic
C+CURE 9000 information provided in the C+ CLRE 9000 Getting Started Guide.

In this preface

Finding More Information ... 16

COMVEIIEIONIS 17

Software House Customer Support Center .. 18
C+-CURE 9000 Hardware Configuration Guide FPreface 15
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Finding More Infarmation

Finding More Information

You can access C*CURE 9000 manuals and online Help for more information about C+CURE 9000,

Manuals
C» CURE 9000 software manuals are available in Adobe PDF format on the C« CURE 9000 DVD.

You can access the manuals if you copy the appropriate PDF files from the C+CURE 9000 Installation DVD
English’ Manuals folder.

The available C+CURE 9000 and Software House manuals are listed in the C+ CURE 9000 Installation and Upgrade
Guide, and appear as hyperlinks in the online.pdf file on the C+CURE 9000 DVD EnglishY Manuals folder.

These manuals are also available from the Software House Member Center website

(I,

Online Help

You can access C*CURE 9000 Help by pressing F1 or clicking Help from the menu bar in the
Administration/Monitoring Station applications.

16 FPreface C-CURE 9000 Hardware Configuration Guide
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Conventions

Conventions

This manual uses the following text formats and symbols.
e

Convention Meaning

Bold This font indicates screen alamants, and also indicates when you should take a direct action in a procadure.
Bold fant describes one of the follbwing items:

+ Acommand ar character to type, or

+ A button or aption on the screen to prass, or

+  Akeyon the kevboard 1o press

+  Ascreen element or name

blue color taxt Indicates a hyparlink to a URL, or a cross-reference to a figure, table, or saction in this guide.
Regular italic fort Indicates a new tarm.
=taxt= Indicates a variable.

The following items are used to indicate important information.

NOTE Indicates a note. Notes call attention to any item of information that may be of special importance.

TIP Indicates an alternate method of performing a task.
_/;;) Indicates a caution. A caution contains information essential to avoid damage to the system. A

caution can pertain to hardware or software.

® Indicates a warning. A warning contains information that advises users that failure to avoid a
specific action could result in physical harm to the user or to the hardware.

@ Indicates a danger. A danger contains information that users must know to avoid death or serious
injury.
C-CURE 9000 Hardware Configuration Guide FPreface 17
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Software House Customer Support Center

Software House Customer Support Center

Telephone Technical Support

During the period of the Agreement, the following guidelines apply:

m Software House accepts service calls only from employees of the Systems Integrator of Record for the installation

associated with the support inquiry.

Before Calling

Ensure that you:

m Are the Dealer of record for this account.

m Are certified by Software House for this product.

m Have a valid license and current Software Support Agreement (SS5A) for the system.

m Have your system serial number available,

m Have your certification number available.

Hours | Mermal Support Hours Manday through Friday, 8:00 i to 8:00 .. EST. Except holidays.
Emergency Support Hours 24 hours/day, seven days a week, 365 daysiyear.
Requires Enhanced SSA T x 24" Standby Telephone Support
(emargency) provided to Certified Tachnicians.
For all sther customers, billable on time and materials basis.
Minimum charges apply — Sea MSRP.
Phone | For telephone support contact numbers for al regions, seo [
18 FPreface C-CURE 9000 Hardware Configuration Guide
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The Hardware Pane

This chapter explains how to use the C+CURE 9000 Hardware pane to configure and manage the hardware
components that are connected to the C+«CURE 9000 server.

In this chapter

Using the Hardware Pame 20
Hardware 0o 22
Groups Tab for Hardware Devices . 28
Hardware Folders 31
TP ates 34
Copying, Pasting, and Renaming Clusters and Controllers ... ... ... 40
C-CURE 9000 Hardware Configuration Guide Chapter 1 19

EFTA01225950



Using the Hardware Pane

Using the Hardware Pane

The Hardware pane displays a tree structure that shows how you have configured the hardware on the C*CURE
9000 system. For example, the hardware tree shows you which readers, inputs, and outputs are configured for each
controller.

You can use the Hardware Tree to navigate to hardware components you want to view or edit, or to create new
hardware components, such as a reader you want to add to a controller.

The Hardware Tree displays, by default, folders for Digital Certificates, Floors, Reader LCD Message Sets, and a
Hardware Folder called Company Name.

The folder called Company Name is the default container for apC Comm Ports and the Controllers, Readers, Doors,
Elevators, Inputs, and Outputs.

This folder is re-namable so that you can customize the C*CURE 9000 Hardware Tree to your site's needs.
You can create addiional Hardware Folders as needed.
You can click on the E to the left of a folder or object to expand the tree.

When you select a folder or object in the tree, you can right-click to display a context menu that shows the objects
you can create under the selected folder or object.

Example:

If you right-click on the Company Name folder, the context menu shows that you can create a wide variety of
Hardware Tree objects in this folder.

Figure 1: Hardware Tree Context Menu

I | - |I-nfnnwF-uldﬂ' :I .
Herdware Tree Search
i Herdwme
|5 Dagital Certficaten
4 [ Companybame

d o clyster 1a | =4
[ edge Te{ W Delete
[ Unessigred | [n  Evport selection..

Find i Beuchi Log...
Find in Jowsral.... |
J8  C-OEE Mobie ¥ ‘
8] apC Comm Port ]
[ oman custer VT e i
B aoC controler ¥ Hw Temglate
T

The following topics provide more information about using the Hardware pane.
m [Partiions on Page 21
m Hardware Tree on Page 22
m Hardware Tree Objects on Page 22

m Hardware Tree Tasks on Page 23

20 Chapter 1 C-CURE 9000 Hardware Configuration Guide
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Using the Hardware Pane

Partitions

If you partition the C* CURE 9000, a new Hardware folder is created for each Partition you create, and given the
same name as the Partition.

You can also create additional Hardware folders to contain hardware devices if you need to separately group
hardware to reflect, for example, a multi-tenant building, a campus, or a multi-site company.

You can use Partitioning and Privileges to control Operator access to each tenant's hardware folder(s) if you don't
want one tenant to be able to view another tenant's security access hardware and personnel.

The New Object Partition setting in the Administration Workstation determines the Partition in which an Operator
can create objects, in addition to Hardware Tree objects such as Floors that reside at the root of the Hardware Tree.
You can use the Privilege Editor to grant or deny an Operator access to a Partition, which affects whether they can
view or create objects in that Partition.

For example, you could create a privilege that has no access to the Partition (and Hardware folder) called Company
A, but with full access to Company B, and assign it to Operators from Company B, so that they can view their
configuration but not the configuration for Company A. See the C+CURE 9000 Software Configuration Guide for more
information about the Privilege Editor.

You can also drag and drop objects to move them in the Hardware Tree. For example, you can move
C+CURE Mobile objects from one Hardware folder to another. See Using Drag and Drop in the Hardware Tree on
Page 27 for more information.
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Hardware Tree

The Hardware pane displays a tree structure that shows how you have configured the hardware on the C«CURE
9000 system. For example, the hardware tree shows you which readers, inputs, and outputs are configured for each
controller.

You can use the Hardware Tree to navigate to hardware components you want to view or edit, or to create new
hardware components, such as a reader you want to add to a controller.

The Hardware Tree displays, by default, folders for Floors, Digital Certificates, and a Hardware Folder called
Company Name.

The folder called Company Name is the container for your Comm Ports, Controllers, Readers, Doors, Elevators,

Inputs, and Outputs.
This folder is re-namable so that you can customize the C*CURE 9000 Hardware Tree to your site's needs.
You can click on the [% to the left of a folder or object to expand the tree.

When you select a folder or object in the tree, you can right-click to display a context menu that shows the objects
you can create under the selected folder or object. For example, if you rightclick on the Company Name folder, the
context menu shows that you can create a wide variety of Hardware Tree objects in this folder.

If you Partition your C*CURE 9000, a new Hardware folder is created for each Partition you create. This hardware
folder is given the same name as the Partition.

You can also create additional Hardware folders to contain hardware devices if you need to separately group
hardware to reflect, for example, a multi-tenant building, a campus, or a multi-site company.

You can use Partitioning and Privileges to control Operator access to each tenant's hardware folder(s) if you don't
want one tenant to be able to view another tenant's security access hardware and personnel.

For example, you could create a privilege that has no access to the Partition (and Hardware folder) called Company
A, but with full access to Company B, so that Operators from Company B can view their configuration but not the
configuration for Company A.

You can also drag and drop objects to move them in the Hardware Tree. For example, you can move
C+»CURE Mobile objects from one Hardware folder to another. See Using Drag and Drop in the Hardware Tree on
Page 27 for more information.

m Hardware Tree Objects on Page 22

m Hardware Tree Tasks on Page 23

Hardware Tree Objects

Table 1 on Page 23 shows the types of objects (and objects that reside under them as child objects) in the Hardware
Tree.
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Table 1: Hardware Tree Objacts

Object Description

Hardware Folder Sea Hardware Folders on Page 31.

Digital Cartificate These objects reside in the Hardware Trese but they are created using Encryption Options from the Options & Tools
pane. See the C- CURE 5000 System Maintenance Guide for more information.

Floor Sea Floors Ovarview on Page 396.

Reader LCD Sea Reader LCD Message Set Overview on Page 382

Message Set

apC Comm Port Sea apC Comm Port Editar on Page 310.

CCURE Maobile These objects reside in the Hardware Trese but they are documentad in the G- CURE Mobile Handheld Reader User

device Guide.
MOTE: C-CURE Maobile cannot be uzed in UL applications,

ISTAR Cluster See Configuring ISTAR Clusters on Page 87.

apC Contraller Sea apC Panal Overview on Page 206,

Hardware Tree Tasks

m Creating a New Object in the Hardware Tree on Page 23

m Deleting an Object in the Hardware Tree on Page 24

m Viewing a List of Hardware Tree Objects on Page 24

m Using Drag and Drop in the Hardware Tree on Page 27

m Refreshing the Hardware Tree on Page 30

m Creating a New Hardware Folder on Page 32

m Creating and Using a New Hardware Folder Template on Page 32

m Creating a New Hardware Folder on Page 32

m Renaming a Hardware Folder on Page 33

Creating a New Object in the Hardware Tree

Most objects in the Hardware Tree support a rightclick Context Menu that shows you the actions you can perform

on that object.

The right-click Context Menu for an object has selections for objects that you can create under that object.

For example, if you want to create an iSTAR Cluster in a Hardware Folder, rightclick on the Hardware Folder and
select ISTAR Cluster from the menu.
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To Create a New Object in the Hardware Tree

1.

2
3.
4

Select the Folder or Object that will contain the object you want to create.

Right-click on the object and you should see in the Context menu a list of the objects that you can create.

Select the object you wish to create and select New from the menu.

. The Editor for the object opens and you can configure the object.

Deleting an Object in the Hardware Tree

You can delete objects from the Hardware Tree if they are no longer needed. If you delete an object that has a child
object (such as a Door or Reader) below it, those objects are also deleted.

To Delete an Object in the Hardware Tree

1.
2.
3.

Select the Folder or Object that you wish to delete.
Right-click on the object and select Delete.

A confirmation dialog box appears to confirm that you want to delete the object. Click Yes to delete the object, or
No to cancel the deletion.

A dialog box appears to confirm the deletion. You can click:
* OK to close the dialog box.

* Print to print the deletion message.

* Email to send the deletion message to the email address you have configured in the Customer Support

section of the C*CURE 9000 System Variables.

Viewing a List of Hardware Tree Objects

You can view a list of any type of Hardware Tree object.

To View a List of Hardware Tree Objects

1.
2

3.
4.

Click the Hardware button in the Navigation Pane to open the Hardware Tree.
Use the drop-down list in the Hardware pane to select the object type that you want to list.
Click = and a Dynamic View listing the object type appears in the content area.

You can filter, sort, group, and add columns to the list. See the C+CLURE 900 Data Views User Guide chapter on
Dynamic Views for more information.

The Dynamic View for an object type includes a column that displays the Time Zone in which the object resides.

This can be useful in determining when an Event or Trigger is activated for an object in a different Time Zone than
the C« CURE 90000 Server.

If you right-click a row in the Dynamic View, a context menu is displayed. This menu contains a number of
standard selections, as well as selections that are specific for different object types. See Using the Object List Context
Menu in the C*CLRE 9000 Getting Started Guide for more information about the object context menu.
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The context menu for iSTAR, apC, ASSA ABLOY, Connected Program readers allows you to select one or more
readers and Add or Remove Cards formats. See Add or Remove Reader Card Formats on Page 25 for more
information.

Add or Remove Reader Card Formats

The context menu for for ISTAR, apC, ASSA ABLOY, and Connected Program readers allows you to select one or
more readers and add or remove Cards formats. For iSTAR, the APERIO, Schlage Wireless, Direct Connect Wiegand,
and RM readers offer this selecton.

The context menu actions are equivalent to opening each of the selected readers and adding/removing the card
format from each reader.

The limits for card formats allowed for apC (8 per reader) and iSTAR (10 per reader) are enforced when using these
menu actions.

If the selected Card Formats cannot be added or removed from the selected readers, the confirmation dialog box for
the Add/Remove displays "Already has card format" or or "Nothing to remove..". Errors that occur are shown in the
confirmation dialog box as well.

|
To Add or Remove Card Formats from a Reader via a Dynamic View
1. From the Hardware pane, use the drop-down menu to select the type of Reader you want to display in a

dynamic View, and click .-

Example:

If you select iSTAR Reader, the Dynamic View displays multiple types of iSTAR Reader. If you select
iSTAR Aperio Reader, only that type of reader is displayed.

2. Select one or more readers from the list (you can use multiple selection keystrokes such as CTRL+Leftclick and
SHIFT+Left-click to select more than one reader).

3. Right-click the selected readers to display the context menu.

X Dolte
I Export salection...

Shiow Nszocistions
Pecnitar

Add Card Formak
Ramove Card Format

Enahls Keypad Cammands. ..
Dizable Keypad Commands. ..

Shiey Enasble Keypad Command causes

Shiww Oearance Fiker Causes

4. Select Add Card Format or Remove Card Format from the menu.

5. The Card Format Name Selection dialog box appears. Select (#) each Card Format that you want to add or
remove from the readers, then click OK.
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If you added readers, a confirmation dialog box appears, showing the formats added:

fdding Card Formats to selecbed readers

= Added cand foemat to i5TAR ReaderZ-edge 1
Added card formal: Simples \Wisgand 26 [Diefauk]
Bydded cand format Softwse House 37 [Dieisul]
-1 Added card format to S TAR Apeno Aeades1-HubT-RS 485 Put 1-ukea1 2222
Sydded cand formal: Smplex Wisgand 2B [Delauk]
Iydded cad harmal: Sollvias House 37 |Dialaul]
= Added cand fosmal Lo COM1STAR Resde-adge 1
Added cand formal: Simples Wiagand 26 [Dredauk]
Added cand fomal Softwiase Houe 37 [Doedaull]

oK | Pt | Email |

If you removed readers, a confirmation dialog box appears, show the formats removed:

Removing Card Formaks to selected resders

Remaoved card fmat HID Simples: Gonnedl 36 [Doelauk] A

=1 Removed cand ioimats hom resder S TAR PIM 495 Readar 2 FIM1-COM2-utka 1°
Aemoved card immat “Software House 37 [Defaull]
FAemoved card Bosmat "HID Simplex: Gonrell 36 [Dielaulk]

= Aemoved cand loimsts hom resden TS TAR PIM-455 Resder3F1M1-C0M2-utks 17
Aemoved cand boemat HID Simplex Ganrell 36 [Delauk]

=} Removed cand boamats lom reader 15 TAR PIM-1E5 Readerd PIM1-CO0M2-uika 1°
Remorved card bemat HID Simples: Garred 36 [Doalauk]

=1 Remmored cand boumats hrom reader 15 TAR PIM-455 ReaderS PIM1-CO0M2-ulka 1°
Flemoved card boemat: HID Simplex: Genrell 35 [Delauk]

=1 Removed card mmats hrom reader S TAR PIM-455 Readers P14 1-008 2 utka 1°
FAlemaoved card fmmat "HID Simples Gorrell 6 [Diatml]

Naothing bo remove from reader S TAR FIM-285 Readem?-FIM1-DOMZ-utia 1

oK | Pt | Email |

8. Click OK to complete the Add/Remove.
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Using Drag and Drop in the Hardware Tree

You can drag and drop objects to move them in the Hardware Tree, within certain restrictions.
® You cannot move Root level objects such as Folders and Floors.
® You cannot move objects in Hardware Folders to the Root level.

® You cannot move objects that are Folders, such as a folder named C+CURE Mobile (but you can move their
contents to another C* CURE Mobile folder).

m You cannot move child objects of one Controller to another Controller.

NOTE Some objects cannot be moved to another partition via drag and drop. For example, you cannot move
an iSTAR Controller to a different Partition via drag and drop, nor can you move a non-partitionable
object. Also, you cannot move an iSTAR Cluster to a different Partition if the Cluster is Enabled.

To determine if you can drag and drop an object, click on the object and then drag to the right with the mouse. If the

%'i cursor appears, you can drag and drop the object. If you try to drop the object in an invalid location, the object
instead remains in its original location. For example, if you tried to drop an apC Comm Port in an iSTAR Cluster, the
object is not be moved, and an error message “Invalid Hardware Folder” appears.

To Drag and Drop an Object in the Hardware Tree
1. Click the Hardware button in the Navigation Pane to open the Hardware Tree.
2. Click on an object to select it (the object will be highlighted when selected).

3. Drag to the right with the mouse. The drag and drop cursor % appears. (If it does not appear, you cannot drag
and drop the object.)

4. Drag the object to the location you want and release the mouse button. If you have chosen a valid location for the
object, it then appears in the new location.

Example

If you drag an apC Controller to a different Hardware Folder, the apC and all its child objects are moved to
that Hardware Folder.
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Groups Tab for Hardware Devices

The Groups tab for a Hardware device lists all of the Groups to which the Hardware device currently being edited
belongs. The Groups in the list are lists of Hardware devices of the same type (such as Inputs, Readers, and so on).

Figure 2 on Page 28 shows the Groups tab for an iSTAR Input, which is typical for a Hardware device.

Figure 2: TypicaliSTAR Group Tab
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Hardware Groups Tab Definitions on Page 29 provides definitions for the fields and buttons on an iSTAR Device
Group tab.

Editing a Hardware Device Group

You can edit any of the Groups in the list on the Groups tab by doubleclicking on the Group’s name in the list of
Groups.

Adding a Hardware Device to a Group

To add a Hardware device to a Group, you need to either:
m Edit the Group by opening the Configuration pane and using the Group Editor.
or

m Display a list of devices of that type and use the context menu Add to Group selection. You cannot add the
Hardware device to a Group from the Groups tab (the device is already a member of every Group that is listed
here).

See Add a Hardware Device to Group from a Dynamic View on Page 409 for more information.
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Hardware Groups Tab Definitions

Table 2 on Page 29 provides definitions of the fields and buttons on the Groups tab for a Hardware pane device.

Table 2: Groups Tab Definitions

Field/Button | lcon Description

Card View D Displays the list of Groups in Card View.

Print % Prints the list of Groups.

Group Click to enable Grouping of the list. Y'ou can drag a column heading to the area labeled Drag columns to
% group by here to group the list by that heading.

Fitter ? Click to display the filter bar. See the C- CURE 9000 Data Views Guide for more information about fittering

a Dynamic View list.

Row Salactor 3 Click to select a row in the table.

Count This field displays the number of Groups in the list.

Name This colurmnn lists the names of the Groups of which this device is a member.

Description This column lists the descriptions of the Groups of which this device is a member.

Add a Hardware Device to Group from a Dynamic View

When you select a Hardware device from a Dynamic View and then right-click for the context menu, Add to group
appears as a menu selection. This function enables you to add the object(s) to a Group. More more information about
the Group function see Groups Tab for Hardware Devices on Page 28,

]
To Add a Hardware Device To a Group

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.

2. Select a Hardware device from the Hardware pane drop-down list.

3. Click g - to open a Dynamic View showing all objects of that type.

4. Right-click on the object that you want to add to a Group and select Add To Group. A list of Groups is
displayed.

5. Select the Group from the list, and the object is added to that group.

6. Click OK to confirm your choice.
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Refreshing the Hardware Tree

To make sure that all the folders and objects in the Hardware Tree are accurately displayed on the screen, you can
Refresh the Hardware Tree.

.|
To Refresh the Hardware Tree

1. Click the Hardware button in the Navigation Pane to open the Hardware Tree.

2. Rightlick on Hardware and select Refresh Tree from the context menu. The Hardware Tree is updated.
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Hardware Folders

You can create additional Hardware Folders if you need to organize the Controllers and access hardware into
separate folders.

When you create a new Partition, a new Hardware Folder is automatically created to contain objects that reside in
that Partition.

A Hardware Folder pane displays a tree structure that shows how you have configured the hardware on the
C+CURE 9000 system. For example, the hardware tree shows you which readers, inputs, and outputs are configured
for each controller.

You can use the Hardware Tree to navigate to hardware components you want to view or edit, or to create new
hardware components, such as a reader you want to add to a controller,

The following topics provide more information about Hardware folders.
s Controllers and Dependent Objects on Page 31
m Creating a New Hardware Folder on Page 32
m Creating and Using a New Hardware Folder Template on Page 32

m Renaming a Hardware Folder on Page 33

Controllers and Dependent Objects

Dependent (child) objects that are managed under iSTAR and apC controllers include inputs, outputs, readers,
boards, elevators, floors and doors. Controllers are parent objects to these and are created first. The parent objects are
created within the company name folder in the hardware tree and must be created before the child objects in their
respective classes, such as apC and iSTAR.

For iSTAR controllers, a cluster object encompasses a system of one or more iSTAR controllers, determining
communications between individual controllers. To configure an iSTAR controller in the

C+» CURE 9000 system, you must first create a cluster. Each cluster is configured as either Non-encrypted (iSTAR
Classic/Pro and Ultra) or Encrypted (iSTAR eX/Edge and Ultra) controllers. The cluster must have a controller that
is the primary communication path to the host and may have an optional secondary communication path. The
secondary communication path can be set to the same controller as the primary path.

In the instance of apC controllers, a communications port must be set up before these controllers and their dependent
objects can be configured.

Elevators are similar to doors, but have many exit points which are determined by the floor objects. Floors are
created independently but are added into the system through the selection of elevator buttons. Elevators also require
readers, inputs, and outputs. The inputs are used to determine at which floor the cardholder exited and the outputs
are used to control the elevator buttons.

NOTE Elevators (configured on iSTAR or apC controllers) have not been evaluated by UL.

Doors which are configured as part of an apC or iSTAR controller have properties that are unique to each controller,
whereas a Door object is a base class that recognizes only those properties which are common to all controllers.
Accordingly, door objects are created last because each door object requires the controller-specific dependent objects to
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exist for the door. Doors typically require readers, inputs and outputs. The inputs are used for door state monitors
and exit devices. The outputs are used for locks and automatic door openers.

Example:
C»CURE 9000 dependent object hierarchy examples:

» iSTAR Cluster>iSTAR Controller>Readers, Inputs, Outputs>
iI5TAR Doors

s apC Comm Port=apC Controller>Readers, Inputs, Qutputs>apC Doors

Creating a New Hardware Folder

Perform the following steps to create a new Hardware Folder.

.|
To Create a New Hardware Folder

1. Click the Hardware button in the Navigation Pane to open the Hardware Tree.

2. Rightlick on Hardware in the tree and select Hardware Folder>New from the context menu. The Hardware

Folder dialog box opens.
Type the name for the new folder into the Name field.
Optionally type a description for the new folder into the Description field.

Click Save and Close to save the new folder.

o n e W

Right-click on Hardware and select Refresh Tree from the context menu. The Hardware Tree is updated to
display the new folder.

Creating and Using a New Hardware Folder Template
You can create a Hardware Folder Template that you can use as a basis for creating additional Hardware Folders.

In a template, you can fill in field values that will have the same values for all Hardware Folders, and then use the
template when you are creating new Hardware Folders.

To Create a New Hardware Folder Template
1. Click the Hardware button in the Navigation Pane to open the Hardware Tree.

2. Right<lick on Hardware in the tree and select Hardware Folder>New Template from the context menu. The
Hardware Folder dialog box opens.

3. Type the name for the new folder into the Name field.
4. Optionally type a description for the new folder into the Description field.

5. Click Save and Close to save the new folder template.

To Use a Hardware Folder Template to Create New Hardware Folders

1. Click the Hardware button in the Navigation Pane to open the Hardware Tree.
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2. Right<lick on Hardware in the tree and select Hardware Folder from the context menu. The next level menu
appears listing the Hardware Folder Templates you have previously created under the — Templafes category.

Click on the name of the Hardware Folder Template you wish to use as the basis for the new Hardware Folder.
Type the name for the new folder into the Name field.
Optionally type a description for the new folder into the Description field.

Click Save and Close to save the new folder.

Moo I e W

Rightclick on Hardware and select Refresh Tree from the context menu. The Hardware Tree is updated to
display the new folder.

Renaming a Hardware Folder

You can rename a Hardware Folder to customize it to yvour site's needs. Typically, you will want to rename the
default folder, Company Name, with a more suitable name.

.|
To Rename a Hardware Folder

1. Click the Hardware button in the Navigation Pane to open the Hardware Tree.

2. Rightclick on the folder that you want to rename, and select Edit from the context menu. The Hardware Folder
Editor dialog box opens.

3. Type the new name for the folder into the Name field.

4. Optionally type a description for the folder into the Description field.

5. Click Save and Close to save the renamed folder.
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Templates

The C+CURE 9000 Hardware pane supports the concept of Templates for almost all objects in the Hardware Tree. A
Template is a re-usable object you can create and configure with settings that you would like to use when creating

other objects. For example, if all of the iSTAR Readers are the same reader type, using the same card format, you

could create a Reader Template that contained those settings, and apply that Template to any iSTAR Reader object

that you create, to make Reader configuration faster and more consistent. The Template objects you create do not
appear in the Hardware Tree, but they are available to be applied when you create an object of the same type as the
Template.

The following topics provide more information about using the Hardware Templates.

Creating a Template on Page 34

Editing a Template on Page 35

Creating an Object from a Template on Page 36

Using Templates for Controller Inputs, Outputs, and Readers on Page 37
Viewing a List of Templates on Page 39

Deleting a Template on Page 38

Creating a Template

To create a new Template for an object, it is necessary to create an instance of the parent object for the object so that
the object type for the Template appears in the Hardware Tree. For example, to create a Template for the iSTAR eX
Controller object type, you need to create an iSTAR Cluster that can contain iSTAR eX Controllers first, then create the
iSTAR eX Controller Template.

To Create a Template

1.
2.

In the Navigation pane of the Administration Workstation, click Hardware to open the Hardware pane.
Mavigate to the Hardware folder that contains the object type for which you want to create a new Template.

Example:

If you want to create a Template for an iSTAR eX Controller, navigate to a folder that contains an iSTAR
Cluster for iSTAR eX Controllers.

Select the parent object type (in this case, iSTAR Cluster) and right-click to display the context menu.

Select the object type for the Template from the context menu, then select New Template. See the example in
Figure 3 on Page 35.
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Figure 3: Creating a New Controller Template
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5. The editor for the object opens the new Template.
6. Configure any settings you want to include in the Template.

7. To save the new Template, click Save and Close.

The new template appears under — Templafes in that object type’s context menu drop-down list in the Hardware
tree. For example, in Figure 3 on Page 35, an iSTAR Controller Template named controller template appears in the
context menu.

Editing a Template

If you have created a Template and need to make changes to it, you need to locate the Template to edit it. Because
yvou cannot view Templates in the Hardware Tree, and most default Dynamic Views do not list Templates, you may
need to create a new Dynamic View that shows the Templates you have created.

This section will use Inputs as an example, and show you how to create a Dynamic View that lists the Input
Templates along with the Controller Inputs.

Mote that you can create a Dynamic View that shows only apC Inputs or iSTAR Inputs by choosing that object type,
or you can create a View that lists all Input (or Door or Reader) objects, then filter that view to show only the Inputs
(or Doors or Readers) of a particular type.

To View Templates in a Dynamic View
1. Mavigate to Data Views and choose Dynamic View from the Data Views drop-down list.
2. Click New. The Dynamic View editor opens.

3. Type a name for your Dynamic View in the Name field. Include "with Templates” in the name of the Dynamic
View so that you can find the view again easily.
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Example:
Inputs Dynamic View (with Templates)
4. Type a description of the view in the Description field.
5. Click [J] in the View Type field. A dialog box appears listing the object types you can choose for your Dynamic

View.

. Click on 'Click here to filter data” and type the first letter of the name of the object type for which you wish to
create a Dynamic View. The list of object types is filtered to show only the types that begin with that letter.

Example:
To create a list of Inputs, type 'i’ then click on Input.

7. Click Add to add a column to the Dynamic View.

8. Click [.Z] in Column Property, then click Name to add the Name Property to display in the column.

9. Click Add to add a column to the Dynamic View.

10. Click [ ...] in Column Property, then click Template to add the Template Property to display in the column.
11. You can click Add again to add more columns as needed.

12. Click Save and Close to save the Dynamic View.

13.In the Data Views pane, click Ed = to display a list of your Dynamic Views.

14. Double<lick on the Dynamic View you just created. When it appears, it will list all of the objects of the object
type you specified, and the Template column identifies which objects are Templates.

15. Find the Template you wish to edit, and double-click it to open the editor to edit the Template.

16. When you have completed making changes to the Template, click Save and Close to save your changes.

Creating an Object from a Template

You can create objects such as Controllers, Doors, and Elevators from Templates.

To Create an Object from a Template
1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.

2. Mavigate to the Hardware folder that contains the parent object in which you want to create the new object from
a Template.

3. Select the parent object and right<lick to display the context menu.

4. Select the object type and click the Template you want to use from the context menu.
Example:

In Figure 3 on Page 35, you could select controller template to create an iSTAR Controller from a Template.

5. The Editor for the object opens so that you can edit the new object. The settings from your Template are already
configured.

6. Configure any additional settings.
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7. To save the new object, click Save and Close.

Using Templates for Controller Inputs, Outputs, and Readers

You can use Templates as the basis for objects that you create while configuring Controllers in C+CURE 9000. For
example, if you are configuring an iSTAR Controller that has an 1/8 board, you can create an Input template and use
that template as the basis for one or more iSTAR Inputs on that 1/8 board.

Typically, you create these objects from a tab within the Controller editor. The tab where you create such an object
contains a table that includes a Template column for you to identify a Template to use as a basis for the objects you
create.

Example:
The apC Controller editor has tabs for Inputs, Outputs, and Readers. On each of these tabs, there is a Template

column that lets you select a Template to use for creating new objects.

Figure 4 on Page 37 shows an example of an apC Outputs tab with an apC Template selected in the Template

column.

Figure 4: apC Outputs Template
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By default, when you select a Template for one object in the list, the same Template is added as the basis for each
object. You can use more than one Template by configuring the objects for which you want to use one Template, then
choosing one or more different Templates for the remaining objects.

To Use Templates for Controller Inputs, Outputs, or Readers

1. From the Hardware pane, open the Controller Editor for the Controller you want to configure.
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2. Click the tab in the Controller Editor for the objects you want to configure.
Example:
In the apC Editor, click the Outputs tab to configure Outputs on this apC.

3. To specify a Template for an object you want to configure, click in the Template column of an object that is not
yet configured (Configured column value is []}

4. Click [.J] to select a Template. A dialog box opens listing the available Templates. See Figure 4 on Page 37 for an
example.

5. Click on a Template in the list to select it. That Template is added to every object in the table that is not already
configured.

6. Select the Configured column for each object you want to configure with the selected Template.

7. If you want to select a different Template for any of the remaining objects in the table that you have not yvet

configured (Configured column value is []}:

a. Click in the Template column of that object, then click [ ] to select a Template. A dialog box opens listing the
available Templates.

b. Click on a Template in the list to select it. That Template is added to every object in the table that is not
already configured.

c. Select the Configured column for each object you want to configure with the selected Template.
8. Repeat Step 7 for any additional objects for which you want to choose a different Template.

9. To edit any of the objects, click [] in the Edit column for that object. The editor for that object opens. The fields
that were configured in the Template are already configured in the object you are editing.

10. When you have completed configuring an object from the Template, click Save and Close in the object editor to
save the object.

11. Click Save and Close in the Controller editor to save the your changes to the Controller.

Deleting a Template

You can delete a template that you have created by using the right-click context menu in a Dynamic View.

To Delete a Template

1. In the Navigation pane, select the type of object you want to delete from the drop-down list. (For example, in the
Hardware pane, choose apC Comm Port from the drop-down list.)

2. Click the Search pane.

3. Select the Template check box

4. Click [.J] to display a list of the objects that includes the Templates you have defined.

5. Select the Template(s) from the list that you wish to delete.

6. Rightclick on a selected Template to bring up the context menu for the object.

7. Select Delete from the menu to delete the Template.
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Viewing a List of Templates
You can include Templates in a list of objects of a type.

Typically the Dynamic View for an object type does not include Template objects. You can use the Template check
box to cause the Dynamic View to list all the Templates you have created.

To View a List of Templates

1. In the Navigation pane, select the type of object you wish to view from the drop-down list. (For example, in the
Hardware pane, choose apC Comm Port from the drop-down list.)

2. Click the Search pane.
3. Select the Template check box
4. Click [.J] to display a list of the objects that includes the Templates you have defined.
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Copying, Pasting, and Renaming Clusters and Controllers
The C+CURE 9000 supports the ability to duplicate an existing configured iSTAR Cluster with all of its included
Security Objects - Controllers, Boards, Inputs, Outputs, Readers, Doors, Elevators, Triggers (plus associated Events).

m The Copy & Paste context menu selection can be used to make a duplicate of a Cluster and its Child Objects on
the same partition on the same system.

m The Copy To context menu selection can be used to make a duplicate of a Cluster and its Child Objects on a
different partition on the same system, using Paste From.

m With a flash drive or other portable memory device or shared drive, the Copy To and Paste From context menu
selections can be used to duplicate the Cluster and Children on another system.

m The Rename context menu selection is used to give these duplicated Objects new names.
m If you are extensively using the Copy & Paste and Rename features, it is good practice to establish a naming
convention for the site and then rename based on that convention.
Example:

Create the new Clusters and Controllers with -Bldg appended to all of the objects. While Copying and Pasting
you can use Search and Replace to change -BLDG-Copy-datetime to -BLDG-A. See Using Search and Replace
on Page 43,

The Export and Import of Clusters does not include all the doors, elevators and events (configured via

NOTE triggers). Copy & Paste includes all of those objects.

When an iSTAR Cluster is selected and Copy & Paste is used, the following objects that belong to that cluster are
copied and pasted:

m All configured Controllers plus the following components of each Controller:
* Boards (all the boards including GCM, ACMs, Aperio Hubs or Schlage PIMs, etc.)
* Inputs (including 1/8s, 1/8-CSls)
* QOutputs (including R/8s)
* Readers (all types)
*  Doors
» Elevators
* Triggers, including their associated Events and actions
When an iSTAR Controller is selected and Copy & Paste is used, the following objects that belong to that Controller
are copied and pasted:
m Boards (all the boards including GCM, ACMSs, Aperio Hubs or Schlage PIMs, etc.)
m Inputs (including 1/8s, 1/8-CSls)
m Outputs (including R/8s)
m Readers (all types)
m Doors
m Elevators

m Triggers, including their associated Events and actions
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Privileges

To use the Copy & Paste, Copy To, Copy From and Rename features, you must be an Administrator or an operator
that has a Privilege with those Permissions granted for iSTAR Controller and iSTAR Cluster.

The iSTAR Controller and iSTAR Cluster Privilege Permission features are located in the Privileges dialog box
Defaults tab. Click on the Hardware>Confrollers>iSTAR. Locate the iSTAR Controller and iSTAR Cluster for the
Permissions for the Privilege.

See the CoCLIRE 9000 Soffware Configuration Guide 'Privileges' chapter for more information.

Important Copy and Paste Process Information

All the child objects that are copied and pasted follow the same naming convention (i.e, Copy [date-time] will
be appended to their original names.)

If copying and pasting on the same system, the objects are pasted in the same partition as the source objects. If
you are pasting on another system, the pasted objects will have the same partition as the object or folder on
which user right-clicked and selected Paste From.

All the export files are xml files.

During import, the secondary objects must exist on the destination system. If not, then the import of object that
refers to secondary object will be aborted. For example, Event A is configured to activate Event B. Here Event B is
the secondary object and it must already exist otherwise the import will be aborted.

Copy & Paste copies all triggers assigned to the object, including the events and event actions, but not all of the
event action targets, such as a sound object.

When copying a panel which has panel events associated with it, the panel events are copied but not assigned
to the panel. The panel must be assigned manually after the copy is complete and host events must be
reconfigured.

Copy & Paste Tasks

(E;, When you copy a Controller, or a Controller in a Cluster, the MAC address is also copied.

The copied Controller MAC address must be changed to a unique MAC address before
the unit can be enabled.

You can perform the following tasks using Copy & Paste:

NOTE

Copying and Pasting on the Same System on Page 41
Copying to a Mapped Drive or Another System Using a Flash Drive on Page 45

Copying and Pasting from Partition to Partiion on Page 449

The same procedures can be used to copy and paste individual Controller configurations.

Copying and Pasting on the Same System

The following procedure is used to create a copy of the following;
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m A Cluster, plus all the objects within that Cluster with the same names as the existing ones with -Copy [date-

time] appended to their names.

m A Controller with -Copy [date-time] appended to its name, plus all the objects within that Controller.

Example:

For a Cluster named Cluster5, the new cluster's name will be Cluster5-Copy [date-time], and if the Cluster has a
Controller named Controller7, the new name will be Controller7-Copy [date-time].

For a Controller named Controlleré, the new name will be Controlleré-Copy [date-time].

To Create a Copy of an Existing Cluster or Controller on the Same System

1. Right<click on an existing Cluster, or Controller, in the Hardware tree and select Copy & Paste from the context
menu. Figure 5 on Page 42 shows selecting to copy and paste a Cluster.

Figure 5: Copy & Paste Context Menu Selection
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The Search and Replace dialog box, as shown in Figure 6 on Page 43, appears.
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Figure 6: Search and Replace Dialog Box
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Using Search and Replace

Prior to the paste operation, the system provides the ability to replace a particular string in the names of objects
being copied in the objects being pasted. Normally, the pasted objects will have the string -Copy [date-time]
appended to the names. The Search and Replace dialog box allows you to replace the name.

— Any string can be entered in the Search for field, and the string that it will replace in the Replace with
field.

—  Objects in conflict will have -Copy [date-time] appended to their names

— Partial matches are considered. For example, if Door is entered in the search field and Dr in the replace
field with an object named FrontDoorReader then it is renamed as FrontDrReader. Selecting the Cancel
button will abort the Paste operation.

— lf both the Search for and Replace with fields are left blank, the object names are appended with -Copy
[date-time].

— Both Search for and Replace with fields must have a string entered or both fields must be blank. Leaving
one field blank is not allowed by the C+CURE 9000 software.

NOTE If the Copy & Paste operation is stopped before it completes, the entire operation is

canceled.

2. Click OK. If you selected to search and replace, the system searches for the string and performs the replace while
copying the Cluster or Controller.

The Copying Status Window, shown in Figure 7 on Page 44, appears. The time required depends on the
complexity of the Cluster or Controller. The time is 10 to 60 seconds for most Clusters.

C*CURE 9000 Hardware Configuration Guide Chapter 1 43

EFTA01225974



Copying, Pasting, and Renaming Clusters and Controllers

Figure 7: Copying Status Window
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3. Click OK when the object is displayed as copied, as shown in Copying Status Window on Page 44.

Figure 8: Copying Status Window - Complete
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When the copy is complete, shown side-by-side in Figure 9 on Page 45, all Readers, Inputs, Qutputs, Doors, etc.

have -Copy [date-time] appended to their names.
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Figure 9: Hardwara Traa - Copy Complate
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Copying to a Mapped Drive or Another System Using a Flash Drive

To Copy a Cluster or a Controller to a Mapped Drive or Another System
1. Right<lick on the Cluster and select Copy to.
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Figure 10: Copy To Menu Salaction
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The Export Window, shown in Figure 11 on Page 47, opens.

2. Select the Flash Drive (or the mapped drive), and edit the File name if desired.
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Figure 11: Copyto Flash Drive
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3. Click Save.
The Copy To Status Window, shown in Figure 12 on Page 47, appears.

Figure 12: Copy To Status Window

Dbject Custerd has

4. Click OK when the object is displayed as copied.

5. Insert the Flash drive into the system where you want to copy the objects. Or, browse to the mapped drive on the
system.

In this example, a simulated hardware folder is representing the other system.
6. Rightclick on the target folder in the new system's Hardware tree and select iSTAR Cluster>Paste From.

7. Select the Flash Drive (or the mapped drive), the xml file, and click Open as shown in Figure 13 on Page
48Figure 13 on Page 48

C*CURE 9000 Hardware Configuration Guide Chapter 1 47

EFTA01225978



Copying, Pasting, and Renaming Clusters and Controllers

Figure 13: Paste From Window
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The Search and Replace dialog box appears. For information about Search and Replace, see Using Search and

Replace on Page 43

8. Click OK in the Search and Replace dialog box. If you selected to search and replace, the system searches for the

string and performs the replace while copying the objects.
The Pasting Status Window, shown in Figure 14 on Page 45, appears.

Figure 14: Pasting Status Window

Dbgect smuiste another 9000 hees been pasted

9. Click OK in the Pasting Status Window when the object is displayed as pasted.
The copied Cluster appears under the simulated folder in the Hardware tree on the system.

48 Chapter 1 C-CURE 9000 Hardware Configuration Guide

EFTA01225979



Copying, Pasting, and Renaming Clusters and Controllers

Copying and Pasting from Partition to Partition

To Copy and Paste for a Partition to a Partition

1. Right-click on the Cluster or Controller and select Copy To.
The Export Window appears.

2. Select a folder on the system to save the .xml file, and click Save, as shown in Figure 15 on Page 49.

Figure 15: Export Window
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3. Select the other partition where you want to copy the object.

4. Rightlick on the Hardware folder in the partition and select iSTAR Cluster>Paste from, as shown in Figure 16
on Page 50Figure 16 on Page 50
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Figure 16: Partition Saelaction
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The Paste From Window appears.
5. Browse to the xml file you saved on the system.

6. Select the .xml file and click Open.

The Search and Replace dialog box appears. For information about Search and Replace, see Using Search and
Replace on Page 43

7. Click OK in the Search and Replace dialog box. If you selected to search and replace, the system searches for the
string and performs the replace while copying the objects.

The Pasting Status Window appears.

8. Click OK in the Pasting Status Window when the object is displayed as pasted.
The copied object appears in the Partition.
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Renaming Clusters and Controllers

If you did not use the Search and Replace option in the Copy & Paste procedure, you can use the Rename selection

on the Context menu.

The following procedure renames -Copy [date-time] that was appended to the end of a Cluster and its objects during

Copy & Paste to -Bldg-C.

To Rename Clusters and Controllers

1. Rightclick on the object and select Rename, as shown in Figure 1 on Page 51.
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The Renaming dialog box appears.

é,) Qutput1-iISTAR Ultra ACM1-Ultrab-Copy

2. Click Search and Replace to open the Search and Replace dialog box, as shown in Figure 2 on Page 52.
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Figure 2: Cluster Renaming
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3. Enter the new name in the Replace with field (in this example it's -Bldg-C).
4. Optional selections
* Click on the Match case check box to match the case entered.

* Click in the Ignore Trigger Targets check box to ignore Trigger target events.

<i> Use caution if renaming original Events. The Events may be linked to other objects. Use
the Show Association feature to determine if they are. See the C»CURE 9000 Geffing
Started Guide for information about using Show Association.

5. Click OK.

An informational dialog box appears displaying all the objects that were modified with the new name.
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Figure 3: Rename Resulls
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6, Click OK.
7. Verify that the rename changes are complete. Click on the tabs in Renaming dialog box.
Because Ignore Trigger Targets was selected in the Search and Replace dialog box, the

original Trigger Target Events were not renamed, but another copy of the Events exist
with the -Copy [date-time] appended to the end.

NOTE

Rename Results

The next series of graphics illustrate the effect of the Rename operation.

Figure 4: Controller Tab and Input Tab
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[ Inputs on iSTAR Outpet Bosrd 1-45TAR Device Por 1-45TAR Uik SACM1-Ultraf-Bldg-C
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Figure 5: Outputs Taband Readers Tab

Conirollers | inputs| Ouiputs | Readers | Doors [ Elevators [ Triggers |

B Cuspts on GCMar-Uimb-Bldg-C
IR Cuspuds on COM1-UliraS-Bildg £
M Chuspts on Hubd-RS 485 Fort 1-Uliraé-Bidg-C
IE] Ot on COM2-Urass-Blig-C
IE] Owtputs on Hub1-RS 485 Fort 2-Ultreé-Bldg-C
4 | Owtgts on iSTAR Ul ACM1-Ulires-Bldg-C
¥ Output1-STAR Uilrn ACH1-Litras-Elig-C
¢ Output2-STAR Ulkra ACM1-Uliraf-Bldg-C
¥ Dutput3-STAR Uikra ACM1-Uliraé-Bldg-C
¥ Dutput10-5TAR Likra ACM1-Ulraf-Blde-C
IR Costets on iSTAR Devece Post1-45TAR Ultrs AC-Uleb-Sidg-C
M Owsguts on iSTAR Ouipit Board 1-STAR Davice Port15TAR Ulira ACMN- Ulrak-Bldg-C

4 M Readers on Hat1-RS 485 Port 1-U0res-Blag-C
@ iSTAR Apenio Readerl-Hub1-RS 435 Port 1-Ukrab-kig-C
[l Rieaciers on COM2-LUitraS-Bidg-C
[l Fisaciers on Hub1-AS 485 Port 3-Ukraf-Bldg-C
4 [ Resders cn iSTAR Ulirs ACM1-Ukrsb-Sldg-C
[ iSTAR Reader)4STAR Ul ACM1-Uitreé-Badg-C
4 [ Feaders on iSTAR Device Port1-STAR Uitra ACM1-Uhras-Big-C
[ iSTAR Reader!-STAR Device Fori14STAR Ulira ACM1-Ukraé-Bldg-C

Figure 6: Doors Tab and Elevatars Tab
[ Cantallers | inputs | Outputs | Readers | Doors [Elevmtors | Trggens i
| SIS
4 [ Doors on Ulmeb-Bldg-C
4 [ doorsBidgC
[ inbound Feader. iSTAR Aperio Readsr1-Hub1-RS 485 Port 1-Uiraé-Bldg-C
|8 Docr Swatch Monitor ISTAR lngutZ4STAR Uit ACM1-Ulraé-Bldg-C
[&] Door Lock Relay Output! HSTAR Uina ACM1-Uhe6-Bldg-C

Figura 7: Triggers Tab

Sourca Property Value Action Cetail
[ irak-Bldg-C OnlineStatus |Ofﬂn: |Auctivarbe Event controller_mactrve-Copy-2014-11-20-12-57-47

doort-Bldg-C a.hrrnShusnu|l-‘md \ActivateEvend] Door_farced-Copy-2014-11-20-12.57-47

door-Bldg-C Ahn'nS‘Ia‘buElauu|l-Hdem MmteEquEm_Hald-Cﬂmr-ZﬁHJ 1-20-12-57-47

Trigger Target Events

Motice that the original Trigger Target Events were not renamed, but another copy of the Events exists with the [-

Copy-date-time] stamp. The date-time stamped ones can be further renamed and used as desired.

<|> Use caution if renaming original Events. The Events may be linked to other objects. Use
; the Show Association feature to determine if they are. See the C»CURE 9000 Geffing

Started Guide for information about using Show Association.
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Figure B: Trigger Targets

Battery Low Journal Trigger Event The default Inactive Armed

Battery Low

Journal Trigger

event
Intrusion Zone Error Journal Trigger  The default Inactive Armed
Event Intrusion Zone

Errar Journal

Trigger event
Tamper Inactive Armed
Dioor_Held Inactive Armed
Door_forced Inactive Armed
controller_inactive Inactive Armed
controller_inactive-Copy-2014-11-20- Inactive Armed
12-57-47
Door_forced-Copy-2014-11-20-12-57- Inactive Armed
47
Door_Held-Copy-2014-11-20-12-57- Inactive Armed
47
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Maintenance Mode

This chapter describes how to configure and use Maintenance Mode.

In this chapter:

Maintenance Mode Dialog Box ... ... o8
Maintenance Mode Overview .. a9
Maintenance Mode Objects Supported ... .. ... 6l
Maintenance Mode Configuration Tasks ... ... 61
CCURE 9000 Hardware Configuration Guide Chapter 2 57
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Maintenance Mode Dialog Box

The Maintenance Mode dialog box, shown in Figure 1 on Page 58, opens when Maintenance Mode
is selected or deselected.

See the following for more information:
m Maintenance Mode Overview on Page 59
m Maintenance Mode Objects Supported on Page 60
m Maintenance Mode Configuration Tasks on Page 61

Figure 1: Maintenance Mode Dialoeg Box (Cluster)

[ tomtenance Mode - Custerh S LY

Hm.ﬂl:bm

Chaaik e objescis o be placed in Marbananos Mods
Linichscic e objects o ke taken out of Maintenanos Mods

Salect 40 | Disalact 41 |
- lF b Chaatert, |‘
4 |7 ke jETAR Edget |
& [JE] Power FaiuweiSTAR Edge 1 I
T
= [ Extemal Batery LowiSTA Edge 21 I
Fmrmmememn |
= [ STAR InpetiSTAR Edge 81 I
T
& [JB) STAR Inputd-STAR Edge £1 I
T T
= [JE] P Relay ConsoSTAR Edge &1 I
T e

[p ([ irtermal Battery Faub-STAR Edge £1 |

[p (i) vt STAR Edge 1 |
|p (R Cutp=2-STAR Edge £1 I_ﬂ

&

58 Chapter 2 C=CURE 9000 Hardware Configuration Guide

EFTA01225989



Maintenance Mode Overview

Maintenance Mode Overview

Maintenance Mode is used to limit information about an object displayed on the Monitoring Station.
Maintenance Mode only affects what is reported at the Monitoring Station.
Some examples for using Maintenance Mode:
m To Mot display information about:
* Parts of the system being installed by an integrator
* Hardware being serviced, requiring maintenance, or being tested.

m To only monitor information about hardware being serviced, requiring maintenance, or being

tested.
m To view information about all objects, including those tagged Maintenance Mode.

Placing an object into Maintenance Mode does not prevent actions from occurring. For example, if
an event assigned to an intrusion zone in Maintenance Mode activates an output that turns on the
building-wide evacuation alarm, the activation of the output will still occur.

Arming and disarming of inputs and events do not affect what is reported when the object is
activated. In other words, arming of an event by an event assigned to a Maintenance Mode intrusion

zone will be reported as activity.

Maintenance Mode is only reported in Journal messages when an object is tagged Maintenance
Mode. When the object is taken out of Maintenance Mode it is not reported in a Journal message.

Operator Privilege and Application Layout Filtering assignments determine whether or not an object
in Maintenance Mode is viewable as being in Maintenance Mode on the Monitoring Station. Only
Monitoring Station operators with the correct privilege and Application Layout Filtering can view
objects in Maintenance Mode.

See the following for more information:

m Maintenance Mode Objects Supported on Page 60

m Maintenance Mode Configuration Tasks on Page 61

CCURE 9000 Hardware Configuration Guide Chapter 2 59
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Maintenance Mode Objects Supported

The following objects are supported in Maintenance Mode:

aplC Comm Ports

apC Controllers

apC Add-On Boards
apC 132 Input Boards
apC I8 Input Boards
apC R48 Output Boards
apC RE Output Boards
apl Inputs

apC Readers

aplC Doors

Areas

C-CURE Mobile

Elevators

Chapter 2

Events

Floors

Intrusion Lones
Keypad Commands
iISTAR Clusters
iSTAR Controllers
iISTAR Doors

ISTAR Inputs
iISTAR Readers
iSTAR Aperio Hub
iSTAR Aperio Readers
ISTAR Aperio Doors
ISTAR Comm Ports

ISTAR PIM-485 Readers
iSTAR Schlage Readers
iSTAR Schlage Doors
ISTAR Device Ports
iISTAR ACM Boards
iISTAR GCM Boards
iSTAR Input Boards
iSTAR Output Boards
iISTAR Ultra ACMs
Outputs

Star Coupler Ministar
Star Coupler Star

Star Coupler WPSC
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Maintenance Mode Configuration Tasks

Operator privileges and application layout assignments must be configured to use, view, or filter
objects in maintenance mode.
The following tasks are described:

m Configuring Privileges to Turn Maintenance Mode On and Off on Page 61

m Configuring the Application Layout for Maintenance Mode Filtering on Page 62

m Turning Maintenance Mode On and Off on Page 62

m Viewing Maintenance Mode Objects in the Dynamic View on Page 65

m Filtering Partitions and Maintenance Mode Objects in the Dynamic View on Page 65

Configuring Privileges to Turn Maintenance Mode On and Off

Only operators who have the Turn Maintenance Mode On and/or Turn Maintenance Mode Off
privilege assigned to them can put an object into Maintenance Mode and take an object out of
Maintenance Mode.

The following procedure describes how to configure the privilege to include Maintenance Mode.

|
To Configure the Privilege

1. Click the Configuration pane.

Select Privilege from the Configuration drop-down menu to open the Privileges dialog box.
Click the Defaults tab.

Under Classes, click an object to view the permissions for that object.

Scroll down to locate Turn Maintenance Mode On and Turn Maintenance Mode Off.

oom e W

Click in the Grant column next to Turn Maintenance Mode On and/or Turn Maintenance
Mode Off to enable the permission(s) for this Privilege configuration.

7. See the C+CURE 9000 Software Configuration Guide for complete Privilege configuration
information.

8. Click Save and Close when done with the configuration.

CCURE 9000 Hardware Configuration Guide Chapter 2 61
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Configuring the Application Layout for Maintenance Mode Filtering

Application layouts can be configured to allow operators to filter objects in Maintenance Mode in the
Monitoring Station and the Administration application Dynamic Views.

The following procedure describes how to configure the application layout to allow Maintenance
Mode filtering. The Operator must have the correct privileges to use filtering. See Configuring
Privileges to Turn Maintenance Mode On and Off on Page 61.

See the C+CLIRE 9000 Dafa Views Guide for more information about configuring the application
layout.

To Configure Maintenance Mode Filtering in the Application Layout
1. Click the Data Views pane.
. Select Application Layout from the Data Views drop-down menu.

2
3. Edit or add an Application Layout.
4. Click the Filtering tab.

5

. See the C*CURE 9000 Data Views Guide "Application Layout chapter" for information about the
Filtering tab fields.

6. Click Save and Close when done with the configuration.

Turning Maintenance Mode On and Off

NOTE To use Maintenance Mode, operators must have the correct privilege permissions
assigned to them. See Configuring Privileges to Turn Maintenance Mode On and Off
on Page 61
There are several ways to turn Maintenance Mode on and off:

m Rightclick on an object in the object tree and select Turn Maintenance Mode On or Turn
Maintenance Mode Off.

m Rightclick on an object in the Dynamic View and select Turn Maintenance Mode On or Turn
Maintenance Mode Off.

m Click in the Maintenance Mode column check box in the Dynamic View.
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Open the object editor and select the Maintenance Mode check box. Deselect the check box to
turn it off.

iSTAR Cluster

Teo Put a Cluster Into Maintenance Mode

1.
2
3.

5.

Click the Hardware pane.
Locate the Cluster in the Hardware tree, or in the Dynamic View.

Rightclick on the Cluster name and select Turn Maintenance Mode On to open the
Maintenance Mode dialog box.

The Maintenance Mode dialog box opens with the Cluster and all of its components / objects
selected.

Click Save and Close.

.|
To Take a Cluster Out of Maintenance Mode

1.
2

3.
4.

Click the Hardware pane.

In the Hardware tree, or in the Dynamic View, right-click on the Cluster and select Turn
Maintenance Mode Off to open the Maintenance Mode dialog box.

Click Deselect AllL
Click Save and Close.

To Add an iSTAR to a Cluster in Maintenance Mode

1. Right<click on the Cluster name and select Turn Maintenance Mode Off to open the
Maintenance Mode dialog box.

2. Select the check box next to the ISTAR name.

3. Click Save and Close.

CCURE 9000 Hardware Configuration Guide Chapter 2
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iSTAR Controller or apC Controller

To Put iSTAR or apC Components/Objects into Maintenance Mode
1. Click the Hardware pane.
2. Locate the controller in the Hardware tree or in the Dynamic View.

3. Right<lick on the iSTAR or apC, controller and select Turn Maintenance Mode On to open the
Maintenance Mode dialog box.

4. Click the iSTAR or apC, controller name, or click Select All to select all components and objects
belonging to the controller. Or, click on the separate components and/ objects that you want to
put into Maintenance Mode.

5. Click Save and Close.

Taking an iSTAR or apC Controller Out of Maintenance Mode.

To Take an iSTAR or apC Components/Objects Out of Maintenance Mode
1. Click the Hardware pane.
2. In the Hardware tree, click on the Cluster where the iSTAR, or apC, controller belongs.

3. Right<lick on the controller and select Turn Maintenance Mode Off to open the Maintenance
Mode dialog box.

4. Deselect the controller, components and/or objects.

5. Click Save and Close.

Putting Objects (Doors, Readers, Events, Elevators, etc.) into Maintenance Mode

|
To Put Objects into Maintenance Mode

1. Click the Hardware pane.

2. Locate the object, right<lick on it and select Turn Maintenance Mode On.
To turn off Maintenance Mode, right<lick on the object and select Turn Maintenance Mode Off.
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Viewing Maintenance Mode Objects in the Dynamic View

The Dynamic View can be customized to display objects that are in Maintenance Mode. See the
CeCLIRE 9000 Data Views User Guide for information about adding the Maintenance Mode column to
the Dynamic View.

Filtering Partitions and Maintenance Mode Objects in the Dynamic View

Application Layout Filtering configuration allows Operators to filter a Dynamic View to show only
selected partitions and/or to view objects that are in Maintenance Mode in the Administration
application and in the Monitoring Station. Only Operators with the correct privilege and Application
Layout assigned to them are allowed to use filtering,

See Configuring Privileges to Turn Maintenance Mode On and Off on Page 61 and Configuring the
Application Layout for Maintenance Mode Filtering on Page 62
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Configuring Dialup

This chapter explains how to configure dial up for use with the iISTAR Pro and the iSTAR Ultra SE (Pro Mode only).

In this chapter

ST AR Dialup il 65
iSTAR Dialup Configuration Sequence ... ... ... ... ... L by
Configuring the iSTAR Comm Port . . 70
Configuring the Host Modem L 73
Creating a Cluster for Dialup ... L 76
C-CURE 9000 Hardware Configuration Guide Chapter 3 67
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iSTAR Dialup

Dialup enables you to connect the C*CURE 9000 to the iSTAR Pro (with a 56K PCMCIA modem card) and
iSTAR Ultra SE (in Pro Mode with a USB-based modem card) controllers at remote locations using modems and
standard telephone lines.

The C*CURE host and iSTAR phone line/ modem connection is based primarily on Windows standard telephony
communications and Routing and Remote Access Service (RRAS).

m The lowest level of the communications, which deals with modem states, is handled by the Microsoft Windows
Telephony Application Programming Interface (TAPI). TAPI supports the use of any type of standard modem on
the host.

m The higher level of the communications, which deals with the transmission of C* CURE relevant data, is
handled by Microsoft RRAS. RRAS treats dial-up connections as if they were network connections. Consequently,
the C*CURE host views the connection established between the iSTAR and itself via a phone line and modem as
any other network connection.

m Serial port-based dialup modems and USB port based modems are supported.

Dialup Limitations
s Dialup is only supported on Windows Server 2008 R2, 2012, and 2012 R2.
s Dialup is not supported in configurations using redundancy.

m Dialup can be used only as the primary connection method or the secondary communication method, not as

both.

Example:

— Dialup is used as the primary communication method and there is no secondary communication

method.

— TCP/IP is used as the primary communication method and Dialup is used as the secondary
communication method.

m A cluster used for dialup can only contain one iSTAR controller.
m Fast Personnel download is not supported.

s Dialup is not supported on a separate RRAS server.
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iSTAR Dialup Configuration Sequence

NOTE

The dialup configuration sequence is described in Table 3 on Page 69.

Table 3: ISTAR Dialup Configuration Sequence

The configuration information in this section only applies to the C+CURE 9000, and assumes that
you completed the operating system setup as described in the Operating System Setup for Dialup
Guide. This guide is located in the C+CURE 9000 Installation DVD English Manuals folder.

Step Task See...
1 Caonfigure the Comm ports to which the host modems are attached in C-CURE 9000 Caonfiguring the iISTAR Comm
using the iISTAR Comm Port Editor. Porton Page 70
2 Canfigure the hast modems in C-CURE 9000 using the Hast Modem editor. Canfiguring the Host Madem
an Page 73
3 Create an iSTAR Cluster. Click the Dialup tab to configure dialup settings. Craating a Cluster for Dialup
an Page 76
4 Caonfigure the iSTAR controller. ISTAR Pro Controller Editor
an Page 137
5 1. Openthe iSTAR Cluster you created in Step 3. Configuring iSTAR
2. Clickthe CGommunications tab. Clusters on Page 87
3. Add the controller vou configured in Stap 4.
4. Configure the communication with the host.
6 Caonfigura/Grant Privileges for the iISTAR Contraller dialup parmissions using the CrCURE 9000 Software
Privilege aditor. Configuration Guide
7 Canfigure Events to download to the controller and select the dial up conditions using the | C-CURE 2000 Software
Event aditor. Configuration Guide
Select the Dialup settings fram the Event Editor Ganeraltab.
8 Caonfigure the Systeim Variables Dialup settings (dial-up user name, password, domain, C-CURE 9000 System
grace saconds, cycla seconds) to use RRAS. Maintenance Guide
C-CURE 9000 Hardware Configuration Guide Chapter 3 69
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Configuring the iISTAR Comm Port

Use the iSTAR Comm Port dialog box, shown in Figure 17 on Page 70, to communicate with a serial port connection.

See Table 4 on Page 70 for descriptions of the fields on the Comm Port editor General Tab.

NOTE m The iSTAR Comm Port only supports a serial port.
m Triggers are not supfpurled.

Figure 17: ISTAR Comm Port Editor Dialog Box

B isTAR Comm Port - COM2 =177 2]
[l save and Close |7 save and New

Mame: |COM:

Description: |

™ Ensbled Parlition: Defaul
™ Meimenance Mode
o e

= Sarial Port

—Port Seitings
Port Timeout Delay Time (110 sac): |1 5
Comm. Port [COMZ =l

Table 4: ISTAR Comm Port Figld Definitions

Field Description
Marme The Mame fiekd will reflect the Comm Port you select.
Description Enter a taxtual commant about the controller, such as its location or purpose. This text is for information only.
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iISTAR Camm Port Field Definitions (continued )
[P,

Field Description

Enabled This saetting determines whether or not the iISTAR Comm Port is able to provide communication betwaen the iSTAR Controller
and the C-CURE 9000 Server. Select Enabled to set the Comm Port online. To take the Camm Paort offling, clear the Enabled
salaction.

If the iISTAR Comm Part is currently in use by iSTAR controllers, you must disable all the controllers befare you attempt to take the
Caomm Part offline. If any ISTAR controllers are enabled when you attempt to take the iISTAR Comm Port offline, an error
message is displayed - "Poirt cannot be disabled with enabled controllers. Please disable controllers first. When the controllars are
re-@nabled thay will do a full personnel download ”

The message explains that when you re-enable the ISTAR Comm Port and then re-enable the iISTAR controllers, each controller
will parform a full parsonnal download.

NOTE: Fast Personnel Download is not supported.

Maintenance | Clickto put the iISTAR Comim Port inte Maintenance Mode. Sea Chapter 2! Maintenance Mode for more infarmation.
Maode

Partition This read-anly fiekd identifies the Partition.

Communications Type

Sarial Port Selacted by default.

Port Settings

Port Timeout | The Port Timeout Delay Time is the extra interval that the host waits for a responsa from the ISTAR panel after sending a
Delay Time message to the panel. If the host does not receive a response in the specified time, the host re-transmits the message or declares
(1710 sec) a communications failure. This field allows you to 2at the timeodt delay for all panals that use a specific port.

Software House recommaeands that you set this pariod to 20 (2 seconds). However, if you require additional delay time because
ISTAR controllers run on a Digiboard, Equinox board, or over a network, you may need to increase this value. Keep this value as
small as passible, or system perfarmance may be affected. |f your panel goes into communications failure often, try setting this
value between 30 (3 seconds) and 50 (5 seconds).

Range: 0 through 99.
Default: 0.

Comm Port Selact the Communications Serial Port from the drop-down list. The Name field will reflect the part numbaer that vou salect. The
range is COM1 to COM256.

To Configure the iISTAR Comm Port

1. Open the C*CURE 9000 Administration Hardware Pane, select the Hardware Folder in which you want the
iISTAR Comm Port to reside.

2. Right-click the folder to display the context menu, click iSTAR Comm Port and, then click New. The iSTAR
Comm Port editor appears.

You may also choose New Template. For further information about creating Templates, see Creating a Template
on Page 34,

3. Enter a unique Host Communications Port name in the Name field (required).

4. Enter a textual description of the Comm Port {pptional) in the Description field.
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5. You can set a Port Timeout Delay Time in tenths of a second units by entering it in the field or by using the
up/down arrows.

Select the Comm Port from the drop-down list.
Select the Enabled check box to put the Comm Port online after you have completed the configuration procedure.
Click Save and Close.

W o =] O

Go to Configuring the Host Modem on Page 73.

iSTAR Comm Port State Images Tab

The State images tab, shown in Figure 1 on Page 72, provides a means to change the default images used to indicate
communication port states. These images appear on the Monitoring Station and change according to the state of the
object that they represent.

Figure 1: ISTAR Comm Port State lmages Tab
ioix|

K iSTAR Commn Port - COMZ

bimer: [F0Z

Dencripon:

[ I L

To Change a State Image
1. Double<lick the existing image. A Windows Open dialog box appears allowing you to browse for a folder in

which yvou have placed replacement images.
2. When you locate the replacement image, select it and click Open to add it to the image listing,

3. If you are done editing the iSTAR Comm Port, click Save and Close to save the Comm Port's configuration.
Alternatively, if you want to save the Comm Port and create a new one, click Save and New. The Comm Port
Editor remains open to allow you to create a new Comm Port.

To Restore to the Default Image
m Right-click on the new image and select Restore Default.
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Configuring the Host Modem

The Host Modem dialog box, shown in Figure 18 on Page 73, lets you specify the communication port, the dialing
direction, and the phone numbers the iSTAR Pro/SE Pro Mode can use.

NOTE Hyphens, parentheses, and spaces are not allowed in phone numbers.

The Host Modem dialog box definitions are described in Table 5 on Page 73.

Figure 18: Host Modem Dialog Box
[ Hast Modem - Dislln Modem [

HSwtmd[km- HSmmdNu

Lk i Moo
Descripaon: z

[ Enabied
| Mawsienance Mode

Bort poMz |;]d

Diad gt ey
& Dual i ooy

Diid irs ] il ot

Phor rasbars Sl mach s moders
=0 Add Daal In ®; Bermovw | Up =8 Down

Phone Number

Tabla 5: Host Modam Diakeg Box Definitions
[P,

Field Description
Mame Enter a unigue name for the hast moedem configuration.
Deascription Atestual comment for infarmation only.
Enabiled Select Enabled to set the host modem online. To take the host modem offline, clear the
Enabled selection.
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Table 5: Host Modem Dialeg Box Definitions (continued )

Field Description

Maintenance Mode Click to put the iISTAR Comm Portinto Maintenance Mode. See Chapter 2: Maintenance
Maode for more infermation.

Partition This read-only field identifies the Partitien in which this Controller resides.

CGommunication Port Click [+ | to open the Name Selection dialog to select the STAR Comm Port.

MOTE: The iSTAR communication ports must already be configurad. Sea Configuring
the iSTAR Comm Porton Page 70

Direction Dial out only

Selact this option to specify that this modem is used anly for dialing out to
panals/controllers

Dial in only

Select this option to specify that this madem is used only for dialing into the hast.
Dial in and Dial out

Selact this option to specify that this modem is used for both incoming and outgaing

calls.
Phane numbers that Displays the list of phone numbers that reach this host modem. Use the buttons to the
reach this modem right of the list to madify the numbers in the list.

» The phone number can be up to 35 characters kong.
* Hyphans, parenthases, and spaces ara not allowed in phane numbers.

= |iDial out only is selected in the Direction box, this box and the Add Dial In, and
Ramawve buttons are unavailable,

]
To Configure Modems for the Host

1. Ensure that the iSTAR communication ports are configured. See Configuring the iSTAR Comm Port on Page 70.

2. Open the C*CURE 9000 Administration Hardware Pane, select the Hardware Folder in which you want the
iSTAR modem configuration to reside.

3. Right-click the folder to display the context menu, click Host Modem, and then click New.
The Host Modem dialog box, shown in Figure 18 on Page 73, appears.
4. Enter a unique Host Modem name in the Name field (required).
5. Enter a textual description (optional) of the Host Modem configuration in the Description field.

6, Click E] in the Port field to open the Name selection dialog box and click the iSTAR Comm Port you want to
use,

=1

Select the dial Direction: Dial out only, Dial in only, or Dial in and Dial out.

8. In the Phone numbers that reach this modem box:
a. Click Add Dial In to add a new row.
b. Click in the new row and enter a phone number.

c. Repeat step a and step b for each phone number you want to add.
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9. Click Enabled to put the Host Modem online.

10. Optional. Click on the State Images tab to change the default images used to indicate communication port states
on the Monitoring Station.

11. Click Save and Close.

12. Go to Creating a Cluster for Dialup on Page 76.
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Creating a Cluster for Dialup
This section describes how to create a cluster to use dial-up on the iSTAR Pro or Ultra 5E Pro Mode controller.

The Dialup Configuration tab in the iSTAR Cluster Editor dialog box, shown in Figure 2 on Page 76, lets you select
pre-configured host modems and specify other dial-up configurations.

This tab is only available for unencrypted clusters and for use with the iSTAR Pro or iSTAR Ultra SE in Pro Mode.

NOTE m You can only have one controller in a cluster that uses dialup.
m To enable a cluster, a dial-in and a dial-out phone number must be configured.
m Alternate master is not supported.

Figure 2: ISTAR Cluster Dialup Configuration Tab
by iSTAR Cusber - Dinbep Clustar o
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Bre  Dislup Duser
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0l | Dind gk | Prsodic
el Viosdorn whach can b ortacted by e care
=migd. SeBemeve J Up N Down
Vel Mocdem Voat Prone Bumber

Blumbsr of broan ety diled connacsions: 4 -

There are three tabs under Configuration:
* Dial In lets you select host modems that the confroller can call when dialing the host.
* Dial Out lets you select host modems that the controller can use to dial out.

* Periodic lets you specify a controller to periodically upload activity to the host, receive download
configuration changes, and cardholder information from the host at that time.
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Creating a Cluster for Dialup

Table 1: ISTAR Cluster Dialup Configuration Tab Definitions

Field Description

Dial In Tab

Host Modam/Hast Click to Add o open the Name Selection dialog box host to selact the host modems and host phone numbers that the
Phone Nurnber host can use to contact this controller.

* The host calls the modems in the order that they are listed.

= Amodem/phone combination can be listed more than once, but you cannot enter mora than 8 modem/phone
combinations.

Numbear of times to try

Specify the number of times tha contraller dials each telephane number in the list when the controller cannot contact

connections the host.
Example:
If 2 iz entarad in this field, the controller dials each telephone numbes in the izt two times. If the requisite connaction
attempts with all the phone numbars in the list fail, the controller is considenad to be in Comm fail. The system will
use the Retry interval during communication failure value to set the timing of communication attempts.
Default: 2
Range: 0-99
Dial Out Tab
Host Modams! Reamate Click Add to add host modems and remote phone numbers that the host can use to dial out.
Phane Mumber

= The host calls the modems in the order that they are listed.

= Amodem/phone combination can be listad more than ance, but you cannat enter mora than 8 modem/phone
combinations.

Autematically initiate
connection when
configuration changes
after hh:mm

Spacify the tima to automatically download configuration changes to the dial-up contraller. Then, click an tha chack box
to enable the download time.

Example:
Cardholder additions and deletions.
MOTE:

- Leaving this unselected means that configuration changes will not be downloaded until the next narmal
connection with the controdier.

- Salected with a time of 00.00 indicates immediate download.

- Changes to the controdler, such as change to an object’s name or description, do not cause a download to the
controlier.

Range: 0 to 23 hours 59 minutas.

Periodic Tab

NOTE: To make changes to the Perlodic tab you must uncheck Enabled, click Save and Clese and then recpen the Cluster editor.

Redialinterval during
communications failure

Spacify the interval of time the host waits to redial the controller when there is a communication failure. Enter the time in
hh:mm farmat.

+ Dafault: 30 minutes.
= Range: 0 minutes to 24 hours 53 minutes.

C*CURE 9000 Hardware Configuration Guide
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Table 1: ISTAR Cluster Dialup Configuration Tab Definitiens (continued)

Field Description
Schedule Click [Z] to open the Name Selection dialog box to select a non-recurring schedule for periodic dialing, and
downloading configuration changes and cardholder infarmation.
NOTE: If the predefined ‘Always” schedule is selected, the controller will only use the time interval specified by Dial
interval outside of schedule. The Dial interval during schedule setting will be ignorad.
Dialinterval during Spacify the fraquency that the host dials the controller when the time spacification is in effact.
schedule = Enter the time in hh:mm format.
» Range: 0 to24:00 hours.
Dialinterval outside Specify the frequency that the host dials the controller when the time spacification is not in effect.
schedule = Enter the time in hh:mm format.
* Range: 0 to 24:00 hours.
]

To Configure a Cluster for Dialup

1. Click on the Dialup Configuration tab in the iSTAR Cluster Editor dialog box.

2. See Table 1 on Page 77 for Dial In, Dial Out, and Periodic tab configuration information.
3. Click Save and Close when done.

4. Go to iSTAR Pro Controller Editor on Page 137 to configure the controller.
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Configuring C*CURE iSTAR Clusters

This chapter explains how to configure iSTAR Clusters in the C«CURE 9000 system.

In this chapter

Cluster Communications Onerview &0
Configuring iISTAR CIusters ... .. 87
Creating an iSTAR Cluster ... ale
Creating and Using an iSTAR Cluster Templabe ... 8Y
ISTAR Cluster Edibor 91
ISTAR Cluster General Tab o3
iISTAR Cluster Communications Tab 95
ISTAR Cluster - Cluster Tab e 99
ISTAR Cluster Miscellaneous Tab 101
ISTAR Cluster Area Tab 102
iSTAR Cluster Encryption Tab . 105
iISTAR Cluster Triggers Tab . 107
iSTAR Cluster Dialup Configuration Tab . 113
ISTAR Cluster Status Tab 114
iSTAR Cluster State Images Tab . 115
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Cluster Communications Overview

iSTAR controllers are organized for network communications into user-defined, logical groups called Clusfers.
Clusters contain one or more iSTAR controllers. A C*CURE 9000 server (host) can be connected to multiple iSTAR
clusters. An iSTAR Controller must belong to a Cluster.

NOTE A Cluster can have a maximum of 16 controllers.

s Cluster Configuration and Distributed Management on Page 80

m Networked iSTAR Controllers (Clusters) on Page 81

m Establishing Connections Via the Primary Communications Path on Page 83
m Setting Up the Primary Communications Path on Page 84

s Downloading Cardholder and Configuration Information on Page 84

m Maintaining Communications on Page 84

m Establishing a Secondary Communications Path on Page 85

m Distributed Cluster Management on Page 86

m Unassigned Folder on Page 86

Cluster Configuration and Distributed Management

One or more controllers can be configured for communications purposes into user-defined groups called Clusters.
Clusters have a primary communication path to the host that use Masters to control communications among cluster
members and the host over the network. Clusters also support a backup communications path, the secondary
communications path. The cluster can use the secondary path to communicate with the host when a
communications failure occurs on the primary path. Secondary paths can only exist on the Master.

The Alternate Master capability cannot be configured in newly—created iSTAR clusters in version 2.20
or later.

iSTAR Clusters that already have an Alternate Master, when upgraded to version 2.20 or later, retain
the Alternate Master, but if the cluster is edited and the Alternate Master is removed, this change will
permanently remove the ability to configure an Alternate Master for this cluster.

NOTE

See the iISTAR Cluster Communications Tab on Page 95 for more information.

NOTE Secondary communications paths have not been evaluated by UL.

Communications among iSTAR controllers provide distributed functionality at the controller level that is not
typically available on security management systems.

A cluster can only contain controllers that support compatible methods of encryption (or do not use encryption).
m You can create a Non-Encrypted Cluster containing iSTAR Classic, iISTAR Pro, or iSTAR Ultra Controllers.
m You can create an Encrypted Cluster containing iSTAR eX, iSTAR Edge, or iSTAR Ultra Controllers.
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Previously, clusters were categorized by Controller Type rather than Encryption Setting. The
composition of clusters and the models of controllers they contain has not changed. When
C+CURE 9000 is upgraded, cluster types are changed to reflect Encryption Settings, but existing

controllers remain in the same clusters.

NOTE

This change has the following additional effects:
» Existing Reports: ControllerType field is ignored.

+ Existing Queries: If ControllerType is included, the query cannot run until the Query is edited and
ControllerType is removed.

+ Dynamic Views: ControllerType is replaced by EncryptionSetting.
« Existing Imports: ControllerType is marked as an Import Only property and used to set the
Encryption Setting value.

Master controllers use the primary or secondary communications path to communicate with the C*CURE System
host. Establishing and maintaining a connection with the host involves the following administrative actions through
the use of iISTAR Clusters:
m Establishing connections via the primary communications path. You set up a primary communications path for
a cluster when configuring controllers and clusters.

m Downloading cardholder and configuration information from the host to the controller.

m Maintaining communications via the primary communications path. If a communications failure occurs on the
primary communications path, controllers can re-establish communications via a secondary communications

path.

Networked iSTAR Controllers (Clusters)

Controllers are organized for network communications into user-defined or logical groups called Clusters. This
section describes the key elements of clusters.

Master and Cluster Members

Each cluster has one controller that serves as the Master with all other controllers in the cluster acting as Cluster
Members. The master manages all communications between the cluster and a host computer. Cluster members can
communicate with each other via the master, over an Ethernet network. Cluster members cannot communicate with
each other directly. Figure 19 on Page 82 (left) shows how Cluster Member A communicates with the host via the
master. The figure (right) shows how Cluster Member A communicates with Cluster Member B via the master.
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Figure 19: Cluster Membears
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The Primary Communications Path is the first communications path that master controllers use to establish
communications with the host. Controllers communicate with the host directly. The Connection type is TCP/IP over

Ethernet.

The Master is the one controller in a cluster that is responsible for passing messages between the host and cluster
members. Cluster members do not communicate with the host directly; they communicate with the host through the
master. Connections are established in the following bottom-to-top order:

m The Master is responsible for establishing a connection with the host. The host does not establish a connection

with the master.

m Cluster Members are responsible for establishing connections with the master. The master never tries to
establish a connection with a cluster member, as shown in Figure 20 on Page 83.

B2 Chapter 4
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Figura 20: Cluster Communication Path
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The Connection type is how the master connects to the host: TCP?/II' over Ethernet. Cluster members are connected
to the master via Ethernet only. Figure 21 on Page 83 shows the Primary Communications Path for Cluster Member
A, The master / host connection type is TCP/1I® over Ethernet.

Figure 21: Primary Communicatians Path
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Establishing Connections Via the Primary Communications Path

The primary communications path is comprised of the following connections:
m The master connects directly to the host using a network connection.

m Cluster members connect to the master using a network connection. After connections are established, the master
manages cluster communications by passing messages between cluster members and the host.
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Connections are established in a bottom-to-top order. Thus, clusters members are responsible for establishing
connections with the master, and the master is responsible for establishing a connection with the host.

Setting Up the Primary Communications Path

Before controllers can establish any connections, you must configure the cluster's primary communications path by

performing the following tasks:

m Use the C*CURE 9000 Administration Application to first configure the cluster and then the iISTAR Controllers.
See Configuring iSTAR Clusters on Page 87 and Configuration Overview for iSTAR Controllers on Page 119 for
information.

m Use the iSTAR Configuration Utility {(ICU) to manually configure the master. After you configure the master, it
reboots and then establishes a connection with the Co«CURE 9000 Server. The server downloads cardholder and
configuration information to the master.

After downloading information from the host, the master auto-configures its cluster members. Cluster members
then reboot and establish connections with the master.

Downloading Cardholder and Configuration Information

The following information is downloaded to the master and its cluster members from the host:
s Cardholder data for personnel with clearances on the controller.
s Configuration information for inputs, outputs, and readers on the controller.
m Events that are controlled by the controller.
m Cluster information that the controller uses to communicate with other cluster members.

The C+*CURE 9000 Server downloads cardholder and configuration information to the controller
NOTE : P
under the following conditions:
m Initial configuration
m Each time the controller is powered on

m Each time the cluster is taken offline/online

Changes to personnel, clearances, inputs, outputs, readers, and events are immediately downloaded.

Maintaining Communications

Although a communications link may be open between two devices, long periods of time can exist when devices do
not communicate because of low system activity. In the absence of this type of communications, devices send " keep-
alive” messages, called Connection Verification messages, to verify that connections are alive.

Example:

The master and host send these messages to each other to confirm that the connection between them is open. If
the host does not receive a connection verification message from the master in a specified amount of time, the
host closes the communications link with the master and waits for a connection attempt from the cluster. When
the master does not receive a connection verification message from the host in the specified amount of time, it
also declares a communications failure for the primary communications path and then notifies its cluster
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members of the communications failure. At this time, cluster communications revert to the secondary
communications path.

Use the Communications and Cluster tabs in the C#CURE 9000 Administration Application, iSTAR Cluster dialog
box, to configure connection verification messages for the master, host and cluster members. See Configuring iSTAR
Clusters on Page 87 for more information.

Establishing a Secondary Communications Path

If a communications failure occurs on the primary communications path, communications can be re-established via
the cluster’s secondary communications path. The secondary communications path must be a second connection
between the master and the host. The network connection must be one that is not already being used as the primary
path.

While communicating via the secondary path, the cluster attempts to re-establish communications with the host on
the primary communications path. When a connection is re-established on the primary path, communications revert
to the primary path and the communications link on the secondary path is closed.

Use the Communications tab in the Cluster dialog box in the C*CURE 9000 Administration Application to configure
the secondary communications path (see iSTAR Cluster Communications Tab on Page 95).

The Secondary Communications Path

A Secondary Communications Path is the host communications path that is used by a controller if a
communications failure occurs on the primary communications path. The secondary path is activated by the iSTAR
Controller's dual network capability.

Figure 22 on Page 85 shows an example of a secondary communications path on the host using an Ethernet
connection and a secondary communications path on another network card, using an Ethernet connection.

Figure 22: Primary and Secondary Communicationg Path to Host
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Distributed Cluster Management

Cluster communications allow iSTAR controllers to share information and control actions throughout a cluster
without host intervention. Distributed Cluster Management is the distribution of system functionality from the host
to cluster members.

Distributed cluster management lets a controller perform many actions locally and share information with other
cluster members even when the controller is not communicating with the host, during a communications failure for

example.

Cluster members communicate with each other through the master. Although a communications
failure with the host may not affect cluster communications, a communications failure with the

master can cause communications problems in the cluster.

NOTE

Unassigned Folder

The Unassigned folder is a repository for iSTAR controllers that have been configured for an iSTAR cluster, in an
existing partition, but which have been removed from the iSTAR cluster, or the cluster has been deleted. Such
controllers will be listed under the Unassigned folder until they are reassigned to another iSTAR cluster or deleted.
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Configuring iSTAR Clusters

Before you can create and configure iSTAR Controllers, you must create an iSTAR Cluster. The Cluster dialog box lets
you configure clusters by performing the following tasks:

Add controllers to the cluster.

Configure a primary communications path for the cluster.

Configure a secondary communications path for the cluster.
Configure communications between cluster members and the master.
Configure the number of unacknowledged messages for controllers.
Set Triggers for the cluster.

Evaluate cluster status.

Change state images that appear on the Monitoring Station.

Figure 23: Hardware Pane - Creation of an iSTAR Cluster
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Creating an iSTAR Cluster

You can create an iSTAR Cluster in a Hardware Folder in the Hardware tree. You can either select a folder, then pick
iSTAR Cluster from the Hardware tree drop-down list, or right-click on the folder and select iSTAR Cluster from the
context menu.

To Create an iSTAR Cluster

1.
2.
3.

.

In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Expand the Hardware tree and select the folder where you want to create the iSTAR Cluster.

Right-click on the folder and select iSTAR Cluster>New to create a cluster for one or more iSTAR controllers.
The iSTAR Cluster Editor dialog box opens, as shown in Figure 26 on Page 92.

See iSTAR Cluster Editor on Page 91 for instructions on configuring the Cluster.
Enter a Name (required) and Description (optional).
Select an Encryption Setting;

m Encrypted for a Cluster that will contain iSTAR eX, iSTAR Edge, or iSTAR Ultra controllers that will use an
iSTAR encryption method.

m Non-Encrypted for a Cluster that will contain iSTAR Pro, iSTAR Classic, or iSTAR Ultra controllers that will
not use an iISTAR encryption method.

This field becomes Read-only once you add iSTAR controllers to the Cluster and save it, because
changing this setting while there are controllers in the cluster would cause problems.

NOTE

If you need to change this setting, you must remove all controllers from the Cluster, change the
Encryption Settings on the Cluster Encryption tab (see iSTAR Cluster Encryption Tab on Page
105), then add controllers of the appropriate type.

Click Save and Close to save the Cluster. The new iSTAR Cluster icon displays in the tree, one level below the
folder that you selected.
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Creating and Using an iSTAR Cluster Template

You can create an iSTAR Cluster Template that you can use as the basis for creating new iSTAR Clusters with
specific settings that you choose when creating the Template.

Example

If you want all of your iSTAR Clusters to use 60 seconds instead of the default 10 seconds for the Connection to
Host Interval, you can create an iSTAR Cluster Template with Connection to Host Interval set to 60 seconds, and
every iSTAR Cluster you create from this Template will inherit that setting.

To Create an iSTAR Cluster Template
1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Expand the Hardware tree and a hardware folder.

3. Right<lick on the folder and select iSTAR Cluster>New Template from the context menu (see Figure 24 on Page
59).

Figure 24: Mew Cluster Template fram Hardware Folder Context Menu
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Alternatively, select iSTAR Cluster in the Hardware pane drop-down list, click the down-arrow next to the New
button, then select iSTAR Cluster>New Template from the menu.

The iSTAR Cluster Editor opens a new Template that you can configure and save.

4. Enter a unique name for the Template in the Name field (required) and type a textual description for the
Template in the Description field (optional).
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5. Select the Encryption Setting for the Cluster Template. Only controllers of the types supported by this setting can
subsequently be added to Clusters created from this Template. (This field becomes read-only after you save the
Cluster Template).

6. Mavigate to the Communications, Cluster, Miscellaneous, Encryption, Triggers, and State Images tabs and
configure any settings that you would like to be included in your Template. See iSTAR Cluster Editor on Page 91
for more information about the ISTAR Cluster Editor tabs.

7. Click Save and Close. The Cluster Template is saved with your settings. You can now use the Template as the
basis of new iSTAR Clusters you subsequently create.

A Cluster Template is not saved inside of a Hardware folder, and it is not visible in the Hardware

NOTE tree. To edit a Cluster Template, select iSTAR Cluster from the Hardware drop-down list and click
B to display a Dynamic View listing all iSTAR Clusters, including Cluster Templates. Double-click
on a Cluster Template in the Dynamic View to edit it.

L]

To Create an iSTAR Cluster from a Template

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.

2. Expand the Hardware tree and a hardware folder.

3. Right-click on the folder and select iSTAR Cluster>New from the context menu (see Figure 25 on Page 90).

Figure 25: Mew iSTAR Cluster from a Template
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The iISTAR Cluster Editor and you can edit the new Cluster.

4. Enter a unique name for the Cluster in the Name field (required) and type a textual description for the Cluster in
the Description field {optional).

5. Select the Encryption Setting for the Cluster Template. Only controllers of the types supported by this setting can
subsequently be added to Clusters created from this Template. (This field becomes read-only after you save the
Cluster Template).

6. Mavigate to the Communications, Cluster, Miscellaneous, Encryption, Triggers, and State Images tabs and
configure any settings that you would like to be included in your Cluster. See iSTAR Cluster Editor on Page 91
for more information about the iISTAR Cluster Editor tabs.

7. Click Save and Close. The iSTAR Cluster is saved with your settings.
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iSTAR Cluster Editor

The iSTAR Cluster Editor is used to configure iSTAR Clusters for your C* CURE 9000 system. All iSTAR Controllers
must be contained in an iISTAR Cluster in order to communicate with a C*CURE 9000 Server. You need to create at
least one iSTAR Cluster before you can create any iSTAR Controllers.

iSTAR Cluster Editor Tabs

The iSTAR Cluster Editor includes the following tabs:
m iSTAR Cluster General Tab on Page 93
m iSTAR Cluster Communications Tab on Page 95
m iSTAR Cluster - Cluster Tab on Page 99
m iSTAR Cluster Miscellaneous Tab on Page 101
m iSTAR Cluster Area Tab on Page 102
m iSTAR Cluster Encryption Tab on Page 105
m iSTAR Cluster Triggers Tab on Page 107
m iSTAR Cluster Dialup Configuration Tab on Page 113
m iSTAR Cluster Status Tab on Page 114
m iSTAR Cluster State Images Tab on Page 115

Accessing the iSTAR Cluster Editor

Perform the following steps to access the iISTAR Cluster Editor.

To Access the iISTAR Cluster Editor

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane (see
Figure 23 on Page 87).

2. Expand the Hardware tree and select the Cluster that you want to configure.

3. Right- click and select iSTAR Cluster>Edit to open the selected Cluster in the iISTAR Cluster Editor (see Figure 26
on Page 92).
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Figure 26: iSTAR Cluster Editor
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iSTAR Cluster General Tab

The iSTAR Cluster General Tab provides an interface to manage controllers that you have configured for a cluster.
From the General tab, you can add or remove iSTAR Controllers from a Cluster. An example of an iSTAR Cluster
General tab is shown in Figure 26 on Page 92.

See iSTAR Cluster General Tab Definitions on Page 94 for definitions of the fields and buttons on the iSTAR Cluster.

iSTAR Cluster General Tab Tasks

You can perform the following tasks from the iSTAR Cluster General Tab.
m Adding a Controller to a Cluster on Page 93.

s Removing a Controller from a Cluster on Page 93.

Adding a Controller to a Cluster

To Add a Controller to a Cluster

1. Open the iSTAR Cluster editor for the Cluster to which you wish to add a Controller. See To Access the iISTAR
Cluster Editor on Page 91.

2. Click Add.

The iSTAR Controller selection dialog box opens. This dialog box lists all iSTAR Controllers that can be added to
this Cluster. Only iSTAR Controllers with the same Encryption Setting as the Cluster (Encrypted or Non-
encrypted) that are currently Unassigned (not currently attached to an iSTAR Cluster) appear in this dialog box.

3. Select one or more iSTAR Controllers from the dialog box. You can use multiple selection keystrokes such as
CTRL+Leftclick and SHIFT+Left-click to select more than one Controller.

4. Click OK to add the selected 1STAR Controllers to the list of Controllers in the iSTAR Cluster.

5. Click Save and Close to save your changes.

Removing a Controller from a Cluster

You can remove iSTAR Controllers from an iSTAR Cluster using the iSTAR Cluster General tab. Once you remove a
Controller from an iSTAR cluster, the Controller is moved to the Unassigned folder and can subsequently be added
to a different iSTAR Cluster with the same Encryption Setting.

.|
To Remowve a Controller from a Cluster

1. Open the iSTAR Cluster Editor for the Cluster to which you wish to add a Controller. See To Access the iSTAR
Cluster Editor on Page 91.

2. From the Controller(s) list on the General tab, select one or more iSTAR Controllers you wish to remove from the
Cluster. You can use multiple selection keystrokes such as CTRL+Leftclick and SHIFT+Left-click to select more
than one Controller.

If the Cluster is Enabled, yvou cannot remove a Controller that is selected on the Communications tab as either
the controller having primary communications with the host (C+CURE 9000 Server) or the controller having
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secondary communications with the host. The Remove button becomes unavailable if you select such a
controller.

3. Click Remove. The Controllers you selected are deleted from the Controller(s) list of this Cluster.

4. Click Save and Close to save your changes. The Controllers you removed from this Cluster now appear in the
Unassigned folder in the Hardware tree, and can be re-assigned to another Cluster with the same Encryption
Setting,

iSTAR Cluster General Tab Definitions

The iSTAR Cluster General tab includes the fields and buttons described in Table 6 on Page 94.

Tabla &: ISTAR Cluster Ganeral Tab Definitions
|

Field/Button | Description

Marme Enter a name [up te 100 characters long) of the ISTAR Cluster that you are configuring.

Dascription Type a description of tha iISTAR Clustar that you are configuring.

Enabled Enabled is grayed cut until:
1. The controller’s are configurad. Saa Chapter 5, Configuring C-CURE ISTAR Cantrollars
2. AcController having primary communications with host is selected on the ISTAR Cluster

Communications tab.

3. Click Enabled to put the cluster onling.

Maintenance Click to put the Cluster or ISTARS and/or their componants into Maintenance Mode. See Chapter 2: Maintenance

Made Made for more information.

Partition This read-only fiekd identifies the Partition in which thisiSTAR Cluster resides.
Selact the Encryption Setting for tha Cluster Teamplate. Only controllers of the types supported by this satting can
subsequently be added to Clusters created from this Template. { This field bacomes read-only after you save the
Cluster Template). you want to change the Partition of a Cluster, see Using Drag and Drog in the Hardware Trae
on Page 27.

Encryption A read-only field displaying the Encryption Setting for the Cluster.

Setling

Controllers

Add To add an ISTAR Controller to your Cluster, click Add to display the ISTAR Controller selection dialog box. Select
one or mare controllers and click OK to add it to the iISTAR Cluster.

Remove Toremove an iSTAR Controller from your Cluster, select the iISTAR Controller you want to remowve in the list, then
click Remove.

Mame column Dizplays the name of the controllar.

Description Displays the description text for the controller.

column
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iSTAR Cluster Communications Tab

The Communications tab in the iSTAR Cluster dialog box lets you configure communications from the Controllers in
a cluster to the C*CURE 9000 Server (Host). Primary and Secondary communications can be configured for an
iSTAR controller that has two Onboard Ethernet Adapters. When one adapter is chosen as primary, the other can
become the secondary.

If you are using iSTAR Pro dialup, the cluster must be configured for dialup communication.

For a cluster that existed prior to version 2.2({, you can have one controller configured for the Primary

NOTE communications path as a Master controller, and a second, different, controller configured for the

Secondary communications path as an Alternate Master.

However, if you remove the Alternate Master from the cluster, you will no longer be able to configure

an Alternate Master for the cluster. A message box appears when you change Controller having

secondary communications with host to None, informing you that the change will remove the

Alternate Master.

Alternate Master Change ==
1 this change is made. it will no longer be possible to configure an
£ ! Y, Alkernate Master controller. Click 0K to continue with change
| Conce

For a new cluster created in version 2.20 or later, you cannot configure an Alternate Master. If you

configure both a Primary and Secondary communications path, you must use the same controller,

which must have two onboard Ethernet Adapters.

Dialup can be used only as the primary connection method or the secondary communication method,
NOTE ) , )

not as both.

Example:

m Dialup is used as the primary communication method and there is no secondary communication

method.

m TCP/IP is used as the primary communication method and Dialup is used as the secondary
communication method.

Communications tab definitions are listed in Table 7 on Page 97.

MNumber of Failed Attempts Before Connection Fails on Page 98 explains how to configure the cluster's controllers to
attempt to connect to the cluster, and resolve communications failures.

NOTE Secondary communications paths have not been evaluated by UL.

C-CURE 9000 Hardware Configuration Guide Chapter 4 95

EFTA01226026



ISTAR Cluster Communications Tab

To Configure the iSTAR Cluster - Communications Tab

1. From the iSTAR Controller dialog box, click the Communications tab. The Communications tab opens, shown in
Figure 27 on Page 96.

Figure 27: ISTAR Cluster Communications Tab
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2. Controllers having primary/secondary communication with host allows you to select the controller in the cluster
that has primary or secondary communications with the host (C*CURE 9000 server). Choose a controller using
the drop-down selection.

3. Method of communication between host and controller allows a selection of the communication type
designated for the iSTAR controller that communicates with the host. Choose the connection type of Onboard
Ethernet or Dialup (iSTAR Pro or iSTAR Ultra Pro Mode only) using the drop-down selection.

4. In the Connection to Host Interval entry field, specify the number of seconds that a controller waits between
attempts to connect to the host.

UL requires a maximum of 200 seconds supervision on the Communications link between the protected premise
equipment and the central station.

5. In the Number of failed attempts before connection fails field, specify the number of attempts that a controller
makes to first connect to the host before the controller is declared to be in communications failure. See Number of
Failed Attempts Before Connection Fails on Page 98 for more information.

6. In the Reconnect Interval after connection failure field, specify the number of seconds that controllers wait
between attempts to re-connect to the host. This field sets the rate at which controllers attempt to reconnect or
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connect to the host after a communications failure occurs between the host and the controller. The default
interval is 40 seconds. The maximum value is 9999 seconds and the minimum is 1 second.

=1

In the Connection Inactivity Interval field, specify the number of seconds that a controller waits between

attempts to connect to the host. The default interval is 80 seconds. The possible values are between 15 and 80

seconds.

8. Navigate to the iISTAR Cluster - Cluster Tab on Page 99 or click Save and Close to save the cluster and begin
configuring iSTAR Controllers.

Table 7: ISTAR Cluster Communications Tab Definitions

connaction fails

Field Description

Controllars This fiald allows you to salact the contraller that has primary or secondary communications with the host. Choose a controllar

having primary using the drop-down selaction.

or secondary

communication

with host

Method of This field allows you to select the communication type designated for the ISTAR controllers, PCMCIA Ethernet, Onboard

communication Ethernet or Dialup (ISTAR PrafiSTAR Ultra SE Pro Maode only).

betweean host

and contradier

Connection to Spacify the number of seconds that a controller waits between attermnpts to connect to the host. Use the Number of failed

Hast Interval attempts before connection fails fleld in the Communications tab to specify the number of connection attempls a

[seconds] controller makes bafore a communications failure is declared for the controller. The maximum value is 9999 seconds and the
minirmum s 1 second. The default value is 20 seconds.

Numbear of failed Specify the number of attempts that a controller makes to first connect to the host befare the controller is declared to be in

attempts before communications failure. See Number of Failed Attemnpts Before Connection Fails on Page 98. The default value is 4 atternpis.

Reconnact
Interval after
connection
failure [saconds)

Specify the number of seconds that controllers wait between attempts 1o re-connect to the host. This field sets the rate at
which controllers attempt 1o reéconnect or connadt to the host after a communications failure oocurs betwaen the host and the
controller. The default intervalis 40 seconds. The maximum value is 9999 seconds and the minimurm is 1 second.

Caonnection
Inactivity Interval
[seconds]

Specify the number of seconds that a controller waits betweaen atternpts to connect to the host. The default interval is 80
seconds. The possible values are between 15 and 80 seconds.
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Number of Failed Attempts Before Connection Fails

The Number of failed attempts before connection fails field in the Communications tab specifies the number of
connection attempts a controller makes before a communications failure is declared for the controller. The default is 4
attempts. The maximum is 99 attempts and the minimum is 1 attempt.

If a connection is established, the controller and host use connection verification messages to maintain the
connection.

If a connection is not made in the specified number of attempts, a communications failure is declared for the
controller, and the following connections are attempted:

m If the secondary communications path uses an alternate host, the controller attempts to connect to the alternate
host, which passes the controller’s messages to the host. At the same time, the controller tries to re-establish a
connection with the host at the rate specified in the Reconnect Interval after connection failure field.

m If the secondary communications path does not use an alternate host, the controller attempts to connect to the
host forever, or until a connection is established. The controller attempts to connect to the host at the rate
specified in the Reconnect Interval after connection failure field.

m The controller broadcasts a request across its subnet for the host's IP Address. The host responds to the request. If
the host does not respond in a set amount of time and the iISTAR Configuration Utility is configured for auto-
response, the utility responds to the controller. See the iSTAR eX Installation and Configuration Guide for
information.

If a communications failure occurs, the following connections are attempted simultaneously:

m If the secondary communications path uses an alternate host, the controller attempts to connect to the alternate
host, which passes the controller's messages to the host. At the same time, the controller tries to re-establish a
connection with the host at the rate specified in the Reconnect Interval after connection failure field.

m If the secondary communications path does not use an alternate host, the controller attempts to re-connect to the
host forever or until a connection is established. The controller attempts to reconnect to the host at the rate
specified in the After connection failure, controller attempts to reconnect every XX seconds field.

m The controller broadcasts a request across its subnet for the host's 1P Address. The host responds to the request. 1f
the host does not respond in a set amount of time and the iISTAR Configuration Utility is configured for auto-
response, the utility can respond to the controller. See the iSTAR eX Installation and Configuration Guide for
information. If a connection is established, the controller and host use connection verification messages to
maintain the connection. The default is 4 attempts. The maximum is 99 attempts and the minimum is 1 attempt.
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iSTAR Cluster - Cluster Tab

The Cluster tab regulates the connection and reconnection intervals between the primary iSTAR Controller and those
controllers which are cluster members.

NOTE The Cluster tab has not been evaluated by UL.

To Configure the iSTAR Cluster - Cluster Tab

1. From the iSTAR Controller dialog box, click the Cluster tab. The Cluster tab opens, shown in Figure 28 on Page
949,

2. Specify the number of seconds that the primary controller attempts to connect with the host server in the
Controllers attempt to connect to cluster master interval entry field. The range is from 1 to 9999 seconds; the
default value is 20 seconds.

Figure 28: iISTAR Cluster Cluster Tab
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3. Enter the number of instances after which the primary controller transmits a connection failure in the Number of
failed attempts for controllers to declare a connection failure entry field. The range is from 1 to 99; the default

value is 4.

4. Specify the number of seconds after which the primary controller attempts to reconnect after a connection failure
in the Reconnection Interval after connection failure entry field. The range is from 1 to 9999 seconds; the default
value is 40 seconds.
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5. Enter the number of seconds after which the primary controller transmits a connection failure if there is no
message while it is connected, in the Connection Inactivity Interval entry field. The range is from 15 to 80

seconds; the default value is 80 seconds

6. Mavigate to the Miscellaneous tab or Save and Close to save the cluster and begin configuring iSTAR

Controllers.
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iSTAR Cluster Miscellaneous Tab
The iSTAR Cluster Miscellaneous tab allows you to set the maximum number of unacknowledged messages that are
allowed for each iISTAR Controller

To Configure the iSTAR Cluster - Miscellaneous Tab
1. From the iSTAR Controller dialog box, click the Miscellaneous tab. The Miscellaneous tab opens, shown in

Figure 29 on Page 101.

Figure 29: iSTAR Cluster Mizcellaneous Tab
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2. In the Unacknowledged Messages box specify the maximum number of unacknowledged messages that are
allowed for each iSTAR Controller in the Maximum number of unacknowledged messages for each controller

field.

If you have a network with high latency, you may want to set this value to a higher number; if the network has
low latency, the default value (10) should be sufficient.

NOTE m This setting does not result in lost messages.
m For Proprietary Burglar Alarm applications, the Send state changes to the monitoring station

option must be selected.
m The range is from 1 to 99 and the default value is 10. For UL applications, set the range to 99.

3. MNavigate to the Antipassback tab or Save and Close to save the cluster and begin configuring iSTAR
Controllers.
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iSTAR Cluster Area Tab

The iSTAR Cluster Area tab allows you to configure the following:

m How Cluster Antipassback works for iSTAR Cluster Areas during a communications failure when the Cluster
members lose communication with the Cluster master.

s Whether or not the Cluster is configured for both Global Antipassback and Cluster Antipassback or solely for
Cluster Antipassback.

NOTE Modifying either of these options can only be done if the Cluster is not Enabled.

You configure how Global Antipassback works during a communications failure through a system variable in the
iSTAR Driver section, "ISTAR Global Antipassback Communication Failure Mode". For more information, see the
CeCLIRE 9000 Systent Maintenance Guide.

Cluster Antipassback Communications Failure Mode

As long as the communication within the Cluster is good, the Cluster members do not store any antipassback
information. During communications failure, the Cluster members (the Controllers) begin to enforce antipassback
locally, based on the Failure Mode you configure for the Area's Cluster on this tab.

For iSTAR Cluster Areas, all Doors and Readers must be within the same iSTAR Cluster. Adjacent Areas can be on
any Cluster and can also be Cross-Cluster Areas.

Using Antipassback restricts access to Cluster Areas as follows:
* Regular antipassback - Personnel cannot exit an Area they are not in, nor re-enter an Area without exiting it
first.

* Timed antipassback - Personnel cannot re-enter an Area until a specified amount of time has passed.

The violation triggered when personnel enter a specified Area is called an entry violation. The violation triggered
when personnel exit a specified Area is an exit violation.

To ensure that personnel are always appropriately prevented from entering Lockout Areas, make sure
that you configure the Communications Failure Mode for the Area’s iSTAR Cluster as No access
Mode, instead of Local Mode.

NOTE

Global Antipassback for the Cluster

iSTAR Global Antipassback gives a higher level of security, but also means that when a person's card moves from
one Cluster to another, the card must be transferred through the Host. Transfer through the Host is slower than
within a Cluster and also requires the Cluster to Host network connections to be good. Access within the Cluster is
faster since it only relies on the member-to-master network connections.

For more information on Areas and Antipassback, see the CeCURE 9000 Areas and Zones Configuration Guide.

To Configure the iSTAR Cluster - Area Tab for Cluster Antipassback Communications Failure Mode
1. From the iSTAR Cluster dialog box, click the Area tab. The Area tab opens, shown in Figure 30 on Page 103.
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Figure 30: iSTAR Cluster Area Tab
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2. In the Cluster Antipassback Communication Failure Mode box, click to select either the No access or Local
option.

Make sure that you leave the Cluster enforces iSTAR Global antipassback as well as iSTAR Cluster

NOTE antipassback check box unselected.

To Configure the iSTAR Cluster - Area Tab for both Global Antipassback and Cluster Antipassback
1. From the iSTAR Cluster dialog box, click the Area tab. The Area tab opens, shown in Figure 30 on Page 103.

2. In the Global Antipassback box, click to select the Cluster enforces iISTAR Global antipassback as well as
iSTAR Cluster antipassback option.

Area Tab Field Definitions

Area tab definitions are listed in Table 8 on Page 104.
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Table 8: Area Tab Definitions

Fields | Description

Cluster Antipassback Communication Failure Mode

The aptions in this box are available only if the Cluster enforces ISTAR Global antipassback as well as ISTAR Cluster antipassback
option in the Glabal Antipassback box s not selacted.

Noaccess (Hard) Selact this option to configure No access as the Communications F ailure mode for this Cluster.
= MAccessisdenied by any member Controller in the Cluster in communications failure.

= Mamber Controllers still in communications with the Master continue to request narmal
antipasshack decislons for entry to the Area.

= Master Controllers need no communication to make antipassback decisions and always do so
regardiass of host or member communication.

{In this mode, the parson is presumed to be in vielation, unless provan otharwisa.)

Local (Soft) Selact this option to configure Local as the Communicatiens Failure mode for this Cluster.

* The Controller uses lecally availabde information to grant or deny access. Even if this information
is insufficient, the Controller admits the person presenting the card.

{In this made, the parson is presumed not-in-vielation, unless proven otharwise. )

‘When Loecal mode is configured, the person is allowed in unless the Controllers making the decision
determine bayvond doubt that ha/she is guilty of an antipassback vislation.

Global Antipassback

Cluster enforces iSTAR Global Salect this check box to indicate that this Cluster shares data with all the other Clusters that use
antipassback aswell asiSTAR Cluster ISTAR Global Antipassback. (The default is cleared indicating that the Cluster does not share data
antipassback with any other Clusters.)

NOTE: When this option is selected, the Cluster Antipassback Communication Failure Mode
box options become unavailable.
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iSTAR Cluster Encryption Tab

This tab allows you to configure the encryption mode for an Encrypted Cluster.

This tab is Read-only for a Non-encrypted Cluster, and does not apply. Non-encrypted Clusters do not

NOTE use 256 bit AES (FIPS 197) encryption.

The iSTAR eX, iSTAR Edge, and encrypted iSTAR Ultra controllers always use 256-bit AES (FIPS 197) encryption by
default.

The Encryption options on the iSTAR Cluster Encryption tab let you choose the FIPS 140-2 method for an Encrypted
Cluster. The options on the iSTAR Cluster Encryption tab are only available for iSTAR Encrypted Clusters.

NOTE The 256 bit AES (FIPS 197) encryption method satisfies the Proprietary Burglar Alarm application
requirements.

FIPS 140-2 mode requires a custom certificate key, either host based or controller based. Software House recommends
a controller based certificate key. Once you set the cluster to FIPS 140-2 compliant mode, the iSTAR encrypted
controllers will be in “dark mode.” They will not be visible on the network.

NOTE Software House recommends that you configure the Tamper Input for a 'dark mode' controller to
trigger an Alarm Event that will be displayed on the Monitoring State if the input changes state.

To Configure FIPS 140-2 Encryption for an iSTAR Encrypted Cluster

1. Open the Encryption Options dialog box in the Options and Tools pane and select from the following options:
* Controller-Based Encryption Mode
* Host-Based Encryption Mode

2. To use FIPS 140-2 mode, Software House recommends that you use the Controller-Based Encryption Mode.

NOTE Software House recommends Controller-based Encryption for 2 reasons:

1. Host-based Encryption requires a private key to be transmitted to the controllers non-encrypted.
Controller-based Encryption does not. The tradeoff is that the controller-based method requires a
signature at the host that recognizes the iISTAR to be valid.

2. The second reason is that it is much easier to recover from a controller-based error situation than
to recover from a host-based area. Host based recovery of encryption keys is more difficult.

3. For more information, see the C+CURE 9000 System Maintenance Guide and the iSTAR Installation and
Configuration Guide.

4. From the iSTAR Cluster dialog box, click the Encryption tab. The Encryption options are shown in Figure 31 on
Page 106.
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Fj ETAR Clagter -

Figure 31: iISTAR Cluster Encryption Tab
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5. Select from the available Encryption modes: Non-FIPS 140-2 and FIPS 140-2.

6. MNavigate to the Triggers tab or Save and Close to save the cluster and begin configuring iSTAR Controllers.

NOTE FIPS 140-2 compliant mode has not been evaluated by UL.
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iSTAR Cluster Triggers Ta

b

C+CURE 9000 uses Triggers, which are configured procedures used for activating security actions. A Trigger
automatically executes a specified Action when a particular predefined condition occurs. When a Trigger is defined,
the Actions available depend on the property selected. This section illustrates the use of Triggers to monitor a cluster

master power failure.

NOTE

configurations.

To Configure the iSTAR Cluster Triggers Tab

1. Mavigate to the Triggers tab, shown in Figure 33 on Page 108.
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Figure 32: ISTAR Cluster Triggers Tab
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The Triggers tab is not available for iSTAR Pro or iSTAR Ultra SE Pro Mode dialup

This tab provides you with ability to define the activation/deactivation, enable/disable, and arm/disarm, etc. of
such objects as: events, inputs, outputs, camera actions, door status changes, etc. Triggers can also be used to
launch events which also can be used to launch imports and exports, email and reports, viewer and message
displays, personnel ID number state changes, controller downloads, sound activation, communication

notifications, etc.

2. Click Add in the Triggers tab to create a new trigger.
a. Click within the Property column to display [.].
When you select this button, the Property browser opens presenting properties available for the controller.

b. Click a Property to select it and add it to the column (see Figure 33 on Page 108).
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Figure 33: ISTAR Cluster Triggers Tab - Property Sebection
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c. Click within the Value column to display a drop-down list of Values associated with the Property that you
have selected. Then click on a Value that you want to include as a parameter for the trigger to add it to the
column (see Figure 34 on Page 109).
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Figure 34: iSTAR Cluster Triggers Tab - Value

When a Trigger is added, an Action must be configured in the Action column. This is the Action that will
occur when the object’s selected Property receives the selected Value.

d. Click within the column to display a drop-down list of valid actions. Click an Action that you want to include
as a parameter for the trigger to add it to the column (see Figure 35 on Page 110).
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Figure 35: iSTAR Cluster Triggers Tab - Action

As the Action is selected, the lower pane in the Triggers box displays a corresponding entry field, or group of
entry fields, specific to the selected Action, such as an Event or Output (see Figure 36 on Page 110).

In the case of the Primary Communications Status Property, the available Action is to activate an event.

Figure 36: iISTAR Cluster TriggersTab - Action Event
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e. In the Event field, click [.] to select a Event that you want to associate with the trigger (see Figure 37 on Page
111). Events are created in the Configuration Pane. See the C* CLIRE 2000 Soffware Configuration Guide for more

Figure 37: ISTAR Clustar Triggers Tab - Evant Salaction

Once the field (or group of fields) is completed, the Details column will show information about how the
Action has been configured.
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Figure 38: iSTAR Cluster Triggers Tab - Finishad
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To activate or arm iSTAR Cluster events by a trigger condition, the schedule value is restricted to
NOTE (' )

To Remove a Trigger, select the row using the ¥ button and click Remove.

A completed Trigger that notifies you of communications failure in the cluster is shown in Figure 38 on Page
112,

Mavigate to the Status tab or Save and Close to save the cluster and begin configuring iSTAR Controllers.
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iSTAR Cluster Dialup Configuration Tab

The Dialup Configuration tab is used to configure a cluster to use dial-up on the iSTAR Pro or Ultra SE Pro Mode

controller.

See Chapter 3: Configuring Dialup for the dial-up configuration sequence to follow and configuration information.
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iSTAR Cluster Status Tab

The Status tab provides a read-only listing of critical information about the operational status of the iISTAR

controllers associated with the cluster. Such information includes:

Cluster Mame
Controller Mame
IP Address

IP Address 2
Type

Comm Path

Comm State
Conn Path
Boards State
Panel State
Firmware Version

Board Type

The Details of the selected controller section displays the same status fields that are displayed on that controller's
Status tab. For more information on the status fields that are displayed for each controller type, see the iSTAR

Controller Status Tab on Page 147,

The Status tab is shown in Figure 39 on

Page 114.

Figure 39: iSTAR Cluster Status Tab
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Using the Cluster Status Tab

1. The Cluster Status box displays Communications Status values for the iSTAR Cluster.

2. When you select an iSTAR Controller within the Controllers Status list, its status values are displayed in the

Details of selected controller box.

3. Mavigate to the State Images tab or Save and Close to save the cluster and begin configuring iSTAR Controllers.

114 Chapter 4

C-CURE 9000 Hardware Configuration Guide

EFTA01226045



ISTAR Cluster State Images Tab

iSTAR Cluster State Images Tab

The State Images tab, shown in Figure 40 on Page 115, provides a means to change the default images used to

indicate Cluster states that are displayed in the Monitoring Station.

Figure 40: iSTAR Cluster State Images Tab
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To Change an Image

1. Double<lick the existing image.

A Windows Open dialog box appears allowing you to browse for a folder in which you have placed

replacement images.
2. When you locate the replacement image, select it to add it to the image listing,
3. To restore the default image, rightclick the new image and select Restore Default.

4. Click Save and Close to save changes to the cluster state images.
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Configuring C*CURE iSTAR Controllers

The C+CURE iSTAR controller is an intelligent controller for networked security systems. C+CURE iSTAR controllers
communicate with the C+CURE 9000 server (acting as a database and journal host) and the system security
hardware, providing direct control of events and system activity. This chapter explains how to configure iSTAR
controllers, and the devices related to them, in the C+ CURE 9000 System.

In this chapter

Understanding C* CURE iSTAR Controllers ... 118
Configuration Overview for iSTAR Controllers . ... 119
ISTAR Controller Tasks 124
ISTAR Controller Edibor 137
ISTAR Controller Editor Tabs e e e e 141
iSTAR Ultra Controller Editor Inputs Tab ... 178
iSTAR Ultra Controller ACM Board Editor 154
iISTAR Classic/Pro Controller ACM Board Editor o 197
iISTAR Input Board Editor .. 203
iSTAR Output Board Editor ... 208
ISTAR Ultra Wireless Readers 213
ISTAR Aperio R5-485 Hub Board Editor (iISTAR Ultra Lml}f]- ____________________________________________________ 220
ISTAR PIM-A85 Board Edibor 226
iISTAR Input EQitor 232
iISTAR Output s o 241
ISTAR Reader EAibOr 248
ISTAR PIM-485 Reader Edibor 260
iSTAR Aperio Reader Editor . 264
Triggers Tab for iSTAR Devices . 270
State Images Tab for iSTAR Devices ... ... 274
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Understanding C*CURE iSTAR Controllers

The iSTAR controller is an intelligent, network-ready controller for security systems. The heart of the iSTAR controller
is the General Controller Module { GCM) - an embedded microprocessor-based controller card. Add-on Access
Control Modules (ACM Boards) provide access control functionality by supporting readers, outputs, and inputs. The
iSTAR Ultra, Pro, and eX also support Schlage wireless readers and the Ultra also supports Assa Abloy Aperio
wireless readers.

To install and configure the controller hardware and its connected devices see the following manuals:
m iSTAR Pro Installation and Configuration Guide
m iSTAR eX Installafion and Configuration Guide
m iSTAR Edye Installafion and Configuration Guide
m iS5TAR Ultra Installation and Configuration Guide
m iSTAR Ulfra SE Installation and Configuration Guide

For information on configuring host and panel Events for an iSTAR controller, see the Events chapter in the

CeCLIRE 9000 Software Configuration Guide.

The following sections provide the information you need to configure the iSTAR Controllers.
m iS5TAR Controller Tasks on Page 124
m Configuration Overview for iSTAR Controllers on Page 119
m iS5TAR Controller Editor on Page 137
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Configuration Overview for iISTAR Controllers

Configuring the iSTAR controllers involves setting up the hardware and configuring the software components. See
the i5TAR Hardware Installation Guides for instructions about setting up controllers and related hardware.

Before configuring a controller, make sure you know the MAC address of the controller NIC you are
using. The MAC address is built into the GCM and cannot be changed. You can find a controller's
MAC address(es) on a label attached to the GCM.

NOTE

To Configure an iSTAR Controller

1. Create an iSTAR Controller (see Creating an iSTAR Controller on Page 124) or edit an existing iSTAR Controller
(see Editing an iSTAR Controller on Page 126, The iSTAR Controller General tab appears, as shown in Figure 47
on Page 142,

2. On the iSTAR Controller General tab, configure the basic communications settings for the Controller, such as the
MAC address, the primary and optional secondary network connections, and the Controller Time Zone.

3. Click on each of the tabs for attached devices, such as the Boards tab for iSTAR Classic/Pro Controllers, or the
Readers tab for iSTAR eX Controllers, and configure the devices and their settings.

* For iSTAR Classic/Pro Controllers, refer to the iSTAR Pro Configuration Summary on Page 119.
* For iSTAR eX/Edge Controllers, refer to the iSTAR eX and iSTAR Edge Configuration Summary on Page 121.

* For iSTAR Ultra, refer to the iSTAR Ultra Configuration Summary on Page 122

4. Click on the iSTAR Triggers tab to configure actions that can activate Events, lock or unlock Doors, sound
audible alarms, or a wide range of other security functions.

5. Click on the iSTAR State Images tab to customize the images that are displayed on the Monitoring Station to
represent the Controllers.

6. Click Save and Close to save your settings.

When using a multi-homed 9000 standalone server with multiple network adapters on multiple
networks, use the VINCA I address of the adapter selected for [P communication to ensure
consistent communication with the iSTAR fast personnel download. Set the VINCA IP address as the
host address for the iSTAR controllers and in the Options & Tools > System Variables > VINCA IP
address field. Then restart the drivers.

NOTE

iSTAR Pro Configuration Summary
Table 9 on Page 119 provides a summary of the tasks involved in configuring an iSTAR Pro Controller.

Table 9: ISTAR Pro Configuration Summary

Step Task Reference
1. Create and save an iSTAR Pro Cluster for the Controller. Craating an iSTAR Cluster an
Page 88
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Table 9: ISTAR Pro Configuration Summary (continued)
|1

120

Step Task Reference
2. Create an iSTAR Pro Controller under the iSTAR Cluster in the Hardware Traa. Creating an iSTAR Controller an
Page 124
3. Use the iISTAR Controller General tab to configure the basic communications ISTAR Controller General Tab on
sattings for the Controller and to assign Reader LCD Massage Sats. Page 141
4. Usa the Boards tab to create and configure Inputs, Outputs, and ACM boards for iISTAR Controller Boards Tab
the Contradler. (ISTAR Classic/Pro) on Page 156
5. Opan tha iISTAR ACM Board Editor to create Inputs, Outputs, and Readers for the ISTAR Classic/Pra Cantroller ACM
Controllar. Board Editor on Page 197
6. Usa the ACM Board Inputs tab to create Inputs. ISTAR ACM Board Inputs Tab on
Page 198
+ Click[ -.. | to open the ISTAR Input Editar to configura each Input. iISTAR Input Editor on Page 232
7. Usa the ACM Board Cutputs tab to create Cutputs. ISTAR ACM Board Cutputs Tab an
Page 199
- Click[ ... | to open the ISTAR Output Editor to configure sach Output. ISTAR Output Editor on Page 241
8. Usa the ACM Board Readers tab to create Readers. ISTAR ACM Board Readers Tab
an Pagea 200
+ Click| - | to open the ISTAR Reader Editor to configure each Reader. ISTAR Reader Editor on Page 248
a. Usa the ACM Board ACM EXT tab to create Input and Output Boards, ISTAR ACM Board ACM Ext Tab
an Page 201
10. Usa the iSTAR Input Board Editor to Configure an iSTAR Input Board. ISTAR Input Board Editor on Page
203
+ Click| - | to open the ISTAR Input Editor to configure each Input. ISTAR Input Editor on Page 232
11. Use the iISTAR Cutput Board Editor to Configure an iISTAR Output Board. ISTAR Output Board Editor on
Page 208
= Click [__] toopen the iSTAR Output Editor to configure each Output. iISTAR Output Editor on Page 241
12. If yau have Schlage Wireless PIMs and Readers, usa the Schlage Wireless PIMs iISTAR Schlage Wiraless PIMs Tab
tab to configure these devices. an Page 153
13. From the Hardware Tree, create iISTAR Door objects for the Controllar. ISTAR Door Editor on Page 427
14. From the Hardware Tree, create iSTAR Elevator objects for the Controllar. iISTAR Elevators on Page 505
15. Use the iISTAR Triggers tab to create new triggers for the Controdier. ISTAR Coantraller Triggers Tab on
Page 147
16. Usa the iSTAR State Images tab 1o customize the state images that are displayed iISTAR Controller State Images
on the Manitaring Station for the iISTAR Controller. Tab on Page 152
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iISTAR eX and iSTAR Edge Configuration Summary

Table 10 on Page 121 provides a summary of the tasks involved in configuring an iSTAR eX or iSTAR Edge

Controller.

Table 10: ISTAR eX/Edge Configuration Summary

Step Task Reference
1. Craate and save an iSTAR exX/Edge Cluster far the Contraller. Creating an iSTAR Cluster
on Page 88
2. Craate an iSTAR eX/Edge Contraller under the iSTAR Cluster in the Hardware Traa. Craating an
iISTAR Controllar on Page
124
3. Use the iISTAR Controller General tab to configure the basic communications settings for the ISTAR Controller General
Caontroller and to agsign Readar LCD Meszage Sats. Taban Page 141
4. Use the iSTAR Controller Inputs tab to create the Inputs on the Controlier. iISTAR eX and Edge
Caontroller Inputs Tab on
Page 159
+ Click[ ... | 1o open the iISTAR Input Editor to configure each Input. iISTAR Input Editor an Page
232
5. Use the iISTAR Controller Outputs tab to create the Outputs on the Contraller. ISTAR Edge/eX Controller
Outputs Tab on Page 164
+ Click| - |10 open the ISTAR Output Editar to configure each Output. ISTAR Output Editor an
Page 2441
G. Use the iISTAR Controller Wiegand tab to create the direct connect Wiegand Readers on the ISTAR eX Controller
Caontroller. Wiegand Taban Page 171
+ Click[ ... | to open the ISTAR Reader Editor to configure each Reader. ISTAR Reader Edilor on
Page 248
7. Usa the iSTAR Controller tabs to create the Input Boards, Output Boards, and Readers on the ISTAR X COM1/COM2
Cantroller. Tabson Paga 173
ISTAR Edge
COM1U/COM2/COM3 Tabs
on Page 167
8. Use the iISTAR Input Board Editor to Configure an ISTAR Input Board. ISTAR Input Board Editor on
Page 203
+ Click|[ ... | to open the iISTAR Input Editor to configure each Input. iISTAR Input Editor an Page
232
9. Usza the iSTAR Output Board Editor ta Configura an iSTAR Output Board. ISTAR Output Board Editor
on Page 208
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Table 10: ISTAR eX/Edge Configuration Summary (continued )

Step Task Reference
+ Click| --- | 1o open the ISTAR Output Editar to configure each Output. ISTAR Output Editor on
Page 241
Click [__] to open the iISTAR Reader Editor to configure each Reader. iISTAR Reader Editor on
10. Page 248
If you have Schlage Wireless PIMs and Readers, open the iSTAR PIM-485 Board aditor to configura iISTAR PIM-485 Board Editor
11. these devices. on Page 226
From the Hardware Trea, create iISTAR Door objects for the Controllar. ISTAR Door Editor on Page
12, 427
From the Hardware Trea, create iSTAR Elevator abjects for the Cantroller. iISTAR Elevators on Page
13 505
Usa the iSTAR Triggers tab to create new triggers for the Controllar. iISTAR Cantroller Triggers
14. Tabon Page 147
Use the iISTAR State Images tab to change the images that display on the Manitoring Station for the ISTAR Controller State
18. ISTAR Cantroller. ¥ou can substitute a JPG image for any of the default state images. Images Tab on Paga 152

iSTAR Ultra Configuration Summary

Table 11 on Page 122 provides a summary of the tasks involved in configuring a iSTAR Ultra Controller.

Table 11: iSTAR Ultra Configuration Summary

Step | Task Refarence

1 Craate and save an iSTAR Ultra Cluster for the Controllar, Craating an iSTAR Cluster on Page 88

2 Create an iSTAR Ultra Controller under the iISTAR Cluster in the Hardware Trea. Creating an iISTAR Controller on Page 124

3 Usza tha iSTAR Controller Genaral tab to configure the basic communications settings for iISTAR Controller Ganeral Tabon Page 141
the Controdler and to assign Reader LCD Massage Sets.

- Use the Boards tab to create and configure Inputs, Outputs, and ACM boards for the ISTAR Controller Boards Tab (ISTAR
Controllar. Clazsic/Pro) on Paga 156

5 Open the iSTAR ACM Board Editor to create Inputs, Outputs, and Readers for the iISTAR Classic/Pro Controller ACM Board
Caontroller. Editar on Page 197

G Uszea tha ACM Board Inputs tab to create Inputs. ISTAR ACM Board Inputs Tab on Page 198

7 Click [ — | to open the ISTAR Input Editer to configure each Input. ISTAR Input Editor on Page 232

8 Usza the ACM Board Outputs tab to create Outputs. iISTAR ACM Board Qutputs Tab on Page

199
9 Click [__] to open the ISTAR Output Editor to configure each Output. ISTAR Output Editor an Page 241
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Table 11: ISTAR Ultra Configuration Summary (continued)

Step | Task Refarence
10 Usa the ACM Wiegand tab to create Wiegand-connected Readers. iISTAR Ultra ACM Board Wiegand Tab an
Page 184
" Click [ ... | to open the ISTAR Reader Editor to configure each Reader. ISTAR Reader Editor on Page 248
12 Uze the ACM Board RS-485 tab 1o create RS5-485 Ports for Readers. iISTAR Ultra ACM Board R3-485 Tabon
Page 186
13 Click | - | to open the ISTAR Device Port Edilor to configure each RS-485 Reader and ISTAR Ultra ACM R5-485 Device Port
related Inputs. Editor on Page 188
14 Usza tha ACM Board R5-485 Device Port Reader tab to configure R3-485 Readers. iISTAR Ultra R5-485 Device Port Readers
Tabon Page 190
15 Use the ACM Board R5-485 Device Port ACM Ext tab to configure Input and Output ISTAR Ulra R5-485 Device Port ACM EXT
Boards. Tab on Page 192
16 Usza tha iSTAR Input Board Editor to Configure an iSTAR Input Board. iISTAR Input Board Editor on Page 203
17 Click [Z] to open the iISTAR Input Editor to configure each Input. iSTAR Input Editor on Page 232
18 Use the ISTAR Output Board Editor to Configure an iSTAR Cutput Board. ISTAR Output Board Editor on Page 208
19 Click [ - | to open the ISTAR Output Editor to configure each Output. ISTAR Output Editor on Page 2411
20 Click the Cam1 and Com2 tab to configure Aperio Hubs ISTAR Ultra COM1/COM2 Tabs on Page

181

Click [ .. | to open the iISTAR Aperio RS-485 Hub Board editor to configure the
Communications Fail Input and ISTAR Aperio Readers.

ISTAR Aperio R5-485 Hub Board Editor
(ISTAR Ultra anly) on Page 220

Click [z] to open the iISTAR Aperic Reader editor to configure ISTAR Aperio readers.

ISTAR Apeario Readar Editar on Page 264

From the Hardware Tree, create iSTAR Door objects for your Controllar.

iSTAR Door Editor on Page 427

From the Hardware Tree, create iISTAR Elevator objects for your Controller.

i3TAR Elevators on Page 505

Use the ISTAR Triggers tab to create new triggers for your Contraller.

ISTAR Controller Triggers Tab on Page
147

Usza the iSTAR State Images tab to customize the state images that are displayed on the
Manitoring Station for your ISTAR Controller.

iISTAR Controller State Images Tabon
Page 152
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iSTAR Controller Tasks

You can perform the following tasks to manage iSTAR Controllers.

Creating an iSTAR Controller on Page 124

Creating a Controller Template on Page 125

Deleting an iSTAR Controller on Page 126

Editing an iSTAR Controller on Page 126

Viewing a List of iSTAR Controllers on Page 127

Using Set Property for an iSTAR Controller on Page 130

Add a Hardware Device to Group from a Dynamic View on Page 409

Creating an iSTAR Controller

You can create a new iSTAR Controller only within an iSTAR Cluster of the appropriate type.

NOTE The iSTAR Ultra 51-1 encryption switch enables FIPS 197 AES 256-bit encryption. The switch setting

must match the software configuration of the cluster and the controller. See the iSTAR Llfra
Installation and Configuration Guide for more information.

To Create a iSTAR Controller

1.

2
3.
4

NOTE

124

In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Mavigate to the Hardware folder that contains the iSTAR Cluster in which you want to create the new Controller.

Select the iSTAR Cluster and right-click to display the context menu.

. Select the controller you wish to create:

For an iSTAR Ultra SE in Pro Mode, select iSTAR Pro Controller.

m For an Encrypted Cluster, you can select:
* iSTAR Edge Controller>New
» iSTAR eX Controller>New
* iSTAR Ultra Controller>New
m For a Non-encrypted Cluster, you can select:
» iSTAR Classic Controller>New
» iSTAR Pro Controller>New
* iSTAR Ultra Controller>New

The iSTAR Controller Editor opens to allow you to configure the Controller (see iSTAR Controller General Tab on
Page 141).

Type a unique name for the controller in the Name field.

Type a textual description (optional) in the Description field.
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7. Enter the MAC Address of the iSTAR Controller in the MAC Address field (if you do not, you will receive an
error when you try to save the Controller).

8. To save the new ISTAR controller, click Save and Close.

Creating a Controller Template

You can create a template for an iSTAR Controller. A Controller Template saves you time because you can save the
configuration settings and re-use the template to create new Controller objects with the those settings pre-defined.

To Create a Controller Template
1. In the Navigation pane of the Administration Workstation, click Hardware to open the Hardware pane.

2. Mavigate to the Hardware folder that contains the iSTAR Cluster in which you want to create the new Controller
Template.

3. Select the iSTAR Cluster and rightclick to display the context menu.
4. Select the iISTAR controller you wish to create a template for:
m iSTAR Edge Controller>New Template.
m iSTAR eX Controller>New Template.
m iSTAR Classic Controller>New Template.
m iSTAR Pro Controller>New Template.
m iSTAR Ulira Controller>New Template.
5. The iSTAR Controller Editor opens a new Template.
6. Configure any settings you want to include in the Template.

7. To save the new iSTAR Controller Template, click Save and Close.

The new Controller template appears under — Templates in the iSTAR Controller context menu drop-down list in the
Hardware tree.

To Create an iSTAR Controller from a Template

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Mavigate to the Hardware folder that contains the iISTAR Cluster in which you want to create the new Controller.
Select the iSTAR Cluster and right<lick to display the context menu.

Select iISTAR Controller and click the Template you want to use from the context menu.

n = W 2

The iSTAR Controller Editor opens so that you can edit the new Controller. The settings from your Template are
already configured.

6. Configure any additional settings. See Configuration Overview for iSTAR Controllers on Page 119 for more
information.

7. To save the new iISTAR Controller, click Save and Close.
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Deleting an iSTAR Controller

You can delete an iSTAR Controller from the Hardware tree, or one or more iSTAR Controllers from a Dynamic
WView.

To Delete an iSTAR Controller from the Hardware Tree

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Navigate to the iISTAR Cluster that contains the Controller that you want to delete.

3. Right-click on the iSTAR Controller that you want to delete and select Delete from the context menu.

4

. Click Yes in the ” Are you sure you want to delete the selected iSTAR Controller object?” message box. A
dialog box appears showing the progress of the deletion.

5. When the object has been deleted, click one of the following buttons:
* OK to close the dialog box.
* Print to print the deletion message.

* Email to send the deletion message to the email address you have configured in the Customer Support
section of the C*CURE 9000 System Variables.

To Delete iSTAR Controllers from a Dynamic View

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Select iSTAR Controller from the Hardware pane drop-down list.

Click g - to open a Dynamic View showing all iSTAR Controller objects.

Select one or more iSTAR controllers from the Dynamic View list of iSTAR Controllers.

Right-click one of the Controllers in the list that vou want to delete and select Delete from the context menu.

AU O

Click Yes in the " Are you sure you want to delete the selected iISTAR Controller object(s)?” message box. A
dialog box appears showing the progress of the deletion(s).

=1

When the object(s) have been deleted, click one of the following buttons:
* OK to close the dialog box.

* Print to print the deletion message.

Email to send the deletion message to the email address you have configured in the Customer Support
section of the C*CURE 9000 System Variables.

Editing an iSTAR Controller

You can edit an iSTAR Controller to change settings or add new Input, Output, or Reader objects to the Controller.
]

To Edit an Controller or Board

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select iSTAR Controller from the Hardware pane drop-down list.
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Click g - to open a Dynamic View showing all iSTAR Controller objects.

Double<lick the Controller in the list that you want to modify and select Edit from the context menu. The iSTAR
Controller editor opens (see iSTAR Controller Editor on Page 137).

See Configuration Overview for iSTAR Controllers on Page 119 for information about how to use the iSTAR

Controller Editor to configure your iSTAR Controller.

Viewing a List of iSTAR Controllers

You can view a list of iSTAR Controllers in a Dynamic View.

To View a List of iSTAR Controllers

1.

2
3.
4

In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.

. Select iSTAR Controller from the Hardware pane drop-down list.

Click g - to open a Dynamic View showing all iSTAR Controller objects

. You can filter, group, and print the list of iSTAR Controllers in the Dynamic View. See the C*CLIRE 9000 Daia

Views Guide for more information about using the features provided by Dynamic Views.

You can select one or more Controllers in the list (using CTRL+Left<lick or SHIFT+Left-click for multiple
selection) and right-click to display a context menu (see Viewing a List of iSTAR Controllers on Page 127).

Using the iSTAR Controller Context Menu

To access the controller context menu, right-click on a controller in the Hardware tree or in the Dynamic View.

The selections described in Table 1 on Page 127 are not available for all controllers.

Table 1: ISTAR Controller Context Menu

Selection Description

Edit Click this menu salection to aedit the selacted iISTAR Controller. Tha iSTAR Controller editor opans. You
can rename the iSTAR Controller, change its description, and any other attributes.

Delate Click this menu selection to delete the selectad iISTAR Controller(s). A prompt appears asking you 1o
confirm that you want to delete the ISTAR Contraller. Click Yes to delete the Input or Ne to cancel the
dalation.
‘When you delete an ISTAR Controller, all of the child objects you have defined for the Controller are
alen dedeted.
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128

Selection

Table 1: ISTAR Controller Context Menu (continued)

Description

Sat Proparty

Click this menu selection to change the value of a property in the selected controllern|s).

A dialog box appears asking you to select a property to change. Click [z] to open a selection list and
click the proparty you wish to change. You can change the value of the following ISTAR Controllers
propartias:
+ Description —You can change the textual description of the ISTAR Controller(s) by selecting this
property and typing in a new value.
+ Enabled - You can determine whether or not the ISTAR Controller|s) are enabled to
communicate to the Administration or Monitoring Station by selecting this proparty and
selacting/clearing the value chack box.

+ Power Suppression — Allows you to select or clear this value for the selected controller.
Sea Using Set Property for an iSTAR Controller an Page 130.

Add to Group

Click this menu selection to add the ISTAR Controller to a Group. A dialog box listing the ISTAR
Controller Groups in the system appears. Click on a Group in the list to add the ISTAR Controller(s) to
that Group. Sea Add a Hardware Devica to Group from a Dynamic View an Page 409,

Export Salection

Opans an Export dialog box from which you can axport ane or more records displayed ina Dynamic
View to either an XML or a CSV file. This allows you to quickly and easily create XML/CSV reports on
salected C+CURE 9000 data.

NOTE: Although XML is the initlal default file type, once you choose a type in the Save as type field,
whather XML ar CSV, that bacomes the default the nesxt time this dialog box apens.

CSV-formatted exports cannot be imported . If you require importing functionality, export to
XML,

+  When you axport to an XML file, all available data for the selected object(s), whether displayed in
tha Dynamic View or nol—as well as all the chikd objects of the selacted record(s), is exported.

+« When you axport to a CSV file, only data in the columns displaying in the Dynamic View is exportad,
and in the order displayed. This allows you to both select and arrange data fields for your report. In
addition, exporting to a CSV fike allows you to view the exported data in an Excel spreadsheet and
further manipulate it for your use.

MOTE: When you click Export Selection, you are running the export on the client computer.
Consaguently, the system does not use the Default Export Directory Path—which iz on the
sarver. [t opens a directory on the client, reverting to the last directory used. You can navigate to
tha default export server directory, if you wish. Or to avodd confusion or use the same
destination folder for both client and server computers, you can use UNC (Universal Naming
Caonvention) paths.

Example:
Woomputer Name\Pragram Files\Software House\SWHouze\SWHSystam\Export.

Find in Audit Log

Opans a Query Parameters dialog box in which you can enter prompts and/or modify the query criteria
to search for entries in the Audit Log that reference the selected ISTAR Controller. The results display
in a separate Dynamic View. This selaction is not available if vou salect multiphe Controllars.

Update Firmware

Updates the firmwara for an iSTAR controller. See Updating iSTAR Firmwara (Ethernat Connections)
on Page 130 and Updating iSTAR Firmware ( Dial-up Connections) an Page 132.

NOTE: If you are using dial-up to update the firmware, you must manually connect to the iISTAR bafore
Update Firmware is visible in the context menu.
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Table 1: ISTAR Controller Context Menu (continued)

Selection Description

Find in Journal Opans a Query Parameters dialog box in which you can enter prompts and/or modify the query criteria
to search for entries in the Journal that referance the selected ISTAR Controller. The results display in a
saparate Dynamic View. This selection i not available if yvou select multiple Controllers.

Parform Full Downloads configuration and parsonnel records appropriate to the controller.

Controller

Download

Diagnostics Opans the ISTAR Diagnostics System web page for this Controller, providing yvou with the contralles®s
status. This salaction is not available if you salect multiple Controllers.

Turn Opens the Maintenance Mode dialog box to put the ISTAR Controller and/or its components into

Maintenance Maintenance Mode. See Chapter 2: Maintenance Mode for maore information.

Made On

Turn Opans the Maintenance Mode dialog box to take the iISTAR Controller and/or its componants out of

Maintenance Maintenance Moda. Sea Chapter 2: Maintenance Mode for mare information.

Maode Off

Copy & Paste Uzad to make a duplicate of a Cluster and its Child Objects on the same partition on the same systam.
Sea Copying, Pasting, and Renaming Clusters and Controllers on Page 40.

CopyTo Used to make a duplicate of a Cluster and its Child Objects on a different partition on the same system,
uzing Paste From. See Copying, Pasting, and Renaming Clusters and Contrallers on Page 40.

Paste From The Copy To and Paste From context menu selections can be used to duplicate Clusters and
Childran on another system. Sae Copying, Pasting, and Renaming Clusters and Controllers on Page
40,

Maonitor Click this menu salaction to view activity for the selected iISTAR Controller(s), and any Add-on Board,

Door, Elevator, Input, Cutput, Reader, and Trigger-with-target-Event chikdran, on an Admin Monitor
Activity Viewer.
MOTE: Which Add-on Boards display on the Monitor—as well as which of their Input, Output, Readear,

and Trigger-with-target-Event chikdren—Deapends on the Controller type and what is turned
o,

For more information, see "Monitoring an Object from the Administration Station® in the C-CURE 2000
Getting Started Guide.

Connect Dialup
Panal

This menu selection is only available for an ISTAR using dialup (Pra/Ultra SE Pro Moade).

Click to open the Manual Actien dialog box to enter a starting time, ending time, and priority to connect
uging dialup. Itis recommandad that vou et the Start and End time to maintain a connaction for a
minimurm of two hours.

Resat Dial-up This menu selection is anly available on an iISTAR Master using dialup (Pro/Ultra SE Pro Maode).
Fanal Click 1o reboot the ISTAR contraller.

Resat All IP-ACM Resets all IP-ACMs configured on the controller.

Panals

Hardware Tree Only:
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Table 1: ISTAR Controller Context Menu (continued)
o

Selection Description

ISTAR Door Click to configure a new door or a door template.
Elevator Click to configure a new elevator or an elevator template.
ISTAR Input Click to configure a new input o an input template.
Cutput Click to configure a new output or an cutput template.
iISTAR Readar Click to configure a new reader or a reader tamplate.

Using Set Property for an iSTAR Controller

You can use Set Property to quickly set a property for a Controller without opening the iSTAR Controller Editor. Set
Property allows you to select multiple Controllers in a Dynamic View and right-click to set a specific property for all
of them. So, for example, if you wanted to change a setting for 20 Controllers, you could select all of them and do it

in one step.

To Set a Property for an iSTAR Controller
1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Select iSTAR Controller from the Hardware pane drop-down list.

Click g - to open a Dynamic View showing all iSTAR Controller objects.

Ll

Select the iSTAR Controllers in the list for which you want to set a property, using multiple selection (CTRL+Left-
click to select more than one Controller, or SHIFT+Leftclick to select a range of Controllers) as needed.

Right-click a selected iSTAR Controller and select Set Property from the context menu.

o

Click [ 2] in the Property field to open a selection dialog box and select the property you want to set.
Enter the value for the property in the Value field and click OK.

=1

Updating iSTAR Firmware (Ethernet Connections)

You can update the iSTAR firmware on iSTAR panels using Ethernet connections from either the Administration
Client or the Monitoring Station client.

You can initiate a firmware update by right-clicking on the iSTAR controller:
m In the Hardware Tree
m In a Dynamic View in the Administration Client

m In the Status List - Controller in the Monitoring Station

130 Chapter 5 C-CURE 9000 Hardware Configuration Guide

EFTA01226061



ISTAR Controller Tasks

To Update Firmware on an iSTAR Controller

1. Right-lick on the controller and select Update Firmware from the context menu as shown in Figure 41 on Page

131.

VEKR X T

Figure 41: ISTAR Context Menu

Edit
Delete
Set property

Add to group
Expoﬁ selection...

Find in Audit Log...
Find in Jaurnal...
Perform Full Controller Download

Update Firrriware...

Diagrostics...
Turn Maintenance Mode On

Copy and Paste...
Copy To...

Manitor

Connect Dialup Panel...
Reset Dialup Panel

Show Associations

NOTE Update Firmware will not appear on the context menu if the iSTAR is not Enabled or is off-line.

The Firmware Download dialog box, shown in Figure 42 on Page 132, opens.
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Figure 42: Firmware Download Dialog Box
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2. Select the firmware version that you want to download from the list in the dialog box.
3. Click Start firmware download. A progress bar shows you when the download is completed.
4. When the download has completed, click Close to close the dialog box.

Updating iSTAR Firmware (Dial-up Connections)

You can update the iSTAR firmware on iSTAR Pro and iSTAR Ultra SE Pro Mode panels using dial-up from either
the Administration Client or the Monitoring Station client.

You can initiate a firmware update by right-clicking on the iSTAR controller:
m In the Hardware Tree
m In a Dynamic View in the Administration Client

m In the Status List - Controller in the Monitoring Station

To Update Firmware on an iSTAR Controller

1. Manually connect to the dial-up iSTAR controller. Right-click on the dial-up iSTAR controller and select Connect
Dialup Panel as shown in Figure 43 on Page 133.
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Figure 43: iSTAR Contaxt Menu - Dialup Connection
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The Manual Actions dialog box, shown in Figure 44 on Page 133, opens.

Figure 44: Manual Action Dialog Box
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Instructions:

2. Ensure that the Start and End Time is set to a minimum of two hours.

3. Click Save and Close.

4. After the connection is established, right-click on the controller and select Update Firmware as shown in Figure

45 on Page 134.

NOTE
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Figure 45: iSTAR Context Menu - Update Firmware
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The Firmware Download dialog box, shown in Figure 46 on Page 134, opens.

Figure 46: Firmware Downlead
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5. Select the firmware version that you want to download from the list in the dialog box.
6. Click Start firmware download. A progress bar shows you when the download is completed.
7. When the download has completed, click Close to close the dialog box.
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iSTAR Firmware Updates Using ICU

You can use the ICU (iSTAR Configuration Utility) to quickly download firmware updates to one or more controllers.
Copy the new firmware file to C:\Program Files (x86) Tyco\CrossFire\ServerComponents\istar\ICU\ Firmware
(the default folder location) before starting the download process.

Before starting the firmware download, note the following;

m If you moved the ICU folder, then you must go back to the Controller dialog box and change the Server Root
Directory to match that path. See the ICU help for information about changing the Server Root Directory.

m If the default Server HTTP Port (9701) that is used for firmware downloads is in use by another application, you
have to specify another port to use for firmware downloads. See the ICU help for information about changing the
Server Root Directory.

NOTE These procedures use default passwords. If you changed the default passwords, then you must use
those

To Download Firmware to the Controller Using the ICU

NOTE If you are downloading firmware to a controller using dialup, perform the following steps before you

download the firmware:
1. Right-click on the controller an select Connect to Controller.
2. Monitor the connection in the Monitoring Station. Once complete, proceed to Step 1 below.

1. Click the Options & Tools pane.
2. Click ICU.

3. Enter the ICU password and click OK. The default password is manager. The ICU starts and the main window
opens.

4. Select the controller(s) that you want to update. You can select multiple controllers by pressing the Cirl key while
you are selecting them.

5. After selecting the controller(s), rightclick in the ICU window and select Download Firmware from the context
menu.

6. You are prompted for a password if the iSTAR controller is an Ultra or Ultra SE.
Enter iSTAR, the default password and click OK.

7. Click Browse and navigate to C:\Program Files (x86) Tyco\CrossFire\ ServerComponents\ istar\, ICU Firmware
(the default folder location) .

8. Select the firmware image file and click Open. The selected file is displayed in the Firmware Image File to
Download box.

6. Click Start Download to initiate the download to all controllers in the Download Firmware list.

The firmware is downloaded simultaneously to all controllers in the list. The Progress bar on each line indicates
when the download is complete for each controller.
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NOTE The controller may reboot more than once during the upgrade process.

* To cancel a download, select the controller and rightclick to select Cancel Download from the context menu.

* If a Controller returns a Download Failed message, you can select the controller and right-click to select Retry
from the context menu to restart the firmware download.

9. When all of the downloads have completed, click Exit to close the Firmware Download dialog box.

Changing the Time Zone of an iISTAR Controller

You can change the value of the iSTAR controller Time Zone field only when the iSTAR Controller is not enabled
(Enabled field is blank ). You must edit the controller, clear the Enabled field, save the controller, then re-open it to
change the Time Zone.

If you change the Time Zone of the iSTAR controller, the Time Zone settings of all child objects of that

iSTAR controller are changed as well. A warning message appears if you change the Time Zone and any Events or
Triggers have controller-based actions on this iSTAR controller and the Event is configured to use a different Time
Zone than this iSTAR controller.

Host-based actions with Schedules respect the controller Time Zone: a host-based Event that unlocks doors according
to a Schedule uses the controller Time Zone to determine when the Schedule is active for devices on that controller.

However, if a Time Zone is assigned to the host-based Event itself, the Event actions will activate on the Schedule
based on the host Time Zone.

Example:

With a CeCURE 9000 Server in the Eastern US Time Zone (GMT -5:00) and an iSTAR controller in the Central
US Time Zone (GMT -6:00):
m A host Event that does not include an Event Time Zone unlocks specific Doors by Schedule on an iSTAR

controller according to the controller Time Zone.

m A host Event that includes an Event Time Zone unlocks specific doors by Schedule on an iSTAR controller
according to the C*CURE 9000 Server Time Zone.

To Change the Time Zone of an iISTAR Controller

1. From the Hardware pane, select the iSTAR controller you wish to change. Right<click and select Edit.

2. Clear the Enabled field (change ¥ to ).

3. Click Save and Close to save the change.

4. From the Hardware pane, select the iSTAR controller again. Right-click and select Edit.

5. When the iSTAR controller editor opens, the Time Zone field can be changed.

6. Click Save and Close to save the change.
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iSTAR Controller Editor

The iSTAR Controller editor dialog box allows you to configure an iSTAR Controller and its attached devices.

You use the iSTAR Controller editor to configure the Controller settings and specify the Inputs, Outputs, and Readers
that are connected to the Controller.

For information about the iSTAR Controller editor for a specific iSTAR model, see:
m iSTAR Classic Controller Editor on Page 137

iSTAR Pro Controller Editor on Pa ge 137
iSTAR eX Controller Editor on Page 138
iSTAR Edge Controller Editor on Page 139

iSTAR Ultra Controller Editor on Page 139

iSTAR Classic Controller Editor

On i5TAR Classic Controllers, you can configure the GCM and any installed ACM Boards. Two ACM Boards can be
installed on an iISTAR Classic Controller.,

The iISTAR Classic Controller Editor has the tabs listed in Table 12 on Page 137.

Table 12: ISTAR Classic Controller Editor Tabs
|

Tab See...
Ganaral Tab ISTAR Controllar Genaral Tab on Page 141
Boards Tab ISTAR Controller Boards Tab (iSTAR Classic/Pro) on Page 156

Schlage Wireless PIMs Tab

iISTAR Schlage Wireless PIMs Tab on Page 153

Triggers Tab ISTAR Controllar Triggers Tabon Page 147

Groups Tab Groups Tab for Hardware Devices on Page 28

Status Tab ISTAR Controller Status Tab on Page 147

Uszar Dafined Fialkds Tab ISTAR Controllar Usar Defined Fialds Tab on Paga 151

State Images Tab

ISTAR Controller State Images Tab on Page 152

iSTAR Pro Controller Editor

On iSTAR Pro Controllers, you can configure the GCM and any installed ACM Boards. Two ACM Boards can be
installed on an iISTAR Pro Controller.

The iSTAR Pro Controller Editor has the tabs listed in Table 13 on Page 138.
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Table 13: ISTAR Pro Controller Editor Tabs
|

Tab See...
Ganeral Tab iISTAR Controller General Tab on Page 141
Boards Tab ISTAR Controller Boards Tab (iISTAR Classic/Pro) on Page 156

Schlage Wiraless PIMs Tab

ISTAR Schlage Wireless PIMa Tab on Page 153

Triggers Tab ISTAR Controller Triggers Tabon Page 147

Groups Tab Groups Tab for Hardware Devices on Page 28

Status Tab ISTAR Controller Status Tab on Page 147

Uszer Dafined Fields Tab ISTAR Controller Usar Defined Fiekds Tab on Page 151

State Images Tab

ISTAR Controller State Images Tab on Page 152

iSTAR eX Controller Editor

On iSTAR eX Controllers, you can configure the GCM and any boards connected to the Power Management Board

(PMB).

The tabs for the iISTAR eX Controller Editor are listed in Table 14 on Page 138.

Table 14: ISTAR eX Controller Editor Tabs
e _________________________________________________|

Tab See..

Ganaral Tab ISTAR Controllar Ganeral Tab on Page 141

Inputs Tab iISTAR aX and Edge Controller Inputs Tab on Page 159
Outputs Tab ISTAR Edge/aX Controller Outputs Tab on Page 164
Wiegand Tab ISTAR aX Controller Wiegand Tab on Paga 171

COM1 Tab ISTAR aX COM1/COMZ Tabson Page 173

COM2 Tab ISTAR eX COM1/COMZ2 Tabs on Page 173

Triggers Tab ISTAR Cantrollar Triggers Tabon Page 147
Groups Tab Groups Tab for Hardware Devices on Page 28

Status Tab ISTAR Controller Status Tab on Page 147

Usar Defined Fiakls Tab ISTAR Controllar Usar Dafined Fields Tabon Page 151
State Images Tab iISTAR Controller State Images Tab on Page 152
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iSTAR Edge Controller Editor

The tabs for the iSTAR Edge Controller Editor are listed in Table 15 on Page 139.

Table 15: ISTAR Edge Controller Editor Tabs

Tab See...

General Tab ISTAR Controller General Tab on Page 141

Inputs Tab ISTAR eX and Edge Controller Inputs Tab on Page 159
Outputs Tab iISTAR Edge/eX Controller Outputs Tab on Page 164
Wiegand Tab ISTAR Edge Controller Wiegand Tab on Page 169
COM1 Tab ISTAR Edge COM1/COM2/COM3 Tabs on Page 167
COMZ Tab iISTAR Edge COM1/COM2/COM3 Tabs on Page 167
COM3Tab ISTAR Edge COM1/COM2/COM3 Tabs on Page 167
Triggers Tab ISTAR Cantrollar Triggers Tab on Page 147
Groups Tab Groups Tab for Hardware Devices on Page 28

Status Tab ISTAR Controller Status Tab on Page 147

User Defined Fiakls Tab ISTAR Controller Usar Defined Fiakls Tab on Page 151
State Images Tab iISTAR Controller State Images Tab on Page 152

iSTAR Ultra Controller Editor

The tabs for the iSTAR Ultra Controller Editor tabs are listed in Table 16 on Page 139,
Table 16: ISTAR Ultra Cantroller Editar Tabs

Tab See...
General Tab ISTAR Controller General Tab on Page 141
Inputs iSTAR Ultra Controller Editor Inputs Tab on Page 178
Boards Tab iISTAR Ultra Controller Boards Tab on Page 179
IP ACM's Tab iSTAR Ultra Controller IP-ACMs Tab on Page 181
COM1 Tab ISTAR Ultra COM1/COM2 Tabs an Page 181
COMZ2Tab ISTAR Ultra COM1/COM2 Tabs an Page 181
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ISTAR Ultra Controller Editor Tabs {continuad )

Tab See...

Triggers Tab ISTAR Controller Triggers Tabon Page 147
Groups Tab Groups Tab for Hardware Devices on Page 28
Status Tab ISTAR Controller Status Tab on Page 147

Uszer Dafined Fields Tab | iISTAR Controller User Defined Fields Tabon Page 151

State Images Tab ISTAR Controller State Images Tab on Page 152
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iSTAR Controller Editor Tabs

The iSTAR Controller editor tabs available depend on the iISTAR Controller type.

The iSTAR Controller editor basic tabs and iISTAR specific tabs are listed below.

Basic Tabs

iSTAR Controller General Tab on Page 141

iSTAR Controller Boards Tab (iSTAR Classic/Pro) on Page 156

iSTAR Controller Triggers Tab on Page 147

iSTAR Controller Status Tab on Page 147

iSTAR Controller State Images Tab on Page 152
iSTAR Controller User Defined Fields Tab on Page 151

iSTAR Specific Tabs

iSTAR Schlage Wireless PIMs Tab on Page 153

iSTAR eX and Edge Controller Inputs Tab on Page 159
iSTAR Edge/eX Controller Outputs Tab on Page 164
iISTAR Edge COM1/COM2/COM3 Tabs on Page 167
iSTAR Edge Controller Wiegand Tab on Page 169
iSTAR eX Controller Wiegand Tab on Page 171

iISTAR eX COM1/COM2 Tabs on Page 173

iSTAR Ultra Controller Editor Inputs Tab on Page 178
iISTAR Ultra COM1/COM2 Tabs on Page 181

iISTAR Ultra Controller 1IP-ACMs Tab on Page 151

iSTAR Controller General Tab

The iSTAR Controller General tab provides a means to set the controller's Onboard and PCMCIA Ethernet adapters,
MAC address, RM LCD Messages, and Time Zone.

NOTE

C-CURE 9000 Hardware Configuration Guide

PCMCIA Ethernet adapters have not been evaluated by UL.

Chapter 5

141

EFTA01226072



ISTAR Controller Editor Tabs

Figure 47: iSTAR Controller General Tab
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IETAR Litrs Contraler Ganersl Tab
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To Configure the iSTAR Controller General Tab

1.

Create or edit an iSTAR Controller. See either:

m Creating an iSTAR Controller on Page 124

m Editing an iSTAR Controller on Page 126.
Enter a unique controller name in the Name field at the top of the iSTAR Controller dialog box.
Enter a textual description (optional) in the Description field.

Enter the last six hexadecimal characters after the vendor portion of the address in the MAC Address entry field
for the controller. The first six characters of a controller’s MAC address are set at 00-50-F9. The last six characters
of a controller's MAC address must be within the range of hexadecimal values (i.e, 0-9 and a-f).

To select a particular customized set of LCD messages for the RM Readers, click [ to display a Reader LCD
Message Set selection list. If yvou leave this field blank (the default), the Readers use the default messages. See
Reader LCD Message Set Overview on Page 382 for more information.

If you are configuring iSTAR controllers that are located in different time zones, you can use the Time Zone
entry field. Click [...] to display a time zone selection. Greenwich Mean Time is equivalent to Zulu or Universal
Time. If you leave the Time Zone field blank, the iSTAR is considered to be in the C+CURE 9000 server's Time
Zone,

You can only change the Time Zone setting for the iSTAR controller when the controller is not Enabled (). See
Changing the Time Zone of an iSTAR Controller on Page 136.
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7. You can type an IP Address in the Onboard Ethernet IP Address field, although it is recommended that you
select Use DCHP to use the Dynamic Host Configuration Protocol (DHCP) option to automatically assign an 1P
address to the Controller.

8. For an iSTAR eX Controller, you can enter an I Address for the Onboard Ethernet Adapter #2. Alternatively,
you can select Use DHCP.

The DHCP Server has not been evaluated by UL.
NOTE -
9. For an iSTAR Classic/Pro Controller:

a. If you have a PCMCIA Ethernet Adapter, select Adapter Installed.

b. You can either enter an IP Address for the PCMCIA adapter or select Use DHCP.

¢. If you are using the PCMCIA Ethernet Adapter as the primary connection to the host, select Use as Primary
Communications Adapter.

10. If you are configuring an iSTAR eX or iSTAR Edge Controller, vou need to select the supervising resistor
configuration for the GCM Inputs. The default setting is NOYNC Double EOL 1K. See Table 17 on Page 145 for
more information.

The supervision method for Inputs on the iSTAR Ultra is configured for each separate Input on the

NOTE Input Editor.

11.1f any Doors on this controller need to be configured for Conditional Access, select the Include Personnel
Without Clearance in Personnel Downloads option in the Conditional Access box. The Conditional Access tab
is available on the iSTAR Doors Editor only if this option is selected. See iISTAR Door Conditional Access Tab on
Page 436

NOTE Since selecting this option causes a full Personnel download to the controller (including all
credentials except for Lost, Stolen Not Active, and Expired), a warning displays about the 250,000-

record-download limit.

12. You can optionally click other tabs on the iSTAR Controller Editor to configure other settings prior to saving the
Controller.

13. Click the Enabled check box to put the controller online when you are finished configuring the iSTAR Controller
General Tab. You must have entered a valid MAC Address and a setting for the IP Address before enabling the
Controller or you will receive an error message if you try to save the Controller settings with Enabled selected.

14. Click Save and Close to save your settings for the Controller and close the iISTAR Controller Editor.

iSTAR Controller General Tab Definitions

Table 17 on Page 145 includes further information for fields in the Controller Editor General tab. The fields available
differ by controller type, as indicated in this table.
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Table 17: iISTAR Controller Editor General Tab Fields

Field Description

Namea Entar a unique name up to 50 characters kong for the controller. If you enter the name of an existing object, the system returns
an errgr message indicating there is a conflict.

Description Enter a textual comment about the contraller, such asits location or purpose. This text is for information only.

Enabled Click the Enabled check box to put the Controller online. You must spacify the MAC address and |P address for the Controlier
prior 1o salecting Enabled or you will receie an arrar message when you save the Controller.

Maintenance Click to put the ISTAR Controller and/or its components into Maintenance Mode. See Chapter 2: Maintenance Made for more
Made infarmation.
Partition This read-only field identifies the Partition in which this Controller resides.

If youi are creating a new Controller, the Partition that is currently the New Objact Partition for your Operator account is
automatically assigned to each Controdier you craate.

If you want to change the Partition of a Cantroller, you must mowve the Cluster in which the Controller resides. See Using Drag
and Drop in the Hardwara Trea on Page 27.

General (All Controller Types)

Controller Type This field displays the contraller type: iISTAR Classic/Pro, iSTAR Edge, ISTAR eX, or ISTAR Ultra.

The Controller Type is detarmined when you initially create the controllar object. When you save the controller object, this fiald
becomes read-anly for all subsequent editing sessions.

Hardware Enter the Hardware MAC address for the contraller. The MAC address is built inte the GCM and cannot be changed. You can
(MAC) Address find a controller's MAC address on a label attached to the GCM or view the address using the iISTAR Configuration Utility. The
first six nibbbes (or characters) of a controller’'s MAC address are set at 00-50-F9. The last six nibbles (or characters) of a
contraller's MAC address must hexadecimal numbers between -8 and A-F.

RMLCD If you want customized LCD messages to display on the RM Readers, specify a Reader LCD Message Set. Click [zl to
Meszages display a Reader LCD Message Set selection list. By default, this field is blank indicating that the Readers are use the default
messagas. For mora information, see Reader LCD Message Set Overview on Paga 382,

Time Zone If you are managing controllers in different time zones, specify a time zone for the controller. Click |Z] to display a time zone
salaction.
The fallvwing objects are associated with the contraller's time zone:

*  |nputs, outputs, and readers on the controller.
= Doors and door groups with inputs, outputs, or readers on the controllar.
= Elevators and elevator groups with inputs, outputs, or readers on the controller.

MOTE: Only Schedules and clearances that use the same time zone as the controller are downlkadead to the controller. If you
change the controllar’s time zone after a Schedule or clearance has been downlkeaded to the controller, a matching
viclation accurs. The time zone is downloaded to the controller, and the clearance is deleted from the controller. See
the C-CURE 2000 Software Configuration Guide for maore information.

Onboard Ethernet Adapter #1 (All Controller Types)

IF Address Enter the unigue |P address for Onboard Ethernet #1 as 4 numbers between 0 and 255, separated by periods, such as
100.10.10.1.
Usa DHCP Selact this check box to obtain an 1P Address from a DHCP Sarver for the iISTAR Controller's Onboard Ethernat #1 Adaptar.
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Table 17: ISTAR Controller Editor General Tab Fiekds (continuad)
[,

Field Description

Onboard Ethernet Adapter #2 (iSTAR eX and ISTAR Ultra only)

IF Address Enter the unigue P address for Onboard Ethernet #2 as 4 numbers between 0 and 255, separated by pariods, such as
100.10.10.1.
Usa DHCP Selact this check box to obtain an 1P Address from a DHCP Sarver for the iISTAR Controller's Onboard Ethernat #2 Adaptar.

PCMCIA Ethernet (iISTAR Classic/Pro only)

Adapter Installed Selact this chack box to indicate that an PCMCIA Ethernet adapter isinstallad.

IF Address Enter the unique IP address for the PCMCIA Ethernet Adapter as 4 integers between 0 and 255, separated by periods, such
as100.10.10.1.
Usa DHCF Selact this chack box to obtain an IP Address from a DHCP Sarver for the PCMCIA Ethernet Adapter.

Use as Primary Select this check box to indicate that the PCMC |4 Ethernet Adaptor is to be used as the Primary Ethernet Adapter.
Ethernat
Adapter

Suppress Power / LED Control (iSTAR Edge and iSTAR Ultra only)

Turn off LEDs You can to configure the LCD backlight and various status LED s 1o always be off by selecting []. regardiess of tampar state.
and LCD Selecting this option does not affect the Power LED or the bright white external power indicator,
backlight

Onboard reader Specify the method used an this controller 1o drive the direct connect reader LEDs:
LED control + 3-wire (Red, Green, Yellow)

= External Bi-Color (2-wire Red, Green)

= -wira (A, B, C)

Option Commeon To Entire Panel (iISTAR eX and iSTAR Edge only)

Supervising AlISTAR eX GCM Inputs and ISTAR Edge inputs must be wired in the same way and use the same supenision methad. All
rasistor suparvisad settings assume either one or two end of line { EOL) resistors. You can use the Revarse Sensa option if you nead
configuration a particular Input to differ from the selected setting (for example, if you choose a NO setting here, but you need a door swilch

maniter Input to e NC, you can set that Input for Reverse Sense in tha iSTAR Input Editor (see iISTAR Input Editor on Page
232 for more information).

= MO =Normally Cpan
= MNC =Normally Clasad
= EOL =End of Line
Selact one of the resistor values in the drop-down list.
WOVNC Doulde EOL 1K s the default, and the traditional Software House methaod
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Table 17: ISTAR Caontroller Editor General Tab Fiekds (continuad)
[,

Field Description

Cluster Info (All Controller Types)

Cluster Infa These reaad-only fizlds display the Communications Path and the name of the ISTAR Cluster through which this contraller
Communications communicates with the C-CURE 9000 Sarver.
Path

Conditional Access (All Controller Ty pes)

Include If you want to enable conditional access for Doors on this Controller—allow entry to Personnel without Clearances, click to
Parsonnel salect this option. The Conditional Access tab is available on the ISTAR Doors Editor anly if this option is selected. For
Without information, see iSTAR Door Conditional Access Tab on Page 436.
Clearance in NOTE: Since selecting this option causes a full Personnel download to the contraller {including all credentials except for Lost,
Eﬁfm“h'rj' Stolen Mot Active, and Expired), a warning displays about the 250,000-record-download limit.

ownlads

iSTAR Controller Triggers Tab

C+CURE 9000 uses Triggers, which are configured procedures used for activating security actions. A Trigger
automatically executes a specified Action when a particular predefined condition occurs. When a Trigger is defined,
the Actions available depend on the property selected. The Triggers are usually used to activate an Event which can
activate numerous actions.

See Triggers Tab for iSTAR Devices on Page 270 for information on creating Triggers for an iSTAR device.

iISTAR Controller Status Tab

The Status tab, as shown in Figure 48 on Page 149 provides a read-only listing of critical information about the
operational status of the selected iISTAR controller. Such information includes:

m Online Status - indicates whether the controller has been enabled (see the General tab).
m Firmware Version - the version of the firmware used by the controller.
m Boot Time - the last time the controller was restarted (GMT or Zulu time).
= Memory Usage for the controller's microprocessors:
* Free and Total Program Memory
* Free and Total Storage Memory
* Free and Total Physical Memory
m Reader Security Key Status (for iSTAR eX).
m PoE Board Installed - True or False (for the iSTAR Edge/Ultra)
s Edge Model Status - 1-door, 2-door or 4-door (for the iSTAR Edge)
m Encryption Setting Status
The definitions for the Status tab for various controller types are:

m iSTAR Controller Status Tab Definitions on Page 149
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m iSTAR Edge Controller Status Tab Definitions on Page 150
m iSTAR Ultra Controller Status Tab Definitions on Page 151
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Figure 48: iSTAR Controller Status Tab

iSTAR eX Controller Status Tab iSTAR Edge Controller Status Tab
ISTAR Pro Controller Status Tab iSTAR Ultra Controller Status Tab

iSTAR Controller Status Tab Definitions
Table 18 on Page 150 provides definitions of the fields and buttons on the iSTAR Controller Status tab.
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Table 18: iSTAR Controller Status Tab Definitions

Field/Button | Description

Online Status Indicates whether the contraller has been Enabled (see the General tab).

Firmware The version of the firmware currently in use by the controller.

Verslon

Boot Time The last datedtime the controller was restarted (GMT or Zulu time)

Free Program Unused program memary in the controller’s microprocessor, in kikbytes.

Memary

Total Program Total storage mamory in the controller’s microprocessor, in kilbbytas.

Memary

Free Storage Unused storage memaory in the controller's microprocessor, in kilkobyles.

Memary

Total Storage Total storage mamory in the controller’s microprocessor, in kilkkbytas.

Memary

Frese Physical Unused physical memory in the controller's microprocessor, in kilkobytes.

Memary

Taotal Physical Total physical memary in the contraller’s microprocessor, in kilkkbytes.

Memary

Reader This field applies anly to iISTAR aX contrallars. [t displays whather or not the aX 8-Readar Security Key is in place. Possible status

Sacurity Key values ara:

Status Detected — the key is plugged in and B readers are operational on the ISTAR aX.

(eX only) NotDetectad — the key is not plugged in, and only four Readers will be operational.
Unknown — tha key status cannot be determined (for exampla, the status is Unknown if the controller is out of communication
with C-CURE 9000). You can determine the status by observing the LCD on the iSTAR aX.

Encryption A Read-only flield that displays the Encryption Setting. Encryption settings are Encrypted (AES), Unknown, or Mot Encrypted.

Setting Status

(ISTAR Edge,

classic/Pra)

iSTAR Edge Controller Status Tab Definitions

Table 19 on Page 150 provides definitions of the fields and buttons unique to the iSTAR Edge Controller Status tab.

Table 19: ISTAR Edge Controller Status Tab Definitions

Field/Button

Description

PoE Board Installed

The field displays whather the Power over Ethernet (PoE) Board is installed. Possible status values are True or Falsa.

Edge Madel Status

The field displays the ISTAR Edge Model Status, either 2-door or 4-door.
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iSTAR Ultra Controller Status Tab Definitions

Table 20 on Page 151 provides definitions of the fields and buttons unique to the iSTAR Ultra Controller Status tab.

Tabla 20: ISTAR Ultra Cantroller Status Tab Definitions
T

Field/Button Description

Free RAM Unused program memary available to the microprocessor in megabytes.

Total RAM Total storage memary availabla to the micraprocessor in magabytes.

Free Nand Flash Database Unusad flash mamaory in magabytes.

Memory

Total Mand Flash Database Totalflash memory in megabytes.

Mermory

PoE Board Installed Thae field displays whather the Powaer over Etharnat {PoE) Board is installed. Possible status values are
True or False.

iSTAR Controller User Defined Fields Tab

The User Defined Fields tab, shown in Figure 1 on Page 152, displays user-defined fields in the system for hardware.
User-defined fields are configured in the Configuration pane. If there are no user-defined fields configured, then the
tab is empty.

See the C*CURE 9000 Soffware Configuration Guide for more information.
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Figure 1: ISTAR Usar Dafined Fields Tab
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iSTAR Controller State Images Tab

The State Images tab provides a means to change the default images that are displayed on the C+CURE 9000
Monitoring Station to indicate controller states. See State Images Tab for iSTAR Devices on Page 274 for information

on using the State Images tab for your iSTAR Controller.
iSTAR Controller State Images Tab Definitions

Table 21 on Page 152 shows the iSTAR Controller States and the default State Images.
Table 21: ISTAR Caontroller State Images Tab Definitions

lcon Description lcon Description

| Unknown - Download in Progress
U ;f

ﬂ Online [ — Caomm Fail
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ISTAR Controller State Images Tab Definitions (continued )

lcon Description lcon Description
ﬂ Disablad E Database Back Up
(= Powear Failure - Fira Alarm
: 4 Supervision State
El {Usad anly by ISTAR Edge)
” Battery Low - FAl Relay Contral
¥ y d (ISTAR Edge/Ultra)
o
Tamper e FAl Key Supervision State
d (Used only by iISTAR Edge)
9 Download Error £ Internal Battery Fault
"v/ ¥ \/e (ISTAR Edge and Ultra)

iSTAR Schlage Wireless PIMs Tab

This tab allows you to configure up to 16 Schlage Wireless Panel Interface Modules (PIMs) on an iSTAR Classic/ Pro.

An iSTAR controller can support up to 16 Schlage Wireless readers. The number of PIM boards needed to support
your readers can vary, depending upon Reader type and the physical location of the reader/lock hardware. You
could connect 16 readers to a single PIM if all readers are within the range/ distance specifications for wireless
readers. If some readers are farther away, additional PIMs may be needed to place a PIM within wireless range of
each reader. You can configure no more than 16 PIMs and 16 Readers per controller.

The AD300 series readers have an integrated PIM in the reader/lock hardware - these readers require you to
configure an iSTAR PIM board with only that reader attached to the PIM.

NOTE

m Wake on Radio
s Keypad support

m Manual Lock Override

m Push Button

PIM and Reader Addresses

Support for the following Schlage features requires C*CURE 9000 2,10 R2 Patch 1 or later, and iSTAR
firmware 5.2.1 or later.

Each PIM has an address between 0 (zero) and 15. On an iSTAR, boards are numbered starting at 1, not 0. As a

result, a PIM with address 0 is configured on the iSTAR as PIM #1.

C-CURE 9000 Hardware Configuration Guide
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Each Reader has a reader address between 0 (zero) and 15. On an iSTAR, readers are numbered starting at 1, not (.
As a result, a reader with address 0 is configured on the iSTAR as reader #1.

Example

If you have PIMs with addresses of 4, 8, 12, and 15, you should configure these PIMs on the iSTAR as PIMS5,
PIMG, PIM13, and PIM16.

If you have readers with addresses (0 through 5, you should configure these readers on the iSTAR as iSTAR PIM
485 Readerl I]'lruugh iSTAR PIM 4585 Readerf.

Once you have assigned a reader address to one PIM, that reader address will be unavailable on all other
PIM boards on the iSTAR.

Example

You configure Reader address #1 on PIM Board #1. On every other PIM Board you configure on this iSTAR,
Reader address #1 is unavailable (grayed out).

The address ranges for readers connected to PIMs cannot overlap. If you set up your PIM hardware so that a specific
PIM controls reader addresses () through 5, you cannot assign a different PIM to control any of the addresses in
between.

Example

You have two PIMs. You set one to confrol Reader addresses 0 through 5 (readers 1 through & on the iSTAR).
You other PIM must be setup to control readers outside this range, such as Reader addresses 8 through 11
(Readers 9 through 12 on the iSTAR).

If you add another PIM, that PIM cannot be assigned to control any of the already assigned addresses, even if
the address are not in use at this time by one of the two existing PIMs. The new PIM could only be assigned
Reader addresses 6 and 7 (Readers 7 and 8) and/or Reader addresses 12 through 15 (Readers 13 through 16)

Figure 49 on Page 155 shows the iSTAR Schlage Wireless PIM tab.
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Figure 49: iSTAR Schlage Wireless PIMs Tab
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iISTAR Schlage Wireless PIMs Tab Definitions

The fields and buttons on the iSTAR Schlage Wireless PIMs tab are described in Table 22 on Page 155.
Tabla 22: ISTAR Schlage Wirelass PIM Tab

Field/Button | Description
Craate Al Click to create all 16 PIMs. When you click Create All PIMs the Configured column check boxes are selected, and you can click
FiMs [z] in the Edit column to open the iISTAR PIM-485 Board Editor to configure a Plls.
Dedete All When you click Dalete All PIMs, the check boxes in the Configured column are cleared for all 16 PIMs, and all 16 PIM boards
PlMs are immadiately deleted {any settings you have configured are koet).
Edit colurmn Click [Z] in the Edit column to open the iISTAR PIM-485 Board Editor to configure a PIM. See iISTAR PIM-485 Board Editor on
Page 226.
PIM Indeax This colurmn displays the number of each PIM Board.
column
Configured Clickljin this columnn to create a PIM Board (make it available to be edited).
column
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e
Field/Button | Description

Narme colurmn Displays the name for this PIM Board The name iz system-genarated by default, but you can adit this name by clicking in this fiekd.

Sawve and Click to save your configuration changes and close the iSTAR Controller aditor.
Closa

iSTAR Controller Boards Tab (iISTAR Classic/Pro)
The Boards tab is available for iSTAR Classic and iSTAR Pro Controllers only.

The Boards tab in the iSTAR Controller Editor lets you configure the following inputs, outputs, and ACM boards.
m Main Board Inputs on the GCM.
* Tamper - this input activates when the controller cabinet is opened.

* Power Failure - this input monitors for AC power failure of the apS or UPS supplying power to the controller.
When this alarm input activates, it specifies that the GCM has lost its primary power source, and is operating
on batteries.

* External Battery Low (iSTAR Ultra/Classic/ Pro) - this input activates when the external emergency battery
{from the apS or UPS) is running low on power.

* Internal Battery Fault (iSTAR Ultra only) - this is a logical input that reports the state of the onboard battery.
* General (iSTAR Ultra only) - this input is a general purpose Supervised Input on the GCM.

m Main Board Output on the GCM (iSTAR Classic only).

m ACM 1 and ACM 2 Boards for the Controller (iSTAR Classic/Pro only).

Add-on Access Control Modules (ACM Boards) provide access control functionality by supporting readers,
outputs and inputs.

m ACM 1 and ACM 2 Boards on SPl port 1 (iSTAR Ultra only) - used to configure Inputs, Outputs, and Readers on
an iSTAR ACM Board attached to 5P port 1 on an iSTAR Ultra Controller.

m ACM 1 and ACM 2 Boards on SPl port 2 (iSTAR Ultra only) - used to configure Inputs, Outputs, and Readers on
an iSTAR ACM Board attached to 5PI port 2 on an iSTAR Ultra Controller.

The iSTAR Controller Boards tab is shown in Figure 50 on Page 157.
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Figure 50: iSTAR Controller Editor Boards Tab

I Martenarce Mode
Tira Zorm: G T-08 001 Enstern Time JUS | Canada)
Gerers Beirth | Sehiage ‘Wreiens FiMs | Tagzes | G | Statis | User Defroed Fosich | State mages |
M Board Inguts
¥ Cresie Ml inputs  Desete 8l lnputs

Hara | Torpiats
Tarrgar-Fr= 81

| Pawrer ik &1

| Extems fteny Low-bro 1

| St P 1

ACME Pr 1
AT P B

This eutput is enly available on the iISTAR Classic.

To Configure the iSTAR Controller Boards Tab

1. From the iSTAR Controller editor, click the Boards tab.

2. Create the Main Board Inputs that you need by clicking Create All Inputs or by selecting the Configured check
box for only the Inputs you wish to create.

3. To use an existing Input Template to create one or more of the Main Board Inputs, click in the Template
Column, then click [.]. A list of available iSTAR Input Templates appears. Click on the Template you wish to
use. See Using Templates for Controller Inputs, Outputs, and Readers on Page 37 for more detailed information
about using Templates to create Controller Inputs.

4. Click [J] in the Edit column to configure individual Main Board Inputs. See the definitions of the Main Board
Inputs in Table 23 on Page 158.

5. Create the Main Board Output if needed by clicking Create OQutput or by selecting the Configured check box for
the Main Board Output.

6. Click [..] in the Edit column to configure the Main Board Output. See the definition of the Main Board Output in
Table 23 on Page 158 and see iSTAR Output Editor on Page 241 for configuration instructions.

7. Create the ACM Boards that you need by clicking Create All ACMs or by selecting the Configured check box for
only the ACMs you wish to create.

8. Click [..] in the Edit column to configure an ACM. See iSTAR Classic/Pro Controller ACM Board Editor on Page
197 for configuration instructions.

C*CURE 9000 Hardware Configuration Guide Chapter 5 157

EFTA01226088



ISTAR Controller Editor Tabs

9. Click Save and Close to save the settings you have configured on the iSTAR Controller Boards tab, or click
another tab in the iSTAR Controller Editor to perform additional configuration.

iSTAR Controller Boards Tab Definitions

The iSTAR Controller Boards tab includes the fields and buttons described in Table 23 on Page 158,

Table 23: ISTAR Controller Boards Tab Definitions

Field/Button Description

Main Board Inputs

Craate All Inputs Click to create the three Main Board Inputs. When yauizlickﬂreate All Inputs the Configured
column check boxes are selected, and you can dlick [ ... | in the Edit column to open the ISTAR
Input Editor to configure an Input.

Dalate All Inputs When yvou click Delete All Inputs, the check boxes in the Configured column ara clearad for
allthree Main Board Inputs, and all three Inputs are immediately deleted (any settings you have
configured are kost).

Tampear The Tamper nput activates whean the controller cabinet is opaned or removed from its mounting
surface.

NOTE: For UL applications, this field must be enabled.

Selact the chack boxin the Configured column and click [_] located in the Edit column to
open tha ISTAR Input Editor Ganeral tab to configure the Tampar input. From the Input Editor
you can configure the Options, Triggers, Groups, Status and State Images that are assoclated
with the Tamper Input.

The Template column shows the template name chosen if you selected a Template prior to
creating the Input.

Powaer Failura The AC power failure input monitors the AC powear failure output of a battery backup unit, such
asthe Advanced Power System (apS). When this alarm input activates, it spacifies that the GCM
has lost its primary powaer source, and is operating on batteries.

MOTE: For UL applications, this field must be enabled.

Salact the check box in the Configured column and click [__] located in the Edit column to
open the ISTAR Input Editar General tab to configure the AC Power Fail Input. From the Input
Editor wou can configure the Optiong, Triggers, Groups, Status and State Images that are
associated with the AC Powaer Fail Input.

The Template column shows the template name chosen if you selacted a Template prior to
craating the Input.

External Battery Low The Extarnal Battery Low input activates when the emargency battery is running low on power.
(ISTAR Classic/Pro) MOTE: For UL applications, this field must be enabled.

NOTE: This field for ISTAR Pro and Classic is on the Boards Tab. For ISTAR eX and Edge, this
field is on the Inputs Tab.

External Battary Low Select the check box in the Configured column and dlick | - | located in the Edit column to
(ISTAR apen the ISTAR Input Editer Generaltab to configure the Options, Triggers, Groups, Status and
eX/Edge/Ultra) State Images that are assoclated with the Battery Low Input.

The Template column shows the template name chosen if you selected a Template prior to
craating the Input.
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Table 23: ISTAR Controller Boards Tab Definitions (continued )
[P,

Fie ld/Button Description

Intarnal Battery Fault Alogical input that reports the state of the onboard battery. This Inputis configured (7)) by
(ISTAR Ultra) default when the controller is created.

General A physical input that can be used to monitor a condition, particularhy useful for Ultra
(ISTAR Ultra) configurations that are GCM only.

Main Board Output (Classic and Ultra only)

Craate Click to create the Main Board Output. When vou click Create the Conflgured column chack
boxis selected, and you can click | ... |in the Edit column to open the ISTAR Output Editor to
configure the Output.

Delate When you click Delete, the check box in the Configured column is clearad for the Main Board
(ISTAR Classic/Ultra) Cwtput, and the Output is immediately deleted {any settings you have configured are lost).

1 Salect the check box in the Configured column and click [__] lecated in the Edit column to
open tha iISTAR Output Editor General tab to configure the Options, Groups, Status and State
Images that are associated with the Main Board Output.

The Template column shows the template name chosen if you selected a Template prior to

craating the Cutput.

ACMs

Craate All ACMs Click to create all the ACM Boards, When you click Craate All ACMs the Configured column

(ISTAR Classic/Pro check boxes are selected, and you can click [ ... | in the Edit column to open the iISTAR ACM

only) Board Editor to configure an ACM Board.

Delete All ACMs When you click Delete All ACMs, the check boxes in the Configured column are cleared for

(ISTAR Classic/Pro both Main Board ACM Boards, and both ACM Boards are immediately deleted (any settings you

anly) have configured are lost).

Board1 Selact the check box in the Configured colurn and click [ . | located in the Edit column to
opan tha ISTAR ACM Editar Ganeraltab to configure the Inputs, Outputs, and Readers thatare
assoclated with the first ACM board.

Board2 Select the check box in the Configured colurn and click [ ... | located in the Edit column to

opan tha ISTAR ACM Editar Ganeral tab to configure the Inputs, Outputs, and Readers that are
associated with the second ACM board.

iSTAR eX and Edge Controller Inputs Tab

The iSTAR Controller Inputs tab is available only on the iSTAR eX Controller editor and the iSTAR Edge Controller
editor.

The Inputs tab (shown in Figure 51 on Page 162) lets you define the Special Purpose and General Purpose Inputs for
the Controller.

All of the inputs support event triggers based on their active or inactive states. These triggers can activate alarms,
send emails, run a Roll Call Report, etc.
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iSTAR eX Controller Inputs

Special Purpose Inputs
s Tamper input - Activates when the controller cabinet is opened.

m Power Failure input - Monitors the AC power failure output of the PMB. When this alarm input activates, it
indicates that the PMB has had an AC Power Failure and is now supplying battery power to the controller.

Similarly, if the eX is the NP5 (No Power Supply) version, the Power Fail output of the UFS or ap5 is monitored
with the same result.

m External Battery Low input - Activates when the battery connected to the PMB emergency battery has reached a
yellow warning level. This will be followed, after some further use, with a Backup Now condition (Battery really
low) which will backup the configuration and data and then shut down the controller.

If the eX is the NPS (No Power Supply) version, the Battery Low output of the UPS or ap5 is monitored and will
signal low battery. It is recommended to shut down the unit being powered by the low battery.

NOTE Tamper, AC power fail, and Low battery inputs must be programmed for UL applications.

General Purpose Inputs
m iSTAR eX provides 16 general purpose inputs.

iSTAR Edge Controller Inputs

Special Purpose Inputs
m Tamper input - Activates when the controller cabinet is opened.

m Power Failure input - Monitors the AC power failure output of the UPS (Un-interruptible Power Supply) or ap5
and indicates an AC Power Failure resulting in the UPS or ap5 supplying battery power to the controller.

m Battery Low input - Activates when the UPS or ap5 emergency battery has reached a yellow warning level. It is

recommended to shut down the unit being powered by the low battery. Do not confuse this input with Onboard
Battery Low.

NOTE Tamper, AC power fail, and Low battery inputs must be programmed for UL applications.

s Onboard Battery Low input - This input activates when the voltage of all four onboard AA alkaline batteries in
series reaches 4.6 volts, or if a battery is missing or disconnected.

NOTE The following Fire Alarm Interface (FAI) features are only supported on these iSTAR Edge models:
s (0312-5010-02

s (0312-5010-04
m FAI Supervision State input - This input represents the F (Fire) Input State - the state of the F (Fire) input coming

into J40 of the iSTAR Edge. In other words, this is the fire alarm. The Fire Alarm Interface activates the relays on
the iSTAR Edge when the F input goes True. This input is supervised as NC (Normally Closed).

m FAI Relay Control input - The FAIl relay control is a pseudo input that indicates the state of the Relay Drive
signal that activates or latches the selected relays when the F (Fire) input is True.
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m FAI Key Supervision Stateinput - This input represents the K (Key) Input State. The K input is used to unlatch
the latched relays, which removes the relay drive signal, once it is clear that the fire emergency is over. The K
(Key) input is usually a momentary contact key switch. The K input is supervised as NO (Normally Open).

General Purpose Inputs
m iSTAR Edge provides eight general purpose inputs.

Fire Alarm Interface

FAI (Fire Alarm Interface) is a hardware feature on the iISTAR Edge that is typically used to perform the following
tasks when a fire alarm signal is present.

m Unlock all doors when fire is present.

m Remove power from various devices when fire is present.

All three of the FAl Inputs support Event triggers based on their active or inactive states. These Event triggers can be
configured to activate alarms, send emails, run a Roll Call Report, etc based on the state changes of the three FAIL
inputs.

FAI Modes

There are two basic FAIl modes that can be configured at the controller.

» FAl without Latch - This method requires the F (Fire) input (NC) of J40 plus the individual enable switches for
each relay (SW2 through SWE5).

» FAl with Latch and subsequent Unlatch - This method requires the F (Fire) input of J40 plus the individual
enable switches for each relay (SW2 through SW5), plus SWé to enable the Latch and J40 K (Key) input (NO) to
reset the Latch.

The Key input is usually a key switch that momentarily closes when the key is inserted and rotated.

The FAl mode chosen at the controller will determine how you might want to use the Triggers and Actions available
in the software to provide notification of a fire alarm and related actions. See the iSTAR Edge Installation and
Configuration Guide for detailed information about wiring the FAL inputs.
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Figure 51: iSTAR eX and iSTAR Edge Controller Editor Inputs Tab
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To Configure the iSTAR eX/Edge Controller Inputs Tab
1. From the iSTAR Ex/Edge Controller Editor, click the Inputs tab.

2. Create the Special Purpose Inputs that you need by clicking Create All Inputs or by selecting the Configured
check box for only the Inputs you wish to create.

3. Click m in the Edit column to configure individual Special Purpose Inputs. See the definitions of the Special
Purpose Inputs in Table 24 on Page 163 and see iSTAR Input Editor on Page 232 for configuration instructions.

4. Create the General Purpose Inputs that vou need by clicking Create All Inputs or by selecting the Configured
check box for only the Inputs you wish to create.

5. Click m in the Edit column to configure individual General Purpose Inputs. See the definitions of the General
Purpose Inputs in Table 24 on Page 163 and see iSTAR Input Editor on Page 232,

6. Click Save and Close to save the settings vou have configured on the iSTAR Controller Inputs tab, or click
another tab in the iSTAR Controller Editor to perform additional configuration.

iSTAR eX/Edge Controller Inputs Tab Definitions

The iSTAR eX and iSTAR Edge Inputs tabs include the fields and buttons detailed in Table 24 on Page 163.
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Field/Button

Table 24: ISTAR eX and iISTAR Edge Inputs Tab Definitions

Description

Special Purpose

Inputs

Create All Inputs

Click to create all the Spacial Eurpcxs& Inputs. When you click Create All Inputs the Configured column check boxes are
salacted, and you can click [_] in the Edit column to open the iISTAR Input Editor to configure an Input.

Delete All Inputs When you click Delete All Inputs, the check boxes in the Configured column are cleared for all Special Purpose Inputs,
and all these [nputs are immediataly dalated (any settings vou have configured are last). You will nead to confirm each
deletion.

Edit colurmnn Click [__] in the Edit column to open the iISTAR Input Editor to configure a Spacial Purpose Input. See iSTAR Input Editor an
Page 232.

Input Type This column displays the type of each Special Purpose Input.

column

Configured Click|:| in this column to create an input {make it available to be edited).

column

Namea column Digplays the name for this Input. The name is syetem-generatad by default, but you can edit this name by clicking in this field .

Template column Click in this column, then click [__] to sadect an Input template to use for creating this Input from the list of available Input
templates. You can only select a Template prior to creating the input.

Tamper The Tamper input activates when the controller cabinet is opened or removed from its mounting surface.

Selact the check box in the Configured column and click [__] in the Edit column to open the iISTAR Input Editor. From the
Input Editor you can configure the settings and link 1o evants through triggers.

Power Failure The Power Fallure input monitors the AC power faillure cutput of a battery backup unit, such as the Advanced Power
Syeterm (apS). When this alarm input activates it specifies that the GCM has lost its primary power source, and is aperating
on batteries.

Battery Low Tha Battery Low input activates when the emergency DC battery is running low on power.

F Al Suparvision (ISTAR Edge only) — This iz the F (Fire) Input State. Indicates the state of the F (Fire) input coming into M0 of the ISTAR

State Edge. Inother words, this is the fire alarm.

FAl Kay (ISTAR Edge only) — Thisis the K (Key) input state. Indicates the state of the K (Key) switch at J40 of the iISTAR Edge.

Supervision State

FAl Relay Control

(ISTAR Edge only) — This pseudo input indicates the state of the Relay Dive signal that activates or latches the salacted
relays when the F (Fire) input is true,

Onboard Battery
Low (ISTAR Edge
anly)

Tha Onboard Battery Low activates when the valtage of all four anboard AA alkaline batteries in series reaches 4.6 volts,
or if a battery is missing or disconnected.

Upon loss of external or PoE power to the Edge, data iswritten 1o onboard flash. Four onboard non-rechargeable alkaling
A batteries provide power for the backup process and maintaining the clock afterwards.

Backup is valid for the period the anboard batteries can maintain the clock. The period has been tested for =3 days, but
should reasonably last for 2 weaks,
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ISTAR eX and iSTAR Edge Inputs Tab Definitions (continuad)

Field/Button

Description

General Purpose Inputs

Create All Inputs

Clicktacreat&allth&{}&n&ral_l:‘urpo@& Inputs. When you click Create All Inputs the Configured column check boxes are
salacted, and you can click [_] in the Edit column to open the iISTAR Input Editor to configure an Input.

Delete All Inputs When you click Delete All Inputs, the check boxes in the Configured column are cleared for all General Purpose Inputs,
and all these [nputs are immediately delated (any settings yvou have configured are last).

Edit column Click [__] in the Edit column to open the iSTAR Input Editor to configure a General Purpose Input. See iSTAR Input Editor
on Page 232.

Index colurmn This column displays the number of each General Purpose Input.

Caonfigured Click[_|in this column to create an input (make it available o be edited).

column

Name column Displays the name for this Input. The name is system-genaerated by default, but you can edit this name by clicking in click in

this field.

Template column

Click in this column, then click .- | to selact an Input template to use for creating this lnput from the list of available Input
templates. You can only select a Template prior to creating the input.

Index 1- 8 (ISTAR
Edge)

Indax1-18
[ISTAR eX)

Tha Ganeral Purpose Inputs can be configured in an iSTAR Door as door switch monitor or request 1o axit inputs.

Selact the check box in the Conflgured column and click [__] in the Edit column to open the ISTAR Input Editor. From the
editor yvou can configure the settings for a Ganeral Purpose Input.

iSTAR Edgel/eX Controller Outputs Tab

The iSTAR Controller Qutputs tab is available only on the iISTAR eX Controller editor and the iSTAR Edge Controller

editor.

The Outputs tab in the iSTAR Controller Editor lets you define four Relay Outputs and four Open Collector Qutputs
(on the iSTAR eX only).

The iSTAR ex and iSTAR Edge Outputs tabs are shown in Figure 52 on Page 165.
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Figure 52: iISTAR eX and iSTAR Edge Controller Editor Outputs Tab
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To Configure the iSTAR eX/Edge Outputs Tab

1.
2.

From the iSTAR Ex/Edge Controller Editor, click the Outputs tab.

Create the Relay Outputs that you need by clicking Create All Outputs or by selecting the Configured check box
for only the Outputs you wish to create.

. Click [] in the Edit column to configure individual Relay Outputs. See the definitions of the Relay Outputs in

Table 25 on Page 166 and see iSTAR Output Editor on Page 241 for configuration instructions.

On an iSTAR eX, create the Open Collector Outputs that you need by clicking Create All Outputs or by selecting
the Configured check box for only the Outputs you wish to create.

Click [ in the Edit column to configure individual Open Collector Outputs. See the definitions of the Open
Collector Qutputs in Table 25 on Page 166 and see iSTAR Qutput Editor on Page 241 for configuration
instructions.

. Click Save and Close to save the settings you have configured on the iSTAR Controller Outputs tab, or click

another tab in the iSTAR Controller Editor to perform additional configuration.

iSTAR eX/Edge Controller Outputs Tab Definitions

The iISTAR eX and iSTAR Edge Outputs tab includes the fields and buttons detailed in Table 25 on Page 166,
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Table 25: ISTAR aXand iSTAR Edge Cutputs Tab Definitions

Box Description

Relay Outputs (iISTAR ex and iSTAR Edge)

Craate Al Click to create a_llth& Relay Cutputs. When you click Create All Outputs the Configured column check boxes are selected, and

Outputs wou can click [_] in the Edit column to open the iISTAR Cutput Editor to configure an Output.

Delete All When you click Delete All Outputs, the check boxes in the Configured column are cleared for all Relay Outputs, and all these

Inputs Outpiuts are immediately deleted (any settings you have configured are lost).

Edit colurnn Click [__] in the Edit column to open the iSTAR Output Editar to configure a Relay Output. Sea iSTAR Output Editor on Page
241,

Index colurmn This column displays the number of each Relay Output.

Caonfigured Click[_|in this column to create an Output {make it available 1o be edited).

column

Name column Displays the name for this Cutput. The name is system-genarated by default, but you can edit this name by clicking in this field.

Template Click in this column, then click [__] to select an Output template to use for creating this Output from the list of available Output

column templates. You can only select a Template prior to creating the Output.

Relay Qutputs | Select the check box in the Cenfigured column and click [__] locatad in the Edit column to open the iISTAR Output Editor. From

1-4 the editor you can configure the sattings for the Relay Output.

Open Collector Outputs (ISTAR eX Only)

Craate Al Click to create all the Opan Cglle-cmr Cutputs, When you click Create All Outputs the Configured column check baxes are
Outputs selected, and you can click [_] in the Edit column to open the ISTAR Output Editor to configure an Output.
Dedete All Whean you click Delete All Outputs, the chack boxes in the Configured column are ceared for all Open Collector Outputs, and
Outputs all thesa Outputs are immadiately delated {any settings you have configured are kost).
Edit colurmnn Click [__] in the Edit column to open the iSTAR Output Editor to configure an Open Collector Output. See iSTAR Cutput Editor
on Page 241.

Index colurmn This column displays the type of each Open Collector Output.
Configured Cl'rck|:| in thig column to create an Qutput (make it available to be edited ).
column
Name column Displays the name for this Cutput. The name is system-generated by default, but you can edit this name by clicking in this field.
Template Click in this colurmn, then click [__] to salect an Output template to use for creating this Output from the list of available Output
colurmn templates. You can anly selact a Template prior to creating the Output.
Cpen Select the check box in the Configured column and click [__] located in the Edit column to open the ISTAR Output Editor. From
Collector the editor you can configure the settings for an Open Collector Output.
Outputs5-8
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iSTAR Edge COM1/COM2/COM3 Tabs

The COM1, COM2, and COM3 tabs in the iSTAR Edge Controller Editor let you define security objects that are
connected to the COM1, COM2, and COM3 ports. RM readers, 1/8s, and R/8s can be connected to the COMx ports.

Figure 53: i3TAR Edge Controller COM Tabs
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The iSTAR Edge can support either two or four Readers, depending on the model.

These Readers can be configured on either the Readers tab or on the COM1, COM2, or COMS3 tabs in any
combination, as long as the total number of Readers does not exceed the maximum allowed.

The number of I/8 and R/8 bus modules that are supported on the COMx ports depend upon the model:
m Four I/8 s and four R/8s are supported on the two-reader model.
m Eight 1/8 s and eight R/8s are supported on the four-reader model.

To Configure the iSTAR Edge COM1, COM2, or COM3 Tab
1. From the iSTAR Edge Controller Editor, click the COMx tab.

2. In the Input Boards table, create the Input Boards that you need by clicking Create All Input Boards or by
selecting the Configured check box for only the Input Boards you wish to create.

3. Click [.] in the Edit column to configure individual Input Boards. See the definitions of the Input Boards in
Table 29 on Page 176 and see iSTAR Input Board Editor on Page 203 for configuration instructions.
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4. In the Output Boards table, create the Output Boards that you need by clicking Create All Qutputs or by
selecting the Configured check box for only the Output boards you wish to create.

5. Click [..] in the Edit column to configure individual Output Boards. See the definitions of the Output Boards in
Table 29 on Page 176 and see iSTAR Output Board Editor on Page 208 for configuration instructions.

6. In the Reader Boards table, create the Readers that you need by clicking Create All Readers or by selecting the
Configured check box for only the Reader you wish to create.

=]

Click [ =] in the Edit column to configure individual Readers. See the definitions of the Readers in Table 29 on
Page 176 and see iSTAR Reader Editor on Page 248 for configuration instructions.

8. Click Save and Close to save the settings vou have configured on the iSTAR Controller COM tabs, or click
another tab in the iSTAR Controller Editor to perform additional configuration.

iSTAR Edge COM Tabs Definitions

Table 26: ISTAR Edge COM Tabs Definitions

Box Description

Input Boards

Craate Al Click to create all the Input Boards. When you click Create All Input Boards the Configured column chack boxes ara selected,
Input and you can click [_] in the Edit column to open the iISTAR Input Board Editor to configure an Input Board.

Boards

Dealate All When yvou click Delete All Input Boards, the check boxes in the Configurad colurmn are clearad for all Input Boards, and all thase
Inputs Input Boards are immediately deleted (any settings you have configured are lost).

Boards

Edit colurmn Click [__] in the Edit column to open the ISTAR Input Board Editor to configure an Input Board. See ISTAR Input Board Editor on
Page 203.

Index This column displays the number of @ach Input Board.
column

Configured | Cilick[”]in this column to create an Input Board (make it available to be edited).

column
Nama Displays the name for this Input Board. The name is system-generated by default, but you can adit this name by clicking in this fiald.
column
Inpit Select the check box in the Configured column and click [__] in the Edit column to open the ISTAR Input Board Editor. From the
Boards 1 - editor you can configure the settings for the Input Board.
8
Qutput Boards
Crreate Al Click to create all the Output Boards, When you click Creata All Output Boards the Configured column check boxes are salacted,
Cutput and you can click [_] in the Edit column to open the iISTAR Output Board Editor to configure an Output Baard.
Boards
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Table 26: ISTAR Edge COM Tabs Definitions (cantinued)

Box Description
Delate All When you click Delete All Output Boards, the check boxes in the Configured column are cleared for all Cutput Boards, and all
Cutput these Output Boards are immaediately deleted (any settings you have configured are kost).
Boards
Cutput Selact the chack box in the Conflgured column and click [__] in the Edit column to open the ISTAR Output Board Editar. From the
Boards 1 - editor you can configure the settings for the Output Board.
8
Readers
Craate Al Click to create all the Readers. When you click Create All Readers the Configured column check boxes are selectad, and you
Readars can click [_] in the Edit column to open the iISTAR Reader Editor to configure a Readear.
Delate All When yvou click Delete All Readers, the chack boxes in the Configured column are cleared for all Readers, and allthese Readars
Readers are immaediately deleted {any settings you have configured are kost).
Readaers1- | Selectthe check boxin the Configured column and click [ ... | in the Edit column to open the ISTAR Reader Editor. From the
4 aditor you can configure the settings for the Readar.
¥ou can create up to four Readers in this table for an iSTAR Edge, but if yvour iSTAR Edge isnot a 4-reader model, Readers 3- 4
willl nat function.
The Template column shows the template name if you selected a Template prior to creating the Reader.

iSTAR Edge Controller Wiegand Tab

The iSTAR Edge Controller Editor Wiegand tab, shown in Figure 54 on Page 170, allows you to configure direct
connect Reader devices. Readers that are not connected directly are configured on the COM1, COM2, or COM3 tabs.
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Figure 54: iSTAR Edge Controdier Editor Wiegand and COM1 Tabs
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The Readers can be configured on either the Wiegand tab or on the COM1, COM2, or COMS3 tab in any
combination, as long as the total number of Readers does not exceed the maximum allowed.

The iISTAR Edge supports a maximum of either two readers or four readers depending on the model.

You can configure up to two Readers on the Wiegand tab, and the remaining Readers, in any combination, on the
COM1, COM2, and COM3 tabs. See the i5TAR Edge Installation and Configuration Guide for more information about
the two models.

Example:

If you configure two Readers on the iSTAR Edge Wiegand tab, the iSTAR Edge Controller Editor makes the
Reader 1 - 2 objects on the COM1 and COM?2 tabs unavailable (shaded gray) leaving Reader 3 - 4 objects
available.

To Configure the iSTAR Edge Wiegand Tab
1. From the iSTAR Edge Controller Editor, click the Wiegand tab.

2. Create the Readers that you need by clicking Create All Readers or by selecting the Configured check box for
only the Readers you wish to create.

3. Click [.] in the Edit column to configure individual Readers. See the definitions of the Readers in Table 27 on
Page 171 and see iSTAR Reader Editor on Page 248 for configuration instructions.

4. Click Save and Close to save the settings you have configured on the iSTAR Controller Wiegand tab, or click
another tab in the iSTAR Controller Editor to perform additional configuration.
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iSTAR Edge Controller Wiegand Tab Definitions

The iSTAR Edge Wiegand tab includes the fields and buttons detailed in Table 27 on Page 171.

Tabla 27: ISTAR Edge Wiegand Tab Definitions

Box Description

Create Al Click to create all the Readers. When you click Create All Readers, the Configured column check boxes are selected, and you
Readers can click [z] in the Edit column to open the ISTAR Reader Editer to configure a Reader.

Delate All When vou click Dalete All Readers, the chack boxes in the Configured column are cleared for all Readers, and allthese Readars
Readers are immadiately deleted [any settings you have configured are kost).

Edit Click [z] in the Edit column to open the ISTAR Reader Editor to configure a Reader. See iISTAR Reader Editor on Page 248,
column

Index This column displays the number for @ach reader. This number is the physical port number for a Direct Connect Wiegand reader.
column

SJS;?HUM Ciick [ in this column to create a reader (make it available to be edited).

Nama Displays the name for this Reader. Tha name is system-genarated by default, but you can edit this name by clicking in this field.
column

Template Click in this column prior to creating the Reader, then click [z] to select a Reader terplate from the list of available Reader
column templates.

The Template column shows the termplate name chosen if you selected a Template prior to creating the Reader.

Readers 1 Salact the check boxin the Configured column for a Readar and click [z] located in the Edit column to open the ISTAR Readar
-2 Editor Ganaraltab to configure the Options, Triggers, Groups, Status and State Images that are associated with a Reader. See
ISTAR Reader Editor an Page 248 for detailed instructions for configuring iSTAR Readers.

If the row in this table for a particular reader is unavailable for selection (shaded gray) itindicates that this reader number is
configurad on one of the COM tabs in the iISTAR Controller Editor.

The Mame column displays a name comprised of the Reader Type and the iISTAR Controdler name. You can click in this column to
adit the Readar nama.

iSTAR eX Controller Wiegand Tab

The iSTAR eX Wiegand tab, shown in Figure 55 on Page 172, allows you to configure direct connect Reader devices.
Readers that are not connected directly are configured on the COM1 or COM2 tabs.

The iSTAR eX can support up to a total of eight Readers if an iSTAR eX Security Key is installed, or four Readers
without the Security Key.

These Readers can be configured on either the Readers tab or on the COM1 or COM2 tabs in any combination, as
long as the total number of Readers does not exceed the maximum allowed.

For iSTAR eX, you can configure up to four of these Readers on the iSTAR eX Wiegand tab, and the remaining
Readers, in any combination, on the COM1 and COM?2 tabs. See the iSTAR eX Installation and Configuration Guide for
more information about the iSTAR eX Security Key.
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Example:

If you configure Readers 1 and 2 on the iSTAR eX Wiegand tab, the iSTAR eX Controller Editor makes the Reader
1 and 2 objects on the COM1 and COM?2 tabs unavailable (shaded gray). Conversely, when you add Readers 3
and 4 to one of the COMx tabs, the corresponding readers on the Wiegand tab are unavailable.

Figure 55: ISTAR eX Wiegand and COMx Tabs
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To Configure the iSTAR eX Wiegand Tab
1. From the iSTAR eX Controller Editor, click the Wiegand tab.

2. Create the Readers that you need by clicking Create All Readers or by selecting the Configured check box for
only the Readers you wish to create.

3. Click [..] in the Edit column to configure individual Readers. See the definitions of the Readers in Table 28 on
Page 173 and see iSTAR Reader Editor on Page 248 for configuration instructions.

4. Click Save and Close to save the settings you have configured on the iSTAR Controller Wiegand tab, or click
another tab in the iSTAR Controller Editor to perform additional configuration.

iSTAR eX Controller Wiegand Tab Definitions

The iSTAR eX Wiegand tab includes the fields and buttons detailed in Table 28 on Page 173.
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Table 28: ISTAR ax Wiegand Tab Definitions

Box Description

Create All Readers Click to create all the Readers. When you click Create All Readers, the Configured column check boxes are
selected, and you can click [_] in the Edit column to open the iISTAR Reader Editor to configure a Reader.

Delete All Readars When you click Delete All Readers, the check boxes in the Configured column are cleared for all Readers, and all
these Readers are immediately deleted (any settings you have configured are lost).

Edit colurmnn Click [ ... | in the Edit column to open the iSTAR Reader Editor to configure a Reader. See iISTAR Reader Editor on
Page 248.

Index column This column displays the number for each reader. This number is the physical port number for a Direct Connect
Wiegand readar.

Configured column Click|:| in this column to create a reader (make it available to be aditad).

Namea column Di=plays the name for this Reader. Tha name is system-genarated by default, but you can edit this name by clicking in
this fiedd.

Template column Click in this column prior to creating the Reader, then click | - | to select a Reader template from the list of available

Reader templates.

The Template column shows the template name chosen if you selected a Template prior to creating the Reader.

Readers1-8 Salect the check box in the Configured column for a Reader and click | ... | located in the Edit column to open the
Readers 5 - 8 are only ISTAR Reader Editor Generaltab to configure the Options, Triggers, Groups, Status and State Images that are
available if the B reader associated with a Reader. Sea iSTAR Reader Editor on Page 248 for detailad instructions for configuring iSTAR
LUSB key is prasent in Readars.

the GCM. If the row in this table for a particular reader is unavailable for selection {shaded gray) it indicates that this reader
number is configured on one of the COM tabs in the iISTAR Controller Editar. In Figure 55 on Page 172, for axampla,
Reader #4 is configured on another tab.

The Nama column displays a name comprised of the Reader Type and the iISTAR Controller name. You can click in
this colurmn to edit the Reader name.

iISTAR eX COM1/COM2 Tabs

The COM1 and COM2 tabs in the iSTAR eX Controller Editor, let you define security objects that are connected to the
COM1 and COM2 ports.

The iSTAR eX Contoller COM1 and COM2 tabs have a Protocol drop-down list that lets you choose the type of serial
communications board is connected to the controller:

m COMT or COM2 5chlage Wireless PIM on Page 173
m COM1 or COM2Z EM Communications on Page 174

The options available on the COM1 or COM2 tab depend upon which Serial Communications option you select.

COM1 or COM2 Schlage Wireless PIM

If yvou select Schlage Wireless from the Protocol drop-down list, the COM1 or COM2 tab displays 16 possible
PIM Boards that you can configure.
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See Figure 56 on Page 174, which shows the COM1 and COM?2 tabs for an iSTAR eX.

Figure 56: iSTAR ax Controller COM Tab with Schlage PIM Boards
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To Configure the iISTAR eX COM1 or COM2 Tab for Schlage Wireless PIMs
1. From the iSTAR Ex Controller Editor, click one of the COM tabs.
2. Select Schlage Wireless from the Protocol drop-down list.

3. In the Schlage Wireles PIMs table that appears, create the PIMs that you need by clicking Create All PIMs or by
selecting the Configured check box for only the PIMs you wish to create.

4. Click [Z] in the Edit column to configure individual PIMs. See:

m ISTAR Schlage Wireless PIMs Tab Definitions on Page 155 for definitions for the PIM board fields and
buttons.

m ISTAR PIM-485 Reader 1/0 Tab on Page 261 for configuration instructions.

w

Click Save and Close to save the settings you have configured on the iSTAR Controller COM tabs.

COM1 or COM2 RM Communications

If you select the RM option from the Protocol drop-down list, the COM1 or COM2 tab displays 4 Input Boards, 4
Output Boards, and up to 8 RM Readers that you can configure.

Figure 57 on Page 175 shows the COM1 and COM2 tabs for an iSTAR eX.
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Figure 5T: iSTAR aX Controller COM Tabs
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The iSTAR eX can support up to four Readers, and an additional four Readers if equipped with an iSTAR eX
Security Key.

These Readers can be configured on either the Readers tab or on the COM1 or COM?2 tabs, in any combination, as
long as the total number of Readers does not exceed the maximum allowed.

Example:

If you configure two Readers on the iSTAR eX Controller Readers tab and two Readers on the COM1 tab, the
Editor makes the remaining Reader connections on the Reader, COM1, and COM2 tabs unavailable. Sections of
the COM tab are shaded gray (unavailable) to signify that these devices are configured on another tab.

If you select the RM option from the Protocol drop-down list, COM1 and COM2 are configured to support RM bus
readers. The iSTAR eX can support up to four RM reader devices (or eight Readers if the iSTAR eX Security Key is
installed). A total of eight /8 and eight R/8 devices can also be configured on the iSTAR eX on COM1 and/or
COM2,

However you configure iSTAR eX Readers, they must match the setting of the 51 switch on the PMB.

NOTE The 51 switches define which COM port the RM ports are connected to in the hardware. See the
iSTAR eX Installation and Configuration Guide.
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To Configure the iSTAR eX COM1 or COM2 Tab
1. From the iSTAR Ex Controller Editor, click one of the COM tabs.
2. Select RM from the Protocol drop-down list.

3. In the Input Boards table, create the Input Boards that you need by clicking Create All Input Boards or by
selecting the Configured check box for only the Input Boards you wish to create.

4. Click [.J] in the Edit column to configure individual Input Boards. See the definitions of the Input Boards in
Table 29 on Page 176 and see iSTAR Input Board Editor on Page 203 for configuration instructions.

5. In the Output Boards table, create the Output Boards that you need by clicking Create All OQutputs or by
selecting the Configured check box for only the Output boards you wish to create.

6. Click [.] in the Edit column to configure individual Output Boards. See the definitions of the Output Boards in
Table 29 on Page 176 and see iSTAR Output Board Editor on Page 208 for configuration instructions.

In the Readers Boards table, create the Readers that you need by clicking Create All Readers or by selecting the
Configured check box for only the Reader you wish to create.

=]

8. Click [..] in the Edit column to configure individual Readers. See the definitions of the Readers in Table 29 on
Page 176 and see iSTAR Reader Editor on Page 248 for configuration instructions.

9. Click Save and Close to save the settings you have configured on the iSTAR Controller COM tabs, or click
another tab in the iSTAR Controller Editor to perform additional configuration.

iSTAR eX COM Tabs Definitions

Table 29 on Page 176 contains definitions for the fields and buttons on the iISTAR eX COM tabs.
Table 29: ISTAR aX COM Tabs Dafinitions

Box Description

Input Boards

Crraate Al Click to create all the Input Boards, When you click Create All lnput Beards the Configured column check boxes ara salacted,
Input and you can click [z]in the Edit columin to open the ISTAR Input Board Editer to configure an lnput Board.

Boards

Delete All When you click Delete All Input Boards, the check boxes in the Configured column are cleared for all Input Boards, and all these
Inputs Input Boards are immediately daleted (any settings you have configured are lost).

Boards

Edit colurmn Click [Z] in the Edit column to open the iISTAR Input Board Editor to configure an Input Board. See iSTAR Input Board Editor an
Page 203.

Index This column displays the number of each Input Board.
column

Configured Click[:linthismlumn to create an Input Board | make it available to be edited).
column
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Table 29: ISTAR aX COM Tabs Definitions (continued)

Box Description

Namea Di=plays the name for this Input Board. The name is system-generated by default, but vou can adit this name by clicking in this field.
column

Input Select the check box in the Configured column and click [_] in the Edit column to open the ISTAR Input Board Editor. From the
Boards1-8 | aditor you can configure the settings for the Input Board.

Output Boards

Craate Al Click to create all the Output Boards. When you click Create All Output Boards the Configured column check boxes are selected,
Cutput and you can click [_] in the Edit column to open the iSTAR Output Board Editor to configure an Cutput Board.

Boards

Delate All When you click Delete All Output Boards, the check boxes in the Configured column are cleared for all Output Boards, and all
Cutput thase Output Boards are immediately deleted {any settings you have configured are kost).

Boards

Output Select the check box in the Configured column and click [_] in the Edit column to open the ISTAR Output Board Editor. From the
Boards1-8 | aditor you can configure the settings for the Output Board.

Readers

Craate Al Click to create all the Readers. When you click Create All Readers the Configured column check boxes are selectad, and you
Readers can click | ... | in the Edit column to open the iISTAR Reader Editor to configure a Reader.

Delete All When you click Delete All Readers, the check boxes in the Configured column are cleared for all Readers, and allthese
Readars Readars are immediately deletad (any settings you have configurad are lost).

Readaers1- | Salectthe check boxin the Configured colurmn and click | .. | in the Edit column to open the iISTAR Reader Editor. From the

] aditor you can configure the settings for the Readear.

You can create up to eight Readers in this table for an ISTAR eX, but if vour iISTAR aX does not have an iISTAR aX Security key,
Readers 5-8 will not function.

The Template column shows the template name if you selected a Template prior to creating the Reader.
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iSTAR Ultra Controller Editor Inputs Tab
The Inputs tab (shown in Figure 2 on Page 178) lets you define the Main Board (GCM) inputs for the Controller.

All of the inputs support event triggers based on their active or inactive states. These triggers can activate alarms,
send emails, run a Roll Call Report, etc.

The Input tab fields and buttons are described in Table 2 on Page 178,

Figure 2: Inputs Tab
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Table 2: Ulira Inputs Tab Definitons
Field/Button | Description
Main Board Inputs
Create Al Click to create all the Main Board Inputs. When you click Create All Inputs the Configured column check boxes are selected,
Inputs and you can click [zl in the Edit column to open the ISTAR Input Editor to configure an Input.
Dedete All When vou click Dalete All lnputs, the check boxes in the Cenfigured column are cleared for all Main Beard Inputs, and all
Inputs thesa Inputs are immaediately deleted (any sattings you have configured are kst). You will need to confirm each deletion.
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Ultra Inputs Tab Definitiens (continuad)

Field/Button | Description

Edit colurnn Click [__] in tha Edit column to open the iISTAR Input Editor to configura a Main Board Input. See iSTAR Input Editer on Page
232,

Input Type This colurmn displays the type of each Main Board Input.

column

Configured Click|:| in this column to create an input {make it avallable to be edited).

column

Name column Displays the name for this Input. The name is systern-generated by default, but you can edit this name by clicking in this field.

Template Click in this column, then click [__] to zalact an Input template to use for creating this Input from the list of available Input

colurmn templates. You can only selact a Tamplate prior to creating tha input.

Input Type

Tamper Activates when the controller cabinet is opened or remaved from its mounting surface.
Selact the check box in the Configured column and click [__] in the Edit column to open the iISTAR Input Editor. From the Input
Editor vou can configure the settings and link to evants through triggers.

Powear Failure Maonitors the AC power failure cutput of a battery backup unit. When this alarm input activates, it specifies that the GCM has lost
its primary power source, and is operating on batterias.

Extarnal Activates when the emergency DC battery is running low on powar.

Battery Low

Port Power Activates if there is a problem with the power on the port.

RS 485 Part

102

CPMI Alarm Activates if the CPNI {Centre for the Protection of National Infrastructura) switch $1-2 is changed.

NOTE

Tamper, AC power fail, and Low battery inputs must be programmed for UL applications.

iSTAR Ultra Controller Boards Tab

Use the iSTAR Controller Editor Boards tab, shown in Figure 3 on Page 180, to select the ACM type and to open the
iSTAR ACM Board editor to configure readers, outputs and inputs.

NOTE

C-CURE 9000 Hardware Configuration Guide

You must select the correct ACM type used by the controller:

m iSTAR Ulira - select iSTAR Ulira ACM.
m iSTAR Ultra SE - select iSTAR Ulira SE ACM.
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To Configure the iSTAR Controller Boards Tab

1.
2

180

Figure 3: iSTAR Controller Boards Tab
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From the iSTAR Controller editor, click the Boards tab.

Select the iSTAR ACM type from the ACM Type drop-down menu.
* iSTAR Ultra - select iSTAR Ullra ACM.
* iSTAR Ultra SE - select iSTAR Ultra SE ACM.

for only the ACMs you wish to create.

. Create the ACM Boards that you need by clicking Create All ACMs, or by selecting the Configured check box

Click [ 2] in the Edit column to configure an ACM. See iSTAR Ultra Controller ACM Board Editor on Page 184

Click Save and Close.

Chapter 5
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Table 3: ISTAR Controller Boards Tab Definitions

Field/Button Description

ACM Type Select the ISTAR ACM type from the ACM Type drop-down menu.
+ ISTAR Ultra - select ISTAR Ultra ACM.
* ISTAR Ulra SE - select ISTAR Ultra SE ACM

Create ACM When you click Create ACM the Configured column check boxes are selected, and you can
click E in tha Edit column to open the ISTAR Litra ACM Editor to configure the ACK.

Dedate ACM When you click Delete ACM, the chack boxes in the Configured column are clearad for all
ACMs, and are deleted (all configuration settings are kost).

Index Select the check box in the Configured column and click [z] located in the Edit column to
open the ISTAR Ulira ACM Editor to configure the Inputs, Outputs, and Readers that are
associated with the ACM board.

iSTAR Ultra Controller IP-ACMs Tab
The IP-ACMs tab is used to configure the IP-ACM Offline Mode, readers, inputs, outputs, and triggers.

See Chapter 6, Configuring the IP-ACM for information about configuring the IP-ACM.

iSTAR Ultra COM1/COM2 Tabs

The COM1 and COM?2 tabs in the iSTAR Ultra Controller Editor let you define security objects that are connected to
the COM1 and COM?2 ports. Aperio Hubs and Schlage PIMs can be configured for the COM1 and COM2 ports.

Figure 58: ISTAR Ultra Controller COM Tabs
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The iSTAR Ultra can support up to 32 Readers. There can be up to 16 ACM Readers and up to 32 Aperio Readers or
Schlage Readers, but the total number of readers cannot exceed 32. If you try to configure any additional readers, an
error message appears. The iSTAR Ultra supports either Aperio or Schlage Wireless Readers. There cannot be a
mixture of the two readers on one iISTAR Ultra.

The ACM Readers can be configured as Wiegand direct connect or RM bus as long as the total number of Readers
does not exceed eight per ACM or sixteen per iSTAR Ultra.

The Aperio Readers can be configured on any of the possible 30 Hubs, in any combination, as long as the total
number of Readers does not exceed 32.

There can be up to 15 Aperio Hubs per COMx port, allowing for a total of 30 Hubs per iSTAR Ultra. Each Hub can
support up to 8, or 1, Assa Abloy Readers with a maximum of 16 readers per COMx port. This provides for a
maximum of 32 readers per iSTAR Ultra.

NOTE If using a 1 Reader Hub, the maximum is 30 Aperio Readers (i.e., 1 Reader per Hub).

To Configure the iSTAR Ultra COM1 or COM2 Tab for Aperio

1. From the iSTAR Ultra Controller Editor, click the COMXx tab.

2. Select Aperio in the Protocol field. This will also select Aperio in the other COMx tab.

3. In the Aperio Hubs table, create the Aperio Hubs that you need by by selecting the Configured check box for

only the Hubs you wish to create.

4. Click [.] in the Edit column to configure individual Hubs. See the definitions of the Hubs in iSTAR Ultra COM
Tabs Definitions on Page 183 and see iSTAR Aperio RS485 Hub Board Editor (iSTAR Ultra only) on Page 220 for
configuration instructions.

5. Click Save and Close to save the settings you have configured on the iSTAR Controller COM tabs, or click
another tab in the iSTAR Controller Editor to perform additional configurations.

To Configure the iSTAR Ultra COM1 or COM2 Tab for Schlage
1. From the iSTAR Ultra Controller Editor, click the COMx tab.
2. Select Schlage in the Protocol field. This will also select Schlage in the other COMx tab.

3. In the Schlage Wireless PIMs table, create the Schlage PIMs that you need by by selecting the Configured check
box for only the PIMs you wish to create.

4. Click [.J] in the Edit column to configure individual PIMS.

5. Click Save and Close to save the settings you have configured on the iSTAR Controller COM tabs, or click
another tab in the iSTAR Controller Editor to perform additional configurations.
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iSTAR Ultra COM Tabs Definitions

Table 30: ISTAR Ultra COM Tabs Definitions

Box Description

Aperio Hubs

Craate Al Click to create all the Aperio Hubs. When you click Create All Hubs the Configured column check boxes are salected, and you
Hubs can click[;] in the Edit column to open the iSTAR Aperio RS-485 Hub Board Editor to configure an Aperio Hub.

Delate All When you click Dalete All Hubs, the check boxes in the Configured column are cleared for all Hubs, and all these Hubs are delated
Hubs after you confirm each deletion {any settings you have configured are lost).

Protocol Select Aperio.

Edit Click[;] in tha Edit column to open the iISTAR Aperic RS-485 Hub Board Editor to configure an Aperio Hub. Sea iSTAR Aperio
column RS5-485 Hub Board Editor (iSTAR Ultra anly) an Page 220.

Index This column displays the number of each Hub (from 1 to 15).

column

Configured Click|:|in this colurmn to create an Aperia Hub (make it available to be edited).
column

Narme Displays the name for this Apario Hub. The name is system-generated by default, but you can adit this name by clicking in this fleld.
column

Hubs1-15 | Saelact the check boxin the Configured column and click[i] in the Edit column to open the iISTAR Aperio R5-485 Hub Board
editor. From the editor you can configure the settings for the Hub.

Schlage PIMs

Craate Al Click to create allthe Schlage PIMs. When you click Create All PIMs the Conflgured column check boxes are selectad, and you
PlMs can click [__] in tha Edit column to open the iISTAR Schlage RS-485 PIM Board Editor to configure a Schlage PIM.

Dalate All When you click Delete All PIMs, the check boxes in the Configured column are cleared for all PiMs, and all these PIMs ara
FiMs deleted after you confirm each deletion {any settings you have configured are lost).

Edit Click [__] in tha Edit column to open the iISTAR Schlage RS-485 PIM Board Editor to configura a Schlaga PIM.

column

Index This column displays the number of each PIM (from 1 1o 18).

column

Configured Click|:|in this colurmn to create a Schlage PIM (make it available to be edited).
column

Marme Displays the name for this Schlage PIM. The name is system-generated by default, but you can edit this name by clicking in this field.
column

PlMs1-18 Selact the check box in the Configured column and click in the Edit column to open the iISTAR Schlage RS-485 PIM Board aditor.
From the editor you can cenfigure the settings for the PIM.
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iSTAR Ultra Controller ACM Board Editor

Add-on Access Control Modules (ACM Boards) provide access control functionality by supporting readers, outputs
and inputs.

The iISTAR Ultra ACM Board dialog box is accessed from the iSTAR Controller editor Boards tab.

iISTAR Ultra ACM Board Editor

The iSTAR Ultra ACM Board editor allows you to define and configure inputs, outputs and readers for an ACM
Board. The ACM Wiegand tab allows you to configure Wiegand readers, while the ACM RS-485 tab lets you
configure RS-485-connected devices.

The iISTAR Ultra ACM Board editor has six tabs:
m iS5TAR ACM Board General Tab on Page 197
m iS5TAR ACM Board Inputs Tab on Page 198
m iS5TAR ACM Board Outputs Tab on Page 199
m i5TAR Ultra ACM Board Wiegand Tab on Page 184
m iS5TAR Ultra ACM Board RS485 Tab on Page 186
m iS5TAR Ultra ACM Board Status Tab on Page 195

For more information see the iSTAR Wt Installation and Configuration Guide.

iSTAR Ultra ACM Board Wiegand Tab

The iSTAR Ultra ACM Board Wiegand tab, shown in Figure 59 on Page 185, provides configuration for Wiegand
readers connected to the iISTAR Ultra ACM Board.
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Figure 59: iSTAR Ulira ACM Board Wiegand Tab
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iISTAR Ultra ACM Board Wiegand Tab Definitions

Table 31 on Page 185 provides definitions of the fields and buttons on the iSTAR Ultra ACM Board Wiegand Tab.

Table 31: ISTAR Ultra ACM Board Wiegand Tab. Definitions

Box Description
Craate Al Click to craate a Ilthe Readers. When you click Create All Readers, the Gonfigured column check boxes are selected, and you
Readers can click [_] in the Edit column to open the iISTAR Reader Editor to configure a direct connect Wiegand Reader.
Delete All When you click Delete All Readers, the check boxes in the Configured column are cleared for all Readers, and all these Readers
Readars are immadiately deleted (any settings vou have configured are loet).
Edit Click [__] in tha Edit column to open the iISTAR Readar Editor to configure a Reader. Sea iSTAR Reader Editor on Page 248.
column
Indax This column displays the number for each reader. This number is the physical port number for a Direct Connect Wiegand reader.
column
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Table 31: ISTAR Ultra ACM Board Wiegand Tab. Definitiens (continued)

Box Description

Configured | Ciick[_]in this eolumn to create a reader (make it available to be adited).
column

Marme Displays the name for this Reader. The name is system-generated by default, but you can edit this name by clicking in this field.
column

Template Click in this column prior to creating the Reader, then click [__] to select a Reader tarmplate from the listof available Readar
column templates,

Tha Template column shows the template name chosen if you selected a Template prior to craating the Reader.

Readers 1 Selact the check box in the Configured column for a Reader and click [__] located in the Edit column to open the iISTAR Reader
-8 Editor Ganeraltab to configure the Keypad, Triggers, Groups, Status and State Images that are associated with a Reader. See
iISTAR Reader Editor on Page 248 for detailed instructions for configuring iISTAR Readers.

Tha Name column displays a name comprised of the Reader Type and the iSTAR Controller name. You can click in this column to
adit the Reader name.

iSTAR Ultra ACM Board RS-485 Tab

The iSTAR Ultra ACM Board R5-485 tab, shown in Figure 60 on Page 187, provides configuration for RS-485 devices
connected to the iISTAR Ultra ACM Board.

186 Chapter 5 C-CURE 9000 Hardware Configuration Guide

EFTA01226117



ISTAR Ultra Controller ACM Board Editor

Figure 80: iSTAR Ultra ACM Board R5-485 Tab
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iSTAR Ultra ACM Board R5-485 Tab Definitions

Table 32 on Page 187 provides definitions of the fields and buttons on the iSTAR Ultra ACM Board R5485 Tab.

Table 32: ISTAR Ulira ACM Board R5-485 Tab Definitions

Field/Button | Description
RS5-485 Ports
Craate Al Click to create the RS-485 Ports. When you click Create All Ports the Canfigured column check boxes are selected, and you
Ports can click |Z] in the Edit column to open the iSTAR Device Port Editor to configure an RS-485 Port.
Delete All When you click Delete All Ports, the check boxes in the Configured column are cleared for all Ports, and allPorts are
Ports immadiataly dalated (any sattings you have configurad are lost).
Edit colurmn Click |Z] in tha Edit column to open the iISTAR Device Port Editor to configure Device Ports for the iISTAR Ultra. Sea iISTAR
Reader Editor on Page 248.
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Table 32: iISTAR Ultra ACM Board R5-485 Tab Definitions (continuad)

Field/Button | Description

Index column This colurmn displays the number for @ach Device Part.
Configured Glick|:| in this column to create a Device Port (make it available to be adited).
column

Namea column Displays the name for this Device Port. The name is system-generated by default, but ywou can adit this name by clicking in click in
this fiedd.

Device Ports 1 | Salect the check box in the Configured column for a Device Port and click | -- | located in the Edit column to open the ISTAR
-8 Device Port Editor General tab to configure the Readers and ACM extensions that are assoclated with the Device Port. Sese
iISTAR Reader Editor on Page 248 for detailad instructions for configuring iISTAR Davice Parts.

The Name column displays a name comprised of the Device Port and the ISTAR Controller name. You can click in this column to
adit the Device Part name.

iISTAR Ultra ACM RS-485 Device Port Editor

The iSTAR Ultra ACM RS-485 Device Port Editor lets you create and configure RM Readers, BLE readers, and direct-
connect Wiegand Readers.
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Figure 61: iSTAR Ultra ACM R5-485 Device Port Editor

iISTAR Ultra ACM RS-485 Device Port Tabs

m iSTAR Ultra ACM/IP-ACM R5-485 Device Port General Tab on Page 189
m iSTAR Ultra R5-485 Device Port Readers Tab on Page 190
m iSTAR Ultra RS485 Device Port ACM EXT Tab on Page 192

iSTAR Ultra ACM/IP-ACM R5-485 Device Port General Tab

The iSTAR Ultra RS485 Device Port General tab displays three Read-only fields that identify the Controller, Port
Number, and Protocol for the RM reader and Wiegand Reader Device Port. Table 33 on Page 190 describes the fields

on this tab.
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Table 33: ISTAR Ultra ACM RS-485 Device Port General Tab Definitions

Field Description

Controller This field identifies the controller for this ACM RS5-485 Device Port.

Port Mumber This field identifies the index number of the Device Port on the ACM for the Readers.
Protocol Click on the drop-down manu to select the Protoool typs.

* RM (Software House Reader Protoocal)

* BLE |Bluatooth Low Enargy),

= OSDP (Open Supervised Device Protocol)
Dafault: RM

iSTAR Ultra RS-485 Device Port Readers Tab

The iSTAR Ultra R5485 Device Port Readers tab lets you create and configure the Readers that are attached to an R5-
485 port on the iSTAR Ultra.

180
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Figura 62: iSTAR Ultra R5-485 Davice Port Readers Tab
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You can use an existing Reader Template to create one or more of the R5485 Readers. Click in the Template
Column, then click [J]. A list of available iSTAR Reader Templates appears. Click on the Template yvou wish to use.
See Using Templates for Controller Inputs, Outputs, and Readers on Page 37 for more detailed information about
using Templates to create Readers.

iSTAR Ultra RS-485 Device Port Readers Tab Definitions

Table 34 on Page 191 provides definitions for the buttons and fields on the iSTAR Ultra RS485 Device Port Readers
tab.

Table 34: iISTAR Ultra R5-485 Device Port Readers Tab Definitions

Field/Button | Description

Craate Al Click to create all the readars. When you click Create All Readers the Configured column check boxes are selected, and you
Readars can elick | - | in the Edit column 1o edit that reader.
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iISTAR Ultra R5-485 Device Port Readers Tab Definitions (continued)

Field/Button | Description

Delate All When you click Dalete All Readers, the chack boxes in the Configured column are clearad for allreaders, and all these readers
Readers are immadiately deleted {any settings you have configured are kst).

Edit column Click [__] in the Edit column to open the ISTAR Reader Editor to configure an Reader. See iSTAR Reader Editor on Page 248,
Index colurmn This column displays the number of each Reader.

Cf-l'l'lfi'ﬂlﬂﬁd Click[_]in this column to create a Readar (make it available to ba edited).

column

Name column Displays the name for this Reader. The name is system-generated by default, but you can edit this name by clicking in click in this

fierdd.
Template The Template colurmn shows the template name if you selected a Template prior to creating the Readers.
column Clickin this colurmn, then click [ ... | to select a Reader tem plate to use for creating this Reader from the kst of available Reader

templates. You can only selact a Template prior to craating the Reader.

iSTAR Ultra RS-485 Device Port ACM EXT Tab

The iSTAR Ultra R5485 Device Port ACM Ext tab lets you create and configure the Input boards and Output boards
that are attached to this iISTAR Ultra RS<485 Device Port.

192 Chapter 5 C-CURE 9000 Hardware Configuration Guide

EFTA01226123



ISTAR Ultra Controller ACM Board Editor

Figure 63: ISTAR Ultra R5-485 Davice Port ACM Ext Tab
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Configuring the iSTAR Ultra RS-485 Device Port ACM Ext Tab

When you configure the iSTAR Ultra R5485 Device Port ACM Ext tab, you are defining the Input boards and Output
boards that are attached to the port. You can then click to open the Input Boards Editor to configure individual Input
Boards, or open the Output Boards Editor to configure individual Output Boards.

To Configure the iSTAR Ultra R5-485 Device Port ACM Ext Tab

1.

Click the RS-485 tab.

C-CURE 9000 Hardware Configuration Guide

From the iSTAR Ultra Boards tab, create an ACM on either SP1 Port 1 or SPl Port 2 by clicking in the Configure

Click [ ..] to open the iSTAR Ultra ACM Board editor. Access the Input Board Editor for the Input Board you
wish to edit (see iSTAR Ultra Controller ACM Board Editor on Page 184).

Create an RS-<485 port by clicking in the Configure column, then click [ to open the iSTAR Ultra Device Port
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5. Click the ACM Ext tab.

. Create an Input board by clicking in the Configure column for one of the Input Boards (1-8), then click [..] to
open the iSTAR Input Board editor. See the iSTAR Input Board Editor on Page 203 for configuration instructions.

=1

Create an Output board by clicking in the Configure column for one of the Output Boards (1-8), then click [ ] .to
open the iSTAR Qutput Board editor. See the iSTAR Output Board Editor on Page 208 for configuration
instructions.

8. When you have finished configuring the Inputs on the iISTAR Ultra RS-485 Device Port ACM Ext tab, click Save
and Close to save the settings you have configured.

iSTAR Ultra RS-485 Device Port ACM Ext tab Definitions

Table 42 on Page 202 provides definitions for the buttons and fields on the iSTAR Ultra R5485 Device Port ACM Ext
tab.

Table 35: iISTAR Ulira R5-485 Device Port ACM Ext Tab Definitions

Field/Button | Description

Input Boards

Craate Al Click to create a_llthe Input Boards. When you click Create All Boards the Configured column check boxes are selected, and

Boards you can click | - | in the Edit column to edit that Input Board.

Dalate All When you click Dalete All Boards, the check boxes in the Configured column are cheared for all Input Boards, and all these

Boards Input Boards are immediately deleted {any settings you have configured are lost).

Edit column Click [__] in the Edit column to open the iISTAR Input Board Editor. Sea iISTAR Input Board Editor on Page 203.

Index column This column dizplays the number of each Input Board.

Configured Glick|:|in this colurmn to create an Input Board (make it available to be adited).

column

Namea column Displays the name for this Input board. The name is system-generated by default, but you can adit this name by clicking in click in
this fiedd.

Output Board

Create Al Click to create all the Output Boards. When you click Create All Boards the Configured column check boxes are selected, and

Boards you can click [ ... | in the Edit column to edit that Output Board.

Delate All When you click Dalete All Boards, the check boxes in the Configured column are cleared for all Output Boards, and all these

Boards Output Boards are immediately deleted (any settings you have configurad are lost).

Edit column Click [__] in tha Edit column to open the iISTAR Cutput Board Editor. See iSTAR Cutput Board Editor on Page 208,

Index colurmn This column displays the number of each Output Board.

Configured Clickljin this colurnn to create an Output Board (make it available to be adited).

column

Name column Displays the name for this Output board. The name is system-generated by default, but you can edit this name by clicking in click
in this field.
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iSTAR Ultra ACM Board Status Tab

The iSTAR Ultra ACM Board Status tab, shown in Figure 64 on Page 195,provides a read-only listing of information
about the operational status of the selected iISTAR Ultra ACM Board.

Figure 64: iSTAR Ultra ACM Board Status Tab
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iSTAR Ultra ACM Board Status Tab Definitions

Table 36 on Page 195 provides definitions of the fields and buttons on the iSTAR Ultra ACM Board Status tab.
Table 36: ISTAR Ultra ACM Board Status Tab Definitions

Field/Button Description

Processor 1 Communications Status | Offling ar Online.

Processor 2 Communications Status | Offline or Online.

Processar 1 Firmware Varsion Processor firmware, such as 00.00.36.00008
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196

Table 36: ISTAR Ultra ACM Board Status Tab Definitions (continued )
___________________________________________________________________________________________________________________________________________________|

Fie ld/Button

Description

Processor 2 Firmware Version

Processor firmware, such as 00.00.36.00008

FAl Key Latch Enabled Status

Enabled or disabled.

Lock 1 Power (Valts)

Lock power in WVolts.
Possible vales are: 0000V, 12,0V, 24.0V.

Lock 2 Power (Valts)

Lock power in WVolts.
Possible vales are: 0000V, 12,0V, 24.0V.

Reader Power

Vaoltage reported for Readers. Reader powear is the basic power to the GCM and ACMs.
Typically reads about 13.8V.

FAl Cutputs Enabled

List of Outputs with FAl enabled.
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iSTAR Classic/Pro Controller ACM Board Editor

Add-on Access Control Modules (ACM Boards) provide access control functionality by supporting readers, outputs
and inputs.

The ACM Board dialog box is accessed from the iSTAR Controller editor Boards tab.

iISTAR Classic/Pro ACM Board Editor

The iSTAR Classic/Pro ACM Board editor allows you to define and configure inputs, outputs and readers for the
ACM Board. The ACM Extension (ACM Ext) tab allows you to configure the [/8 input and R/8 output boards
connected to the ACM Board.

The iI5TAR Classic/Pro ACM Board editor has five tabs:
m iS5TAR ACM Board General Tab on Page 197
m iS5TAR ACM Board Inputs Tab on Page 198
m i5TAR ACM Board Outputs Tab on Page 199
m iS5TAR ACM Board Readers Tab on Page 200
m iS5TAR ACM Board ACM Ext Tab on Page 201

For more information see the iSTAR Pro Installafion and Configuration Guide.

iSTAR ACM Board General Tab
The ACM Board General tab identifies the ACM Board. The fields on this tab are read-only.

iSTAR ACM Board General Tab Definitions

Table 37 on Page 197 provides definitions for the fields on the iSTAR ACM Board General tab.

Table 37: ISTAR ACM Board Genaral Tab Definitions
I

Field/B utton Description

Marme Displays the name for this ACM board. The name is system-generated
by default, but you can edit this name by clicking in this fiald.

Description Enter a taxtual comment about the ACM board, such as its kocation or
purpose. This text is for infarmation only.

Maintenance Mode Click to put the iISTAR ACM board into Maintenance Mode. Saa
Chapter 2: Maintenance Mode for mare infarmation.

Partitian This read-only fiekd identifies the Partition in which the iISTAR Contraller
for this ACM Board reskdes.

Board Location
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Field/B utton

iISTAR ACM Board General Tab Definitions (continued)

Description

Controlier

This read-only field identifies the Controller to which this board is
attached.

ACM Mumber

This read-only field displays the number of the ACM board.

Board Type

This read-only fiekd displays the iISTAR ACM typa.

iISTAR ACM Board Inputs Tab

The ACM Board Inputs tab lets you create and configure the Inputs that are attached to this ACM Board.

You can use an existing Input Template to create one or more of the ACM Board Inputs. Click in the Template
Column, then click [...]. A list of available iISTAR Input Templates appears. Click on the Template you wish to use.
See Using Templates for Controller Inputs, Outputs, and Readers on Page 37 for more detailed information about

using Templales to create Inputs.

iISTAR ACM Board Inputs Tab Definitions

m Table 38 on Page 198 provides definitions for the buttons and fields on the ACM Board Inputs tab.

m Table 39 on Page 199 provides definitions for the iISTAR Ultra ACM Board Inputs tab.

Field/Button

Table 38: ISTAR Pro/Classic ACM Board Inputs Tab Definitions

Description

Create All Inputs

Click to create all the Inputs. When you click Create All lnputs the Configured column check
boxes are selacted, and you can click | ... | in the Edit colurmn to adit that Input.

Delate All Inputs

When yvou click Delete All Inputs, the check boxes in the Configured column are clearad for
all lnputs, and all these Inputs are immediately deleted (any settings you have configured are
kast).

Edit column Click [__] in the: Ed it column to open the ISTAR Input Editor to configure an Input. See iSTAR
Input Editor on Page 232,
Index column This column displays the number of @ach Input.

Canfigured calumn

Glick|:| in this column to create an Input (make it available to be edited).

Mame column Displays the name for this Input. The name is system-generated by default, but you can edit
this naime by clicking in this fiekd.
Template column The Template column shows the template name if you selected a Template prior to creating

the Input.

Click in this column, then click [__] to salact an Input template to use for craating this Input
fram the list of available Input templates. You can only =edect a Template prior to creating the
inpaut.

Inputs 1 through 16

These standard general purpose supervised inpuls are available on ISTAR Pro ACM boards.
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iSTAR Ultra ACM Board Inputs Tab Definitions

Table 39 on Page 199 provides definitions for the buttons and fields on the iSTAR Ultra ACM Board Inputs tab.

Table 39: ISTAR Ultra ACM Board Inputs Tab Definitions

Field/Button Description

Special Purpose Inputs (iSTAR Ultra only)

Tarmper The Tamper input activates whan the contraller cabinet is opaned or removed from its
maunting surface.

NOTE: For UL applications, this field must be enabled.

Selact the check box in the Configured column and click [_] located in the Edit column to
open tha ISTAR Input Editor Ganeral tab to configure the Tampar input. From the Input Editor
you can configure the Options, Triggers, Groups, Status and State Images that are
associated with the Tamper [nput.

The Template column shows the template name chosen if you selected a Template prior to
creating the Input.

Comm Fail Processor Alagical unsuparvisad input that reflacts the state of the communication betwaen the GCM
1 board and Processor-Aon this ACM board.

Camm Fail Processor Alagical unsupervised input that reflects the state of the communication between the GCM
2 board and Processor-B on this ACM board.

FAl Alarm This is the Fire Alarm Input signal. [tis NC supervised.

FAl Relay Contral FAl Relay Contral. When the FAI signalis true, the HW drives all selected relays to activate.

Each relay has a switch indicating whether it is selected to behave in this way.

FAl Interlock Key The FAI K input is usually a key switch. It is supervised as NO. It s used in conjunction with
Lateh made. If latching is enablad, the F signal will turn on all selected outputs. Thay will stay
that way untilthe Fire Chiaf insarts the key in the key switch and announces all clear.

Part 1 Power Status Power indicator input for @ach RM port.
through Part 8 Power
Status

General Purpose Inputs (ISTAR Ultra only)

Inputs 1 through 24 These standard general purpose supervised inputs are available on iISTAR Ultra ACM
{Ultra) boards.

Inputs 1 though 16
Ultra SE (Ultra Mode)

iSTAR ACM Board Outputs Tab
The ACM Board Outputs tab lets yvou create and configure the Qutputs that are attached to this ACM Board.

You can use an existing Output Template to create one or more of the ACM Board Outputs. Click in the Template
Column, then click []. A list of available iISTAR Output Templates appears. Click on the Template you wish to use.
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See Using Templates for Controller Inputs, Outputs, and Readers on Page 37 for more detailed information about
using Templales to create Qutputs.

iISTAR ACM Board Outputs Tab Definitions

Table 40 on Page 200 provides definitions for the buttons and fields on the iISTAR ACM Board Outputs tab.

Table 40: iSTAR ACM Board Qutputs Tab Definitions

Field/Button | Description

Craate Al Click to create all the cutputs. When you click Create All Outputs the Configured column chack boxes are selacted, and yau
Outpuls can elick | - |in the Edit column to edit that sutput.

Delate All When you click Dalete All Outputs, the check boxes in the Configured column are cleared for all sutputs, and all these cutputs
Outputs are immadiately deleted {any settings you have configured are kst).

Edit colurmn Click [__] in the Edit column to open the ISTAR Output Editor to configure an Output. See iSTAR Output Editor on Page 241,
Indax column This colurmn dizplays the number of each Output.

Configured Click|:| in this column to create an Output {make it available to be adited).

column

Narme colurmn Displays the name for this Output. The name is system-genarated by default, but vou can edit this name by clicking in this field.
Template The Template column shows the template name if you selected a Template prior to creating the Outputs.

column

Clickin this column, then click [__] to select an Output template to use for creating this Output from the list of available Output
templates. You can only selact a Template prior to creating the Output.

Primary Relay Outputs

Outputs 1
through 8

These outputs can be used for a Fire Alarm Interface (FAl). They are rated at 5 Amps, and are socket mounted.

Clicklj in the Configure column, then click [__] in the Edit column to open the ISTAR Output Editor to configure a Primary
Output. Ses iSTAR Output Board Editar on Page 208

Secondary Relay Outputs

Outputs 1
through 8

These outputs cannot be used for a Fire Alarm Interface (FAL). They are rated at 0.75 or 1 Amp, and are parmanantly sokderad
o the ACHM.

Click|:| in the Canfigura column, then click [__] in the Edit column to open the iISTAR Output Editar to configure a Sacondary
Output. See iSTAR Output Board Editor on Page 208

iSTAR ACM Board Readers Tab

The ACM Board Readers tab lets you create and configure the Readers that are attached to this ACM Board.

You can use an existing Reader Template to create one or more of the ACM Board Readers. Click in the Template
Column, then click [...]. A list of available iSTAR Reader Templates appears. Click on the Template you wish to use.
See Using Templates for Controller Inputs, Outputs, and Readers on Page 37 for more detailed information about
using Templates to create Readers.
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iSTAR ACM Board Readers Tab Definitions

Table 41 on Page 201 provides definitions for the buttons and fields on the iSTAR ACM Board Readers tab.

Table 41: ISTAR ACM Board Readers Tab Definitions

Field/Button | Description

Create Al Click to create all the readers. When you click Create All Readers the Configured column check boxes are selected, and you
Readars can click | - | in the Edit column to edit that reader.

Delata All When yvou click Dalete All Readars, the chack boxes in the Configured column are clearad for all readers, and all thesa readars
Readers are immadiately deleted {any settings you have configured are kost).

Edit column Click [z] in the Edit column to open the iISTAR Reader Editor to configure an Reader. See iSTAR Reader Editor on Page 248,
Index colurmn This column displays the number of each Reader.

Configured Click[:l in this colurmn to create a Readar (make it available to be aditad).

column

Name column Displays the name for this Reader. The name is system-generated by default, but you can edit this name by clicking in this field.

Template The Template colurmn shows the template name if yvou selectad a Tamplate prior to creating the Readers.

cohumn Click in this column, then click [zl to salect a Reader termplate to use for creating this Reader fram the list of available Reader

templates. You can only select a Template prior to creating the Reader.

iSTAR ACM Board ACMExt Tab

The ACM Board ACM Ext tab lets you create and configure the Input boards and Output boards that are attached to
this ACM Board.

Configuring the ISTAR ACM Board ACM Ext Tab

When you configure the iSTAR ACM Board ACM Ext tab, you are defining the Input boards and Output boards that
are attached to the ACM. You can then click to open the Input Boards Editor to configure individual Input Boards, or
open the Output Boards Editor to configure individual Output Boards.

To Configure the iSTAR ACM Board ACM EXT Tab
1. From the iSTAR controller Boards tab, create an ACM and click [.] to access the iSTAR ACM Board Editor.
2. Click the ACM EXT tab.

3. Create the Input Boards that you need by clicking Create All Boards or by selecting the Configured check box
for only the Input Boards you wish to create.

4. Click [.J] in the Edit column to open the iISTAR Input Board editor to configure individual Inputs. See the iSTAR
Input Board Editor on Page 203 for configuration instructions.

5. Create the Output Boards that you need by clicking Create All Boards or by selecting the Configured check box
for only the Output Boards you wish to create.
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6. Click [.Z] in the Edit column to open the iISTAR Output Board editor to configure individual Outputs. See the
iISTAR Output Board Editor on Page 208 for configuration instructions.

=]

When you have finished configuring the Input Boards and Output Boards, click Save and Close to save the
settings you have configured.

iSTAR ACM Board ACM Ext Tab Definitions

Table 42 on Page 202 provides definitions for the buttons and fields on the iISTAR ACM Board ACM Ext tab.

Table 42: iSTAR ACM Board ACM Ext Tab Definiions

Field/Button | Description

Input Boards

Craate Al Click to create all the Input Boards. When you click Create All Boards the Configured column check boxes are selected, and

Boards you can click | - | in the Edit colurmn to edit that Input Boare,

Delate All When you click Dalete All Boards, the check boxes in the Configured column are cleared for all Input Boards, and all these

Boards Input Boards are immediately deleted {any settings you have configured are lost).

Edit column Click [ ... |in the Edit column to open the iISTAR Input Board Editor. See iISTAR Input Board Editor on Page 203.

Index column This column displays the number of @ach Input Board.

Configured Glicklj in this column to create an Input Board (make it available to be adited).

column

Namea column Displays the name for this Input board. The name is systam-generated by default, but you can adit this name by clicking in this
fierdd.

Output Board

Create Al Click to create all the Output Boards. When you click Create All Boards the Configured column check boxes are selected, and

Boards you can click | ... | in the Edit column to edit that Output Board.

Delate All When you click Dalete All Boards, the check boxes in the Configured column are cleared for all Output Boards, and all these

Boards Output Boards are immediately deleted (any settings you have configurad are lost).

Edit column Click [_] in the Edit column to open the iISTAR Output Board Editor. See iSTAR Output Board Editar on Page 208.

Index colurmn This column displays the number of each Output Board.

Configured Click|:| in this colurmn to create an Output Board (make it available to be adited).

column

Name column Displays the name for this Output board. The name is system-generated by default, but you can edit this name by clicking in this
fiardd.
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iSTAR Input Board Editor

The iSTAR Input Board editor lets you configure an iSTAR Input Board that you created on the iSTAR Classic/Pro
ACM Board ACM Ext tab or the iSTAR eX and iSTAR Edge COM1, COM2, and COM3 tabs.
The iSTAR Input Board editor (see Figure 65 on Page 203) has the following tabs:

m iSTAR Input Board General Tab

Lists the Inputs and Status Inputs on an 1/8 board that is connected to an iSTAR Classic/Pro, iSTAR eX, or
iSTAR Edge. See iSTAR Input Board General Tab on Page 206.

m iSTAR Input Board Group Tab

If you have created a Group containing iSTAR Input Boards and added this Input Beard to it, the iSTAR Input
Board editor also displays a Group tab.

This tab lists the Input Board groups to which this Input Board belongs. See Groups Tab for Hardware Devices
on Page 28 for information on using the Group tab for the iSTAR Input board.
ISTAR Input Board editor Tasks:

m Accessing the iISTAR Input Board Editor on Page 204
m Configuring iSTAR Input Boards on Page 205

Figura 65: ISTAR Input Board Editor
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Accessing the iSTAR Input Board Editor

You can access the iSTAR Input Board Editor in three ways:
m To Access the iSTAR Input Board Editor (iSTAR eX/Edge Controller) on Page 204
m To Access the iSTAR Input Board Editor (iSTAR Classic/Pro Controller) on Page 204
m To Access the iSTAR Input Board Editor from the Hardware Tree on Page 204

To Access the iSTAR Input Board Editor (iSTAR eX/Edge Controller)

1. From the iSTAR Controller Editor, click on the appropriate COM tab (COM1, COM2, or COM3).

2. In the Input Boards table on this tab, click [..] in the Edit column for the Input board you want to Edit.
3. The iSTAR Input Board Editor opens.

To Access the iSTAR Input Board Editor (iISTAR Classic/Pro Controller)
1. From the iSTAR Controller Editor, click on the Boards tab.

2. In the ACMSs table on this tab, click [.] in the Edit column for the ACM that contains the Input board you want
to Edit. The ACM Board Editor opens.

3. Click the ACM Ext tab.
4. In the Input Boards table on this tab, click [.] in the Edit column for the Input board you want to Edit.
5. The iSTAR Input Board Editor opens.

]
To Access the iISTAR Input Board Editor from the Hardware Tree

1. Mavigate from your iSTAR Controller in the Hardware Tree to the appropriate COM Board (on an iSTAR eX or
iSTAR Edge Controller) or ACM Board (iSTAR Classic/Pro Controller).

2. Click on Input Boards, as shown in Figure 66 on Page 205. This figure shows the hardware tree for an iSTAR eX
on the left and an iSTAR Pro on the right.
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3.

Figure 66: iSTAR Input Board in the Hardwara Tree
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Double<click on the Input Board you wish to edit. The iSTAR Input Board Editor opens.

Configuring iSTAR Input Boards

When you configure an iSTAR Input Board, you are defining the Inputs that are attached to a particular 1/8 board.
You can then click to open the Inputs Editor to configure individual Inputs.

To Configure an iSTAR Input Board Tab

1. Access the Input Board Editor for the Input Board you wish to edit (see Accessing the iSTAR Input Board Editor
on Page 204).

2. If you wish to use an Input Template to configure one or more of the 1/8 board Inputs, click in the Template
column, then click [ 7] to open a dialog box listing the available Input Templates. See Using Templates for
Controller Inputs, Outputs, and Readers on Page 37 for more information.

3. Create the Inputs that you need by clicking Create All Inputs or by selecting the Configured check box for only
the Inputs you wish to create.

4. Click [Z] in the Edit column to open the iSTAR Input Editor to configure individual Inputs. See the iSTAR Input
Editor on Page 232 for configuration instructions.

5. If you wish to use an Input Template to configure one or more of the 1/8 board Status Inputs, click in the
Template column, then click [ ] to open a dialog box listing the available Input Templates. See Using
Templates for Controller Inputs, Outputs, and Readers on Page 37 for more information.

6. Create the Status Inputs that you need by clicking Create All Inputs or by selecting the Configured check box for
only the Inputs you wish to create.

7. Click [.J] in the Edit column to configure individual Status Inputs. See the definitions of the Status Inputs in
Table 43 on Page 206 and see iSTAR Input Editor on Page 232,

8. When you have finished configuring the Inputs on the Input Board Editor General tab, click Save and Close to
save the settings you have configured on the iSTAR Input Board editor.
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iSTAR Input Board General Tab

The iSTAR Input Board General tab allows you to configure the Inputs on an /8 board attached to your iSTAR
Controller, as well as the Status Inputs for Tamper and Communications Failure.

iSTAR Input Board General Tab Definitions

Table 43 on Page 206 lists the fields and buttons that appear on the iISTAR Input Board General tab.

Table 43: iSTAR Input Board Genaral Tab Definitions
[P,

Field/Button | Description

Identification

Namea Displays the narmae for this Input board. The nama is systam-generated by default, but you can adit this name by clicking in this
fierdd.

Description Enter a textual comment about the Input Board, such as its locatien or purpese. This text is for information only.

Maintenance Click to put the Input Board into Maintenance Mode. Sea Chapter 2: Maintenance Made far mare infarmation.

Maode

Partition This read-only fiekd identifies the Partition in which this Input board resides.

Controller This read-only fiakd idantifies the ISTAR Controller to which this Input board is attached.

Location

Board This read-only fiekd identifies tha ISTAR Controller board to which this Input board is attached.

Board Index This read-only field identifies the board index {which represents the S\W1 address switch setting on the /8 board) for this Input
baard.

Inputs

Craate Al Click to create all @ight Inputs. The check boxes in the Configured column are set to .

Inputs

Delete Al Click to dalete alleight Inputs. Tha chack boxes in the Cenfigured column are setta [ |

Inputs

Edit column Click [_] in this column to opan the ISTAR Input Editor to edit this Input.

Index colurmn This read-only field identifies the position of @ach Input {P1 - P8} on the /8 board.

Configured indicates that the Input has been configured.

column o )
|:| indicates that the Input has not bean configurad.

Namea column Displays the system-generated nama for this Input. You can edit this name by clicking in the field.
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Table 43: ISTAR Input Board General Tab Definitions (continuad)

Field/Button | Description
Template Displays the Template used for creating this Input. If the Input is not yet configured, you can click in this column, then click to select
column an Input Template. If the Configured column displays. this field cannot be adited.

Status Inputs

Craata All Click to create the Tamper and Communications Fail Inputs. The check boxes in the Configured column are settcr.
Inputs
Dedete Al Click to dedeta the Tampar and Communications Fail Inputs. The check boxes in the Configured column are setta_ |
Inputs
Edit colurmn Click[;] in this column to open the ISTAR Input Editor to edit this Input.
Input Type The Input Type Colurmn displays:
column Tamper— Represents the Tamper Input on the /8 board.
NOTE: For UL applications, the Tamper Input on the iSTAR Input Board Generaltab must be enablad.
Communications Fall - Represents the Communications Fail Input on the [/8 board.
NOTE: For UL applications, the Communications Failure Input on the iSTAR Input Board Genaral tab must be enablad.
Configured indicates that the Input has been configured.
column o )
|:| indicates that the Input has not bean configured.
Namea column Displays the system-generated nama for this Input. You can adit this name by clicking in tha field.
Template Displays the Template used for creating this Input. If the Input is not yet configured, you can click in this column, then click to select
column an Input Template. If the Configured column displays, this field cannot be edited.
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iSTAR Output Board Editor

The iSTAR Output Board editor lets you configure an iSTAR Output Board that you created on the iSTAR
Classic/Pro ACM Board ACM Ext tab or the iSTAR eX and iSTAR Edge COM1, COM2, and COMS3 tabs.

The iISTAR Output Board editor (see Figure 67 on Page 208) has the following tabs:

m iSTAR Output Board General Tab

Lists the Outputs and Status Inputs on an R/8 board that is connected to an iSTAR Classic/Pro, iSTAR eX, or
iSTAR Edge. See iSTAR Output Board General Tab on Page 210.

m iSTAR Output Board Group Tab

If you have created a Group containing iSTAR Output Boards and added this Output Board to it, the iSTAR

Output Board editor also displays a Group tab.

This tab lists the Output Board groups to which this Output Board belongs. See Groups Tab for Hardware
Devices on Page 28 for information on using the Group tab for the iSTAR Output Board.

Figure &7: iSTAR Output Board Editor
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Accessing the iSTAR Output Board Editor

You can access the iSTAR Output Board Editor in three ways:

m To Access the iSTAR Output Board Editor (iSTAR eX/Edge Controller) on Page 209
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m To Access the iSTAR Output Board Editor (iSTAR Classic/Pro Controller) on Page 209
m To Access the iISTAR Output Board Editor from the Hardware Tree on Page 209

To Access the iSTAR Output Board Editor (iSTAR eX/Edge Controller)

1. From the iSTAR Controller Editor, click on the appropriate COM tab (COM1, COM2, or COM3).

2. In the Output Boards table on this tab, click [ ] in the Edit column for the Output board you want to Edit.
3. TheiSTAR Output Board Editor opens (see iSTAR Output Board Editor on Page 208).

To Access the iSTAR Output Board Editor (iSTAR Classic/Pro Controller)
1. From the iSTAR Controller Editor, click on the Boards tab.

2. In the ACMSs table on this tab, click [...] in the Edit column for the ACM that contains the Output board you
want to Edit. The ACM Board Editor opens.

3. Click the ACM Ext tab.
4. In the Output Boards table on this tab, click [ ] in the Edit column for the Output board you want to Edit.

5. The iSTAR Output Board Editor opens (see iSTAR Output Board Editor on Page 208).

To Access the iSTAR Output Board Editor from the Hardware Tree

1. Mavigate from your iSTAR Controller in the Hardware Tree to the appropriate COM Board (on an iSTAR eX or
iSTAR Edge Controller) or ACM Board (iSTAR Classic/Pro Controller).

2. Click on Output Boards, as shown in Figure 68 on Page 209. This figure shows the hardware tree for an iSTAR
eX on the left and an iSTAR Pro on the right.

Figure 68: ISTAR Output Board in the Hardware Tree
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3. Double<lick on the Output Board you wish to edit. The iSTAR Output Board Editor opens (see iSTAR Output
Board Editor on Page 208).
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Configuring iISTAR Output Boards

When you configure an iSTAR Output Board, you are defining the Outputs that are attached to a particular R/8
board. You can then click to open the OQutputs Editor to configure individual Qutputs.

To Configure an iSTAR Output Board

1. Access the Output Board Editor for the Output Board you wish to edit (see Accessing the iSTAR Output Board
Editor on Page 208).

2. If you wish to use an Output Template to configure one or more of the
R/8 board Outputs, click in the Template column, then click [.] to open a dialog box listing the available
Output Templates. See Using Templates for Controller Inputs, Outputs, and Readers on Page 37 for more
information.

3. Create the Outputs that you need by clicking Create All Qutputs or by selecting the Configured check box for
only the Qutputs you wish to create.

4. Click [J] in the Edit column to open the iISTAR Output Editor to configure individual Outputs. See the iISTAR
Output Editor on Page 241 for configuration instructions.

5. If you wish to use an Output Template to configure one or more of the R/8 board Status Inputs, click in the
Template column, then click [ ] to open a dialog box listing the available Input Templates. See Using
Templates for Controller Inputs, Outputs, and Readers on Page 37 for more information.

6. Create the Status Inputs that you need by clicking Create All Inputs or by selecting the Configured check box for
only the Inputs you wish to create.

=]

Click [...] in the Edit column to configure individual Status Inputs. See the definitions of the Status Inputs in
Table 44 on Page 210 and see iSTAR Input Editor on Page 232

8. When you have finished configuring these Outputs and Inputs on the Output Board Editor General tab, click
Save and Close to save the settings you have configured on the iSTAR Output Board editor.

iSTAR Output Board General Tab

The iSTAR Output Board General tab allows you to configure the Outputs on an R/8 board attached to your iSTAR
Controller, as well as the Status Inputs for Tamper and Communications Failure.

iSTAR Output Board General Tab Definitions

Table 44 on Page 210 lists the fields and buttons that appear on the iISTAR Output Board General tab.

Table 44: iISTAR Cutput Board General Tab Definitions
[,

Field/Button | Description
Identification
Namea Digplays the namae for this Output board. The name is system-genarated by default, but vou can adit this name by clicking this
fierdd.
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Table 44: iSTAR Output Board General Tab Definitions (continued)
[P,

Field/Button | Description

Description Enter a textual comment about the Output board, such as its location or purpose. This text is for information only.

Maintenance Click to put the iISTAR Outboard Board into Maintenance Mode. Sea Chapter 2: Maintenance Mode far more infarmation.
Mode

Partition This read-only fiekd identifies the Partition in which this Output board resides.

Location

Controllar This read-only fiekd identifies tha iISTAR Controller to which this Output board is attached.
Board This read-only fiakd identifies tha iISTAR Controller board to which this Output board is attached.

Board Index This read-only fiekd identifies the board index (which represents the SW1 address switch setting on the R/8 board) for this Qutput

board.
Outputs
Create Al Click to create all eight Qutputs. The check boxes in the Configured column are set to .
Outputs
Delete All Click to delete all @ight Outputs. The check boxes in the Gonfigured column are set to |:|
Outputs
Edit column Click [_] in this column to open the ISTAR Output Editor to edit this Output.

Index column This read-only fiekd identifies the position of @ach Output (P1 - PB) on the R/8 board.

Configured indicates that the Cutput has been configurad.

I
column |:| indicates that the Output has not been configured.

Namea column Displays the system-generated nama for this Output. You can edit this name by clicking in the fiald.

Template Displays the Template used for creating this Cutput. If the Cutput is not yet configurad, you can click in this column, then click to
calumn select an Output Template. If the Configured column displays . this field cannot be edited.

Status Inputs

Create All Click to create the Tamper and Communications Fail Inputs, The chack boxes in the Cenflgured column are settcr.
Inputs
Dedete Al Click to dedete the Tamper and Communications Fail Inputs. The check boxes in the Configured column are sat tc-D.
Inputs
Edit column Click [_] in this colurmnn to open the ISTAR Input Editor to edit this Input.
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Table 44: iSTAR Output Board General Tab Definitions (continued )

Field/Button | Description

Index column The Input Type Column displays:

Tamper — Reprasents the Tamper Input on the R/B board.

NOTE: For UL applications, the Tamper Input on the iISTAR Cutput Board Generaltab must ba enablad.
Communications Fail - Represents the Communications Fail Input on the R/8 board.

NOTE: For UL applications, the Communications Failure Input on the ISTAR Cutput Board Generaltab must be enabled.

Configurad indicates that the Input has been configurad.

column
|:| indicates that the Input has not been configured.

MName column Displays the system-generated name for this Input. You can edit this name by clicking in the field.

Tamplate Displays the Template used for creating this Input. If the Input is not vet configured, vou can click in this column, then click to select
column an Input Template. If the Configured column displa'ys. this field cannot be edited.
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iSTAR Ultra Wireless Readers

The iSTAR Ultra supports either Assa Abloy Aperio or IR Schlage wireless readers. The interface is through the RS-
485 ports on the Ultra GCM board. The default setting is Aperio, with Schlage as the only other option currently.
Both ports must use the protocol, and they are synchronized so that both ports change whenever the protocol
changes on either of them.

NOTE The protocol cannot be changed while any Schlage PIM or Aperio Hub exists.

Assa Abloy Aperio™ Hubs and Wireless Readers
m Each R5485 port (i.e, GCM Portl, Port2) supports up to 15 Hubs. The iSTAR Ultra supports up to 32 readers
paired to any of the 30 Hubs.

m If there are fewer than 32 Aperio readers, there can be up to 16 usual (RM bus or direct Wiegand) readers on the
iSTAR Ultra. If only Aperio readers are used, there is no need for an ACM on the Ultra.

m Either 8 Port or 1 Port Hubs can be used, but usually 8 Port Hubs are configured.
m There are 11, plus a generic, types of locks that can be configured on the Ultra GCM.

IR Schlage™ PIMs and Wireless Readers

m Each R5485 port (i.e, GCM Portl, Port2) supports up to 16 PIMs. The iSTAR Ultra supports up to 32 readers
connected to any of the 32 PIMs. Schlage use a proprietary protocol named R5485 RSl for communication on the
bus.

m If there are fewer than 32 Schlage readers, there can be up to 16 usual (KM bus or direct Wiegand) readers on the
iSTAR Ultra. If only Schlage readers are used, there is no need for an ACM on the Ultra.

s When assigning reader numbers, it is best practice to use sequential numbers, If you configure reader 1 and
reader 5, Schlage will not use readers 2, 3, and 4. Although, those reader numbers are available for the up to 16
ACM RM or Wiegand readers.

Schlage addresses are one less than the C*CURE index. For example, if you setup a reader on Schlage

NOTE address 1, then it's C*CURE index 2.

m There are 3 types of PIMs that can be connected to Port 1 or Port 2.
» PIMA00-AE5 (AD-400 Series Locks)
*  AD300 (AD300 Series Locks)
» PIM-485 (WA Series Locks)
The iSTAR eX and iSTAR Pro support the same PIMs and Locks through the RS485 ports on the Pro

GCM and the eX PME board. The RM ports on the eX PMB are multiplexed to the COM1 and COM2
ports that are visible in the C* CURE 9000 software.

NOTE

Figure 4 on Page 214 shows Schlage wireless connection methods.
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Figure 4: Schlage Wireless Connection Mathods
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iISTAR Ultra Schlage Wireless Types of Connections

The Schlage Readers interface to C+CURE hardware using one of seven basic methods:

1. PIM400-485 (ADD00 Wireless to Ultra GCM, Pro GCM and eX PMB)

PIM400-485 TD2 {AD400 Wireless to all iSTARs and all apCs) (Can use Wiegand or Magnetic signaling)
AD300 Built-in PIM (AD300 Wired to Ultra, Pro and eX)

AD300 PIB300 (AD300 Wired to all iSTARs and all apCs)

PIM485 (Wyreless Wireless to Ultra GCM, Pro GCM and eX PMB)

PIM TD2 (Wyreless Wireless to all iSTARs and all apCs) (2 Reader - Can use Wiegand or Magnetic signaling)

L -

PIM TD4 (Wyreless Wireless to all iSTARs and all apCs) (4 reader - Can use Wiegand or Magnetic signaling)
Each of the first four methods are repeated for FIPS-201:

1. PIM401-485 (AD400 Wireless to Ultra, Pro and eX)

2. PIM401485 TD2 (AD400 Wireless to all iSTARs and all apCs)

3. AD301 Built-in PIM (AD300 Wired to Ultra, Pro and eX)

4. AD301 PIB301 (AD301 Wired to all iSTARs and all apCs)

Wireless - PIM400 and PIM400-TD2

m Up to 16 AD400 wireless readers can be associated with 1 PIM400. Up to 2 AD400 wireless readers can be
associated with 1 PIM400-TD2.
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m The PIM400 interfaces with iSTAR Ultra, Pro and eX using RS485 R5L

m The PIM400-TD2 interfaces with either Wiegand signaling or Clock/Data Magnetic ABA2 signaling. The method
is determined by the type of reader.

m A magnetic card reader (swipe or insertion) will use Clock and Data which will be passed through the TD2 to
the C*CURE hardware. The magnetic signaling must be connected to an RM4/4E and then to an RM port.

m A Wiegand signaling reader will use Data 1 and Data 0 which will also be passed through the TD2. the
Wiegand signaling can be connected to any direct Wiegand port or to an RM4/4E.

m [n addition to AD400 Readers, the PINM400-485 can also communicate with WRI400, WPE400, and TE400

devices.

Summary Tables

The tables in this section provides a matrix of the possible connections between Schlage devices and iSTARs and

apCs.

AD400 Wireless

Table 4: AD400 Series

Controller/Panel | Locks RS485 RSI Wiegand Signal (D0/D1)to | Magnetic Signal (CLK/DATA) to
Supported Chain Panel Panel

ISTAR Ultra AD4A00 (Allstyles) | PIM400-485 PIM400-TD2 to ACM Wiegand PIM400-TD2 to RM4x lo ACM RM

ISTAR Pro RSl 1o GCM PIM400-TD2 to RM4x to ACM

ISTAR Classic RM

ISTAR eX ADA00 (Allstyles) | PIM400-485 PIM400-TD2 to GCM Wiegand PIM400-TD2 to RMdx to PMB RM

RSl o PMB PIM400-TD2 to RMdx to PMB

RM

ISTAR Edge ADA00 (All styles) PIM400-TD2 to Edge Wiegand PIM400-TD2 to RM4x lo Edge RM
PIM400-TD2 to RM4x to Edge
RM

apCiBX ADA00 (All styles) PIM400-TD2 to WPSC Wiegand | PIM400-TD2 to RM4x to apC RM
PIM400-TD2 to RM4x to apC RM

apCiL ADA00 (All styles) PIM400-TD2 to RM4x to apCiL PIM400-TD2 to RM4x to apC/L RM
RM

AD401 Wireless (FIPS-201)

NOTE

The reader appears as a standard Wiegand reader connected to:
m 15TAR ACM Wiegand Port

C*CURE 9000 Hardware Configuration Guide
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m iSTAR eX GCM Wiegand Port
m iSTAR Edge Wiegand Port

m apl/8X WPSC Wiegand Port
m RM4 or EM4E to any RM Port on iSTAR or apC.

The PIB401-TD2 is used for all connechons.

Tabla 5: AD401 Serias

Controller/Panel | Locks Supported RS485 RSI Wiegand Signal (DO/D1) Magnetic Signal (CLK/DATA)
Chain to Panel to Panel
ISTAR Ultra AD4 MiA PIM401-TD2 to ACM MNiA
ISTAR Pro {Multi-Technology with Wiegand
ISTAR Classic keypad only) glhr:lmm-mzmﬁmmmm
ISTAR aX AD4 MiA PIM401-TD2 ta GCM NIA
(Mult-Technology with Wiegand
keypad only) PIM401-TD2 to RM4x to PMB
R
ISTAR Edge AD4d PIM401-TD2 1o Edge MNiA
[ Multi-Technokgy with Wiegand
keypad only) PIM401-TD2 10 RM4x to
Edge RM
apCiBx AD4 PIM401-TD2 1o WPSC NIA
(Mult-Technology with Wiegand
keypad only) PIM401-TD2 1o RM4x to apC
R
apCiL AD4 PIM401-TD2 10 RM4x to MNiA
[ Multi-Technokogy with apC/LRM
keypad only)
AD300 Hard Wired

Table 6: AD300 Seres
I ——

Controller/Panel | Lock Wi nd Signal (D0/D1 Ma tic Signal (CLK/DATA
ontroflerfFane s RS485 RSI Chain legand Signal { ) gnetic Signal{ )
Supported to Panel to Panel
ISTAR Ultra AD300 (Al Built in PIM400-485 RS| | PIB300-TD2 1o ACM Wiegand | PIB300-TD2 to RM4x 1o ACM RM
ISTAR Pro styles) to GCM PIB300-TDZ to RM4x to ACM
ISTAR Classic RM
ISTAR X AD300 (Al Builtin PIM400-485 RS| | PIB300-TD21o GCM Wiegand | PIB300-TD2 to RM4x 1o PMB RM
styles) to PMB PIB300-TD2 to RMdx to PMB
RM
216 Chapter 5 C-CURE 9000 Hardware Configuration Guide
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Table 6 AD3I00 Saries (continued )

Controller/Panel | Locks RS485 RSI Chain Wiegand Signal (D0/D1) Magnetic Signal (CLK/DATA)
Supported to Panel to Panel
ISTAR Edge ADZ00 (Al P1B300-TD2 to Edge Wiegand PIB300-TD2 to RM4x to Edge RM
styles) PIB300-TD2 to RM4xto Edge
R
apC/ak ADZ00 (Al PIB300-TD2 to WPSC PIB300-TD2 to RM4x to apC RM
slyles) Wiegand
PIB300-TD2 to RM4x to apC
R
apCiL ADZ00 (Al PIB300-TD2 to RM4xtoapCiL | PIB300-TD2 to RM4x to apCiL RM
styles) R

AD301 Hard Wired FIPS-201

NOTE

The reader appears as a standard Wiegand reader connected to:

m I5TAR ACM Wiegand Port
m 15TAR eX GCM Wiegand Port

m iSTAR Edge Wiegand Port

m apC/BX WPSC Wiegand Port

m RM4 or RM4E to any RM Port on iSTAR or apC

The PIB301-TD2 is used for all connechons.

Table 7: AD3M Series

The AD301 (FIPS-201) configuration only supports a Multi-technology reader with Keypad and
Wiegand signaling,

Controller/Panel | Locks Supported RS485 RS Wiegand Signal (D0/D1) Magnetic Signal (CLK/DATA)
Chain to Panel to Panel
ISTAR Ultra AD3M Mis FIB301-TD2 to ACM MiA,
iISTAR Pro [ Multi-Technokogy with WWiegand
ISTAR Classic keypad only) PIB301-TD2 to RMax to ACM
RM
ISTAR eX AD3M Mis PIB301-TD2 to GCM MNiA,
(Multi-Technology with Wiegand
keypad only) FIB301-TD2 to RM4x to PMB
RM

C-CURE 9000 Hardware Configuration Guide
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Table 7: AD301 Seres (continued )
. ______________________________________________________________________________|

Controller/Panel | Locks Supported RS485 RSI Wiegand Signal (D0/D1) Magnetic Signal (CLK/DATA)
Chain to Panel to Panel
ISTAR Edge AD30 PIB301-TD2 to Edge MIA
[ Multi-Technokegy with Wiegand
keypad only) PIB301-TD2 to RM4xto Edge
R
apClax AD30A PIB301-TD2 to WPSC NI
(Multi-Technology with Wiegand
keypad only) PIB301-TD2 to RM4xto apC
R
apCiL AD30 PIB301-TD2 to RM4x 1o MNIA
{Mult-Technology with apC/LRM
keypad only)

Readers per Controller/Panel

Aperio Wireless Readers

Tabla B: Apario Wiraless Readars
|

Controller/Panel Max # of Max # of Non- Max # of Max # of
Interface . . .
Device Aperio Aperio Aperio both MNotes
Hubs Readers Readers Combined
ISTAR Ultra Aperio Hub 30 16 32 32 ISTAR Ultra is the only ISTAR
(8 Portor 1 15 per RS- that supports Wiraless Apario
Port) 485 Porl Hubs.

Schlage Wireless Readers

Table 9: Readers per Controller/Panal - including Schlage Readers
- _______________________|

Controller/Panel Max # of Non- Max # of Max # of
Interface Device Schlage Schlage both Notes
Readers Readers Combined

ISTAR Ultra PIM, AD300 1o GCM 16 K 32 Max of 32 PIM(s) and 32
Readers

ISTAR Pro PIM, AD300 to GCM 16 16 16 Max of 16 PIM(=) and 16
Readars

ISTAR aX 4 door PIM, AD300 to FMB 4 16 16 16, but non-Schlage readers
must e numbered 1-4
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Table 9: Readers per Controller/Panal - including Schlage Readears (continuad )
. ________________________|

Controller/Panel Max # of Mon- Max # of Max # of

Interface Device Schlage Schlage both Notes

Readers Readers Combined
ISTAR eX 8door PIM, AD300 1o PMB 8 16 16 16, but non-Schlage
Readers must be numberad
1-8

ISTAR Pro Diract TDZ2, PIB to ACM 16 16 16 2 Readars par TD2 or PIB
ISTAR aX 4 door TDZ, PIB to GCM or - 4 - 2 Readars par TD2 or PIB
Diract PME
ISTAR aX B door TDZ, PIB to GCM or 8 8 8 Requires USB key
Direct PMB 2 Readers par TD2 or PIB
ISTAR Edge 1 door TD2, PIB to Edge 1 1 1 2 Readars par TD2 or PIB
Direct board
ISTAR Edge 2 door TDZ, PIB to Edge 2 2 2 2 Readars par TD2 or PIB
Diract board
ISTAR Edge 4 door TDZ, PIB to Edge 4 4 4 2 Readars par TD2 or PIB
Direct board
apC/ax Direct TDZ, PIB to apC, 8 8 a8 2 Readers per TD2 or PIB

WPSC, or Star

Coupler
apCiL Direct TDZ, PIBto apCiL 2 2 2 2 Readars par TD2 or PIB
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ISTAR Aperic R5-485 Hub Board Editor (ISTAR Ultra anly)

iSTAR Aperio RS-485 Hub Board Editor (iSTAR Ultra only)

The iSTAR Aperio RS485 Hub Board editor allows you to configure wireless Aperio Readers on the Hub. The Hub
supports either one or eight Aperio wireless readers.

The iISTAR Aperio R5-485 Hub Board Editor has three tabs:
m General tab - see ISTAR Aperio R5-485 Hub Board Editor General Tab on Page 220

m Inputs tab - see iSTAR Aperio Hub Board Editor Input Tab on Page 222
m Readers tab - see iSTAR Aperio Hub Board Editor Readers Tab on Page 223

iSTAR Aperio RS-485 Hub Board Editor General Tab

The iSTAR Aperio RS485 Hub Board editor General tab lets you specify the Aperio R5-485 Hub on which you can
create Aperio readers.

You select the type of Hub you want to configure by choosing a type from the HUE Type drop-down list. That

selection determines the options that are available on the other tabs.

To access the iSTAR Aperio RS-485 Hub Board editor General tab, click on the COM 1 or COM 2 tab in the iSTAR
Controller editor dialog box. Then, click on Edit in the row name of the R5-485 Port that you want to edit.

Figure 69 on Page 221 shows the iSTAR Aperio R5485 Hub Board General tab.
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Figure 69: iISTAR Aperic RS-485 Hub Board Genaral Tab
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iSTAR Aperio Hub Board Editor General Tab Definitions

The fields and buttons on the iSTAR Aperio RS485 Board editor General tab are described in Table 45 on Page 221.

Table 45: ISTAR Aperic R5-485 Board Editor General Tab

Field/Button Description
Nama This field displays the name of the Apeario Hub
Description You can anter a textual description of the Aperie Board in the Description field.

Maintenance Maode

Click to put the Aperis RS-485 Hub Board into Maintenance Mode. Sea Chapter 2@ Maintenance Mode for more

Tabson Page 181.

information.
Controllar The name of the ISTAR Ultra controller; this is a read-only field.
HUB Type This drop-down list allvws you to select the type of Aperio board you are configuring. The default selection is 8 Port Hub
HUE Number This read-only fiekd contains the HUB number - the same HUB Index numbear as shown on the iISTAR Ultra COM1/COM2

C-CURE 9000 Hardware Configuration Guide
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ISTAR Aperic R5-485 Hub Board Editor (ISTAR Ultra anly)

ISTAR Aperic R5-485 Board Editor General Tab (continued)

Field/Button

Description

Product Varsion

Displays the Product Version. For exampla, 2.0.0.

Firmware Yersion

Displays the Firmware Version, For example: 6.2.28178.

Communication This read-only fiek] displays whather the controller isin Online, Offine or Unknown state.
Status
Sawve and Close Click to save your configuration changes and close the iISTARAperia Hub Board aditor.

iSTAR Aperio Hub Board Editor Input Tab

This tab allows you to configure a Communications Fail input for the Aperio Hub board.

Figure 70 on Page 222 shows the iSTAR Aperio Hub Board Input tab.

222 Chapter 5

Figure 70: ISTAR Aperic Hub Board Input Tab
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ISTAR Aperic R5-485 Hub Board Editor (ISTAR Ultra anly)

iSTAR Aperio Hub Board Editor Input Tab Definitions

The fields and buttons on the iSTAR Aperio Board editor Input tab are described in Table 46 on Page 223,

Table 46: ISTAR Aperic RS-485 Board Editar

Field/Button | Description

Create All Click to create the Communication Fail Input. When you click Create All Inputs, the Conflgured column check box is selected,

Inputs and you can click [_] in the Edit column to open the ISTAR Input editor (see ISTAR Input Editor on Page 232,

Dedete All When you click Dalete lnput, the chack box in the Configured column is clearad for the Communications Fail lnput, and the

Inputs Input is dedated (any sattings you have configured are lost).

Edit column Click [__] in the Edit column to open the Input Editor to configure the Communications Fail Input. Sae iSTAR Input Editor an
Page 232.

Input type This colurmn displays the input type [Communications Fail) .

column

Configured Click|:|in this column to create the Communications Fail Input {make it available to be edited).

column

Nama column Digplays the namae for this Input. The namae is system-genarated, but you can adit the nama.

Sawve and Click to save your configuration changes and close the Aperic Hub Board editor.

Close

iSTAR Aperio Hub Board Editor Readers Tab

The iISTAR Aperio Hub Board editor Readers tab allows you to identify the readers you want to configure, and to
access the iSTAR Aperio Reader editor to configure the readers.

The following Aperio Reader types can be configured: C100, E100, L100, PR100, IN100, A100, K100, M100, KS100,

R100, AS100, and Generic bypes.

Figure 71 on Page 224 shows the iSTAR Aperio Hub Board Readers tab.

C*CURE 9000 Hardware Configuration Guide
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Figure 71: iSTAR Aperic Hub Board Readers Tab
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iSTAR Aperio RS-485 Board Hub Editor Readers Tab Definitions

The fields and buttons on the iSTAR Aperio R5485 Board editor Readers tab are described in Table 47 on Page 224,
Table 47: ISTAR Aperic R5-485 Board Editor Readers Tab

Field/Button | Description

Craate All Click to create all 8 readers. When you click Create All Readers the Configured column check boxes are selected, and you can
Readers click [z] in the Edit column to open the iISTAR Aperio Reader Editor to configure a Reader. Sea iSTAR Aperic Reader Editor
on Page 264.
Dederte All When vou click Dalete All Readers, the check boxes in the Conflgured column are cleared for all B Readers, and all 8
Readars Readers are delated (any sattings vou have configured are lost).
MOTE: If you Delete all Readers on this tab, the Aperio Door objects that were created automatically for these readers are also
deletad.
Edit column Click |Z] in the Edit column to open the iISTAR Aperio Reader editor to configure a Reader. See iSTAR Aperio Readar Editor
on Page 264,
224 Chapter 5 C-CURE 9000 Hardware Configuration Guide
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ISTAR Aperic R5-485 Hub Board Editor (ISTAR Ultra anly)

ISTAR Apaerix R5-485 Board Editor Readers Tab (continued)

Field/Button | Description

Reader Indax This colurmn displays the number of each Reader.
column

Configured Clicklj in this column to create a Reader {make it available to be edited ).

cohamin Clearing this chack box delates this Apario Reader, and any automatically created Aperio Door associated with this Reader,

after you click Yes to confirm the deletion in the Warning box that appears.

MName column Displays the name for this Reader. The name is system-generated, and the Name field is editable.

Sawve and Click to save your configuration changes and close the iSTAR Aperio Hub Board editor.
Close
C-CURE 9000 Hardware Configuration Guide Chapter 5 225
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ISTAR PIM-485 Board Editor

iSTAR PIM-485 Board Editor

The iSTAR PIM-485 Board editor on iSTAR Pro or iSTAR eX allows you to configure Schlage Wireless Readers that
are connected to a PIM-485 Panel Interface Module (PIM). This board supports up to 16 wireless readers connected
via R5-485.
The following Plvls are supported:

m PIMA00-485 (ADID0 Series Locks)

m AD300 (AD300 Series Locks)

m PIM-A85 (WA Series Locks)
The iSTAR PIM-485 Board Editor has three tabs:

m General tab - see iSTAR PIM-485 Board Editor General Tab on Page 226

m Inputs tab - see iSTAR PIM-485 Board Editor Input Tab on Page 228

m Readers tab - see iSTAR PIM-485 Board Editor Readers Tab on Page 229

iISTAR PIM-485 Board Editor General Tab

The iSTAR PIM-485 Board editor General tab lets you specify the type of PIM Board to which you can configure
Schlage Wireless readers. You select the type of PIM you want to configure by choosing a type from the PIM Type
drop-down list. That selection determines the options that are available on the other tabs.

If you choose the AD300 (AD300 Series Locks), the Input tab is removed, because the AD300 does not support a
Tamper Input.

Figure 72 on Page 227 shows the iSTAR PIM-485 Board General tab.
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Figure 72: iSTAR PIM-485 Board General Tab
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iSTAR PIM-485 Board Editor General Tab Definitions

The fields and buttons on the iSTAR PIM-485 Board editor General tab are described in Table 48 on Page 227,

Table 48: ISTAR PIM-485 Board Editor General Tab
T

Field/Button | Description

Name This field displays the name of the PIM Board

Description You can anter a textual description of the PIM Board in the Description fiekd.

Maintenance Click to put the ISTAR PIM-485 Board into Maintenance Mode. See Chapter 2: Maintenance Mode for more infarmation.
Made

Controllar The namsa of the contraller; thisis a read-only fiald.

FIM Type This drop-down list allvws you to select the type of PIM board you are configuring.
+ PIM400-485 (AD400 Saries Locks)

+  AD300 (AD300 Series Locks)

+  PIM-485 (WA Series Locks)
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ISTAR PIM-485 Board Editor

iISTAR PIM-485 Board Editor Ganeral Tab (continued)
[P,

Field/Button | Description

PIM Mumbser This read-only fiekd contains the PIM numbser - the same PIM Index number as shown on the iSTAR Schlage Wireless PIiMs Tab
on Page 153 or the iSTAR X COM1/COM2 Tabs on Page 173,

Wake on Wake on Radio allows a battery-powered lock device to receive an immediate command from the ISTAR panel that is out of
Radia sequanca with the regular heartbeat communications batwaan the panal and the lack (the default heartbaat intervalis 10
minutes). The Wake on Radio interval is 10 saconds.

Enabling this feature allows the reader and lock to respond more guickly (within ten seconds rather than within ten minutes) to
rmanual actions. Typically the command from the iSTAR panel to the device will be for a lock or unlock.

Sawve and Click to save your configuration changes and close the iISTAR PIM-485 Board editar.
Closa

iSTAR PIM-485 Board Editor Input Tab
This tab allows you to configure a Tamper input for the PIM400-485 and PIM-485.

If you select the AD300 series lock in the PIM Type Drop-down list on the General tab, the Input tab is removed
because the AD300 series does not have a Tamper Input.

Figure 73 on Page 228 shows the iSTAR PIM-485 Board Input tab.

Figure 73: ISTAR PIM-485 Board Input Tab
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iSTAR PIM-485 Board Editor Input Tab Definitions

The fields and buttons on the iSTAR PIM-485 Board editor Input tab are described in Table 49 on Page 229,

Table 49: ISTAR PIM-485 Board Editor

Field/Button | Description

Create Input Click to create the Tamper Input. When you click Create Input, the Configured column check box is selected, and you can click
[_] in the Edit column to open the ISTAR Input editor (see ISTAR Input Editor on Page 232,

Delate Input When yvou click Dalete Input, the chack box in the Configurad colurmn is clearad for the Tamper Input, and the Tampar Input is
immediately deleted (any sattings you have configured are lost).

Edit column CIick[L] in the Edit column to open the Input Editor to configure the Tamper Input. See iSTAR Input Editor on Page 232.

Input type This column displays the input type [Tamper).

column

Configured Clickljin this columnn to create the Tamper Input {make it available to be edited).

column

Name colurmn Displays the name for this lnput. The name is system-generated and is read-only.

Template Displays the Template used for creating this Input. If the Input is not yet configured, you can click in this column, then click to select

Caolumn an Input Template. If the Configured column displays. this field cannot be adited.

Sawve and Click to save your configuration changes and close the iSTAR PIM-485 Board editar.

Close

iSTAR PIM-485 Board Editor Readers Tab

The iSTAR PIM-485 Board editor Readers tab allows you to identify the readers you want to configure, and to access
the iSTAR PIM-485 Reader editor to configure the readers.

Figure 74 on Page 230 shows the iSTAR PIM-485 Board Readers tab.
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Figure 74: iISTAR PIM-485 Board Readers Tab
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iSTAR PIM-485 Board Editor Readers Tab Definitions

The fields and buttons on the iSTAR PIM-485 Board editor Readers tab are described in Table 50 on Page 230.

Table 50: ISTAR PIM-485 Board Editor Readers Tab

Editor an Page 260.

Field/Button | Description

Craate Al Click to create all 16 readers. When you click Create All Readears the Configured column check boxes are selected, and you

Readers can click [Z] in the Edit column to open the iISTAR PIM-485 Board Editor to configura a Reader. See iSTAR PIM-485 Reader
Editor an Page 260.

Delete All When you click Delete All Readers, the check boxes in the Configured column are cleared for all 18 Readers, and all 16

Readars Readers are immediately deletad (any settings you have configured are lost).

Edit colurmn Click |Z] in the Edit column to open the iSTAR PIM-485 reader Editor to configure a Reader. See iSTAR PIM-485 Reader

Reader Indax
column

This column displays the number of each Reader.
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ISTAR PIM-485 Board Editor

iISTAR FIM-485 Board Editor Readears Tab (continued)

Field/Button | Description

Configured Click[_|in this column to create a Reader (make it available to be edited).

calumn

Name column Displays the name for this Reader. The name is system-generated, and the field is read-only.
Sawve and Click to save your configuration changes and close the iSTAR PIM-485 Board aditor.

Closa
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ISTAR Input Editor

iSTAR Input Editor

The iSTAR Input editor lets you configure an iSTAR Input that you created on an iSTAR Input Board.

The iSTAR Input editor (see Figure 75 on Page 233) has the following tabs:
m iSTAR Input General Tab on Page 236

Identifies the Controller and Board this Input is configured on, the type of the Input (such as Door Switch), and
the object the Input is assigned to, such as a Door.

m iSTAR Input Intrusion Zone Tab on Page 237

This tab appears only if you have included this iSTAR Controller in an Intrusion Zone and added this Input as a
Controlled Input.

m iSTAR Input Triggers Tab on Page 239

This tab lets you define Triggers that can activate C+CURE 9000 Events and activate outputs.

See Triggers Tab for iISTAR Devices on Page 270 for information on creating Triggers for an iSTAR device.
m Groups Tab for Hardware Devices on Page 28

If you have created a Group containing iSTAR Inputs and added this Input to it, the iSTAR Input editor also
displays a Group tab.

This tab lists the Input groups to which this Input belongs. for information on using the Group tab for your
iSTAR Input.

m iSTAR Input Status Tab on Page 239

This tab displays several read-only fields that report the Active, Armed, Hardware, and Supervision status of the
Input.

m iSTAR Input State Images Tab on Page 239

This tab shows the images that are displayed in the Monitoring Station to represent this input. You can change
the image used for any of the Input states.
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ISTAR Input Editor

Figure 75: iSTAR Input Editor

Accessing the iSTAR Input Editor

You can access the iSTAR Input Editor in several ways:
m To Access the iSTAR Input Editor (iSTAR eX/Edge Controller) on Page 233.
m To Edit a Main Board Input (iSTAR Classic/Pro Controller) on Page 234
m To Edit an ACM Board Input (iSTAR Classic/Pro Controller) on Page 234,
m To Edit an Input on an ACM Ext 1/8 Board (iSTAR Classic/ Pro Controller) on Page 234,
m To Edit a Main Board Input from the Hardware Tree on Page 234
m To Edit a COM1,/COM2/COM3 or ACM Input from the Hardware Tree on Page 235

To Access the iSTAR Input Editor (iSTAR eX/Edge Controller)
1. From the iSTAR Controller Editor, click on the appropriate tab (Inputs, COM1, COM2, or COM3).
2. Click in the Configured column to create a Main Board or General Purpose Input.
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ISTAR Input Editor

3. Click the Edit button [ ] for the Input you want to edit.

* To edit a Main Board or General Purpose Input from the Inputs tab, click [ ] in the Edit column for the Input
you want to edit.

* To edit /8 Inputs from the COM1/COM2/COMS3 tab, click ] in the Edit column for the Input Board
containing the Input you want to Edit. The iSTAR Input Board Editor opens. Click [ ] in the Edit column for
the Input you want to edit.

The iSTAR Input Editor opens (see iSTAR Input Editor on Page 232).

To Edit a Main Board Input (iSTAR Classic/Pro Controller)
1. From the i5TAR Controller Editor, click on the Boards tab.
2. Click [.] in the Edit column for the Input you want to edit.
The iSTAR Input Editor opens (see iSTAR Input Editor on Page 232).

To Edit an ACM Board Input (iSTAR Classic/Pro Controller)
1. From the iSTAR Controller Editor, click on the Boards tab.

2. Click [.Z] in the Edit column for the ACM that contains the Input you want to Edit. The ACM Board Editor
opens.

3. Click the Inputs tab.

4. Click [.J] in the Edit column for the Input you want to edit.
The iSTAR Input Editor opens (see iSTAR Input Editor on Page 232).

To Edit an Input on an ACM Ext 1/8 Board (iSTAR Classic/Pro Controller)

1. From the iSTAR Controller Editor, click on the Boards tab.

2. Click [.Z] in the Edit column for the ACM that contains the Input you want to Edit. The ACM Board Editor
opens.

3. Click the ACM Ext tab.

4. Click [.J] in the Edit column for the Input board that contains the Input.

5. In the Inputs table on this tab, click [ ] in the Edit column for the Input you want to Edit.
The iSTAR Input Editor opens (see iSTAR Input Editor on Page 232).

]
To Edit a Main Board Input from the Hardware Tree

1. Mavigate to your iSTAR Controller in the Hardware Tree and click
2. Click the Inputs folder.

3. Double<lick on the Input you want to edit.
The iSTAR Input Editor opens (see iSTAR Input Editor on Page 232).
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To Edit a COM1/COM2/COM3 or ACM Input from the Hardware Tree

1. Mavigate from your iSTAR Controller in the Hardware Tree to the appropriate COM Board (on an iSTAR eX or

2. Click

iSTAR Edge Controller) or ACM Board (on an iSTAR Classic/Pro Controller).

- on Input Boards, as shown in Figure 68 on Page 209,

Figure 76: iSTAR Input Boards in the Hardware Traa
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3. Click [* on the Input board that contains the Input you wish to edit.
4. Click [ on Inputs under that board.

5. Double<lick on the Input you wish to edit.
The iSTAR Input Editor opens.

Configuring an iSTAR Input

When you configure an iSTAR Input, you use the Input Editor tabs to define the Options, Default State, Triggers, and
State Images for the Input.

To Configure an iSTAR Input
1. Access the Input Editor for the Input you wish to edit (see Accessing the iSTAR Input Editor on Page 233).
2. Click the Input General tab:

* Modify the name of the Input in the Name field, if desired.

* Add a textual description of the Input to the Description field.

* Enable the Input by clicking the Enabled field.

* Modify the Options settings for the Input. See the definitions for the Options fields in on Page 236.

* Set the Default State for the Input to Armed or not Armed D

3. Click the Intrusion Zone tab (if available) to view the name of the Intrusion Zone this Input is part of, and the
Display Name used by the Intrusion Zone for this Input.
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4. Click the Input Triggers tab. iSTAR Input Triggers Tab on Page 239 defines the Input Properties you can use in
triggers. Configure the triggers you need for this Input by following the steps in Triggers Tab for iSTAR Devices

on Page 270,

5. Click the Input Status tab to view the Active, Armed, Hardware, and Supervision status of the Input.

6. Click the Input State Images tab to view the state images for this Input. If you wish to customize the state images
for this Input, follow the steps in State Images Tab for iSTAR Devices on Page 274.

=]

have configured.

iSTAR Input General Tab

When you have finished configuring this Input in the Input Editor, click Save and Close to save the settings you

The iSTAR Input General tab displays information that identifies the Input and allows you to configure the Options
and Default State for the input.Figure 75 on Page 233 shows the iSTAR Input General tab.

iISTAR Input General Tab Definitions

Table 51 on Page 236 lists the fields and buttons that appear on the iSTAR Input General tab.

Table 51: ISTAR Input General Tab Definitons

Field/Button Description
Nama Displays the name for this Input. The name is system-genarated by default, but you can edit this name by clicking in this
field.
Description Entar a taxtual cormmant about the Input, such as its location or purpose. This taxt is for infermation only.
Enabled Click[V] 1o enabla the Input,
Maintenance Mode Click to put the iSTAR Input into Maintenance Mode. See Chapter 2: Maintenance Mode for more information.
Partition This read-only fiekd identifies the Partition in which this Input resides.
Identification
Controllar This read-only fiakd idantifies the ISTAR Controller to which this Input is attachad.
Board This read-only fiekd identifies the iISTAR Controller board to which this Input is attached.
Type Reflects whether the Input has been assigned to a Door or other object. These include:
+ General
+  Daoor Switch
+ Requestto Exit
+ Elevator
Assigned to Displays the Elevator or Door object name with which this Inputis configured.
Connection |dentifies the Input number on the hardware board to which this Input is connected.
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Table 51: ISTAR Input Ganeral Tab Definitions (continued )

Field/Button Description
Options
Debounce Thrasholkd In this field, enter the time that an input must be in a particular state before itis reported as a state change. Itisused to
(1110 sec) filter out spurious changes. The units range from 0 — 60 seconds, the defaultis 0.
MOTE: For Proprietary Burglar Alarm applications, the Debounce Threshald field must be programmed for a
maxirmum of 80 seconds.
Supervised This field indicates that the inputs on the board are Supervised. Thisis a read-only field.
NOTE: For Proprietary Burglar Alarm applications, the Supervised check box must be selacted.
Send state changes to To have a notification of changes in state of the Input sent to the guard station, select the Send state changes to the

manitaring station

rmonitaring station check box.

MOTE: For Proprietary Burglar Alarm applications, the Send state changes to the monitering station option must
b sedacted.

Send state change to
journal

Tohave a notification of changes in state of the Input sent to the journal, select the Send state changes to journal
check box. This option will be selected by default.

Revarse sense

When this option is selected, the interpretation of the board's Supervised Resistors is reversed.

Activate on Supervision
Errar

When this option is selected, the Input will be activated on a Superision anror.

Default State

Armed

When this option is selected, the Input is armed by default. This is useful if you are not providing arming via an event.

iSTAR Input Intrusion Zone Tab

The iSTAR Input Intrusion Zone tab appears only if the iSTAR Input is included in an Intrusion Zone. Figure 77 on
Page 238 shows the iSTAR Input Intrusion Zone tab.

An Input assigned as an iSTAR Intrusion Zone Controlled or Protected Input displays read-only assignment
information on the Intrusion Zone tab of the Input Editor. This tab only displays when the Input is assigned to a
zone. At the same time, the value in the Type field on the Input General tab changes from ‘General’ to ‘Intrusion
Zone'.
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Figure 77: iSTAR Input Intrusion Zone Tab
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The iSTAR Input Intrusion Zone tab displays read-only fields that give Intrusion Zone assignment information for

this Input.

Table 52: iISTAR Input Intrusion Zone Tab Definitions

Field/Button

Description

Intrusian Zone

Name of iSTAR Intrusion Zone this Input is assigned to

Display Mame Displays the name you enterad for this Input on the ISTAR Intrusion Zones Editor Inputs tab in the Controlled Inputs tabla.
NOTE: This is the unique LCD display nama for this Input that is usad whanever the Intrugion Zone neads to display this door as
an ‘offnormal point on the Reader LCD.
The Dynamic View for iSTAR Inputs also allows you to add a column that identifies the Intrusion
NOTE ynamy _ :
Zone to which the Inputs belong.
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iSTAR Input Triggers Tab
You can create iSTAR Input Triggers for the properties shown in Table 53 on Page 239,

For iSTAR Main Board and Special Purpose Inputs such as Tamper, Power Failure, and Battery Low, you can only
create Triggers for the Active Status property.

Tablae 53: ISTAR Input Trigger Proparties
[

Property Description
Active Status Values that wou can use for Triggers are “Active™ and "lnactiva®.
Armed Status Walues that you can use for Triggers are “Armed” and “No Error”.

Supervision Error Status | Walues that you can use for Triggers are “Error” and “No Error”.

See Triggers Tab for iSTAR Devices on Page 270 for information on creating Triggers for an iSTAR device.

iSTAR Input Status Tab
The iSTAR Input Status tab displays several Input properties in read-only fields. Table 54 on Page 239 lists the fields
on the iISTAR Input Status tab.

Table 54: ISTAR Input Status Tab Definitions
- |

Field/Button Description
Active Status Displays whathar the Input is Active or Inactive.
Armed Status Displays whather the Input is Armed or Disarmed.

Hardware Status Displays the Hardware Status value for the Input. Possible values are Secure, Active, Open Loop, Shorted Loop, Fault, or
Ground.

Supervision Displays the Supervision Status value for the Input. Possible values are:

Status »  Unknown - the hast has not received the input status reported fram the panel yet.

* Uninitialzed - the panel repoarts no error on the input.

+ Error - the input iz in error state, and the detail can be sean in the Hardware Status field.

iSTAR Input State Images Tab

The iSTAR Input State Images tab provides a means to change the default images that are displayed on the C«CURE
9000 Monitoring Station to indicate iISTAR Input states,

See State Images Tab for iSTAR Devices on Page 274 for information on using the State Images tab for an iSTAR
Input.
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iSTAR Input State Images Tab Definitions

Table 55 on Page 240 shows the iSTAR Input States and the default State Images.

240 Chapter 5

Table 55: STAR Input State Images
Tab Definitions

lcon Description

Unknaown

Active

Armed Enabled

Disarmed Enablad

Supervision Error

Disabled

Update Disabled

EE = E A E
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iSTAR Output Editor
The iSTAR Output editor lets you configure an iSTAR Output that you created on an iSTAR Output Board.

The iSTAR Output editor (see on Page 241) has the following tabs:
m iSTAR QOutput General tab

Identifies the Controller and Board this Qutput is configured on, the type of the Qutput (such as Alternate Shunt
Relay), and the object the Input is assigned to, such as a Door. See iSTAR Output General Tab on Page 245.

m iSTAR Output Groups tab
If you have created a Group containing iSTAR Outputs and added this Qutput to it, the iISTAR Output editor
also displays a Group tab.
This tab lists the Output groups to which this Qutput belongs. See Groups Tab for Hardware Devices on Page 28
for information on using the Group tab for the iSTAR Output.

m iS5TAR Output Status tab
This tab displays several read-only fields that report the Active, Armed, Hardware, and Supervision status of the
Output. See iSTAR Output Status Tab on Page 246.

m iSTAR Output State Images tab
See iISTAR Output State Images Tab on Page 246.

Figure 78: iSTAR Cutput Editor
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Accessing the iISTAR Output Editor

You can access the iSTAR Output Editor in several ways:

To Access the iSTAR Output Editor (iSTAR eX/Edge Outputs Tab) on Page 242,

To Access the iSTAR Output Editor (iSTAR eX/Edge COM Tabs) on Page 242

To Edit a Main Board Output (iSTAR Classic/Pro Boards Tab) on Page 242,

To Access the iSTAR Output Editor (iSTAR Classic/Pro ACM Board Outputs Tab) on Page 242
To Access the iSTAR Output Editor (iSTAR Classic/Pro ACM Board ACM Ext Tab) on Page 243
To Edit a Main Board Output from the Hardware Tree on Page 243.

To Edit a COM1/COM2/COM3 or ACM Output from the Hardware Tree on Page 243

To Access the iSTAR Output Editor (iSTAR eX/Edge Outputs Tab)

1.
2.
3.

From the iSTAR Controller Editor, click on the Outputs tab.
Click in the Configured column to create a Relay Output or an Open Collector Qutput.

Click the Edit button [ for the Output you want to edit.
The iISTAR Output Editor opens (see iSTAR Output Editor on Page 241).

To Access the iSTAR Output Editor (iSTAR eX/Edge COM Tabs)

1.
2
3.

From the iSTAR Controller Editor, click on the CONM1, COM2, or COM3 (iSTAR Edge only) tab.
Click in the Configured column of the Output Boards table to create an Output Board.

Click [..] in the Edit column for the Output board you want to edit.

The iSTAR Output Board Editor opens (see iSTAR Output Board Editor on Page 208).

Click in the Configured column of the Qutputs table to create an Qutput.

Click the Edit button [ for the Output you want to edit.
The iISTAR Output Editor opens (see iSTAR Output Editor on Page 241).

To Edit a Main Board Output (iSTAR Classic/Pro Boards Tab)

1.
2
3.

From the iISTAR Controller Editor, click on the Boards tab.
Click in the Configured column to create a Main Board Output.

Click [..] in the Edit column for the Main Board Qutput.
The iSTAR Output Editor opens (see iSTAR Output Editor on Page 241).

To Access the iSTAR Output Editor (iSTAR Classic/Pro ACM Board Outputs Tab)

1.
2.

From the iSTAR Controller Editor, click on the Boards tab.
Click in the Configured column of the ACMs table to create an ACM Board.
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3. Cick [Z] in the Edit column for the ACM Board that contains the Input you want to Edit. The ACM Board
Editor opens.

4. Click the Outputs tab on the ACM Board Editor.
5. Click in the Configured column to create an Output.

6. In the Outputs table on this tab, click [J] in the Edit column for the Output you want to Edit.
The iSTAR Output Editor opens (see iSTAR Output Editor on Page 241).

To Access the iSTAR Output Editor (iSTAR Classic/Pro ACM Board ACM Ext Tab)

1. From the iSTAR Controller Editor, click on the Boards tab.

2. Click in the Configured column of the ACMs table to create an ACM Board.

3. Click [] in the Edit column for the ACM Board that contains the Input you want to Edit. The ACM Board
Editor opens.

4. Click the ACM Ext tab on the ACM Board Editor.

5. Click in the Configured column of the Output Boards table to create an Output Board.

. In the Output Boards table on this tab, click [ ] in the Edit column for the Output Board you want to Edit.
The iSTAR Output Board Editor opens (see iSTAR Output Board Editor on Page 208).

7. Click in the Configured column of the Outputs table to create an Output .

8. In the Qutput Boards table on this tab, click [] in the Edit column for the Output Board you want to Edit.
The iSTAR Output Editor opens (see Figure 78 on Page 241).

To Edit a Main Board Output from the Hardware Tree

1. Mavigate to your iSTAR Controller in the Hardware Tree and click
2. Click the Outputs folder.

3. Double<lick on the Output you want to edit.
The iSTAR Output Editor opens (see iSTAR Output Editor on Page 241).

To Edit a COM1/COM2/COM3 or ACM Output from the Hardware Tree

1. Mavigate from your iSTAR Controller in the Hardware Tree to the appropriate COM Board (on an iSTAR eX or
iSTAR Edge Controller) or ACM Board {on an iSTAR Classic/Pro Controller).

2. Click [* on Output Boards, as shown in Figure 79 on Page 244.

C*CURE 9000 Hardware Configuration Guide Chapter 5 243

EFTA01226174



ISTAR Cutput Editor

Figure 79: iISTAR Output Boards in the Hardware Trea
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3. Click [* on the Output board that contains the Input you wish to edit.

4. Click [* on Outputs under that board.

5. Double<lick on the Qutput you wish to edit.
The iSTAR Output Editor opens (see iSTAR Output Editor on Page 241).

Configuring an iSTAR Output
When you configure an iSTAR Output, you use the Output Editor tabs to define the Options and State Images for the

Output.

To Configure an iSTAR Output

1. Access the Output Editor for the Output you wish to edit (see Accessing the iSTAR Output Editor on Page 242).
2. Click the Qutput General tab:
* Modify the name of the Output in the Name field, if desired.

* Add a textual description of the Output to the Description field.

* Enable the Output by clicking the Enabled field.

* Modify the Options settings for the Qutput. See the definitions for the Options fields in Table 56 on Page 245.

3. Click the Output Status tab to view the Active Status of the Output.

4. Click the Output State Images tab to view the state images for this Output. If you wish to customize the state

images for this Output, follow the steps in State Images Tab for iSTAR Devices on Page 274.

5. When you have finished configuring this Output in the Output Editor, click Save and Close to save the settings

you have configured.
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iSTAR Output General Tab

The iSTAR Output General tab displays information that identifies the Output and allows you to configure the
Options for the Output. Figure 78 on Page 241 shows the iSTAR Output General tab.

iSTAR Output General Tab Definitions

Table 56 on Page 245 lists the fields and buttons that appear on the iISTAR Output General tab.

Table 56: ISTAR Cutput General Tab Definitions

Field/Button Description

Identification

Namea Displays the name for this Output. The nama is systam-genarated by default, but you can adit this name by clicking in click in
this field.

Description Enter a textual comment about the Output, such as its kecation or purpose. This text is for information anly.

Enabled Ciick[¥] to enabie the Output,

Maintenance Click to place the ISTAR Outputinto Maintenance Mode. See Chapter 2: Maintenance Maode for more information.

Made

Partition This read-anly fiekd identifies the Partition in which this Cutput resides.

Output ide ntification

Controller This read-anly field idantifies the ISTAR Controller to which this Output is attached.
Board This read-only fiekd identifies tha iISTAR Controller board towhich this Output is attached.
Typa Reflects whethar the Output has been assigned to a Door or other object. These includea:

+  Ganeral

+  Door Lock

»  Shunt Expiration Relay

+  Alternate Shunt Relay

+  Elevator Button

NOTE: The Elevator cutput assignment has not bean evaluated by UL,
Assigned to Displays the Elevator or Door object name with which this Output is configured.
Connection ldentifies the Input number on the hardware board to which this Output s connected .
Options
Pulsa Duration This is a momeantary activation which is entered in second intervals with a default of 0 seconds.
(1110 sac)
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Table 56: iSTAR Output Genaral Tab Definitions (continuad)

manitaring station

Field/Button Description

Normally Thisfield is used to specify whether the Output is wired such that current is normally an or not. The default setting (not

enargized salacted) signifies that the Output is wired so that the current is normally off and when the Output is inan On state, the circuit
s energized.

Sand stata To have a notification of changes in state of the Qutput sant to the Moanitaring station, selact the Send state changes to the

changesto manitoring station check box.

NOTE: For Proprietary Burglar Alarm applications, the Send state changes to the monitoring station option must be
selected.

This selection is unavailable for an ISTAR Door Output. State changes for a Door Qutput are not sent to the Manitoring

Station.

Send state
changes to journal

To have a notification of changes in state of the Qutput sent to the journal, select Send state changes to journal. This
option ks selected by default.

This selection is unavailabke for an iISTAR Door Qutput. State changes for a Door Output are not sent to the journal.

iSTAR Output Status Tab

The iSTAR Output Status tab displays the State of the Output.

Table 5T: ISTAR Output Status Tab Definitions
-]

Field/Button | Description

Active Status Displays the status of the Cutput - eithar Active or Inactive,

iSTAR Output State Images Tab

The iSTAR Output State Images tab provides a means to change the default images that are displayed on the
C+CURE 9000 Monitoring Station to indicate iISTAR Output states.

See State Images Tab for iISTAR Devices on Page 274 for information on using the State Images tab for an iSTAR

Output.

ISTAR Output State Images Tab Definitions

Table 58 on Page 246 shows the iSTAR Output States and the default State Images.

246
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Table 58: ISTAR Cutput State Images Tab Definitons

lcon lcon Description

Description

UInknown T ] Inactive
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Table 58: ISTAR Cutput State Images Tab Definitiens (con-

tinued)

lcon Description lcon Description
Active E Disabled
&
Flashing
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iSTAR Reader Editor

The iSTAR Reader editor lets you configure an iSTAR Reader that you created on an iSTAR Controller.

The iSTAR Reader editor (see Figure 80 on Page 249) has the following tabs:
m iSTAR Reader General tab

Lists the Reader name, connections, and card formats for a reader connected to an iSTAR. See iSTAR Reader
General Tab on Page 250.

m iSTAR Reader IO tab

This tab lets you configure the available Inputs and Outputs for the Reader. See iSTAR Reader 1/0 Tab on Page
252,

m iSTAR Reader Keypad tab

This tab lets you configure the settings and options for the Reader Keypad. See iSTAR Reader Keypad Tab on
Page 253

m iSTAR Reader Triggers tab
See Triggers Tab for iSTAR Devices on Page 270 for information on creating Triggers for an iSTAR device.
m iSTAR Reader Groups tab

If you have created a Group containing iSTAR readers and added this Reader to it, the iSTAR Reader editor also
displays a Group tab.

This tab lists the Reader groups to which this Reader belongs. See Groups Tab for Hardware Devices on Page 28
for information on using the Group tab for the iSTAR Reader.

m iSTAR Reader Status tab

This tab displays several read-only fields that report the Communications, PIN Required, and Keypad Command
Allow Status of the Reader. See iSTAR Reader Status Tab on Page 256.

m iSTAR Reader State Images tab

This tab displays the default images used to depict this reader in the Monitoring Station. You can use this tab to
customize these state images. See iISTAR Reader State Images Tab on Page 258,
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Figure B0: iSTAR Reader Editor
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You can add or remove Card Formats from multiple Readers via an iSTAR Reader Dynamic View. See Add or
Remove Reader Card Formats on Page 25 for more information.

Accessing the iSTAR Reader Editor

You can access the iISTAR Reader editor in several ways:
s From the iSTAR eX Controller Wiegand Tab on Page 171 or iSTAR Edge Controller Wiegand Tab on Page 169,
m From the iSTAR eX COM1/COM2 Tabs on Page 173 or iSTAR Edge COM1/COM2/COM3 Tabs on Page 167
m From the iSTAR Classic/Pro Controller iSTAR ACM Board Readers Tab on Page 200.

m From the iSTAR Ultra iSTAR Controller Boards Tab (iSTAR Classic/Pro) on Page 156, iSTAR Ultra Controller 1P-
ACMs Tab on Page 181, and iSTAR Ultra COM1/COM2 Tabs on Page 181.

m From the iSTAR PIM-485 Board Editor Readers Tab on Page 229,
m From the Hardware Tree, edit a Reader on a COM board or ACM board.

In each case, you must select the Configure column to configure 7 the reader, then click (] to open the
iSTAR Reader editor.
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Configuring iISTAR Readers

When you configure an iSTAR Reader, you use the Reader Editor tabs to define the Options and State Images for the
Reader.

To Configure an iSTAR Reader
1. Access the Reader Editor for the Reader you wish to edit (see Accessing the iISTAR Reader Editor on Page 249).
2. Click the Reader General tab:

* Modify the name of the Reader in the Name field, if desired.

* Add a textual description of the Reader to the Description field.

* Enable the Reader by clicking the Enabled field.

* For some Readers, you need to select the correct Reader type from the drop-down list.

* Add the Card Formats that the Reader uses to the Card Format table. See Configuring iSTAR Readers on Page
250,

3. Click the Reader Status tab to view the Active Status of the Reader.

4. Click the Reader State Images tab to view the state images for this Reader. If you wish to customize the state
images for this Reader, follow the steps in State Images Tab for iSTAR Devices on Page 274,

5. When you have finished configuring this Reader in the Reader Editor, click Save and Close to save the settings
vou have configured.

NOTE See the C*CLIRE 9000 Getting Started Guide for a list of UL approved card formats.

iSTAR Reader General Tab

The iSTAR Reader General tab displays information that identifies the Reader and allows you to configure the
Options for the Reader. Figure 80 on Page 249 shows the iSTAR Reader General tab.

iSTAR Reader General Tab Definitions

Table 59 on Page 250 lists the fields and buttons that appear on the iSTAR Reader General tab.

Table 59: ISTAR Reader Genaral Tab Definitions

Field/Button Description
Identification
Nama Displays the name for this Reader. The name is system-genarated by default, but you can edit this name by clicking in click in
this field.
Description Entar a textual comment about the Reader, such as its lacation or purpose. This taxt is for information only.
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iISTAR Reader Genaral Tab Definitions (continuad)

Field/Button Description
Enabled Ciick[V] to enable the Reader.
Maintenance Click to put the ISTAR Reader into Maintenance Moda. Sea Chapter 2: Maintenance Mode for more information.
Mode
Partition This read-only field identifies the Partition in which this reader resides.
Controllar This read-only field idantifies tha iISTAR Controller to which this reader is attached.
Board This read-only field identifies the iISTAR Controller board towhich this reader is attached.
Assigned to Displays the Elevator or Door object name with which this reader is configured.
Caonnaction |dentifies the Readear number an the hardware board to which this reader is connected.
Device 1D The 15-character |D of the Apario Reader. (Aperio Reader anly.)
Reader Type Click an the drop-down menu to select the reader type.
* RM (Software House Reader Protoool)
» BLE (Blustooth Low Enargy)
= QSDP(Open Supervised Device Protocol)
Default: RM
Authentication Cnly available for BLE readers.
Required Click 1o enable authentication. You will need to be legged into the BLE application on your mabile device for access,
Default: Disabled - does not require authorization.
Card Format
Add Click Add to add a Card Format.
If the card format you desire is not in the Name Selection dialog box list, click [Z] in the Select Type field to selecta card
format.
Remaove Click the row selactor *  to select one or more Card Format rows (hold down SHIET or Ctrl to select multiple rows), then
click Remove 1o daelate the row(s) for this fiekd.
Marme Displays the Mame of @ach Card Format you have chosen for this Reader.
Description Dizplays the Dascription for the Card Foarmat. This field is read-only.

iISTAR General Tab Definitions for ISTAR Ultra Wiegand Readers

The iSTAR Reader General tab for readers defined on the Wiegand tab of the iSTAR Ultra ACM Board has additional
fields that allow you to configure Reader Options.

Table 60 on Page 252 lists the additional fields and buttons that appear on the iSTAR Reader General tab for
iSTAR Ultra Wiegand Readers.
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Table 60: iISTAR Ulira Wiegand Reader General Tab Definitions
T

Fie ld/Button Description
Reader Options
LED Contral You can select the LED contral satting that correspands with the wiring method used to control the reader LEDs:

* 3-wire (Red, Yellow, Graan)
= External Bi-color (2-wire Red, Green)
+ -wire (A, B, CO)

Beap on Card Read

Click to configure the reader to beep when a Card Read occurs.

iSTAR Reader I/O Tab

The iSTAR Reader 1/O tab displays information that identifies the Reader and allows you to configure the Options
for the Reader. Figure 81 on Page 252 shows the iSTAR Reader 1/ O tab.

Figure 81: ISTAR Readar /O Tab
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iSTAR Reader I/O Tab Definitions

Definitions for the fields and buttons on the Reader 1/0 tab are described in Table 61 on Page 253.
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Definitions for the Inputs on the iISTAR Aperio Reader /0 Tab are described in iSTAR Aperio Reader 1/0 Tab on
Page 266.

The fields on this tab vary depending upon the type of Reader you are configuring. For example, a Direct Connect
Wiegand Reader displays only the Communications Fail Input on the 1/0 tab.

Table 61: ISTAR Reader 1¥0 Tab Definitions

Field/Button Description

Inputs

Create Alllnputs | cjick to create alleight Inputs, The check boxes in the Configured column ares&ttﬂ.

Delete Alllnputs | Click to delete alleight Inputs. The check boxes in the Configured column are setta[ |

Edit Click [ ... | in this column to apen the ISTAR Input Editor to edit this Input.
Connection This read-only field identifies the position of each Input on the 110 tab.
Configured indicates that the Input has beaen configured.

|:| indicates that the Input has not bean configured.

Marme Displays the system-generated namse for this Input. You can edit this name by clicking in the field.

Template Dizplays the Tamplate usad for creating this Input. If the Input is not yet configured, you can click in this colurmn, then click to
salact an Input Template. If the Configured column displays. thiz fiald cannat be adited.

Supervisad 1 Represants Supervised Input #1 on iSTAR Readers. Not available on direct connect Wiegand Readers.
Supervised 2 Represents Supervised Input #2 on iISTAR Readers. Mot available on direct connect Wiegand Readers.
Tamper Represants the Tamper Input on iISTAR Readars. Not available on direct connect Wiegand Readers.

Communications Represants the Communications Failure Input on iISTAR Readers.

Fail

Outputs

Creata All Click to create all Outputs. The check boxes in the Configured column are set tc-.

Outputs

Delete Al Click to delete all Outputs. The check boxes in the Configured column are setto[ |

Outputs

1 Represants Output #1 on iSTAR Readers.

2 Represants Cutput #2 on iSTAR Readers. Not available on direct connect Wiegand Readers and MEM Readers.

iSTAR Reader Keypad Tab

The iSTAR Reader Keypad tab allows you to configure settings for the keypad on the Reader. You can specify how
the Reader accepts PIN entries, and whether the Reader accepts Keypad Commands.
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Figure B2: iSTAR Reader Keypad Tab
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iSTAR Reader Keypad Tab Definitions

Table 62: ISTAR Reader Keypad Tab Definitions

Field/Button Description

PIN iz not requirad If sedacted, only a card swips is requirad for successful access to the door connacted to this readar.

PIM anly If sedected, this reader can be usad for PIN-Only access.
MOTE: PIN anly cannot be used as a Query filter value for the PIN Required Status field .

Card and PIN If sedacted, this reader requires both a card swipe and a PIN entry at the keypad for access.
required
Schedule If Card and PIN Required i salacted, vou can select a Schadule object to determine when Card and PIN Reguired is

anforced. When the Schadule is active, both Card and PIN are required for access. When the Schedule iz inactive, only a
card swipe is requirad.

Allow PIN Exempt If Card and PIN Required is selected, Personnel records configured with PIN Exempt (ADA) are exempt from having to
(ADA) antar a PIN for access.
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Table 62: ISTAR Reader Keypad Tab Definitions (continued)

Field/Button Description
Allow card If you have selected PIN is not required or Card and PIN required, you can enable Allow card numbers to be
numbers to ba antered from the keypad by selecting the check box. If you chose PIN Only, this option is unavailable | because the
enterad from Keypad must be used to enter a PIN).
keypad
Usa PIN+1 as If you have selected PIN is not required or Card and PIN required, you can enable Use PIN+1 as duress code by
duress code selecting the check box. If you chase PIN Only, this option is unavailable.
Keypad Indicates whether or not Keypad Commands can be entered on this Reader's Keypad and when. Selact one of the
Commands follywing options from the drop-down list. The default is Not Allowed .
Allowed + Mot Allowed — Keypad Commands cannot be used at the Reader

+  Always Allowed — Keypad Commands can always be used at the Readar

+ Allowad during specified schedule — Keypad Commands can be used at the Reader during the pericd specified in

the following field. (When you select this option, the Schedule for Keypad Commands field becomes available. )

Schedule for Select a Schedule fram the list to specify when Keypad Commands can be used at this Reader. When the Schedule is
Keypad active, Keypad Comimands can be uged. When the Schadule is inactive, Keyvpad Commands cannot be used.
Commands

iISTAR Reader Triggers Tab

The iSTAR Reader Triggers tab allows you to configure triggers for the Reader. You can set up triggers based on
Communication Status, PIN Required Status, and Tamper Status.

Figure 83 on Page 255 shows the iSTAR Reader Triggers tab.

Figure 83: iSTAR Reader Triggars Tab
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See Triggers Tab for iSTAR Devices on Page 270 for information on creating Triggers for an iSTAR device.
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For iSTAR Readers you can create Triggers for the properties shown in Table 3 on Page 256.

Tabla 63: ISTAR Reader Trigger Properties
T

Property Description
Communication Possible values are Nermal or Comm Fall.
Status

PIN Required Status Poszsible values are Not Required or Card and PIN Required, based on the setting for PIN Requireaments on the
Keypad tab.

Tamper Status Boolean value, True if the Tamper input has been activated, or False if the Tamper Input has not been activated.

iSTAR Reader Status Tab

The iISTAR Reader Status tab displays read-only status fields that allow you to see the current status of the Reader.
The type of reader determines the fields displayed on this tab.

» iSTAR Reader Status Tab Definitions on Page 256.

» iSTAR PIM-485 Reader Status Tab Definitions on Page 257.
» iSTAR Aperio Reader Status Tab Definitions on Page 257

iSTAR Reader Status Tab Definitions

Table 64: ISTAR Reader Status Tab Definitions
- |

Field/Button Description
Firmware Version The varsion number of the reader firmware.
Communications Communications displays the value Normal if the Contraller can communicate with the Reader or Comm Fail if the

Controller cannot communicate with the Reader.

PIN Required PIN Required displays tha value True if PIN Required has been salected on the Kaypad tab or False otharwisae.
Tamper Displays the status of the Tamper Input. Mot available on Direct Connect Wiegand readers.
Keypad Command This field displays status of the Keypad Commands Allowed setting from the Reader Editor Keypad tab:
Allw Status . Mot Allswed
+  Allpwed

+  Allowed during specified schedula.
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iSTAR PIM-485 Reader Status Tab Definitions

Table 65: iISTAR FIM-485 Reader Status Tab Definitions
. __________________________________________________________________________________________________________________________________________________________|

Field/Button Description
Firmware Version The vargion number of the reader firmware.
Communications Communications displays the value Normal if the Contraller can communicate with the Reader or Comm Fail if the

Caontroller cannot communicate with the Reader.

PIN Reguirad PIM Required displays the value True if PIN Required has bean salected on the Keypad tab or False otharwise.

Tamper True if a Tamper status is detected for the PIM Reader, or False if no Tamper condition is detected.

Keypad Cammand This field displays status of the Keypad Commands Allowed setting from the Reader Editor Keypad tab:
Allow Status Mot Allowad

+ Allwad
»  Allowad during specified schedula.

[FIMA-pra 1] - PIM True if a Tamper status is detected for the PIM-485 board to which this reader is attached, or False if ne Tamper condition
Tamper is datactad.

Motor Stall True if a Motor Stall condition {a problem with the latching meachanism of the door strike) is detected, or False if no Motor
Stall condition is detected.

Available only for PIM-485 WA Saries Locks, not for other AD Locks.

Low Battery True if a Low Battery condition is detected for the PIM Reader, or False if no Low Battery condition is detected. Available
anly far PIM-485 connected Readers.

Manual Lock True if the Manual Lock Overrride has been activated (unlocked by a physical key), or False if the Manual Lock Override

Owvarride has not been activated. Available anly for PIM-485 connected Readers.

Push Button True if the Push Button on the lock panel (inslde the room) has been pressed, or False if the Push Button has not been

prassed. Available anly for PIM-485 connected Readers.

iISTAR Aperio Reader Status Tab Definitions

Tabla 66: ISTAR Apario Reader Status Tab Definitions
L ____________________________________________________________________________________________________________________________________________________________________|

Field/Button Description

Communications | Communications displays the value Mormal if the Controller can communicate with the Reader or Comm Fail if the Controller
cannat communicate with the Readar.

Tamper True if a Tamper status is detected for the Reader, or Falge if no Tampar condition is detectad.
Low Battery True if a Low Battery condition is detected for the Reader, or False if no Low Battery condition is detected.
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iISTAR Reader State Images Tab

The State Images tab for a Reader provides a means to change the default images used to indicate iSTAR Reader
device states on the Monitoring Station.

See State Images Tab for iSTAR Devices on Page 274 for information on using the State Images tab for an iSTAR

Reader.

See Table 67 on Page 258 for default State Images for an iSTAR RM reader

See Table 68 on Page 258 for default State Images for an iSTAR PIM-485 reader (Schlage wireless lock and reader).

iSTAR Reader State Images Tab Definitions

Table 67: ISTAR Reader State Images Tab Definitions

lcon Description lcon Description
Unknown Tamperad
d 7
Camm Fail F—i Marmal

Table 68: ISTAR PIM 485 Reader State Images Definitions

lcon Description lcon Description lcon Description
l— Unknown |n Marmal I-T Low Battary
Caomm Fail rx Motor Stall{Schlage Wiralass Only) Manual Lock Ovarride (Schlage Wirelass
* Only)
Tampered n PIM Tamper { Schlage Wireless Push Button | Schlage Wireless Only)
(g | o
Table 69: iSTAR Aperic Reader State Images Definitions
lcon Description lcon Description
l'_ Unknowi .I Key Cylinder Ovarride (Aperio anly)
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lcon

Description

Lock State Locked [Apario only)

Lock State Jammed (Aperio only)

lcon Description
m Coanim Fail
Tamperad
|u Marmal
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iSTAR PIM-485 Reader Editor

The iSTAR PIM-485 Reader Editor allows you to configure the settings for a Schlage PIM-485 reader/lock wirelessly
connected to an ISTAR Pro or eX controller PIM-485 board.

The iISTAR PIM-485 Reader editor is shown in Figure 84 on Page 260.
Figure 84: iSTAR PIM-485 Reader Editor
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The iSTAR PIM-485 Reader editor dialog box has the following tabs.
m iSTAR Reader General tab

Lists the Reader name, connections, and card formats for a reader connected to an iISTAR Classic/Pro, or iSTAR
eX. See iSTAR Reader General Tab on Page 250.

m iSTAR PIM-185 Reader IO tab

This tab lets you configure the available Inputs and Outputs for the Reader. See the iSTAR PIM-485 Reader 1/0
Tab on Page 261.

m iSTAR Reader Keypad tab

This tab lets you configure the settings and options for the Reader Keypad on iSTAR Schlage Readers. See iSTAR
Reader Keypad Tab on Page 253.

Only Schlage Keypad Mode 1 keypad output format (4 data bits per key with no parity) is supported. The mode
is configured on the Schlage device.

m iSTAR Reader Triggers tab
See the Triggers Tab for iSTAR Devices on Page 270 for information on creating Triggers for an iSTAR device.
You can define triggers for the following Properties of the iSTAR PIM-485 Reader:
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Property Value

Communication Status Marrmal o Comim Fail

Low Battery Active 7 or inactive ]

Manual Lock Ovarride Active [7) or inactie ]

Maotor Stall Active For inacti’mD

Parent PIM Tampar Active [#] or inactive ]

PIN Required Status Mot Required, Card and PN Required, ar PIN Only

Puzh Buttan Active EFor ina-ct'ru&D

Tamper Status Active [#] or inactive ]

m iSTAR Reader Groups tab

If you have created a Group containing iSTAR readers and added this Reader to it, the iSTAR Reader editor also
displays a Groups tab.

This tab lists the Reader groups to which this Reader belongs. See the Groups Tab for Hardware Devices on Page
28 for information on using the Group tab for the iSTAR Reader.

m iSTAR Reader Status tab

This tab displays several read-only fields that report the Communications, PIN Required, and Keypad Command
Allow Status of the Reader. See the iSTAR Reader Status Tab on Page 256.

m iSTAR Reader State Images tab

This tab displays the default images used to depict this reader in the Monitoring Station. You can use this tab to
customize these state images. See the iSTAR Reader State Images Tab on Page 258,

You can add or remove Card Formats from multiple Readers via an iSTAR PIM-485 Reader Dynamic View. See Add
or Remove Reader Card Formats on Page 25 for more information.

iSTAR PIM-485 Reader I/O Tab

The iISTAR PIM-485 Reader 1/0 tab lets you configure the inputs and outputs for the reader. Each input and output
is pre-assigned to a specific function for the reader. Typically you can use the Create All buttons to create the inputs
and outputs, and then click the button in the Edit column to configure each input and output individually.

You can configure these inputs and outputs by clicking on [ ] in the Edit column. You can then create triggers that
can activate Events based on state changes.

Example:

You can create a trigger to activate an Event if the Low Battery Input status changes to Active (indicating that
the reader battery charge is low). See Triggers Tab for iSTAR Devices on Page 270.

Figure 85 on Page 262 shows the iSTAR PIM-485 Reader 1/0 tab.
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Figure B5: iSTAR FIM-485 Reader /O Tab
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Definitions for the fields and buttons on the Reader 1/0 tab are described in Table 70 on Page 262.

Table 70: ISTAR Reader I¥0 Tab Definitions

Field/Button Description

Inputs

Create Alllnputs Click to create all eight Inputs. The check boxes in the Configured column are set to[v/].

Delete Al Inputs Click to delete all eight Inputs. The check boxes in the Conflgured column ares&tmD.

Edit Click E in this colurmn to opan the ISTAR Input editor to adit the Input.

Connection This read-only fiekd identifies the position of @ach Input on the YO tab.

Configured indicates that the Input has been configurad.
D indicates that the Input has not been configured.

MNarme Displays the system-generated name for this Input. You can adit this name by clicking in the field.

Template Displays the Template used for creating this Input. If the Input is not yet configured, you can click in this colurmn, then click to
salactan Input Template. If the Configured column display's. this field cannot be edited .

Wireless DSM Represents the Wirekess Door Switch Manitor (DSM) for the door.

Wirelass REX Reprasents the Wireless Requast To Exit {REX) for the doos.
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Table 70: iISTAR Reader /0 Tab Definitions (continued )
[,

Field/Button Description

Wirelass Reader Reprasents the Tamper Input on the Wireless Reader.

Tamper

Wireless Reader Represents the Communications Failure Input on the Wireless Reader.

Communications

Fail

Mator Stall Represents the Motor Stall Input on the Wireless Reader.

Low Battary Reprasents the Low Battery Input on the Wiraless Readar.

Manual Lock When this input is active, itindicates that the lock has baen unlocked by a physical key.

Override The Manual Lack Cverride status is available on the Status tab for this reader. This property iz available for use in triggers.
Puzh Buttan When thiz input is active, itindicates that the push butten on the lock panel (inside the room) has been pushed.

The Push Butten Input status is available on the Status tab for this reader. This proparty i available for use in triggers.

Outputs

Create All Outputs Click to create all Outputs. The check boxes in the Configured column are set o .

Delete All Cutputs Click to debete all Cutputs. The check boxes in the Gonflgured column are setto |:|

Door Latch Relay Represents the Door Latch Relay Output that is used to unkock the doar,

Edit Click [__] in this column to open the ISTAR Output editor to edit the Output.
Connection This read-only fiakd idantifies the position of the Output on the 110 tab.
Configured indicates that the Cutput has been configured.

|:| indicates that the Output has not been configurad.

Marme Displays the system-generated name for this Output. You can edit this name by clicking in the field.

Template Displays the Template used for craating this Output. If the Output is not yet configurad, wou can click in this column, then
click to selact an Output Template. If the Configured column displays. thie field cannot be adited .
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iSTAR Aperio Reader Editor

The iSTAR Aperio Reader editor allows you to configure the settings for an Aperio reader/lock wirelessly connected
to an iSTAR Ultra controller Aperio RS-485 Hub board.

The iISTAR Aperio Reader editor is shown in Figure 86 on Page 264.

Figure B6: ISTAR Aperic Reader Editor
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When you add an iSTAR Aperio Reader, Enable it in the Aperio Reader editor, and Save and Close the editor, a

Door object for that reader is added to the parent Ultra controller in the iISTAR Aperio Doors folder in the Hardware
tree.

If you delete an iSTAR Aperio Reader, the iSTAR Aperic Door associated with the reader is also deleted.

If you display a list of iSTAR Doors, the new Aperio Door appears on the list. See iSTAR Aperio Door Editor on Page
455 for more information on Aperio Doors.
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Figure 8T: iSTAR Aperic Doors
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The iISTAR Aperio Reader editor dialog box has the following tabs.
m iSTAR Reader General tab

Lists the Ultra controller name, Hub board, Assigned to Door, Reader number, Device 1D, and Reader type. See
iSTAR Reader General Tab on Page 250.

m iSTAR Aperio Reader I/O tab

This tab lets you configure the available Inputs and Outputs for the Reader. See the iSTAR Aperio Reader 1/0
Tab on Page 266.

m iSTAR Reader Keypad tab

This tab lets you configure the settings and options for the Reader Keypad on iSTAR Aperio Readers. See
iSTAR Aperio Reader Keypad Tab on Page 268,

m iSTAR Reader Triggers tab
See the Triggers Tab for iSTAR Devices on Page 270 for information on creating Triggers for an iSTAR Ultra
device.
You can define triggers for the following Properties of the iSTAR Aperio Reader:
e ————————

Property Value

Communication Status Marmal or Comm Fail

Key Cylindar Ovarride Active [7) or inactive ]

Lock State Jammed Active [ or inactive ]
Lock State Locked Active [ or inactive ]
Low Battery Status Active [7) or inactive ]
Tamper Status Active [ or inactive ]

m iSTAR Reader Status tab
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This tab displays several read-only fields that report the Communications, Tamper, and Low Battery status of the
Reader. See the iSTAR Reader Status Tab on Page 256.

m iSTAR Reader State Images tab

This tab displays the default images used to depict this reader in the Monitoring Station. You can use this tab to
customize these state images. See the iISTAR Reader State Images Tab on Page 258.

You can add or remove Card Formats from multiple Readers via an iSTAR Aperio Reader Dynamic View. See Add
or Remove Reader Card Formats on Page 25 for more information.

iSTAR Aperio Reader I/O Tab

The iSTAR Aperio Reader 1/0 tab lets you configure the inputs for the reader. Each input is pre-assigned to a specific
function for the reader. Typically you can use the Create All buttons to create the inputs, and then click the button in
the Edit column to configure each input individually.

The number of inputs available on this tab varies, depending upon the reader model configured on the General tab
in the Reader Type field.

You can configure these inputs by clicking on [ 7] in the Edit column. You can then create triggers that can activate
Events based on state changes.

Example:

You can create a trigger to activate an Event if the Lock Low Battery Input status changes to Active (indicating
that the reader battery charge is low). See Triggers Tab for iSTAR Devices on Page 270.

Figure 88 on Page 267 shows a typical iSTAR Aperio Reader 1/0 tab.
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Figure 88: ISTAR Aperic Reader /0 Tab
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Definitions for the fields and buttons on the Reader 1/0 tab are described in Table 71 on Page 267,

Definitions for the input types are described in Table 72 on Page 268,

Tabla 71: ISTAR Reader 1¥0 Tab Definitions

Field/Button | Description
Creata Al Click to create all Inputs. The check boxes in the Configured column are set to .
Inputs
Dedete Al Click to delete all Inputs. The chack baxesin the Configured column are s&tmD.
Inputs
Edit Click [__] in this column to open the ISTAR Input editor to edit the Input.
Connection This read-only fiakd indicates tha threa standard inputs {Comm Fail, Low Battary, and Lock State Jammed.
Configured indicates that the Input has bean configurad .
|:| indicates that the Input has not been configurad.
Marme Displays the system-generated name for this Input. You can edit this name by clicking in the field.
Template Displays the Template used for creating this Input. If the Input is not yet configured, you can click in this column, then click to select
an Input Template. If the Configured column displays. this field cannot be adited.
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Table 72: iISTAR Reader /O Tab Input Definitions
[

Field/Button Description

Lock Reader Tamper Represants the state of the Tamper input on the lock.

Handle State/ Request to Exit Represents the state of the Request to Exit input associated with the door handla.
Lock State Lockad Reprasents the

Key Cylindar Ovarride Represents the state of the Key Cylinder Override.

Door Position State Represents state of the Doar Switch Manitar for the door associated with this reader.
Lock Communications Fail Reprasents the Lock Communications Failure lnput on the Aperio Reader.

Lock State Jammed Represents the Lock State Jammed Input on the Aperio Readar.

Lock Low Battery Represents the Lock Low Battery Input on the Aperic Reader.

iSTAR Aperio Reader Keypad Tab

The iSTAR Reader Keypad tab allows you to configure settings for the keypad on the Reader. You can specify how
the Reader accepts PIN entries.

Figure 89: ISTAR Aperic Reader Keypad Tab
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iSTAR Aperio Reader Keypad Tab Definitions

Table 73: ISTAR Aperic Reader Keypad Tab Definitions
[,

Field/Button Description

PIN iz not requirad If selacted, only a card swipa is reaquirad for successful access to the door connacted to this readar.

PIM anly If selacted, this reader can be used for PIN-Only access.
MOTE: PIN anly cannot be used as a Query filter value for the PIN Required Status field .

Card and PIN If sedected, this reader requires both a card swipe and a PIN entry at the keypad for access.
required
Schadula IfCard and PIN Required is salacted, you can salect a Schadule abject to determine whan Card and PIN Required is

anforced. When the Schadule is active, both Card and PIN are required for access. When the Schedule iz inactive, only a
card swipe is requirad.

Adlow card If you have selected PIN is not required or Card and PIN required, you can enable Allow card numbers to be
numbers to be antered from the keypad by selecting the check box. If vou chose PIN Only, this aption is unavailable [ because the
entarad from Keypad must be usad to entara PIN).
keypad
Use PIN+1 as If you have selected PIM is not required or Card and PIN required, you can enable Use PIN+1 as duress code by
duress code selacting the check box. If yvau chose PIN Only, this option is unavailable.
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Triggers Tab for iSTAR Devices

C+CURE 9000 uses Triggers, which are configured procedures for activating actions, to activate Events or Outputs
for an iSTAR device. A Trigger automatically executes a specified Action when a particular Condition occurs (when

the object Property specified in the Trigger reports the Value specified in the Trigger).
Example:

To provide an audible and visible alarm for a power failure condition, you can create two triggers for the
AC Power Fail Input on an iSTAR controller that are activated when the Input's status changes:

Activate Output that energizes an audible sounder.

Activate Output that energizes an LED alarm light installed near an arming/ disarming keypad reader.
Figure 90 on Page 270 shows the Triggers tab for an iSTAR Input, which is typical for an iSTAR device.

Figure 90: TypicaliSTAR Triggers Tab
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Table 74 on Page 270 provides an example of a configured iSTAR Trigger.
Table 74: Triggers Tab Settings Example
The fallowing Triggers Tab settings:
Property Value Action Details Schedule Time Zone
Active Status Active Activate Event ISTAR Input Eveant | Alvays Time Zone of the ISTAR
controlier
270 Chapter 5 C-CURE 9000 Hardware Configuration Guide
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Table 74: Triggers Tab Settings Example (continued)

Would create the fallowing Trigger:

Anytime (Always Schedule) the Active Status ( Property) equals Active (Value), activate the event { Action) named ISTAR Input Event
(Details).

ISTAR Input Event is an Event that you would need to create using the Event Editor.

You cannot assign a Schedule to an iSTAR Controller trigger. Effectively, iSTAR Controller triggers
NOTE i an Always Schedul *
use an Always ule.

From the Triggers tab of an iSTAR device (such as a Controller, Input, or Reader), you can perform the following
tasks.

m Defining a Trigger for an iSTAR Device on Page 271,

m Removing a Trigger on Page 272

iSTAR Triggers Tab Definitions on Page 272 provides definitions for the fields and buttons on an iSTAR Device
Triggers tab.

Defining a Trigger for an iSTAR Device

You can use the Triggers tab to define a Trigger for an iSTAR device. The typical usage for an iSTAR Trigger is to
activate an Event or an Output as the result of a state change of an iISTAR device Property.

Example:

When an iSTAR Tamper Input changes from the Inactive (normal) to Active (abnormal) state, you wish to
activate an Event and activate an audible alarm (an iSTAR Output).

Time Zones for ISTAR Triggers

If you specify a Time Zone in your Trigger definition, you can control when the Schedule for the Trigger is active.
You can only select the C+CURE 9000 server Time Zone or the Time Zone of the iSTAR you are editing,

Example:

If you have iSTAR controllers that are in different Time Zones than your C*CURE 9000 server, you may want to
have some Triggers activate according to the iSTAR controller's Time Zone, while other Triggers are activated
according to the server Time Zone.

When you specify the Time Zone for a Trigger definition to be the same as the iSTAR controller Time Zone, the
Schedule activation times for the Trigger occur according to the iSTAR controller Time Zone.

If you have an iSTAR controller in the Pacific Time Zone (GMT - 08:00) and a server in the Eastern Time Zone
(GMT - 05:00), a Schedule that is active from Midnight to 6:00 AM is activated from Midnight to 6:00 AM in
Pacific Time (GMT - 08:00) rather than Eastern time (three hours later).

To Define a Trigger for an iSTAR Device
1. Click on the Triggers tab for your iSTAR device.

2. Click Add on the Triggers tab to create a new Trigger.
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3. Click [.J] within the Property column to open the Property dialog box showing the Properties available for the

device.
4. Click a Property in the list to select it and add it to the Property column.

5. Click [...] within the Value column to display a drop-down list of Values associated with the Property that you
have selected. Click a Value that you want to include as a parameter for the trigger to add it to the column. (If
there is no set list of Values, you can type in a Value.)

6. Click [.] within the Action column to display a drop-down list of valid actions. Click an Action that you want
to include as a parameter for the trigger to add it to the column.

=1

When you select an Action, the lower pane in the Triggers box displays an entry field or group of entry fields,
specific to the selected Action, so that you can configure the Details for the Action.

8. Once you define the Action details, the Details column displays information about how the Action has been
configured.

9. For example, if an Event field is displayed in Details, you can click to select an Event that you want to associate
with the Trigger.

10.1f the Triggers tab includes a Time Zone column, click within the Time Zone column to display a drop-down
list of available Time Zones. Most of the time, you will want to select a Time Zone that is the same as the iSTAR
controller Time Zone. If you do not select a Time Zone, the Time Zone of the C+CURE 9000 server is used by
default.

11. Click Save and Close to save the iSTAR Trigger.

Removing a Trigger

If you no longer need a Trigger defined for a Device, you can remove the Trigger.

To Remowve a Trigger

1. Click the Triggers tab for your device.

2. Click the row selector *  to select a Trigger row.
3. Click Remove to delete the selected row.

4. Click Save and Close to save the device.

iSTAR Triggers Tab Definitions

Table 75 on Page 272 provides definitions for the fields and buttons on an iSTAR Triggers tab.

Table 75: ISTAR Triggers Tab Definitions
[P,

Field/Button | Description

Add Click Add in the Triggers tab to create a new trigger.
Remave Clickthe Row Selector. * | then click Remeve in the Triggers tab to delete a trigger.
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Table 75: iSTAR Triggers Tab Definitions (continued)

Field/Button | Description

¥ Click the Row Saelector 1o salect a row in the Triggers table.

Property Click within the Property column, and then click [_] The Proparty browsear opans présenting properties available for the
Comm Port. Click a Property to select itand add it to the column.

Value Click within the Value column to display a drop-down list of Values associated with the Property that youd have selected. Click a
Value that you want 1o include as a paramater for the trigger to add it to the column.

Action Click |+ | within the Action column o display a drop-down list of valid actions. Click an Action that you want toinclude asa
parametar for the trigger to add it to the column.

Az you salect an Action, a corresponding entry field, or group of entry fields, appear at the bottom of the dialog box.

Click to selact antries for these fiakds.

Datails Digplays details about how the Action was configurad.

Schadule Click within the Schedule column to select a Schadule.

Click [_] to selact a Schedule that yvou want to associate with the trigger. Schedules are created in the Configuration Pana.
Refar to the C-CURE 9000 Software Configuration Guide for more information on ereating Schadulas.

Time Zona Click within tha Time Zone column toselect a Time Zone for Schedule activation.

Click [_] to select a Time Zone that you want to associate with the trigger Schedule. Typically you can chose either the
C+CURE 9000 servar (host) Time Zone or the Time Zane of the iISTAR controller.

If you specify a Time Zone, the Schedule start and end times are calculated using that Time Zone.
Example:

A Schadube that becomes active at 3:00 AM would bacorme active at 3:00 AM in the Pacific Time Zone, if that Time Zone was
spacilied. Refer to the C+CURE 9000 Software Configuration Guide for more information on Time Zones and Events.
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State Images Tab for iSTAR Devices
The State Images tab provides a means to change the default images used to indicate iSTAR device states on the
Monitoring Station.
From the State Images tab of an iSTAR device (such as a Controller, Input, Output, or Reader), yvou can perform the
following tasks.

m Customizing State Images for an iISTAR Device on Page 274

m Restore a Default State Image on Page 275

You can replace the default images with JPG formatted files of your choice, to uniquely identify your objects when
activities are displayed on the Monitoring Station Client.

iSTAR State Images Tabs Definitions on Page 274 provides definitions for the fields and buttons on an iSTAR Device
State Images tab.

iSTAR State Images Tabs Definitions
iSTAR State Images Tabs have the State Images tabs as shown in Table 76 on Page 274,

Table T6: ISTAR State Images Tabs Definitions
[P,

Field/Button | Description

State This column lists the states that are defined for this ISTAR device. These are the states that are reported on the Monitoring
Station to reflect the status of this iISTAR device.

Image This column shows the images that are assigned 1o each of the iISTAR device states. Thara are images assigned by default to
every ISTAR device you create. For any individual ISTAR device, you can use the State Images tab to substitute a
different JPG/JPEG image for the defaultimage. See Customizing State Images for an ISTAR Device on Page 274 for

instructions.
Sawve and After you have made changes to any settings for the iISTAR device, click Save and Close to save those changes and Closa the
Closa editor for the device.

Customizing State Images for an iSTAR Device

From the State Images tab, you can change the images that appear in the Monitoring Station to represent an iSTAR
device.

]
To Customize an iSTAR Device State Image

1. Mavigate to the State Images tab for the iSTAR device.

2. Double<lick the existing image.
A Windows Open dialog box appears, allowing you to browse for a folder in which you have placed

replacement images.
3. When you locate the replacement image, select it and click Open to replace the default image with this image.

4. When you are done editing the device, click Save and Close to save the configuration.
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Restore a Default State Image

You can restore the default state image for any of the states of an iSTAR device.

]
To Restore the Default State Image

1. From the State Images tab, select an existing image.
2. Right-click the image and select Restore Default.

3. Click Save and Close to save the configuration.
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Configuring the IP-ACM

This chapter explains how to configure the IP-ACM in C+CURE 9000.

In this chapter

e A L O TV W e e e 278
IP-ACK Offline Mode 279
Configuring the IP-ACM i 282
ISTAR Ultra IP-ACM Edilor e 285
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IP-ACM Overview

The IP-ACM provides connection and management of access control for two doors. Two readers can be configured
on each [P-ACK.

The IP-ACM acts as its own entity if it becomes disconnected from the iSTAR. Readers will remain active, with
limitations. Offline access operation is buffered, and will be reported to the iSTAR Controller when communication is
restored (determined by available memory.)

Limitations
s C+CURE 9000 only supports two readers (any combination of RM/Wiegand/BLE readers) connected to an 1P-
ACK.
m The IP-ACM is supported on the iISTAR Ultra and the iSTAR Ultra SE in Ultra Mode.
m Offline mode is supported for RM readers and Wiegand readers connected to the IP-ACM.
m Offline mode is not supported for BLE readers connected to the IP-ACM.
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IP-ACM Offline Mode

Offline Mode allows a limited level of access and control if communication is interrupted between the IP-ACM and
the iSTAR. Offline Access stores a set of credentials in non-volatile memory on the IP-ACM. Clearances are not
downloaded to the 1P-ACM and are not stored. [P-ACM

Offline Mode is configured in the iSTAR Controller dialog box using the [P-ACMs tab.

See the following:
m Stored Credentials on Page 279

m Door Cunﬁguratiun on Page 280

Stored Credentials

Predefined Credentials

Predefined credentials are downloaded from the iSTAR controller in the form of raw data (Static Card Data). During
offline, access will be granted when the predefined credentials (from the Static Card Data stored on the IP-ACM) are
presented to the readers.

The following restrictions apply to stored predefined credentials:
m Personnel groups configured for Offline Mode must all share the same card format and facility code.
m Card formats supported are:
* Wiegand 26
* Wiegand 37
* Two-parity bit style formats
* 32-bit serial number type formats.
m Static records can only be deleted from the iSTAR Controller.

Credentials Last Granted Access
In offline mode, the IP-ACM board will admit cards that are among the last xxx previous admitted cards in addition
to a pre-defined personnel group.
m A total of 1000 credentials (not personnel) for both previous admitted credentials and credentials in the
personnel group.
m Maximum 100 personnel in the personnel group.
m If you set the Personnel system variable "Maximum Cards Per Person", then that value must be taken into
consideration.
Example:

If you set the "Maximum Cards Per Person" value to 3, then only 1000 - 100 x 3 = 700 is allowed in the
"Admit the last admitted cards" field for configuration. This is true, even if the personnel count in the
personnel group selected is less than 100.
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Door Configuration

Doors must have their readers, inputs, and outputs connected to the IP-ACM and configured as follows:
m Readers that are not [P-ACM readers cannot be used.
m Entry reader must be connected as Reader 1 on Serial Port 2.
m Exit reader must be connected to Wiegand Port 2.
s D5M (Door State Monitor) must be connected to the IP-ACM onboard Input 1.
m REX (Request to Exit) must be connected to the IP-ACM onboard Input 2.
m Door lock must be connected to the [P-ACM onboard Output 1.

The door operation parameters are fixed when the IP-ACM goes into Offline Mode and cannot be changed. The door
parameters will go back to their configured settings when the IP-ACM goes back online.

Offline fixed parameters:
m Shunt time: 10 seconds
m Unlock ime: 5 seconds
m Relock delay time: ¥2 second
m Debounce time: 14 second
m Unlock on RTE: Enabled
m Shunt on RTE: Enabled
m DSM shunted full shunt time: Disabled
m Delay Relock full shunt time: Disabled

NOTE The Offline door will not provide access if the Tamper input is active.

IP-ACM Configuration Sequence

The IP-ACM configuration sequence is described in Table 1 on Page 280.

Table 1: IP-ACM Caonfiguration Sequence

Step | Task See...
1 Connect the |IP-ACM to the network. IP-ACM Hardware Configuration Guide
2 Add the IP-ACM to the subnet: ISTAR Configuration Utiity User Guide

1. Open theiSTAR Configuration Utility (ICU ).
2. Click IP-ACM to discover all IP-ACMs in the subnet.
3. Right-click on the |P-ACM in the list and select Configure IP-ACM.
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Table 1: IP-ACM Configuration Sequence (continued)

. ____________________________________________________________________________________________________________________________|
Step | Task See...
3 Enzure that the iISTAR Controller (Ultra or Ultra SE in Ultra Mode) is configurad in the Creating an iSTAR Controller on Page
C+CURE 9000, 124
- Accessthe ISTAR Controller diakog box IP-ACMs tab: ISTAR Controller IP-ACMs Tab on Page
1. Add the IP-ACM(s) to the controlier. 282
2. Configure the |P-ACMs Offline Made.
3. Configure the readers to connect to the |P-ACM. ISTAR Ulira IP-ACM Editor on Page 285
4. Configure the inputs, cutputs, and triggers.
5 Canfigure a door with the readers in the |IP-ACM. ISTAR Door Editor on Page 427
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Configuring the IP-ACM

The IP-ACM configuration is accessed through the iSTAR Controller dialog box IP-ACMs tab, as shown in Figure 1
on Page 282,

See Table 2 on Page 283 for descriptions of the fields.

Figure 1: ISTAR Controller IP-ACMs Tab
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To Configure the IP-ACM
1. From the iSTAR Ultra Controller editor, click the IP ACMs tab, as shown in Figure 1 on Page 282,
2. Click on the Configured check box in the Index row that you want to add/edit.

3. Click E in the Edit column of the Index row to open the iSTAR Ultra IP-ACM Editor on Page 285. The
iSTAR Ultra IP-ACM editor is used to configure the inputs, outputs, and readers (Wiegand, RM, BLE, and OSDP).

4. Configure the Offline Mode of All IP-ACM's configured on this controller.
See Table 2 on Page 283 for descriptions of the fields.

5. When the IP-ACM|s) configuration is complete, click in the Enabled check box, and click Save and Close.
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Field/Button

Table 2: ISTAR Controller IP-ACMs Tab Definitions

Description

IP-ACMs

Create AllIP-ACMs

Click to create the IP-ACMs. When you click Create All IP ACMs the Configured column check boxes are
saelacted, and you can click [_] in the Edit column to open the iISTAR Ultra |P ACM Editor to configure the
P ACK,

Dalata All1P-ACKMs

When vou click Delete All IP-ACMs, the chack boxes in the Conflgured column are clearad for all IP-
ACMs. When the configuration is save, you are prompled to confirm delation of each IP-ACM.

Offline Mode of All IP-ACMs

NOTE: The selections made in the Offline Mode of All IP-AC Ms section will apply to all |P-ACMs configured on the contraller.
In offling made, the IP-ACM board will admit cards that are amang the last oo previcus admitted cards in addition to a pre-defined personnel group.

- Atotal of 1000 credentials (not personnel) for both previeus admitted credentials and credentials in the personnel group.

- Maximum 100 parsonnelin the parsonnel group.

= Ifyou set the Personnel system variable "Maximum Cards Per Person”, then that value must be taken into consideration.

Example:If you set the *Maximum Cards Per Person® value to 3, then only 1000 - 100 x 3 =700 Is allbwed in the "Admit the last admitted
cards” field for configuration. This is true, even if the parsonnal count in the parsonnal group selected is less than 100.

Admit the last admitted cards

Select a number from the menu that will apply to the previous cards that ware admitted.
Default: O
Value: 0to 1000

Card Format used by the membears
of the Parsonned Group

Select a card format to be used for personnal when in office mode. Only individual card formats are
selactable. The card format is used to determine the card data stream for @ach person in the parsonnel
group. Al personngl will use the same card format. The first facility code and site code in the list will be used
if that format has multiple values.

Admit the members of this parsonnel
group

Click [_] to select a pre-configured personnel group.

WOTE: The maximum value is 1000 admitted cards. If a Personnel Group is configured to have 100
persennel members, the maximum value is reduced by 100 times the maximum number of cards
par parson configured in the Systam Variabla.

Numbear of seconds bafora Offling
Mode is enabled.

Tha time in saconds that the [P ACM waits to enter offline mode after it loses communication with the GCM
board.

This setting will apply to all IP ACM=s on this contraller unless spacified in the ISTAR Ultra |P ACM Editor
General tab.

Default: 10 seconds.

Range: §to 30 seconds.

Numbar of Days to Keap
Cradentials in Offline Mode

The number of days a credential is kept while in offline mode.
Avalue of 0 indicates not to keap a credential when in offline mode.
Default: 30 days

Range: 0 to 9999 days
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Table 2: ISTAR Controller IP-ACMs Tab Definitions (continued)
. _________________________________________________________________________________________________________________________________|

Field/Button Description
High Latency Threshald in The number of milliseconds that will cause a round-trip latency alarm. This value will apply to all IP-ACM's
milizeconds configurad for this controller.

Default: 500 miliseconds (0.5 saconds)
Range: 100- 2000 milllseconds (0.1 to 2 seconds)
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iSTAR Ultra IP-ACM Editor

The iSTAR Ultra IP-ACM editor, shown in Figure 2 on Page 285, is used to configure readers, inputs and outputs.
See the following for more information:

m Accessing the iISTAR Ultra IP-ACM Editor on Page 285

m iSTAR Ultra IP-ACM Inputs Tab on Page 291

m iSTAR Ultra IP-ACM Outputs Tab on Page 286

m iSTAR Ultra IP-ACM Wiegand Tab on Page 288

m iSTAR Ultra IP-ACM RS-485 Tab on Page 290

m iSTAR Ultra IP-ACM Status Tab on Page 293

Figure 2: iSTAR Ultra |P-ACKM Editor

Accessing the iSTAR Ultra IP-ACM Editor

To Access the iISTAR Ultra IP-ACM Editor
1. From the iSTAR Ultra Controller editor dialog box, click the IP ACMs tab.
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2. Click on the Configured check box in the Index row that you want to add/ edit.

3. Click [..] in the Edit column of the Index row to open the iSTAR Ultra IP-ACM editor.

Table 3: ISTAR Ultra Controllar |P-ACM Editor Genaral Tab Definitions

Field/Button | Description
Partition This read-only fiekd identifies the Partition.
Maintenance Click to put the |P-ACM into Maintenance Maode. See Chapter 2: Maintenance Mode for more information.
Maode
Board Location
Controllar This field is read-only.
IP-ACM This fiekd is read-only.
Number
MAC Addrass Enter the MAC address of the IP-ACM.
NOTE: You will not be able to edit this fiekd after you enter the IP address and save the configuration. To change the MAC
Address, you will need to delete the IP-ACM configuration and create a new one.
IP Addrass The IP address of the IP-ACM if not using DHCP.
Usa DHCP Click the check box to use DHCP. Desalect the check box to enter an |IP Address.
Default: DHCP iz enabled.
Offline Mode
Disatve offling Click the check box to disable offline made on this IP-ACM.
mode MOTE: This selection wil override the Offline Mode of all IP-ACMs selections in the ISTAR Controller Editor |P-ACKMs tab for
this IP-ACM.

iISTAR Ultra IP-ACM Outputs Tab

The Outputs tab allows you to configure the Outputs for the [P-ACM.

Table 4 on Page 287 provides definitions of the fields and buttons on the iSTAR Ultra IP-ACM Board Outputs tab.
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Figura 3: ISTAR Ultra IP-ACM Outputs Tab
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Table 4: ISTAR Ultra IP-ACM Outputs Tab General Tab Definitions
[P,

Field/Button | Description

Namea Displays the name for this Output board. The name is system-genarated by default, but vou can edit this name by clicking this
fierdd.

Description Enter a textual comment about the Output board, such as its location or purpose. This text is for information anly.

Partition This read-only fiakd identifies the Partition in which this Output board resides.

Maintenance Click to put the iISTAR Outboard Board into Maintenance Mode. Sea Chapter 2: Maintenance Mode for more infarmation.
Mode

Location
Controllar This read-only fiekd idantifies tha ISTAR Controller to which this Output is attached.
Board This read-only fiekd identifies tha iISTAR Controller board towhich this Output board is attached.
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Table 4: ISTAR Ultra IP-ACM Outputs Tab General Tab Definitions (continuad )

Field/Button | Description
Board Index This read-only fiekd identifies the board index (which represents the SW1 address switch setting on the R/8 board) for this Qutput
board.
Outputs
Craata Al Click to ereate all Outputs. The check boxes in the Configured column are set to .
Outputs
Delate All Click to delete all Outputs. The chack boxes in the Configured column are setm|:|.
Outputs
Edit colurnn Click | - |in this column te open the ISTAR Output Editor to edit this Output.
NOTE: The Configured check box must be selected to open the Output Editor.
Index colurmn This read-only field identifies the position of @ach Output {1 - 2) on the IP-ACM board.
Configured indicates that the Output has bean configurad .
column
|:| indicates that the Cutput has not been configured.
NOTE: The Configurad chack box must be selectad to apen the Output Editor.
Name column Displays the system-generated nama for this Output. You can edit this name by clicking in the field.
Template Displays the Template used for creating this Cutput. If the Cutput is not yet configurad, you can click in this column, then click to
column select an Output Template. If the Configured column displays , this field cannot be edited.

iSTAR Ultra IP-ACM Wiegand Tab

Use this tab to configure Wiegand readers connected to the IP-ACM board.

Table 5 on Page 289 provides definitions of the fields and buttons on the iSTAR Ultra IP-ACM Wiegand tab.
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Figure 4: ISTAR Ultra IP ACM Wiegand Tab
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Table 5: ISTAR Ultra IP-ACM Wiegand Tab.Definitions
Box Description
Craate Al Click to create allthe Readers. When vou click Create All Readers, the Configured column check boxes are salectad, and you
Readars can click [_] in tha Edit column to open the iISTAR Readar Editor to configure a direct connact Wiegand Reader.
Delate All When you click Delete All Readers, the chack boxes in the Configured column are cleared for all Readers, and allthese Readers
Readers are immadiately deleted (any settings you have configured are kost).
Edit Click [_] in the Edit column to open the ISTAR Reader Editor to configure a Reader. See iISTAR Reader Editor on Page 248.
column
Indax This column displays the numbar for each reader. This number is the physical port number for a Direct Connect Wiegand reader.
column
Configured Click|:| in this colurmnn to create a reader {make it available to be adited) .
column
Marme Displays the name for this Reader. The name is system-generated by default, but you can edit this name by clicking in this field.
column
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Table 5: ISTAR Ultra IP-ACM Wiegand Tab.Definitions (continued )

Box Description
Template Click in this column prior to ereating the Readar, than click [z] to zalact a Readar termplate from the list of available Reader
column templates.
The Template column shows the template name chosen if vou selected a Template prior to creating the Reader.
Readers 1 Select the check boxin the Configured column for a Reader and click [z] located in the Edit column to open the iISTAR Readar
-2 Editor Ganaraltab to configure the Keypad, Triggers, Groups, Status and State Images that are associated with a Reader. Sae
ISTAR Reader Editor on Page 248 for detailed instructions for configuring iSTAR Readers.
Tha Namea column displaye a name comprised of the Reader Type and the iSTAR Controller name. You can click in this column to
adit the Reader name.

iSTAR Ultra IP-ACM RS-485 Tab
Use this tab, shown in Figure 5 on Page 290, to configure RS-485 ports connected to the iSTAR Ultra [P-ACM Board.

Table & on Page 291 provides definitions of the fields and buttons on the iISTAR Ultra 1P-ACM RS5-485 tab.
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Figure 5: iSTAR Ultra IP-ACM R5-485 Tab
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Table 6: ISTAR Ultra IP-ACM Board R5-485 Tab Definitions

Field/Button | Description

Craate Al Glicktocreslt&the R&-485 Parts. When you click Create All Ports the Configured column check boxes are selected, and you
Parts can click [_] in the Edit column to open the iISTAR Device Port Editor to configure an R5-485 Port.

Dalate All When you click Dalete All Ports, the check boxes in the Configured column are clearaed for all Parts, and all Ports are

Ports immediately deleted {any settings you have configured are lost).

Edit colurmnn Click [__] in the Edit column to open the iISTAR Device Port Editor to configure Device Ports for the IP-ACM. See iSTAR Ultra

ACM R5-485 Davice Port Editor on Page 188.

Index column This colurmnn displays the number for @ach Device Part.
Caonfigurad Clickljin this column to create a Device Port {make it available to be edited).
column

Namea column Displays the name for this Device Port. The name is system-generated by default, but you can adit this name by clicking in click in
this fierdd.

Devica Ports 1 | Salect the check box in the Configured column for a Device Port and dlick | — | located in the Edit column to open the ISTAR
-2 Davice Port Editor Ganeral tab to configura the Readers and ACM axtensions that are assaciated with the Devica Port. Sea
iISTAR Reader Editor on Page 248 for detailed instructions for configuring iSTAR Davice Paorts.

The Nama column displays a name comprised of the Device Port and the ISTAR Cantrollar name. You can click in this eolumn to
adit the Device Port name.

iSTAR Ultra IP-ACM Inputs Tab
The Ultra IP-ACM Inputs tab lets you create and configure the Inputs that are attached to this Ultra [P-ACM Board.

You can use an existing Input Template to create one or more of the [P-ACM Board Inputs. Click in the Template
Column, then click [..]. A list of available iSTAR Input Templates appears. Click on the Template you wish to use.
See Using Templates for Controller Inputs, Outputs, and Readers on Page 37 for more detailed information about
using Templales to create Inputs.

Table 7 on Page 292 provides definitions for the buttons and fields on the iSTAR Ultra IP-ACM Inputs tab.
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Figure &: iISTAR Ultra IP-ACM Inputs Tab
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Table ¥: ISTAR Ulira IP-ACM Board Inputs Tab Definitions

Field/Button Description

Special Purpose Inputs

MOTE: Far UL applications, this fiekd must be enabled.

State Images that are associated with the Tamper Input.

Tampear The Tamper input activates whan the controdier cabvinet is openad or remaovad from its mounting surface.

Select the check boxin the Configured column and click [z] lxcated in the Edit column to open the ISTAR Input Editar
Generaltab to configure the Tamper input. From the Input Editer you can configure the Optiens, Triggers, Groups, Status and

The Template column shows the template name chosen if you selected a Template prior to creating the Input.

Fail ACM board.

Communication Alagical unsuparvised input that reflects the state of the comimunication betwasen the GCM board and Processor-A on this |P-
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Table 7: ISTAR Ultra IP-ACM Board Inputs Tab Definitions (continuad)
[,
Field/Button Description

Port Power Power indicator input for @ach RM / Waigand port.

Alarm Status 1

Port Power

Alarm Status 2

Lock Power IP-ACM can provide power for the locks directly from the 2 Output connectors (Lock Power 1 & 2). There are automatic over-

Alarm Status 1 current shut-off switches on each Lock Power. The Lock Power Alarm Status inputs go Active when the over-current shut-off
Lock Power switches are active (i.e., when Lock Power has baan shut off).

Alarm Status 2

General Purpose Inputs

Inputs 1 Thesa standard genaral purpose supervised inputs are available on iISTAR Ultra IP-ACM boards.
through 4

iSTAR Ultra IP-ACM Status Tab

The Status tab, shown in Figure 7 on Page 294, provides a read-only listing of information about the operational
status of the selected ISTAR Ultra 1P-ACM Board.
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Figure 7:

8 STAR Ultra IP-ACHM -

el S it s

S TAR Uhtra IP-ACHM 1 -itraSE-1

ISTAR Ultra IP-ACM Status Tab

Harnee JSTAR Lira [PACMT-BrSE-1

[Deeseriphion:

L

™ Mawierarce Made
Ganersl | Irputs | Outputs | Wiegand | R5-485 | Taggen  Slais |

Commenication Status.  [Unknwn

Fi

High Latency Sam: F*'

Version: |

1P Adiress: |

Table 8 on Page 294 provides definitions of the fields and buttons on the iSTAR Ultra IP-ACM Board Status tab.
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Tabla B: ISTAR Ultra IP-ACM Board Status Tab Definitions

Field/Button

Description

Communication Status

Unknown, Offline, or Online.

Firrnware Version

Processor firmware, such as 00.00.36.00008

IP Addrass

The IP-ACM IF addrass,

High Latency Alarm

Possible status values are True or False.
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Configuring Advanced Processing Controllers (apC)

This chapter explains how to configure the apC, apC/8X, and apC/L software components to work with C+CURE
9000.

In this chapter

apC Panel Overview ... L 296
apC Controller Configuration Summary ... i, 308
apC Comm Port Editor 310
apC Controller Edibor 318
apC Input EQIOr L 332
apC Output EAIROT L 336
apC Reader EifOr 340
apC Add-on Board Editor . 347
apC Add-On Board Star Coupler Tab ... 354
apC Input Board Editor (132 and I8) a57
apC Star Coupler Board Editor ... . . 365
Triggers Tab for apC Devices 369
Mini Star Coupler Board Editor ... i 373
Wiegand Proximity Star Coupler Editor ... 376
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apC Panel Cverview

apC Panel Overview

The advanced processing Controller (apC) panel is an intelligent field device that performs basic access control
tasks. The apC, apC/8X, and apC/L are access control field panels that coordinate communication between the
CsCURE 9000 server and the system security hardware, such as card readers.

The apC/L is a smaller version of the apC, making it ideal for parking garages and small office buildings. All
apC/8Xs and some apC/Ls provide Flash ROM support, which lets you download firmware from the server to the
panel. Up to three versions of firmware are available for download. See the Moniforing Station User's Guide for
information about downloading firmware.

Each apC, apC/8X, or apC/L in the system supports Wiegand, proximity, magnetic stripe, and RFID card
technologies. The apC (apC/8X) configuration supports eight card readers wired in a daisy-chain arrangement. The
apC/L configuration supports two card readers.

NOTE The apC and apC/L have not been evaluated by UL.
See the following sections for more information:

m Features of apC Panels on Page 296

m Inputs and Alarm Device States on Page 299

m Outputs and Readers on Page 299

m Optional Boards on Page 300

m apC Time Zones on Page 300

m Changing the Time Zone of an apC Controller on Page 303

m apC Time Zone Reports on Page 303

m apC Firmware Update on Page 306

m apC Controller Configuration Summary on Page 308

Features of apC Panels

Several different types of add-on module expansion boards can be used for additional inputs and outputs. The apC
firmware offers software-controlled features such as timed activation/deactivation commands, 32-bit card numbers,
elevator access and anti-passback control. An apC panel can use multiple card technologies, site codes, and
company codes. The apC's full-year real time calendar/clock allows activation and deactivation of cards on
specified days. The apC panels can be connected via serial R5-232/485 or networked terminal servers.

apC Panel
The basic apC panel has eight supervised inputs, eight relay outputs and one reader port, capable of handling a

maximum of eight readers, which are wired in a multi-drop configuration. Expansion boards can add reader ports,
supervised inputs and additional outputs. By using expansion boards, bus modules and RM-4s, an apC can have as
many as 128 inputs and 192 outputs. Depending on the amount of available memory, an apC panel can hold up to
40,000 cards in its database. See Table 77 on Page 297 for a listing of the standard apC panel’s inputs, outputs and
readers. Total indicates that this is the total number of inputs, outputs or readers for the apC panel.
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There are three Star Coupler expansion boards that can be used with the apC panel to add inputs, outputs and
readers :
m Star Coupler - 8 RM readers, 8 relay outputs, 8 unsupervised inputs (see apC Add-On Board Star Coupler Tab
on Page 354 for more information)

s Mini-Star Coupler - 8 RM Readers (this is the same board as Star Coupler but inputs and outputs are not
populated)

m WPSC - Wiegand Prox Star Coupler includes 2 boards:
* Lower board - 4 Wiegand signaling readers and 4 supervised inputs
* Upper board - 4 Wiegand signaling readers and 4 supervised inputs (the upper board plugs into lower
board)

A Star Coupler Reader is an RM reader connected to a Star Coupler. The Mini Star Coupler Reader is an RM reader
connected to the Mini Star Coupler and it differs from the Star Coupler only due to its having no inputs or outputs.
The readers used by these Star Coupler expansion boards are RM or Wiegand signaling readers that are connected to
a Star Coupler.

Table 77: apC Inputs, Cutputs and Readers Available
o E——— |

Board Inputs | Outputs | Readers

Tamper Input 1

Power Failure Input 1

Supervized Inputs a4

Outputs 8

Readars 8 total

Supervized Reader Inputs 16 total

Readar Outputs 16 total

Add-On Boards

132 Suparvisad Input Board a2

18 Supervised Input Board 64

R48 Output Board 96

R Cutput Board 64

Star Coupler Readeis 8 total

Star Coupler Reader Suparvised Inputs 16 total

Star Coupler Reader Outputs 16 total

Star Coupler Unsupervised Inputs 8
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Table 77: apC Inputs, Cutputs and Readers Available (continuad)
R E——— |

Board Inputs | Outputs | Readers

Star Coupler Qutputs 8

Star Couplar - Ministar Readers 8 total

Star Couplar - Ministar - Reader Suparvised Inputs 16 total

Star Coupler - Ministar - Reader Outputs 16 total

Wiegand Proximity Star Coupler Readers 8 total
[Upper and Lower Boards)

Wiegand Proximity Star Coupler Reader Supervised Inputs [Upper and Lower Boards] 8

apCIL Panel

A basic apC/L panel has two readers and two relay outputs. An apC/L is expandable up to 36 inputs and 38
outputs using RM-4s and bus modules. Depending on the amount of available memory, an apC/L panel can hold
up to 40,000 cards in its database. apC/L panels with Flash EPROMS installed can have firmware upgrades
downloaded from the host system.

The apC/L has not been evaluated by UL.

NOTE

Table ¥8: apC/L Standard Inputs, Cutputs and Readers Available
Board Inputs | Outputs Readers
Tamper Input 1
Power Failure Input 1
Outputs 2
Readars 2
Supervised Reader Inputs | 4
Reader Outputs 4
Add-On Boards
18 Supervised Input Board 32
RA Output Board 32

apC/8X Panel

A basic apC/8X panel has eight supervised inputs, eight relay outputs and one reader port, capable of handling a
maximum of eight readers, which are wired in a multi-drop configuration. Expansion boards can add reader ports,
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supervised input and additional outputs. Depending on available memory, an apC/8X panel can hold up to 160,000
cards in its database. apC/8X panels with Flash EPROMS installed can have firmware upgrades downloaded from
the host system. See Table 77 on Page 297 for a listing of the apC/8X panel's inputs, outputs and readers. Total
indicates that this is the total number of inputs, outputs or readers for the apC panel.

Inputs and Alarm Device States

An input is an object that associates an alarm device with an input on the panel or on an input board. There are two
kinds of inputs: supervised and unsupervised. All alarm devices can be in one of two states: active or inactive. An
input reports the state of the alarm device.

A supervised input reports on the status of the wiring between the panel and the alarm device when changes in
circuit resistance are detected. If wiring is cut, the system reports an open circuit. If someone attempts to create a
jumper across the wiring (to prevent the device from reporting), the system reports a shorted circuit. Supervised

inputs can report a total of five conditions to the apC: Short, Open Loop, Line Fault, Inactive or Active. The main
board on the apC has eight supervised inputs.

An unsupervised input does not monitor the wiring. Unsupervised inputs can report two conditions to the panel:
Active or Inactive. With the star couplers, the apC has eight unsupervised inputs available. See To Configure apC
Controller Inputs on Page 322 for more information.

NOTE Unsupervised inputs have not been evaluated by UL.

Supervised inputs can report five states:
m Short

m Open Loop

m MNormal
m Alert

m Line Fault

Qutputs and Readers

Outputs

An output is an object that associates an alarm device with an output on the panel board or add-on module. The
output turns alarm devices, such as closed circuit TV or alarm dialers, on or off. See apC Controller Outputs Tab on
Page 323 for more information.

Readers

A reader is a hardware device that accepts access requests. To make an access request, a person swipes or presents a
card at the reader. The card reader scans the information encoded on the card and sends it to the apC panel, which
grants or denies access. See apC Controller Readers Tab on Page 323 for more information.
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Optional Boards
apCs and apC/8X panels support these optional {(add-on) boards and controller:
m 8 apC /8 - input modules and 1 apC /32 input board, and
m 8 apC R/8 - output modules and 2 apC R/48 output boards, and
m 1 Standard Star Coupler, or
m 1 Mini Star Coupler, or
m 1 Wiegand Proximity Star Coupler

Star couplers enable you to wire the apC panel’s 8 readers in a star, daisy-chain, or combination configuration. Star

couplers also provide unsupervised inputs and additional outputs and readers for the apC and apC/8X.

NOTE apC/L controllers and Mini Star Couplers have not been evaluated by UL.

The apC/L supports two types of optional boards: four 1/8 - input modules and four R/8 - output

NOTE modules.

See apC Controller Add-On Board Tab on Page 324 for more information.

Before you configure apC panels, the apC Hardware Interface must be started using the Server
Management application - Server Components tab. Right—click the apC Hardware Interface and click
Start Server Component.

NOTE

apC Time Zones

You can specify the Time Zone for an apC panel, so that the apC panel can support panel-based operations using
the local date/time, and the display of the local date/time at door readers, in controller status screens, in Journal
Messages, and in Reports.

Example:

If you specify that an apC panel is in the Pacific Time Zone (GMT- 08:00), and the C+CURE 9000 server is in the
Eastern Time Zone (GMT- 05:00), a timed-based action that occurs at the apC panel, such as unlocking a Door,
happens at local ime (Pacific Time Zone) for the apC panel.

Example:

If you specify that an apC panel is in the Pacific Time Zone (GMT- 08:00), and the C+CURE 9000 server is in the
Eastern Time Zone (GMT- 05:00), a server-based Journal message shows the server date/time (EST), while a
panel-based Journal Message shows the panel date/time (PST) as highlighted in Figure 91 on Page 300.

Figure 91: Journal Message Showing Local DatedTime
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Example:

If you specify that an apC panel is in the Pacific Time Zone (GMT- 08:00), and the C*CURE 9000 server is in the
Eastern Time Zone (GMT- 05:00), a Credential with an Expiration Date set as today at 5:00 PM will expire at 5:00
PM Eastern time, rather than Pacific Time, because the expiration occurs at the server, which is in the Eastern

Time Zone.

The Time Zone setting is configured on the apC controller General tab by selecting a Time Zone from the Time Zone
field. See apC Controller General Tab on Page 319 for more information.

You can change the value of the apC controller Time Zone field only when the apC Controller is not enabled
(Enabled field is blank ). See Changing the Time Zone of an apC Controller on Page 303 for more information.

apC Time Zones and Schedules

Schedules in C+CURE 9000 are not configured directly with any Time Zone. They are dynamically associated with a
local Time Zone when they are used in the C+CURE 9000 Server or are downloaded to a controller. That means that
the same schedule can be activated at different imes if it is used in different Time Zones.

This is flexible, but also potentially complicated if you have controllers in different Time Zones.

Example:

You create a Schedule to manage Clearances for your night shift. When downloaded to an apC in another Time
Zone, the Schedule works as expected. However, if you apply the Schedule to a C*CURE 9000 Server-based
Event ("Lock all Doors" using the All Doors Group) that affects the Pacific Time Zone apC, the Event's actions
would be triggered in the Server's Time Zone, rather than the Time Zone where the apC resides, perhaps causing
Doors to be locked at the wrong time.

However, if you create separate Schedules and name them to make it clear which Time Zone (or which controller)
they are intended to be used with, you can avoid problems with Time Zone differences.

Example:

You create a Schedule to assign to Door and Elevator Clearances on your apC in the Pacific Time Zone called
"Doors & Elevators - Pacific" and only use this Schedule for Pacific Zone. The Door and Elevator Clearances are
downloaded to the apC controller

The schedules used in an apC panel for timed actions are primarily associated with Door or Elevator clearances.

When a Schedule becomes active, the Journal Message that is displayed identifies the Time Zone associated with the
object (such as an apC panel) to which the Schedule is related.

You can see the active/inactive status of your Schedules with the Schedule by Time Zones Dynamic View,
accessible from the Configuration pane. See the Schedules chapter in the CsCLRE 90080 Soffware Configuration Guide
for more information.

Using apC Panel Time Zones with Trigger Schedules

apC Triggers support the ability to designate a Time Zone for a Trigger, so that you can specify that the Schedule for
activating the Trigger uses the same Time Zone as the apC panel. If you do not specify a Time Zone for the Trigger,
the Trigger Schedule uses the C*CURE 9000 server Time Zone to determine when the Trigger can be activated.
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See Defining a Trigger for an apC Device on Page 370 for more information about specifying a Time Zone for an
aplC Trigger.

Using apC Panel Time Zones with Events

You can add a Time Zone to an Event if you intend to activate a timed Action with that Event. The Event General
tab includes a Time Zone field that you can use to determine when a Schedule you attach to the Event is Activated.
See the Events chapter in the C*CURE 9000 Software Configuration Guide.

Time Zone for apC Panel Events

For timed Actions defined in an Event (the Event is armed and/or activated by a Schedule) that the apC driver
downloads to an apC panel to execute , the Time Zone for the Action is automatically set to the Time Zone of the
apC Panel. You cannot change the Time Zone setting to a different Time Zone.

Example:

The C+CURE 9000 server is in the Eastern Time Zone (GMT - 05:00). The apC Panel is in the Pacific Time Zone
(GMT - 08:00). If the Event is activated by a Schedule at 10:00 AM, it will be activated at 10:00 AM Pacific Time
(the apC panel's Time Zone), not 10:00 AM Eastern Time.

For an apC time-based action defined in a Event, if a Time Zone is specified in the Event, the apC driver only
downloads the action to apC controllers with the same time zone as the Event.

If the apC panel is online when the Event is activated by the Schedule, the apC driver sends the timed Action
command to the apC panel.

If the apC Panel is offline when the Event is activated by the Schedule, the apC panel performs the timed Action.
However, the apC does not have the capability, after communication is re-established, to display activation and
deactivation messages for an Event that occurred while the apC was offline.

Time Zone for apC Host Events

For a host Event (an Event that is initiated at the C*CURE 9000 server, without imed Actions downloaded to the
apC Panel), you can specify any Time Zone for the Schedule on the Event General tab. The Time Zone does not need
to match the time Zone of the apC panel.

However, if the Time Zone of the Event Schedule and the Time Zone of the apC panel are different, a warning
message appears to inform you of the discrepancy, called a Time Zone Mismatch, so that you will be aware that the
timed Action will be activated according to the host Time Zone, not the apC panel Time Zone.

Example:

The C+CURE 9000 server is in the Eastern Time Zone (GMT - 05:00). The apC Panel is in the Pacific Time Zone
(GMT - 08:00). If the Event is activated by a Schedule at 10:00 AM, it will be activated at 10:00 AM Eastern Time
(server time), not 10:00 AM Pacific Time.

If the apC panel is online when the host Event is activated by the Schedule, the apC driver sends the timed Action
command to the apC panel.

If the apC Panel is offline when the host Event is activated by the Schedule, the apC panel does not perform the
timed Action, because the Event was not downloaded to the apC panel, and the panel is offline from the host.
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Changing the Time Zone of an apC Controller

You can change the value of the apC controller Time Zone field only when the apC Controller is not enabled
(Enabled field is blank ). To change the Time Zone, you must edit the controller, clear the Enabled field, save the
controller, then re-open it to change the Time Zone.

If you change the Time Zone of the apC controller, the Time Zone settings of all child objects of that apC controller
are changed as well. A warning message appears if you change the Time Zone and any Events have controller-based
actions on this apC controller and the Event is configured to use a different Time Zone than this apC controller.

To Change the Time Zone of an apC Controller

From the Hardware pane, select the apC controller you wish to change. Rightclick and select Edit.
Clear the Enabled field (change 5 to ).

Click Save and Close to save the change.

From the Hardware pane, select the apC controller again. Right-click and select Edit.

When the apC controller editor opens, the Time Zone field can be changed.

o in g W ke

Click Save and Close to save the change.

apC Time Zone Reports

C+CURE 9000 provides several pre-defined Reports (and Queries) that can help you find Time Zone mismatches -
where the C+CURE 9000 server and the apC panel are in different Time Zones, such that a host Event will be unable
to activate an object on an apC that is offline.) for Events associated with apC panels in different Time Zones than
the C+«CURE 9000 server.

Table 79: apC Time Zone Reporta/Cuerias

Report Query

SWHTO0 - apC Input Groups with Time Zones

SWHT1 - apC Door Groups with Time Zones

SWH 72 - apC Time Zone Mismatch Actions SWHrep?2 - apC Time Zone Mismatch Actions
SWH 73 - apC Onling Only Actions SWHrep?3 - apC Online Only Actions
SWH 74 - Actions with Time Zone Mismatch SWHrepT4 - Actions with Time Zone Mismatch Query

See the Reports chapter of the C*CURE 9000 Data Views Guide for more information about these Reports and Queries.

Creating Custom Reports for apC Actions and Time Zones

In addition, you can use the Report Editor to create custom reports on apC controller actions, including Time Zone
information. You can use the pre-defined Reports as starting points for your own custom Reports by clicking Create
Copy and then customizing the copy.
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apC Controller Actions Report

You can create a custom Report that lists apC Controller objects and all the actions triggered by the controller and its
child objects (like doors, readers and inputs), as well as action items that should be lbaded into the apC because they
are configured in Event objects.

If a Report Query is not specified, the report lists all the apC Controllers and all the actions, noting each action is
Online Only - performed only if the apC panel is Online - if the custom fields in the Action Item class are selected.

Specifying a Report Query allows you to select any apC Controller field and any Action ltem field, including these
custom fields:
m Online Only - whether the action can occur only on an online apC)
m Online Only Reason - the reason that an action can only occur on an online apC. Possible values are:
* Time Zone Mismatch - The Time Zone of the timed action is different from the Time Zone of the controller.
* No Firmware Support - The action is not supported by the controller, so it must be executed on the host.
* Cross Panel Action - The action is activated by one controller and modifies an object on another controller.

* Invalid Configuration - The action cannot be activated (for example, a change in Comm Fail status should
cause an Event to activate an Output on the same controller, but the Comm Fail prevents the Event from
communicating with the Output))

To Create an apC Controller Actions Report

1. Create a new Report - From the Data Views pane, select Report from the drop-down list of objects, then click
Mew.

Select apC Controller as the Report type field.

Select apC Controller Actions as the Sub type field.

Click on apC Controller in the Class Selector.

In in the Field Selector, select the fields for the apC Controller class that you want to display in the Report.

Click on Action Item in the Class Selector.

e I

In the Fields Selector, select any fields you want in the report (including the custom fields Online Only and
Online Only Reason) for the Action ltem class.

8. Optionally, you can click to select a Report Query as the basis of the report. SWHrep72 and SWHrep73 are
available in the Report Query drop-down list for this purpose.

9. Click Save and Close to save the Report.
10. The Report is added to the Reports Dynamic View. You can double-click the Report to run it.

Action Item Time Zones Report

You can create a custom Report that lists Action ltem objects (with the ability to query on any Action ltem property)
and additionally query on three additional custom fields in the Action ltem Time Zone Sub type:

m Source Time Zone - the Time Zone of the Source object of the action item (if any).
m Target Time Zone - the Time Zone of the Target object (if any).
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m Time Zone Mismatch - set to TRUE if the Time Zone of the Action Item is not equal to the Time Zone of the
Source object and/ or not equal to the Time Zone of the Target.

To Create an Action Item Time Zones Report

1. Create a new Report - From the Data Views pane, select Report from the drop-down list of objects, then click
MNew.

Select Action Items as the Report type field.

Select Action Item Time Zone in the Sub type field.

Click on apC Controller in the Class Selector.

In the Field Selector, select the fields for the apC Controller class that you want to display in the Report.

Click on Action Item Time Zone in the Class Selector.

= oo e e

In the Fields Selector, select any fields you want in the report (including the custom fields Online Only and
Online Only Reason) for the Action ltem Time Zone class.

8. Optionally, you can click to select a Report Query as the basis of the report. SWHrep74 is available in the Report
Query drop-down list for this purpose.

9. Click Save and Close to save the Report.
10. The Report is added to the Reports Dynamic View. You can doubleclick the Report to run it.

apC Door Group and Input Group Time Zones Report

You can create a custom Report that lists either apC Door Groups or apC Input Groups and their Time Zones by
editing the following pre-defined Reports, creating a copy, adding a Query, or customizing the Report Layout:

m SWH7Y0 - apC Input Groups with Time Zones
m 5WHY1 - apC Door Groups with Time Zones
Both of these pre-defined Reports:
m Start with a Group Report
m Use the Group Member field Time Zone Name to output the Time Zone of the objects in the Report.

To Create an apC Door Group or apC Input Group with Time Zones Report

1. From the Data Views pane, select Report from the drop-down list of objects, then click a-

2. Select either:
m SWH70 - apC Input Groups with Time Zones
m SWH71 - apC Door Groups with Time Zones
3. Right-click and choose Edit. The Report editor opens.
4. Click Create Copy. A new Report opens in the Report editor, based on the pre-defined Report you chose.

5. Click (=] in the Report form field if yvou want to select a different Report From.

6. Click =] in the Report query field if you want to select a Query for the Report.
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7. Select Prompt for Query [ if you want to display a Query Parameter Prompt when the report is run.

8. Click the drop-down list for the Layout style if you want to change the Report layout.

9. Change the fields in the Class selector and the Field selector if you want to change the fields displayed on the
Report.

10. Click the Layout Design tab if you want to manually change the Report design.

11. Click the Layout Preview tab to see a preview of how the Report will look.

12. Click Save and Close to save the Report.

13. The Report is added to the Reports Dynamic View. You can doubleclick the Report to run it.

apC Firmware Update

You can update the apC, apC/8X or apC/L firmware on apC panels from either the Admin Client or the Monitoring
Station client. You can initiate a firmware update by rightclicking on the apC controller:

m In the Hardware Tree.
® In a Dynamic View in the Administration Client.

m In the Status List - Controller in the Monitoring Station.

NOTE The UL approved firmware to be used for the apC/8x panel is x.7ZF

To Update Firmware on an apC
1. Right-lick on the apC that you want to update.
2. Select Update Firmware from the context menu that appears (see Figure 92 on Page 306).

Figure 92: apC Context Menu
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NOTE The Update Firmware selection does not appear if the apC is not Enabled or is off-line.

3. The apC Firmware Download dialog box opens (see Figure 93 on Page 307).
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Figure 93: apC Firmware Download Dialog Box

irirsare Dowsnload

4. Select the firmware version that you want to download from the list in the dialog box.
5. Click Start firmware download. A progress bar shows you the when the download is completed.

6. When the download has completed, click Close to close this dialog box.

TIP Do not attempt to download firmware to more than one apC panel on a chain at one time, and do
not attempt to download firmware if that chain is busy doing a personnel download.
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apC Controller Configuration Summary

Configuring an apC is a multiple task process because of the number of options available on the apC.

The following summary gives you an outline of the configuration process, with links to topics that provide the
details.

Table 80: apC Configuration Summary

Configuration See..

1. Create and configure an apC Comm Part. apC Comm Port Editor on Page

3a

2. Create anapC Controller. To Create an apC Controller on

Page 318

3. Usethe apC Controller General Tab to configure the Cannection Type, Comm Port, RM LCD Meszage
set, apC Type, Time Zona, and apC Addrass.

apC Controller General Tab on
Page 319

4. Usethe apC Contraller Communications Tab to configure communications parameters for the apC. apC Controller Communications

Tab on Page 321

5. Usethe apC Controller Inputs Tab to configure Panel Status Inputs and Supervised Inputs. apC Controllar Inputs Tab an

Page 322

Edit aach apC lnput on the apC Input Editer Triggers tab, and State Images tab, and view the lnput's
slatus on the Status tab.

apC Input Editar on Page 332

6. Usethe apC Controller Qutputs Tab to configure apC Outputs. apC Controller Outputs Tab an

Page 323

Edit each apC Output on the apC Output Ganeral Tab and State Images tab, and view the Input's
groups and status on the Groups tab and Statustab.

apC Output Ganeral Tab on Page
336

7. Usethe apC Controller Readers Tab to configure apC Readers and options. apC Controller Readers Tab on

Page 323

Edit each apC Reader on the apC Reader Ganeral Tab, /0 tab, Keypad tab, Triggerstab, and State
Images tab, and view the Input’s status on the Status tab.

apC Reader Ganeral Tab on Page
340

8. Usethe apC Controller Add-On Board Tab to create and configure an apC add-on board. apC Controller Add-Cn Board Tab

on Page 324

Edit each apC Add-on Board from the apC Add-on Board Editor, configuring Input Boards, Cutput
boards, and Star Couplers.

apC Add-on Board Editor on Page
347

Edit the apC Input boards from the apC Input Editor, creating /32 and /8 Input boards, as neaded.
Edit @ach apC Input fram the apC Input Editor, configuring Supervised Inputs and Status Inputs.

apC Input Editar on Page 332

Ifyoui created a Star Coupler, use the apC Star Coupler Board Editor to create Readears,
unsupenised inputs, and outputs.

apC Star Coupler Board Editor an
Page 365

If you created a Mini Star Coupler, use the Mini Star Coupler Board Editor to create apC Readers,

Mini Star Coupler Board Editor an
Page 373
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apC Configuration Summary (continued)

Configuration See..
If you created a WPSC, use the Wiegand Proximity Star Coupler Editor to create Readears and Wiegand Proximity Star Couphar
Inputs, Editor on Page 376
9. Usethe apC Contraller Triggers Tab to set up triggers for Actions based on apC controller property apC Controller Triggers Tabon
slates. Page 326
10. Use the apC Controller Holiday Groups Tab to add Holiday Lists to the apC. apC Controller Holiday Groups
Tabon Page 327
11. You can view Controller Status from the apC Controller Status Tab. apC Controllar Status Tab on
Page 325
12. You can change the state images that appear in the Monitoring Station to reprasent this controller on apC Controller State Images Tab
the apC Controller State Images Tab. on Page 330
13. You can view the apC Controdler groups to which this apC belengs on the Groups Tab for Hardware Groups Tab for Hardwara Davicas
Devicas on. on Page 28
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apC Comm Port Editor

You need to create and configure an apC Comm Port object for your apC to establish communications with C*CURE
a000.

An apC panel can communicate with serial port connections, using RS-232 connections to an RS<485 converter, or
via an Ethernet-connected network.

For general instructions about the Hardware pane see Using the Hardware Pane on Page 20.

To Configure an apC Comm Port

1. To configure an apC Comm Port, open the Hardware Pane select the Hardware Folder in which you want the
apC Comm Port to reside, and right-click to display the Hardware Folder context menu. Click apC Comm Port
then click New.

Figure 94: Creating an apC Comm Port
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The apC Comm Port editor appears (see Figure 95 on Page 311). See Table 81 on Page 313 for definitions of the
fields on the Comm Port editor General Tab
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Figure 95: apC Comm Port Editor
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You may also choose New Template. For further information about creating Templates, see Creating a Template
on Page 34.

2. Enter a unique Host Communications Port Name (required).
3. Optionally, enter a textual description of the apC Comm Port in the Description field.

4. Select the Enabled check box if you want the Comm Port online after you have completed the configuration
procedure.

5. Select the Communications Type.

* For an apC Controller that uses a network communications path, click Network Port. See Configuring an apC
Comm Port Network Connection on Page 312

* For an apC that uses a serial connection to the C*CURE 9000 server, click Serial Port. See Configuring an apC
Comm Port Serial Port on Page 312
* For an apC that uses a redirected serial connection to the C*CURE 9000 server, click Redirect Serial Port. See
Configuring an apC Comm Port Redirect Serial Port on Page 313.
6. You can set a Port Timeout Delay Time in tenths of a second units by typing it within the entry field or by using
the selection arrows. The range is 0 through 99; the default entry is 0.

7. When you have completed configuring the apC Comm Port General tab, you can click Save and Close to save
your changes, or you can click the Triggers tab (see apC Comm Port Triggers Tab on Page 315) to continue

configuring the apC Comm port.
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Configuring an apC Comm Port Network Connection

To Configure an apC Comm Port Network Connection

1.

Type a unique IP Address in the IP Address field. This must be the I[P Address of the terminal server being used
to communicate with the C+CURE 92000 system.

Select a TCP Port, the address of the node from which the apC Host TCP Port communicates with the C+CURE
9000 system. The values range from 0 through 9999, The default entry is 3001.

Select a Re-connection Retry Period in tenths of a second units by typing it within the entry field or by using the

selection arrows. The values range from 0 through 99. The default entry is 30 (3 seconds).

Configuring an apC Comm Port Serial Port

To Configure an apC Comm Port Serial Port

1. When you choose to configure a Serial Port, select the Communications Type Serial Port from the drop-down

list. The Name field will reflect the port number that you select. The range is COM1 through COM256.

2. As in the Network Comm Port, you can set a Port Timeout Delay Time in tenths of a second. The range is 0
through 99, the default entry is 0.

3z

Chapter 7

Figure 96: apC Comm Port Editor, Serial Port options
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Configuring an apC Comm Port Redirect Serial Port

To Configure a Redirect Serial Port

1. When you choose to configure a Redirect Serial Port, select the Communications Type Redirect Serial Port
button. In the Port Settings box, select a com port from the drop-down list. The Name field will reflect the port
number that you select. The range is COM1 through COM256.

2. As in the Network Comm Port, you can set a Port Timeout Delay Time in tenths of a second. The range is
through 99, the default entry is 0.

Figure 97: apC Comm Port Editor, Redirect Sarial Port Options
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The Fields on the apC Comm Port General tab are described in Table 81 on Page 313.

Table 81: apC Comm Port Field Definitions

Field Description

Namea Enter a unique name up to 50 characters long for the controller. If you enter the name of an existing object, the system returns an
error message indicating there is a conflict.

Description Enter a textual comment about the controller, such as its lecation or purpose. This text is for information only.
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apC Comm Port Field Definitions (continued)
[P,

Field Description

Enabled This satting determines whether or not the apC Comm Port is able to provide communication between the apC Controller and the
C-CURE 9000 Saervar. Select Enabled to set the Comm Port online. To take the Comm Port offline, you can clear the Enabled
salection.

NOTE: If the apC Comm Port is currently in use by apC controllers, you must disable all of the controllars before you attenpt to
take the Comm Port offline. If any apC controllers are enabled when you attempt to take the apC Comm Port offline, an
armor message is displayved - "Port cannot be disabled with enabled controllers. Plaase disable contrallers first. When the
controllers are re-enabled they will do a full personnel download ®

The message explains that when you re-enable the apC Comm Port, then re-enable the apC controllers, each controlier
will parform a full personnal download.

Maintenance | Clickto put the apC Camm Port inta Maintenance Mode. See Chapter 2: Maintenance Mode for more information.
Maode

Partition This read-anly fiekd idantifies the Partition in which this Caontroller rasides.

If yau are creating a new Controller, the Partition that is currently the New Object Partition for your Operator account is
automatically assigned to each Contraller you create.

If you want to change the Partition of a Controdier, you must move the Cluster in which the Controller resides. Sea Using Drag and
Drop in the Hardware Tree on Page 27,

Communications Type

Netwark Selact Network Part if vou are using a terminal sarver to connect your apC to C-CURE 9000.
Port

Serial Port Select Serial Port if you are using a serlal connection for your apC.

Redirect Selact Redirect Sarial Port if you are redirecting the sarial connection for an apC to a serial port that is physically on a Terminal
Sarial Port Sarver, but kogically on the C-CURE 9000 Sarver.

Port Settings

Port Timeout | The Port Timeout Delay Time is the extra interval that the host waits for a response from the apC panel afier sending a

Delay Time meassagea to the panal. If the host does not receive a respansa in tha specified time, the host retransmits the message or declaresa
(1110 zac) communications failure. This field allows yvou to set the timeout delay for all panels that use a spacific port. Software House

recommends that you set this period to 20 (2 seconds). However, if you require additional delay time bacause apC panalsrunona
Digiboard, Equinox board, or over a network, you may need to increase this value. Keep this value as small as possible, or system
performance may be affectad . If your panel goes into communications failure often, try setting this value between 30 (3 saconds)
and 50 (5 seconds).

Ra- Re-connection Retry Periad isthe duration that the host wails to declare an unresponsive panalto be in failure. Software
connaction House recommends that you set this period to 300 {30 seconds) which is the default value.

Retry Pariod

{110 sec)

IF Address Tha IP address of the terminal server C-CURE 9000 that is being used to communicate with the C-CURE 9000 system.

TCP Poit The address of the node from which the apC Host TCP Port communicates with the C-CURE 9000 system. The valuas range
from O through 9999, The default entry is 3001,

Serial Port and Redirect Serial Port Options
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apC Comm Port Field Definitions (continued)

Field Description

COM Port Selact the Communications Type Serial Port from the drop-down list. The Mame field will reflect the port number that you select.
Tharange is COM1 through COM256.

apC Comm Port Triggers Tab

The apC Comm Port Triggers tab allows you to set up Triggers - configured procedures used by C* CURE 9000 to
activate specific actions when a particular predefined condition occurs.

This tab provides you with ability to activate an event based on the Comm Status of the apC Comm Port. If the
Comm Status property of the apC Comm Port changes, you can specify the event you want to activate.

A typical use for a Comm Port trigger would be to warn the Monitoring Station of a communications failure. You
can configure an event that would send a message requiring acknowledgment when the apC panels are unable to
communicate with the host.

1. Click the apC Comm Port Triggers tab to provide a means to link the Comm Port to an event.
Example:

A typical use for a Comm Port trigger would be to warn the Monitoring Station of a communications failure. You
can configure an event that might send a message requiring acknowledgment when the apC panels are unable to
communicate with the host, as shown in Figure 98 on Page 315.

Figure 98: apC Comm Port Triggers Tab
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2. Choose a Property for the Trigger from the Property drop-down list.
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3. Select the value that you want to activate the Trigger from the Value drop-down list.

4. Pick the Action you want the Trigger to perform from the Action drop-down list.

5. Depending upon the Action you chose, you may need to select the Action details from the Details field. For
example, if you chose to Activate an Event with the Action, you need to select an Event from the Details field.

Click [ ] and select an Event from the selection box that appears.

6. Click Save and Close to save the Trigger settings for the apC Comm Port.

apC Comm Port Status Tab

The Status tab provides a read-only listing of critical information about the operational status of the selected apC

Comm Port including;

m Communications Status - displays the values Unknown or CommPFail.

m Online Status - displays the values: Online, Disabled or Offline.

Figure 99: apC Comm Port - Status Tab
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apC Comm Port State Images Tab

The State Images tab provides a means to change the default images used to indicate communication port
states. These images appear on the Monitoring Station and change according to the state of the object that they

rEpresenl.

The apC Comm Port - State Images tab is shown in Figure 100 on Page 317.
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Figure 100: apC Comm Port State Images Tab

[ apL Comm Port

To Change a State Image

1. Double<lick the existing image. A Windows Open dialog box appears allowing you to browse for a folder in
which you have placed replacement images.

2. When you locate the replacement image, select it and click Open to add it to the image listing,

3. If you are done editing the apC Comm Port, click Save and Close to save the Comm Port's configuration.
Alternatively, if you want to save the Comm Port and create a new one, click Save and New. The Comm Port
Editor remains open to allow you to create a new Comm Port.

To restore the default image, right<lick on the new image and select Restore Default.
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apC Controller Editor

The apC Controller editor allows you to configure apC, apC/8X, and apC/L panels and their connected Input
boards, Output Boards, Readers, Inputs, and Outputs in C*CURE 9000. For more detailed information about the apC
panel and its options, see the apC Panel Overview on Page 296,

The
n
n

apC Controller Editor has the following tabs:
apC Controller General Tab on Page 319

apC Controller Communications Tab on Page 321
apC Controller Inputs Tab on Page 322

apC Controller Outputs Tab on Page 323

apC Controller Readers Tab on Page 323

apC Controller Add-On Board Tab on Page 324
apC Controller Status Tab on Page 325

apC Controller Triggers Tab on Page 326

Groups Tab for Hardware Devices on Page 28
apC Controller Holiday Groups Tab on Page 327
apC Controller User Defined Fields Tab on Page 329
apC Controller State Images Tab on Page 330

To Create an apC Controller

1. To configure an apC controller from the C*CURE 9000 Administration Hardware pane, select the Hardware
folder for which you want to configure an apC Controller and right-click to display the context menu, as shown

38

in Figure 101 on Page 318,

Figure 101: Hardwarae Pane apC Controller Salection
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2. From the Hardware context menu, choose apC Controller and New. The apC Controller General tab appears, as
shown in Figure 102 on Page 319.

You may also choose New Template. For further information about creating Templates, see Templates on Page
34,

If the New and New Template selections are unavailable, you may be trying to create an apC in a Partition that
is not your New Object Partition, or you do not have Privileges to create objects in this Partition. Check the
CsCURE 9000 Menus to verify that your New Object Partition setting is correct, and check with your C+CURE
9000 administrator that you have the correct Privileges.

apC Controller General Tab

The apC Controller General tab provides a means to select the Communications Port, RM LCD Messages, and to
identify the apC panel type.
Figure 102: apC Controller GaneralTab
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To Configure the apC Controller General Tab

1. In the apC Controller General tab, type a unique controller Name and a corresponding Description (optional) in
the identification fields at the top of the apC Controller dialog box.

2. Maintenance Mode - Click to put the apC Controller and/or its components into Maintenance Mode. See
Chapter 2: Maintenance Mode for more information.

3. Click the Enabled check box when you are ready for the apC to establish communications with the
C+CURE 9000 server. You should wait until you have configured the controller settings and some or all of the

Inputs, Outputs, and Readers before enabling the apC.

C-CURE 9000 Hardware Configuration Guide Chapter 7 319

EFTA01226250



apC Controller Editor

The apC Comm Port you choose in Step 5 must also be Enabled; otherwise, the apC cannot
remain enabled. If you save the apC controller after assigning a disabled apC Comm Port, the
apC will go offline and when you open the apC object again in the apC editor, the Enabled check
box will no longer be checked.

NOTE

4. Select Direct Connect as the type of connection between the host and the apC. Use the Port field in this dialog
box to specify a port to which the apC chain is connected.

5. To select a host communications Port for the apC controller, click [.] in the Port field to select an apC Comm
Port.

Software House strongly recommends that you select an apC comm port that is in the same
partition as your apC.

NOTE

The example in Figure 102 on Page 319 shows the selection of a Serial Port connection.

6. To select a particular customized set of LCD messages for the RM Readers, click [ to display a Reader LCD
Message Set selection list. If you leave this field blank (the default), the Readers use the default messages.

7. Select the Time Zone in which your apC panel resides by clicking [...] and selecting the Time Zone from the list
that appears. If you leave this field blank, the apC panel Time Zone defaults to the C+CURE 9000 server setting,
You can only change the value of the apC controller Time Zone when the apC Controller is not enabled (Enabled
field is blank ). See Changing the Time Zone of an apC Controller on Page 303.

8. Select the type of apC panel you are configuring from the apC Type and Address box:
« apC
= apC/BX
« apC/L
9. Rotary switch settings can also be set on the apC panels using the two Switch entry fields.

For apC/L panels, the rotary switches are labeled 3-8 and 1. For all the other apC types, switches 4 and 5 are
displayed. The range of settings is 0 through 9 or A through F for all but Switch 3-8, which has a range of 0 or 1.

The values you enter for Switch 4, Switch 5, Switch 1, and Switch 3-8 should match the switch settings on the
physical apC controller.

10. The Panel is nearly full when it reaches the percent of capacity field allows you to enter a range from 0% to
99%.

11. The final entry field on the apC Controller - General tab is in the Priority box. Select a numeric value to assign a
Base Priority for Cause. The range is from 0 to 255,

When configuring an Event, you can assign an Event Priority. The Event Priority allows you to rank the
importance of a particular Event relative to other Events in the system. If Events occur simultaneously, Event
Priorities enable the system to execute responses in the proper sequence.

C+CURE 9000 provides eight priority ranges, each containing 25 priority settings, for a total of 200 possible
Event Priorities.

12. Click the Communications tab to display it, as shown in Figure 103 on Page 321.

You can also click Save and Close to return to the Hardware Pane and finish the apC Controller configuration
later.
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apC Controller Communications Tab

To Configure the apC Panel Communications Tab

1. In the Communications tab, as shown in Figure 103 on Page 321 enter the period in tenths of a second that the
panel driver (on the Server) attempts to communicate with this panel in the Poll Period field. For example, if you
enter 10, the panel driver communicates with this panel a minimum of once per second.

You can set different poll periods for each panel that you configure. This field is not available when Dialup is
selected in the Connection Type list box.

Software House recommends that you set the poll period to 20 (2 seconds). Setting this value lower than 20
causes the host to receive activity from the panel more quickly but could cause the driver to interfere with other
programs running on the server at larger installations. This is especially true if the panel is on a network port.
The range is 0 - 850.

Setting the poll period to more than 30 will result in up to a 3 or 4 seconds delay between reading the

NOTE card and opening the door.

Figure 103: apC Controler - Communications Tab
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2. Enter the extra interval in tenths of a second that the host waits for a response from this panel after sending a
message to the panel in the Poll Timeout delay time field. If the host does not receive a response in the specified
time, the host retransmits the message or declares a communications failure.

Software House recommends that you set this period to 80 (8 seconds). However, if you require additional delay
time because the panel runs on a Digiboard, Equinox board, or over a network, you may need to increase this
value. Keep this value as small as possible, or system performance may be affected. If your panel goes into
communications failure often, try setting this value between 80 to 110. The range is 0 - 999.
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3. Enter the interval in tenths of a second that the host waits to declare an unresponsive panel to be in failure in
the Panel communications failure delay time. A message appears on the Monitoring Station in the case of a
panel failure.

Software House recommends that you set this period to 200 (20 seconds). The range is 0 - 850.

4. Enter the interval in tenths of a second that the system polls the panel while it is in communications failure in
the Poll period while in communications failure entry field. Typically, you should set this value higher than the
value for the initial poll peried to avoid slowing down polling of other units on the chain.

Software House recommends that you set this period to 200 (20 seconds). The range is 0 - 999,

5. Enter the time period in minutes and seconds (mm:ss format) that the panel waits for a message from the host
after receiving the communications failure message from the host in the Host communications failure delay
time entry field. If the panel does not receive a message in the specified time, the panel declares a
communications failure.

Software House recommends that you set this period to 30 seconds.

6. Click the Inputs tab to display it, as shown in Figure 104 on Page 322,

apC Controller Inputs Tab

To Configure apC Controller Inputs

To configure Inputs, select the check box in the Configured column (see Figure 104 on Page 322) and click [ 2]
located in the Edit column to display the apC Input editor General tab. See the apC Input Editor on Page 332,

Figure 104: apC Controler Inputs Tab
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Click the Delete All check box where ever it appears and then click Save and Close if you want to

NOTE eliminate all the Inputs, Qutputs, or Readers that you have configured in a given dialog box.
To take an apC panel offline, remove the check from the Enabled option check box located below each
Reader, Input, or Output board Description entry field (located in General tabs).

TIP Use the Template column to quickly configure all in a particular set of inputs, outputs or readers.

apC Controller Outputs Tab

To Configure apC Outputs

1. To configure Outputs, select the check box in the Configured column in the apC Outputs tab.
2. Click [1] located in the Edit column to display the apC Output Board General tab.

3. Use the apC Output editor to configure the output (See apC Qutput Editor on Page 336)

Figura 105: apC Controller Outputs Tab
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apC Controller Readers Tab

The apC Controller Readers tab, shown in Figure 106 on Page 324, allows you to configure devices that supply
Wiegand, magnetic stripe and proximity card signaling,

To Configure an apC Reader

1. Select the check box in the Configured column for the apC Reader (Index 1 through 8) you want to configure.
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2. Click [.J] located in the Edit column to open the apC Readers General tab(see apC Reader General Tab on Page
340),

3. Choose either of the following options for all readers on the Readers tab:

* Allow card numbers to be entered from the keypad.
* Use PIN+1 as duress code.

* Always use Shunt Expire Output on Door

Figure 106: apC Controllier ReadersTab
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You may configure an apC Reader from the apC panel Readers tab or from the Add-on Board tab. A
reader index configured on one tab will be unavailable on the other tab. The location chosen will
affect the possible reader type and reader input/output option selection.

NOTE

apC Controller Add-On Board Tab

The Add-On Board tab, as shown in Figure 107 on Page 325, provides a means to expand the capabilities of the apC
panels. Expansion boards can add reader ports, supervised inputs and additional outputs.
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To Configure Add-On Boards Using the apC Add-On Board Tab

To start the configuration of Add-On Boards, select the check box in the Configured column in the apC Add-On
Board tab and click [...] located in the Edit column to display the apC Add-On BoardGeneral tab (see apC Add-on
Board Editor on Page 347).

Figure 107: apC Controller Add-On Board Tab

apC Controller Status Tab

The Status tab, as shown in Figure 108 on Page 326, provides a read-only listing of critical information about the
operational status of the selected apC Controller including:

m Online Status - indicates whether the controller is online and communicating with the system.
m Firmware Version - the version of the firmware used by the controller.
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s Communications Status - displays the values Unknown, CommPFail, Comm. Normal, Comm. Loss, Comm.

Password Fail, Firmware Download, Card Download, Comm. Tamper, Comm. Power Fail or Comm. Battery
Loy,

s Connection Type Status - displays the values: Unknown, Conn. Normal, Conn. Direct, Conn. Dialup, Conn.
Dialing, Conn. Disconnected, or Conn. Connected.

m Current Personnel Records - displays the number of records.

m Panel state status - displays the values Unknown, Panel Normal, Panel Tamper, Panel Power Failure,
Configuration Download, Full Personnel Download, Full Download, Database Backup or Panel Battery Low.

Figure 108: apC Controller Status tab
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apC Controller Triggers Tab

See the following for information on apC Triggers:
m Triggers Tab for apC Devices on Page 369.
m Defining a Trigger for an apC Device on Page 370.

m Removing a Trigger on Page 272,

You can click Save and Close after configuring apC triggers, or navigate to the Status tab.
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apC Controller Holiday Groups Tab

A Holiday is a day or set of days that you configure to allow scheduling access control variations to time-based
events and to vary the normal lock and unlock time specifications.

You can include a Holiday in a Holiday Group and assign a Holiday Group to a schedule.

You need to configure the Holiday Groups that should apply to each apC, so that schedules on that apC respect the
correct Holidays. If a Holiday Group is not listed on this tab, the Holidays it contains are not applied to this apC.

NOTE Holiday Groups were called Holiday Lists in C+CURE 800/8000.

If a schedule downloaded to the apC has a Holiday Group assigned, and that Holiday Group is listed on this tab,
the activation times in the Holiday Group are evaluated. If the schedule is active and one of the Holidays in the
Holiday Group is active, the start time and end time assigned with the Holiday Group become the schedule’s start
time and end time.

For more information about apC Holiday Groups, see the C*CLURE 9000 Soffware Configuration Guide.

To use the Holiday Groups tab, see Configuring Holiday Groups for an apC Panel on Page 327 for more information.

Configuring Holiday Groups for an apC Panel
You can download any holiday Group to an apC panel from the Holiday Group Configuration dialog box.

A Holiday Group downloaded to an apC panel acts as an override to prevent activation of normally scheduled
clearances on the Holidays defined in the Holiday Group. You can configure up to 8 holiday groups for each apC
panel.

® Only Holiday Groups that are downloaded to an apC panel will affect access control at that panel.

To Select Holiday Groups for the Panel
1. On the Holiday Groups tab of the apC Controller dialog box, click the Add button.

The Group selection box appears allowing you to choose the Holiday Groups that you have configured, as
shown in Figure 109 on Page 328,

2. For each Group that you want to download to the apC panel, click that Holiday Group in the Group box and
click OK to add it to the Holiday Group(s) box. You can select more than one Holiday Group when yvou click the
Control (Crl) key as you select the available Holiday Group.
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Figure 109: apC Controller Holiday Groups Tab

3. Click OK to save add the selected Holiday Groups.
4. A selected Holiday Group appears in the Holiday Group(s) box, as shown in Figure 110 on Page 329.

328 Chapter 7 C*CURE 9000 Hardware Configuration Guide

EFTA01226259



apC Controller Editor

Figure 110: apC Controlier Holiday Groups Tab
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5. To remove one or more Holiday Groups, click a Holiday Group to select it (use CTRL+Leftclick to select
multiple Groups), then click Remove to remove the selected Holiday Groups from the panel.

6. Click the State Images tab to display it, as shown in Figure 111 on Page 331.
-Or -

Click Save and Close to return to the Hardware Pane to finish the apC Controller configuration.

apC Controller User Defined Fields Tab

The User Defined Fields tab, shown in Figure 1 on Page 330, displays user-defined fields in the system for hardware.

User-defined fields are configured in the Configuration pane. If there are no user-defined fields configured, then the
tab is empty.

See the C+CURE 9000 Soffware Configuration Guide for more information.
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Figure 1: apC User Defined Tab
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apC Controller State Images Tab

The apC Controller State Images tab provides a means to change the default images used to indicate controller states
(see Figure 111 on Page 331). These images appear on the Monitoring Station and change according to the state of
the object that they represent.

To Change an Image

1. Double<lick the existing image.

A Windows Open dialog box appears allowing you to browse for a folder in which you have placed
replacement images.

2. When you locate the replacement image, select it to add it to the image listing,
3. To restore the default image, right<lick on the new image and select Restore Default.

4. Click Save and Close to finish the apC Controller configuration and return to the Hardware Pane.
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Figure 111: apC Controlier State Images Tab

¥ api Controller

F Ensbled Pariticr: Main 'Wing
T Maireenence Mode

General | Communications | Inputs | Cuiputs | Fieaders | Add-On Boand | Status | Teggens | Grups | Holday Grups | User Detned Fiekds  Saie mages |
Sty

C-CURE 9000 Hardware Configuration Guide Chapter 7 331

EFTA01226262



apC Input Editor

apC Input Editor

The apC Input Editor is used to configure apC Inputs that you have created on the apC Controller Inputs tab.
m apC Input General Tab on Page 332
m apC Input Board Triggers Tab on Page 333
m Groups Tab for Hardware Devices on Page 28
m apC Input Board - Status Tab on Page 334
m apC Inputs State Images Tab on Page 335

apC Input General Tab

The apC Input - General Tab, shown in Figure 112 on Page 332, displays five read-only the Identification fields. The
apC Controller name is shown in the Controller field and the Input Board in the Board field.

Figure 112: apC Controller [nputs - General Tab

The following Input fields are read-only:
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Type - reflects whether the Input has been assigned to a Door or other object or has a special purpose. These

include:

m Tamper

m Comm Fail
m General

Assigned To - displays the name of an associated Door or Elevator Button. If the Input is used for a door, then
the Mame field is read-only displaying the name of the controlled door.

Connection - specifies the input connection point on the Input Board and is assigned when the Board is
configured.

To Configure the apC Inputs General Tab
1. When the Supervised check box is selected, this read-only field indicates that the panel supports input
supervision.

NOTE The Supervised check box must be selected for Proprietary Burglar Alarm applications.

2. To have a notification of changes in state of the Input sent to the guard station, select the Send state changes to
the monitoring station check box.

The Send state changes to the monitoring station option must be selected for Proprietary Burglar
Alarm applications.

NOTE

3. To have a notification of changes in state of the Input sent to the journal, select the Send state changes to journal

check box. This option will be selected by default.

You may limit the transmission of state change messages to the journal exclusively, when you
click to de-select the Send state changes to the monitoring station option and instead, select the
Send state changes to journal option. Use of the latter option can decrease the messaging traffic
derived from the apC Input during normal operations. To further limit messaging, you may also
leave both check boxes unselected.

You may select multiple Inputs in a dynamic view and use the Set Property option to limit the
transmission of state changes. See Using Set Property for an iSTAR Controller on Page 130, for
more information.

NOTE

4. Activate on Supervision Error - Select this check box if the input is supervised and you want it to activate when
a SUPervision error occurs.

5. Click Save and Close or the Triggers tab to display it, as shown in on Page 333

apC Input Board Triggers Tab

The Triggers tab, shown in Figure 140 on Page 369, allows you to set up Triggers, configured procedures used by
C»CURE 9000 to activate specific actions when a particular predefined condition occurs.

See the following for information on apC Triggers:

m Triggers Tab for apC Devices on Page 369.
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m Defining a Trigger for an apC Device on Page 370.
m Removing a Trigger on Page 272

apC Input Board - Status Tab

The Status tab provides a read-only listing of critical information about the operational status of the selected apC
Input including;

m Active Status - displays the values Active or Inactive.
m Armed Status - displays the values Armed or Disarmed.
m Hardware Status - displays the values: Secure, Active, Open Loop, Shorted Loop, or Fault.

m Supervision Status - displays the values: Un-initialized (not in supervision error), Open Loop, Shorted Loop, or
Fault.

Figure 113: apC Boards Inputs Status Tab
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apC Inputs State Images Tab

The apC Inputs State Images tab provides a means to change the default images used to indicate input states (see
Figure 114 on Page 335). These images appear on the Monitoring Station and change according to the state of the
object that they represent.

To Change an Image
1. Double<lick the existing image.

A Windows Open dialog box appears allowing you to browse for a folder in which you have placed
replacement images.

2. When you locate the replacement image, select it to add it to the image listing.
3. To restore the default image, rightclick on the new image and select Restore Default.

Figure 114: apC Boards Inputs State Images Tab
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4. Click Save and Close.
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apC Output Editor

The apC Output Editor is used to configure apC Outputs that you have created on the apC Controller Qutputs tab.

m apC Output General Tab on Page 336

s Groups Tab for Hardware Devices on Page 28
m apC Output Status Tab on Page 337

m apC Output State Images Tab on Page 338

apC Output General Tab

To Configure Outputs Using the apC Output General Tab

The apC Qutput General tab lists the following read-only fields:

Type - reflects whether the Output has been assigned to a Door or other object. For apC panels, General is the un

assigned output type.

Assigned To - displays the Elevator or Door object name. For any Qutput, the Connection field indicates the

index number on the board.

Figure 115: apC Controller Outputs General Tab
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1. The following Options are configurable for an Output:
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a. Pulse Duration - (momentary activation) is entered in tenths of a second intervals with a default of 0 seconds.
The range is 0 to 1000.

b. Normally Energized - When checked, the output is energized (power is supplied to the relay) when it is
inactive. When the output is activated, power is removed.

c. To have a notification of changes in state of the Output sent to the Monitoring station, select the Send state
changes to the monitoring station check box. This selection is unavailable for an apC Door Output. State
changes for a Door Output are not sent to the Monitoring Station.

d. To have a nofification of changes in state of the Output sent to the journal, select the Send state changes to
journal check box. This option is selected by default. This selection is unavailable for an apC Door Output.
State changes for a Door Qutput are not sent to the journal.

You may limit the transmission of state change messages to the journal exclusively, when you
click to de-select the Send state changes to the monitoring station option and instead, select the
Send state changes to journal option. Use of the latter option can decrease the messaging traffic
derived from the apC Qutput during normal operations. To further limit messaging, you may
also leave both check boxes unselected.

You may select multiple Outputs in a dynamic view and use the Set Property option to limit the
transmission of state changes. See Using Set Property for an iSTAR Controller on Page 130, for
more information.

NOTE

2. Click Save and Close or the apC Outputs - Status tab to display it, as shown in Figure 116 on Page 338,
For further information about the use of the Groups tab, see Groups Tab for Hardware Devices on Page 28,

apC Output Status Tab
The Status tab (see Figure 116 on Page 338 provides a read-only listing of critical information about the operational
status of the selected apC Board Output including;

m Active Status - displays the values Active or Inactive.

m Active State - displays Unknown.

m Mode - displays Unknown

m Active Reason - displays Unknown
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apC Output State Images Tab

The State Images tab provides a means to change the default images used to indicate output states. These images
appear on the Monitoring Station and change according to the state of the object that they represent.

The apC Output State Images tab is shown in Figure 117 on Page 339,

To Change an Image

1. Double<lick the existing image.
A Windows Open dialog box appears allowing you to browse for a folder in which you have placed
replacement images.

2. When you locate the replacement image, select it to add it to the image listing,
3. To restore the default image, rightclick the new image and select Restore.
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Figura 117: apC Outputs State Images Tab
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4. Click Save and Close.

C*CURE 9000 Hardware Configuration Guide Chapter 7 339

EFTA01226270



apC Reader Editor

apC Reader Editor

The apC Reader Editor is used to configure apC Readers that you have created on the apC Controller Readers tab.

The apC Reader editor has the following tabs:
m apC Reader General Tab on Page 340
m apC Reader Input/QOutput Tab on Page 341
m apC Reader Keypad Tab on Page 342
m Hardware Groups Tab Definitions on Page 29
m apC Reader Triggers Tab on Page 344
m apC Reader Status Tab on Page 344
m apC Reader State Images Tab on Page 345

You can add or remove Card Formats from multiple Readers via an apC Reader Dynamic View. See Add or Remove
Reader Card Formats on Page 25 for more information.

apC Reader General Tab

To Configure a Reader Using the apC Reader General Tab

1. Select a Reader Type: MRM, Direct Connect Wiegand, or RM, as shown in Figure 118 on Page 341.

The Reader Type selected should match the connected apC panel since the type will affect the inputs and
outputs available on the Reader 1/0 tab.

Example:

* The RM has 2 supervised inputs and 2 outputs.

* the MRM has 2 supervised inputs and 1 output.

The Identification area in the Readers - General tab displays read-only, previously-configured information.
2. To choose a card format for the reader that you have selected, click Add in the Card Format area. The Card

Format browser appears, as shown in Figure 118 on Page 341.

You may configure an apC Reader from the apC panel Readers tab or from the Add-on Board tab.

NOTE A reader index configured on one tab will be unavailable on the other tab. The location chosen
will affect the possible reader type and reader input/output option selection.
See the C*CLIRE 9000 Getting Started Guide - Table 1-5 for a list of UL approved card formats and
readers.
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Figure 118: apC Controller - Readers - General Tab

3. Click the applicable row in the Card Format browser to select Card Format. Repeat for multiple formats.
4. Navigate to the Input/Output (I/0) tab (see Figure 119 on Page 342).

apC Reader Input/Output Tab

Dedicated Supervised Inputs and Qutputs vary on the apC Readers /O tab, depending upon the Reader Type
selected in the Reader General tab. The /0 Tab is shown in Figure 119 on Page 342.

To Configure the /0 Tab
1. To configure the Inputs, follow the instructions given in To Configure apC Controller Inputs on Page 322,
2. To configure Outputs, follow the instructions given in To Configure apC Outputs on Page 323,
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Figure 119: apC Controller Reader Input/Output Tab
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3. Navigate to the Keypad tab to configure the PIN requirements for the reader.

apC Reader Keypad Tab
The apC Readers - Keypad tab provides a means to control reader keypads (see Figure 120 on Page 343). Keypad
configuration on an apC panel allows specification of Card and PIN required. The Schedule is configurable when a

PIN is required and restricts the time when the PIN must be entered. The default Schedule is Always and is the
initial value of the Schedule browser.
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Figure 120: apC Controller - Readers - Keypad Tab

To Configure the apC Readers - Keypad Tab
1. Choose one of three options for PIN Requirements:

* PIN is not required - to require a card swipe only;

= PIN Only

* Card and PIN required - to require a both a card swipe or presentation with a PIN entry.
2. Click [...] to select a Schedule, which is set up in the Configuration Pane.

If you selected PIN is not required or Card and PIN required for PIN Requirements, two choices appear in the
Options area.

3. Choose either of the following options:
* Allow card numbers to be entered from the keypad.
* Use PIN+1 as duress code.
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apC Reader Triggers Tab

See the following for information on apC Triggers:
m Triggers Tab for apC Devices on Page 369.
m Defining a Trigger for an apC Device on Page 370.
m Removing a Trigger on Page 272

You can click Save and Close after configuring apC Reader triggers, or navigate to the Status tab.

apC Reader Status Tab

The apC Reader Status tab provides a read-only listing of critical information about the operational status of the
selected apC Readers including:

The apC Reader Status tab is shown in Figure 121 on Page 345
s Communications - displays the values Normal or Comm Fail

s Tamper - displays the values True or False.

s PIN Required - displays the values True or False.
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Figure 121: apC Controller - Reader Status Tab

apC Reader State Images Tab

The State Images tab provides a means to change the default images used to indicate reader states (see Figure 122
on Page 346). These images appear on the Monitoring Station and change according to the state of the object.
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Figura 122: apC Controller - Readers - State Images Tab
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To Change an Image

1. Double<click the existing image. A Windows Open dialog box appears allowing you to browse for a folder in

which yvou have placed replacement images.
2. When you locate the replacement image, select it to add it to the image listing.
3. To restore the default image, rightclick on the new image and select Restore Default.
4. Click Save and Close.

346 Chapter 7

C-CURE 9000 Hardware Configuration Guide

EFTA01226277



apC Add-on Board Editor

apC Add-on Board Editor

The apC Add-on Board Editor provides a means to configure boards that expand the capabilities of the apC panels.
Expansion boards can add reader ports, supervised inputs and additional outputs.
The apC Add-On Board Editor displays the following tabs:

m apC Add-On Board General Tab on Page 347

m apC Add-On Board Input Boards Tab on Page 348

m apC Add-On Board Output Boards Tab on Page 349

m apC Add-On Board Star Coupler Tab on Page 354

apC Add-On Board General Tab

The apC Add-On Board General tab displays the Board Location Controller field, which is a read-only field that
displays the associated apC panel. Navigate to the Input Boards tab. See Figure 123 on Page 348,
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Figure 123: apC Controller Ad d-On Board General Tab

apC Add-On Board Input Boards Tab

The apC Add-On Board Input Boards tab allows you to add a Supervised [32 Input Board (Index 1) and eight
Supervised 18 Input Boards (Index 1 through 8).

To Configure the 132 Input Board Using the apC Input Boards Tab

m To configure the 132 Input Board, select the check box in the Configured column in the apC Add-On Board -
Input Boards tab and click [ ] located in the Edit column of the Supervised 132 Input Board box to display the
apC 132 Input BoardGeneral tab (see Figure 124 on Page 349).
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Figure 124: apC Controlier Add-0n Board Input Boards Tab
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apC Add-On Board Output Boards Tab

The apC Add-On Board Output Boards tab allows you to add two R48 and eight R8 Output Boards.
s R48 Output Board on Page 349
s RE Output Board on Page 352

R48 Output Board

To Configure the R48 Output Board

1. To configure the R48 Output Board, select the check box in the Configured column in the apC Add-On Board
Output Boards tab and click [ ] located in the Edit column of the R48 Output Boards box (see Figure 125 on
PPage 350) to display the apC R48 Output Board General tab, as shown in Figure 126 on Page 351.
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Figure 125: apC Controller Add-On Board Output Boards Tab
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The apC R48 Output Board General tab displays three read-only fields:

m Controller
m Board
m Board Index

These fields locate the Qutput that you have chosen to configure. As you configure more Add-On Board Qutputs
for this controller, the Board Index field reflects the output placement on the R48 output board, ranging from 1

through 2.
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Figure 126: apC Controller Add-0n Board Output Boards General Tab
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2. To configure Outputs, select the apC R48 Output 1-16 Qutputs tab, as shown in Figure 127 on Page 351.

Figure 127: apC Controller Add-On Board Output Boards 1-16 Outputs Tab
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apC Add-on Board Editor

3. To configure the Outputs on the Add-On Board K48 Outputs 1-16 Outputs, 17-32 Outputs and 3348 Qutputs
tabs, follow the instructions given in To Configure apC Outputs on Page 323,

4. Once you have finished configuring the R48 Outputs, click Save and Close to return to the apC Add-On Board
Output Boards tab.

R8 Output Board

To Configure an R8 Output Board

1. To configure the RE Output Boards, select the check box in the Configured column in the apC Add-On Board
Output Boards tab and click [ 7] located in the Edit column of the R8 Output Boards box (see Figure 125 on Page
350) to display the apC R8 Output Board General tab, as shown in Figure 128 on Page 352,

Figure 128: apC Controller Add-0n Board Output Boards General Tab
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The apC R8 Output Board General tab displays three read-only fields:
m Controller
m Board
m Board Index

These fields locate the Output that you have chosen to configure. As you configure more Add-On Board Outputs

for this controller, the Board Index field will reflect the output placement on the RE output board, ranging from 1
through 8.

There are also two Status inputs available for the RE Output Board:
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» Board Tampered, which indicates tampering with the Add-On Board

s Communications Fail, which detects a communications failure.

NOTE You will not see comm fail or tamper until at least one of the inputs or outputs is configured.

2. To configure the RE Output, select the check box in the Configured column in the apC RE Output Board General
tab and click [..] located in the Edit column of the R8 Outputs box, as shown in Figure 128 on Page 352

3. To configure each R8 Qutput, follow the instructions given in To Configure apC Outputs on Page 323,

4. Once you have finished reader the R8 Outputs, click Save and Close to return to the apC Add-On Board Output
Boards tab.

5. Click the Star Coupler tab to configure Star Coupler Readers, Inputs and Outputs, Mini Star Readers and WPSC
(Wiegand Proximity Star Coupler) Readers and Supervised Inputs.

NOTE Because the apC can only support 8 readers, some of the Reader ports on the Star Coupler may be
unavailable to configure on C*CURE 9000 if readers are configured directly on the apC Readers tab.
For example, if Readers 1 and é are configured on the Readers tab, Readers 1 and 6 will be
unavailable on the Star Coupler (Configured check box is read-only). Conversely, if Readers 1 and 6
are configured on the Star Coupler, then Readers 1 and 6 on the Readers tab will be unavailable.
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apC Add-On Board Star Coupler Tab

The apC Add-On Board Star Coupler tab allows you to add one of the following:

m Star Coupler, with up to 8 Star Coupler Readers, 8 Unsupervised Inputs and 8 Outputs. See the apC Star Coupler
Board Editor on Page 365.

or

m Mini Star with up to 8 Mini Star Readers. See the Mini Star Coupler Board Editor on Page 373,
NOTE The Mini Star Reader has not been evaluated by UL and cannot be used in UL Listed applications.
or

m WPSC (Wiegand Proximity Star Coupler) with up to 8 WPSC Readers and 8 Supervised Inputs on upper and
lower boards. See the Wiegand Proximity Star Coupler Editor on Page 376.

NOTE Unsupervised inputs cannot be used in Proprietary Burglar Alarm applications.

Figure 129 on Page 355 shows the apC Add-On Board Star Coupler tab.
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Figure 129: apC Add-on Board Star Coupler Tab

Configuring the apC Add-On Board Star Coupler Tab

You use the apC Add-On Board Star Coupler tab to configure the type of Star Coupler board you have connected to
your apC controller.

To Configure the apC Add-On Board Star Coupler Tab

1. Open the apC Add-On Board Editor by navigating in the Hardware Tree to the apC controller you want to edit,
then navigating in the tree to the apC Add-On Board you want to edit.

2. Double<lick on the apC Add-On Board. The apC Add-On Board Editor opens.

3. Click on the Star Coupler tab.

4. For the Star Coupler board type that is attached to your apC, click in the Configured column to enable that board.
Example:
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If you have attached a Mini Star Coupler to your apC, click Configured for the Mini Star in the Star Coupler
table.

If you select a Star Coupler and then try to enable a different one, a message appears
asking "Are you sure you want to delete the Star Coupler object ,object-name>7"
because you can only have one Star Coupler configured.

NOTE

Click Yes if you want to delete the Star Coupler you configured and replace it with
your new choice.
Click No if you want to keep the Star Coupler you configured and cancel this action.

apC Add-On Board Star Coupler Tab Definitions

The apC Add-On Board Star Coupler tab has the following file and buttons.
Tabla 82: apC Add-On Board Star Coupler Tab Definitions

Field/Button | Description

Edit Column Click | - Jin the Edit column to open the editor for the Star Coupler you have enablad.

Star Coupler This colurmn displays the type of sach Star Couplars wou can enable and configure.

Column
Configured Click[_in this column to enable a Star Coupler, Mini Star, or WPSC (make it available o be edited).
Nama Displays the name for this Star Coupler. The name is system-generated by default, but wou can edit this name by clicking in click

in this fiedd.

Star Coupler The Star Coupler is a single expansion board that attaches to the apC/8X or apC to allow the EM readers, /8 inputs, and R/8
outputs to be wired in a Star topology.

Mini Star A Mini Star Is a gingle expansion board that attaches to the apG/8X or apC panels to allow the RM readers to be wired in a star
topalagy.
WPSC The Wiegand/Proximity Star Coupler (WPSC) consists of a two board et that attaches to the apC or apC/8X to allow direct

connection of up to 8 read heads using Wiegand signaling.
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apC Input Board Editor (132 and 18)

The apC Input Board editor is used to configure apC Input Boards that you have created on the apC Add-on Boards
tab.

The apC Input Board editor has the following tabs:
m apC 132 Input Board General Tab on Page 357
m apC 132 Input Board 1-16 Inputs Tab on Page 358
m apC 132 Input Board 17-32 Inputs Tab on Page 360
m apC I8 Input Board General Tab on Page 362

apC 132 Input Board General Tab

The apC 132 Input Board - General tab, as shown in Figure 130 on Page 358, displays the Input Location -
Controller, Board and Board Index fields. These are read-only fields that display the apC panel, the apC Add-On
Board and Index (for the 132 Inputs the Index is 1) associated with the 132 Supervised Inputs.

These fields identify the Input board that you have chosen to configure. The Board Index field reflects the position of
the 132 input board on the apC.

Mavigate to the 1-16 Inputs tab.
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Figure 130: apC Controller 132 Add-On Board General Tab

apC 132 Input Board 1-16 Inputs Tab

The apC 132 Input Board 1-16 Inputs tab allows you to add 16 Supervised Inputs on the 132 Input Board (Board
Index 1).

To Configure the 1-16 Inputs Board

1. To configure the 1-16 Supervised Inputs, select the check box in the Configured column in the apC Add-On
Board - 132 Input Board - 1-16 Inputs tab (see Figure 131 on Page 359) and click [ ] located in the Edit column
of the Supervised Inputs box to display the apC Input (Index Numbers 1 through 16) 132 Input Board1 -
General tab (see Figure 132 on Page 360).
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Figure 131: apC Controller 132 Add-On Board 1-16 Inputs Tab

¥ apC 132 Input Board - apC I32 Input Board1-apC 2

[Hsauemd Close -

=10 x|

Name: |apC 132 Input Board 1-apC 2

Rescription:

Partiion: Main Wing

[T Maintenance Made

‘General 116 Inputs | 1732 Inputs | Growp |

I I

Supervised Inputs

[¥] Create Al Inputs | Delete Al Inputs

Edit Index Corfigured | Mame Template
1 F oC Input 1-apC 132 Input Boand 1-apC 2
2 ¥ aoC Inpue2-apC 132 Input Board 1-apC 2
3 F 20C Input3-apC 132 Input Board 1-apC 2
4 3 apC Inputd-apC 132 Input Board 1-apC 2
5 r aoC InputS-apC 132 Input Board 1-apC 2 [...]-
B r 80C Input6-apC 132 Input Board 1-apC 2 |apC Input Template...
7 r a0 Input7-apC 132 Input Board1-apC 2 | apC Input Template..
8 r apC InputB-apC 132 Input Board1-apC 2 | apC Input Template...
] r aoC InputS-apC 132 Input Board1-apC 2 | apC Input Template..
10 r apC Input 10-apC 132 Input Board1-apC 2 |apC Input Template ...
11 r aoC Input11-apC 132 Input Board1-apC 2 |apC Input Template ..
12 r apC Input 12-apC 132 Input Board1-apC 2 |apC Input Template...
13 r 20C Input13-2pC 132 Input Board1-apC 2 |apC Input Template ..
14 r 20C Input 14-2pC 132 Input Board1apC 2 |apC Input Template .
15 r apC Input 15-apC 132 Input Board1apC 2 |apC Input Template...
16 r =0C Input 16-2pC 132 Input Board12pC 2 |2pC Input Template .

The apC Input General tab, as shown in Figure 132 on Page 360, displays the Input Location - Controller,
Board and Connection fields. These are read-only fields that display the apC panel, the apC Add-On Board and
Input Number associated with an 132 Supervised Input. These fields locate the Input that you have chosen to

configure.

. To configure the Inputs on the 132 Input Board - 1-16 Inputs tab, follow the instructions given in To Configure
apC Controller Inputs on Page 322

3. Mavigate to the 17-32 Inputs tab.
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Figure 132: apC Controller 132 Add-On Board 1-16 Inputs General Tab
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apC 132 Input Board 17-32 Inputs Tab

The apC 132 Input Board 17-32 Inputs tab allows you to add 16 Supervised Inputs on the 132 Inputs Board (Board
Index 1}.
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To Configure the 17-32 Inputs Board

1. To configure the 17-32 Supervised Inputs, select the check box in the Configured column in the apC Add-On
Board - 132 Input Board - 17-32 Inputs tab (see Figure 133 on Page 361) and click [ ] located in the Edit column
of the Supervised 132 Input Board box to display the apC Input (Index Numbers 17 through 32) 132 Input
Boardl General tab (see Figure 108 on Page 326).

Figure 133: apC Controller 132 Add-Cn Board 17-32 Inputs Tab
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2 = apC Inpui2%-apC 132 Input Board 1-apC 2
'] 7 20C Input 30-apC 132 Input Board1-apC 2
3 = =oC Input21-2pC 132 Input Board1-apC 2
32 = apC Input 32-apC 132 Input Board 1-apC 2

2. To configure the Inputs on the 132 Add-On Board - 17-32 Inputs tab, follow the instructions given in To

Configure apC Controller Inputs on Page 322.
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Figure 134: apC Controller 132 Add-COn Board 17-32 Inputs General Tab

1 apC Input apL Inputl7-apC 132 Input Board1-apC 2

apC I8 Input Board General Tab

You can also add-on up to 64 Supervised Inputs (8 Inputs available on 8 I8 Input Boards) with Triggers available for
each input.
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To Configure the 18 Input Board

1. To configure an I8 Input Board, select the check box in the Configured column on the apC Add-On Board -
Input Boards tab and click [ 7] located in the Edit column of the Supervised I8 Input Board box to display the
apC I8 Input Board - General tab (see Figure 135 on Page 363).

Figure 135: apC Contreller 18 Add-On Board 18 Inputs General Tab

% apC I8 Input Board - apC I8 Input Boardl-apC Add-apc test - |I:I|£|
[
=
Partition. Main Wing
[T Maintenance Mode
Location
Controller: [apC-1
Board: |apC Add-apc test
Board Index: |1
— Supervised [nputs
|| Create all Inputs || Delete All Inputs |
Edt | Index Corfigured | Mame Tempiate
i' - apC Input1-apC I8 Input Board 1-apC Add..
2 [ apC InputZ-apC |8 Input Board 1-apC Add ...
3 [ apC Input3-apC 1B Input Board1-apC Add...
4 [ apC Input4-apC 18 Input Board1-apC Add ..
5 [ apC InputS-apC |8 Input Board 1-apC Add...
[ [ apC Input&-apC 18 Input Board 1-apC Add...
7 [ apC Input 7-apC 18 Input Board 1-apC Add...
B " apC InputB-apC I8 Input Board1-apC Add...
—Status Inputs
| Create Al Inputs |
Edt  Inputtype | Corfigured | Mame Template
Tamper = Tamper-apC I8 Input Board1-apC Add-ap._.
Communicati... [v Communication faiure-apC I8 Input Boar...

2. To configure Inputs, select the check box in the Configured column in the apC I8 Inputs tab and click [ ]
located in the Edit column to display the apC Add-On Board - apC I8 Input Board - General tab.
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3. To configure the Inputs on the I8 Add-On Board - I8 Inputs tab, follow the instructions given in Te Configure
apC Controller Inputs on Page 322.

There are also two Status inputs available for the I8 Input Board:
m Board Tampered, which indicates tampering with the Add-On Board

m Communications Fail, which detects a communications failure.

4. Once you have finished reader the 18 Inputs, click Save and Close.
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apC Star Coupler Board Editor
The apC Star Coupler Board Editor is used to configure apC Star Coupler boards.
Star Couplers are single expansion boards that attach to the apC/8X or apC to allow the RM readers, 1/8 inputs,
and R/8 outputs to be wired in a Star topology. The Star Coupler Board allows addition of:
m 8 MREM/RM Reader ports
m 8 Unsupervised Inputs
m 8 dry contact, form C, relay Outputs

The Star Coupler can be installed on apC and apC/8X panels. For more information, see the Star Coupler - Mini Star
Coupler Quick Start Installation Guide.

This editor is accessed from the apC Add-on Board Editor Star Coupler tab (see apC Add-On Board Star Coupler Tab
on Page 354},

To Configure the Star Coupler Board

1. To configure the Star Coupler Board, select the check box in the Configured column in the apC Add-On Board
Star Coupler tab and click [ ]] located in the Edit column of the Star Coupler box (see Figure 129 on Page 355)
to display the Star Coupler General tab, as shown in Figure 136 on Page 365.

The apC Star Coupler Board General tab displays three read-only fields:
—  Controller
— Board
—  Board Index

These fields are located on the Star Coupler that you have chosen to configure. As you configure more Add-On
Boards for this controller, the Board Index field will reflect each placement, to differentiate board locations.

Figure 136: apC Star Coupler General Tab

E. Star Coupler Star - Siar Coupler-apC Add-

Hame: | Sta Coupla-apC Add-
[Dresciphor:

Location
LCorfroler: | apC & - Comm A - RE FI1

Bowd: [apCAdd:

Bgaid Indesc [3

2. Click the Readers tab to configure the Star Coupler readers. See Star Coupler Readers Tab on Page 366 for the
Star Coupler Readers tab.
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3. Click the Unsupervised Inputs tab to configure the Star Coupler unsupervised inputs. See Star Coupler
Unsupervised Inputs Tab on Page 367 for the Star Coupler Unsupervised Inputs tab.

4. Click the Outputs tab to configure the Star Coupler outputs. See Star Coupler Outputs Tab on Page 367 for the
Star Coupler Outputs tab.

5. When you have completed configuring the Star Coupler and its attached devices, you can click Save and Close
to save your changes.

Star Coupler Readers Tab

The Star Coupler Readers tab allows you to configure the readers connected to your Star Coupler.

To Configure Star Coupler Readers

1. Mavigate from the apC Controller Add-On Board Tab on Page 324 to the apC Add-On Board Star Coupler Tab on
Page 354

2. Click Star Coupler to open the apC Star Coupler Board Editor on Page 365.

3. Click the Readers tab to configure readers for the Star Coupler. Refer to the Figure 137 on Page 366 for an
example of the Star Coupler Readers tab.

Figure 137: apC Controller Star Coupler Readers Tab

2t Star Coupler Star - Star Coupler-apC Add-apC RE 2

el St 8l Chosi !

Mame: |Stay Coopler-apl Add-apC RE 2
Desciphion:

Generd  Feades | Unsupervised Inpuls | Oulputs

Readas

[ Create All Readers | Delste All Readers

Edil Index: Corhiguied Hams Templale
| .. N [0 apC Readen Star Coupler-apC Add-apC
| .. B [0 apC Readei2Siar Coupler-apC Add-apC
[ .. 3 [ apCRoader?Star Coupler-apC Add-apC
— [0 acC Reeaderd-Slar Couphe-apC Add-apC
. ]s [0 anC Reade5Siar Coupher-apC Add-apl
[ s [1  apC ReaderStar Couples-apC Add-apC

Ll 7 = o FeaderTStar Couple-apC Add-apC

Lsiicalo O api" FieaderBStar CouplerapC Add-aps =

4. To create all available readers for the Star Coupler, click Create All Readers. apC Readers that have previously
been created on other board connections are unavailable (shaded gray) to be created here.

5. To create an individual reader, select the check box in the Configured column for the Star Coupler Readers
{Index 1 through 8) and click [..] located in the Edit column. The apC Reader Editor opens to allow you to
configure this reader. See apC Reader Editor on Page 340 for details on configuring an apC Reader.
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6. When you have finished creating and configuring readers for the Star Coupler, yvou can click Save and Close to
save your changes.

Star Coupler Unsupervised Inputs Tab

The Star Coupler Unsupervised Inputs tab allows you to configure the inputs connected to your Star Coupler.

To Configure Star Coupler Unsupervised Inputs

1. Mavigate from the apC Controller Add-On Board Tab on Page 324 to the apC Add-On Board Star Coupler Tab on
PPage 354, and click Star Coupler to open the apC Star Coupler Board Editor on Page 365.

2. Click the Unsupervised Inputs tab to configure Unsupervised Inputs for the Star Coupler (see Figure 138 on Page
367).

3. To create all Unsupervised Inputs for the Star Coupler, click Create All Inputs.

4. To create an individual input, select the check box in the Configured column for the Star Coupler Inputs (Index
9 through 16) and click [ ] located in the Edit column. The apC Input Editor opens to allow you to configure
this input. See apC Input Editor on Page 332 for details on configuring an apC Input.

Figure 138: apC Controller Star Coupler Unsupervised Inputs Tab

ILE d d LV DNLE i L AL -d])

|l Save and Closs |

Mame:  Sta Couples-apl Add-apl RE 2

Descrption:  |rpist Template 1 wad lor lndex 1016

Genmal | Feadey | Ursuperasad Inpus | Duiputs

Unsuperased Inpuls

¥ Creats All lputs _ Delete All Inputs

Eit Index Corfigured  Mame Template

[ .. ]a E aplInputtStar Cougler-apC Add-apt R

e [ spCirputi D4t CouperasC dddapC .. [spCinput [ ]
— T O opC Irgul11 Star Coupler-apC Add-epC .. apC Irpul Tempilst.
L. I O apC I 25tar Coupler-apC Add-apl .. | apC Input Templat
13 [0 apCIrputt 35t Coupler-ap AddapC . apl Input Templat
[l 1 O 3pC Il -5t Coupler-apC Add-spC . apC Ipul Templat.
[ . ]is O o Irgoul] 55t Conpler-anC Addhapl .. oplC It Tenplyl
e T O opC Irpoul1E-Star Couler-spC AddhopC . apC Irpul Tempilst.

5. When you have finished creating and configuring inputs for the Star Coupler, you can click Save and Close to
save your changes.

Star Coupler Outputs Tab

The Star Coupler Qutputs tab allows you to configure the outputs connected to your Star Coupler.
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To Configure Star Coupler Outputs

1. Mavigate from the apC Controller Add-On Board Tab on Page 324 to the apC Add-On Board Star Coupler Tab on
Page 354

2. Click Star Coupler to open the apC Star Coupler Board Editor on Page 365,
3. Click the Outputs tab to configure outputs for the Star Coupler (see Figure 138 on Page 367).

Figure 139: apC Controler Star Coupler Cutputs Tab

! Star Coupler Star - Star Coupler-apC Add-apC RE 2

gl Save and Close |

Mame: | Saar Cougler-opl Adé apC AE 2

Descriphion:

General | Readers | Urcupenized Inputz | Dutputs

Dudpis

[ Create all Cuputs — Delete All Cutputs
(B | inde Configued | Hame Templat
e Bl | ol Output® St Coupler-sol Addsl .

laad 10 O | ol Oulput! D51 Coupler-apl Addapl.

R 1 D1 sk Outpur! 1 St Couphespaddaes. || [ )
im— O 20T Dutput 2Star Coupler-anC ArkdhapC

s 13 (@ apC Dutput] 35tar Coupler-apC Ardhapl...

[ . _Ju O =pC Outpul] 4-51ar Coupler-apC AckaptC..

[ . = [ | =pC Outpul) 5t Coupler-soC AddapC...
L.« O spiC Dutpul 6-51a1 Coupler-spiC Add-ap...

4. To create all outputs for the Star Coupler, click Create All Outputs.

5. To create an individual output, select the check box in the Configured column for the Star Coupler Qutputs
(Index 9 through 16) and click [.0] located in the Edit column. The apC Qutput Editor opens to allow you to
configure this output. See apC Output Editor on Page 336 for details on configuring an apC Output.

6. When you have finished creating and configuring outputs for the Star Coupler, you can click Save and Close to
save your changes.
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Triggers Tab for apC Devices

C+CURE 9000 uses Triggers, which are configured procedures for activating actions, to activate Events or Outputs
for an apC device. A Trigger automatically executes a specified Action when a particular Condition occurs (when the

object Property specified in the Trigger reports the Value specified in the Trigger). Navigate to the Triggers tab.
Figure 140 on Page 369 shows the Triggers tab for an apC Input, which is typical for an apC device.
Figure 140: Typical apC Triggers Tab

B apC Input - aPC Input 1
E_Sawmdum:

Hame: |2PC irpue 1
Descripton:

B x|

P Enatied Parpion. Mar Wing
™ Msinierance Mode

‘General  Trigners | Groups | Status | User Defined Fields | Stateimages |

Triggars
= add B Remove

[ Froperty Vaue |  Acion | Dewsls | Schedue | TimeZone |
b |Active Suns bcten [ocwme € o] apt Deor | Mways | tmT-oe 00 |

BEvent o Door Evert [Defsd] .-I'I

A triggers tab provides you with the ability to define the activation/ deactivation, enable/disable, and arm/disarm,
etc. of such objects as: events, inputs, outputs, camera actions, door status changes, etc. Triggers can also be used to
launch imports and exports, email and reports, viewer and message displays, personnel D number state changes,
controller downloads, sound activation, communication notifications, etc.

Table 83 on Page 370 provides an example of a configured apC Trigger.
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Table 83: Triggers Tab Settings Example
. _____________________________________________________________________________________________________________________________________________|

The following Triggers Tab sattings:

Property Value Action Details Schedule Time Zone
Active Status Acthee Activate Event apC Input Event Abways (Time Zone of apC or C-CURE 9000
Sarvar)

Would create the fallowing Trigger:
Any time (Always Schedula) the Active Status [Property ) equals Active (Valua), activate the event (Action ) namead ISTAR Input Event (Details).
ISTAR Input Event is an Event that you would need to create using the Event Editor.

From the Triggers tab of an apC device (such as a Controller, Input, or Reader), you can perform the following tasks.
m Defining a Trigger for an apC Device on Page 370.
m Removing a Trigger on Page 272,

apC Triggers Tab Definitions on Page 371 provides definitions for the fields and buttons on an apC Device Triggers
tab.

Defining a Trigger for an apC Device

You can use the Triggers tab to define a Trigger for an apC device. The typical usage for an apC Trigger is to activate
an Event or an Output as the result of a state change of an apC device Property.

This tab provides you with the ability to define the activation/ deactivation, enable/disable, and arm/disarm, etc. of
such objects as: events, inputs, outputs, camera actions, door status changes, etc. Triggers can also be used to launch
imports and exports, email and reports, viewer and message displays, personnel ID number state changes, controller
downloads, sound achvation, communication notifications, etc.

Example:

When an apC Tamper Input changes from the Inactive (normal) to Active (abnormal) state, you wish to activate
an Event and activate an audible alarm (an apC Output}.

Time Zones for apC Panel Triggers

If you specify a Time Zone in your Trigger definition, you can control when the Schedule for the Trigger is active.
You can only select the C+CURE 9000 server Time Zone or the Time Zone of the apC panel you are editing.
Example:

If you have apC panels that are in different Time Zones than your C+CURE 9000 server, you may want to have
some Triggers activate according to the apC panel's Time Zone, while other Triggers are activated according to
the server Time Zone.

When you specify the Time Zone for a Trigger definition to be the same as the apC Panel Time Zone, the
Schedule activation times for the Trigger occur according to the apC Panel Time Zone.

If you have an apC panel in the Pacific Time Zone (GMT - 08:00) and a server in the Eastern Time Zone (GMT -
05:00), a Schedule that is active from Midnight to 6:00 AM is activated from Midnight to 6:00 AM in Pacific
Time rather than Eastern time (three hours later).
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To Define a Trigger for an apC Device

1. Click on the Triggers tab for your apC device.
2. Click Add on the Triggers tab to create a new Trigger.
3. Click [..] within the Property column to open the Property dialog box showing the Properties available for the

device.
4. Click a Property in the list to select it and add it to the Property column.

5. Click [.] within the Value column to display a drop-down list of Values associated with the Property that you
have selected. Click a Value that you want to include as a parameter for the trigger to add it to the column. (If
there is no set list of Values, you can type in a Value.)

6. Click [..] within the Action column to display a drop-down list of valid actions. Click an Action that you want
to include as a parameter for the trigger to add it to the column.

=1

When you select an Action, the lower pane in the Triggers box displays an entry field or group of entry fields,
specific to the selected Action, so that you can configure the Details for the Action.

8. Once you define the Action details, the Details column displays information about how the Action has been
configured.

For example, if an Event field is displayed in Details, you can click to select an Event that you want to associate

with the Trigger.

9. 1f the Triggers tab includes a Schedule column, click within the Schedule column to display a drop-down list of
pre<configured schedules. Click [ ] to select a Schedule that you want to associate with the trigger. Schedules
are created in the Configuration Pane. See the C+CURE 9000 Software Configuration Guide for more information.

10. If the Triggers tab includes a Time Zone column, click within the Time Zone column to display a drop-down
list of available Time Zones. If the Time Zone column is blank, or you do not select a Time Zone, the Time Zone
of the C+CURE 9000 server is used by default.

11. Click Save and Close to save the apC trigger.

NOTE Triggers related to apC objects cannot activate an Event that is downloaded to an iSTAR controller.

apC Triggers Tab Definitions

Table 84 on Page 371 provides definitions for the fields and buttons on an apC Triggers tab.

Table 84: apC Triggers Tab Definitions

Field/Button | Description
Add Click Add in the Triggers tab to create a new trigger.
Remaove Click the Row Selector. * | then dlick Remove in the Triggers tab to delete a trigger.
¥ Click the Row Salector 1o salect a row in the Triggers table.
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Table B4: apC Triggers Tab Definitions (continuad )

Field/Button | Description

Proparty Click within the Property column, and then click [__] The Proparty browsar opans présenting properties availabla for the
Comm Port. Click a Property to select itand add it to the column.

Value Click within the Value column to display a drop-down list of Values associated with the Property that you have selected. Click a
Walue that you want to include as a parameter for the trigger to add it to the calumn.

Action Click [ ... | within the Actien column to display a drop-down list of valid actions. Click an Action that vou want to include as a
parametar for the trigger to add it to the column.

Az you select an Action, a corresponding entry field, or group of entry flelds, appear at the bottom of the dialog box.
Click to select entries for these fields.

Details Displays details about how the Action was configured.

Schadula Click within the Schedule column to salect a Schadule.

Click [__] to select a Schaedule that you want to associate with the trigger. Schedules are created in the Canfiguration Pana.
Refer to the C-CURE 2000 Soffware Configuration Guide for more information on creating Schedules.

Tima Zona Click within tha Time Zone column to select a Time Zone for Schedule activation.

Click [__] to sedect a Time Zone that you want to associate with the trigger Schedule. If you specify a Time Zona, the Schedule
start and end times are calculated using that Time Zone. For example, a Schedule that becomes active at 3:00 AM would
become active at 3:00 AM in the Pacific Time Zone, if that Time Zone was specified. Refer to the C-CURE 9000 Software
Configuration Guide for more information on Time Zones.
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Mini Star Coupler Board Editor

Mini Star Couplers are single expansion boards that attach to the apC/8X or apC panels to allow the RM readers to
be wired in a star topology. For more information, see the Star Coupler - Mini Star Coupler Quick Start Installation
Guide.

Mini Star Coupler Boards have not been evaluated by UL and cannot be used in UL Listed

applications

NOTE

To Configure the Mini Star Coupler Board

1. To configure the Mini Star Coupler Board, select the check box in the Configured column in the apC Add-On
Board - Star Coupler tab and click [..] located in the Edit column of the Star Coupler box (see Figure 129 on
Page 355) to display the Mini Star Coupler - General tab, as shown in Figure 141 on Page 373.

The Mini Star Coupler Board - General tab (see Figure 141 on Page 373) displays three read-only fields:
— Controller
— Board
— Board Index

These fields are located on the Mini Star Coupler that you have chosen to configure. As you configure more Add-
On Boards for this controller, the Board Index field will reflect each placement, to differentiate board locations.

Figure 141: apC Controller Add-Cn Board Mini Star Coupler Ganeral Tab
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2. Click the Readers tab to configure readers for the Mini Star Coupler.
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Figure 142: apC Controller Add-0n Board Mini Star Coupler Readers Tab
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3. Select the check box in the Configured column for the Mini Star Coupler Readers (Index 1 through 8) and click
[ .. located in the Edit column to display the Mini Star Coupler Readers - General tab, shown in Figure 143 on
Page 374.

The 8 available Mini Star Coupler Readers allow up to 2 Supervised Inputs and 2 Qutputs. For further
instructions for reader readers, see To Configure an apC Reader on Page 323,

NOTE Readers that are unavailable (see Figure 142 on Page 374) have already been configured on the
apC panel Readers tab.

Figure 143: apC Controller Add-On Board Mini Star Coupler Readers General Tab
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4. Click Save and Close to return to the apC Controller - Add-On Board - Star Coupler tab.
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Be sure that the Mini Star Coupler Board is installed correctly on the apC or apC/8X. For more information, see
the Star Coupler - Mini Star Coupler Quick Start Installation Guide.

5. Click Save and Close to return to the apC Controller - Add-On Board tab.
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Wiegand Proximity Star Coupler Editor

The Wiegand/ Proximity Star Coupler (WPSC) consists of a two board set that attaches to the apC or apC/8X to
allow direct connection of up to 8 read heads using Wiegand signaling. The WPSC board set consists of a Lower
Board and an Upper Board. The Lower Board provides connections for 4 readers indexed 14 and 4 inputs indexed
17-23. The Upper Board provides connections for 4 readers indexed 5-8 and 4 inputs indexed 25-31.

When using the WPSC Add-On Board, the standard Star Coupler cannot be used because the WIPSC board set
attaches to the same bus connector as the Star Coupler.

Each board provides one supervised input for each reader, which should be used in conjunction with one of the 8
supervised inputs on the apC main board to provide a total of two supervised inputs for each reader.

NOTE The supervised inputs on the WIPSC remain inactive in the Monitoring Station unless readers are
configured in the WPSC editor.

Since the WIPSC board set does not provide output relays, it is recommended that the 8 on-board apC relays be used.
For more information, see the WPSC Quick Start Installation Guide.

To Configure the Wiegand/Proximity Star Coupler Board

1. To configure the Wiegand/Proximity Star Coupler (WPSC) Board, select the WPSC check box in the Configured
column in the apC Add-On Board - Star Coupler tab and click [ ] located in the WPSC Edit column of the Star
Coupler box.

The Wiegand/Proximity Star Coupler Board General tab displays three read-only fields:
—  Controller
— Board
—  Board Index

These fields are located on the Wiegand/ Proximity Star Coupler that you have chosen to configure. As you
configure more Add-On Boards for this controller, the Board Index field will reflect each placement, to
differentiate board locations.

Figure 144: apC Controller Add-0On Board Wiegand Proximity Star Coupler Genaral Tab

E. Star Coupler WPSC - WPSC-apC Add-

Generd | Lowsr Bosd | Upper Board
Lacshion

Ceorticler  apC B4 - Comm & - RE F11
Board | apC Add-

Board Index: 5

376 Chapter 7 C-CURE 9000 Hardware Configuration Guide

EFTA01226307



Wiegand Proximity Star Coupler Editor

2. Click the Lower Board tab to display the 4 available WPSC Readers and 4 Unsupervised WPSC Inputs, as shown
in Figure 145 on Page 377.

Figure 145: apC Controller Add-On Board WPSC Lower Board Tab
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3. Select the check box in the Configured column for the WPSC Readers (Index 1 through 4) and click [...] located
in the Edit column to display the apC Readers - General tab, shown in Figure 146 on Page 375,

You can configure the reader keypad and triggers for each of the 4 available WPSC Readers. For further
instructions see apC Controller Readers Tab on Page 323,
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Figure 146: apC Controller Add-0n Board WPSC Lower Board Reader Ganeral Tab
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4. To configure Inputs, select the check box in the Configured column in the Wiegand/Proximity Star Coupler -

Inputs tab and click [ ... located in the Edit column to display the apC Add-On Board - Wiegand/Proximity Star
Coupler Input - General tab, as shown in Figure 147 on Page 379,
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Figure 147: apC Controller Add-0n Board WPSC Lower Board Input Genaral Tab
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5. To configure the Inputs on the Wiegand/Proximity Star Coupler Add-On Board - Inputs tab, follow the
instructions given in To Configure apC Controller Inputs on Page 322
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Figure 148: apC Controler Add-0n Board WPSC Upper Board Tab
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6. Click Save and Close to return to the apC Controller - Add-On Board - Star Coupler tab.

Be sure that the Wiegand/Proximity Star Coupler Board is installed correctly on the apC or apC/8X. For more
information, see the WPSC Quick Start Installation Guide,

7. Click Save and Close to return to the apC Controller - Add-On Board tab.

8. Click the Status tab to display it, as shown in Figure 108 on Page 326.

-Or -

Click Save and Close to return to the Hardware Pane and finish the apC Controller configuration later.
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Configuring RM Reader LCD Messages

This chapter explains how to customize sets of LCD messages, such as “Present Card” or “ Access Granted,” for your
RM readers to meet the specific needs of your facility or site.

In this chapter

Reader LCD Message Set OVEIVIEW ... 382
Reader LCD Message Set Editor .. 383
Reader LCD Message Set Tasks L 388
Changing the Language for the Default KM LCD Messages ... 393
C-CURE 9000 Hardware Configuration Guide Chapter 8 381
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Reader LCD Message Set Overview

REM readers display LCD messages, such as “Present Card” or “ Access Granted” to indicate different states to
cardholders. You can customize sets of these messages to meet the specific needs of your facility or site.

Example:

You could change the " Access Granted” message to “Please Enter Now".

When you assign a set of messages to an iSTAR Controller or an apC Panel, all the RM readers on that controller use
those same messages.

The Reader LCD Message Set Editor allows you to configure message sets. You can also use the Reader LCD
Message Set Editor to change the language in which your messages appear. See Changing the Language for the
Default RM LCD Messages on Page 393,

Only ASCII characters 0 to 125 are supported for display on the RM Reader.

NOTE
m There are 94 printable characters. (Code 1 to 31 are non-printing, mostly obsolete characters that
affect how text is processed.)
m No accented characters are supported.
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Reader LCD Message Set Editor

The Reader LCD Message Set Editor, shown in Figure 149 on Page 383, lets you create and modify message sets in
C+CURE 9000 containing replacement texts for the LCD messages that display on the RM Readers. In addition, the
editor lets you set the way that the date and time display on the Reader. The Reader LCD Message Set Editor has

only one tab—the General tab. For more information, see:
m Accessing the Reader LCD Message Set Editor on Page 383
m Reader LCD Message Set Definitions on Page 384
m Creating a Reader LCD Message Set on Page 388

Accessing the Reader LCD Message Set Editor

You access the Reader LCD Message Set Editor from the C+CURE 9000 Hardware pane.

To Access the Reader LCD Message Set Editor
1. Click the Hardware button in the Navigation Pane to open the Hardware Tree.

2. Rightlick the Hardware Folder, click Reader LCD Message Set, and click New on the sub-menu that appears,
as shown in Figure 149 on Page 383, (Once you have created a message set, a Reader LCD Message Set folder

appears in the Hardware Tree.)

Figure 149: Hardware Tree Reader LCD Message Sets
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Click &d = to open a Dynamic View showing a list of all existing Reader LCD Message Sets, right-click the
Reader LCD Message Set you want to change, and click Edit from the context menu that appears.

The Reader LCD Message Set Editor opens with the General tab displayed, as shown in Figure 150 on Page
384,
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Figure 150: Reader LCD Message Set Editor
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Reader LCD Message Set Definitions

The Reader LCD Message Set Editor has the buttons described in Table 85 on Page 384 and the fields shown in
Table 86 on Page 384. Table 87 on Page 385 has detailed information about each of the 34 messages that can be
customized for a message set.

Table 85: Reader LCD Message Sat Editor Butlons

Button | Description

Save Click this button when you have completed changes to the Reader LCD Meszsage Sat and wish 1o save thosa changes. The Reader
and LCD Message Set Editor closaes,

Close

Sava Click this button when you have complated any changes to the Reader LCD Massage Set and wish to save those changes and also
and create a new Reader LCD Meszage Sat. The message set you were editing is saved, and a new Reader LCD Message Set opens
New (@ither Mank or including template information if you were using a template to create the massage sat).

Click this button when you want to clese the Reader LED Message Set Editor without saving your changes.

Awarning appears asking whether or not you want to save your changes before closing the editor. Click Yes to axit and save and No 1o
axit and cancel your changes.

Table B6: Reader LCD Message Set Editar - General Tab

Field/Button | Description

Top of Editor
Name Enter a name for the Reader LCD Message Set.
384 Chapter 8§ C-CURE 9000 Hardware Configuration Guide
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Reader LCD Massage Set Editor - General Tab (continued)
. _________________________________________________________________________________________________________________________________________________________________|

Field/Button | Description

Description Enter a brief description for this Reader LCD Message Set.

Partition This read-only fiekd identifies the Partition to which this Reader LCD Message Set balongs. (This field is visible only if the
C-CURE 9000 system is partitioned. )

Display Formats

Data Select the format for the date display: MM/DDIYY (the default) or DDI/MMYY
Time: Hour Select the faormat for the time display: 12 hour (the default) or 24 hour,
Clock

Messages

Messagea Mame of the Reader LCD Message string.

Mama

Message Text Default text for the Reader LCD Message.

Table 87: Reader LCD Messages
e __________________ _____________________________________________________________ ___________ |

Message Message Text Description iISTAR apC

Name Uses Uses

Access granted ACCESS Admit text—genaral use Yes Yas
GRANTED

Access denied ACCESSDENIED Rejact taxt—ganaral use Yas Yas

Enter PIM ENTER FIN Entar PIN prompt—general use Yes Yas

Enter next card ENTER MEXT Enter next card prompl—used for accupancy and visitor/escort features Yes Yes
CARD

Unlocked UNLOCKED Door unlocked mode text—genaral use Yas Yas

Please wait PLEASEWAIT Text displayed while access decision pending—general use Yas Yas

Wait - busy WAIT - BUSY Text displayed when door busy processing a previous access—general use Yes Yes

Enter floor ENTER FLOOR apC display for elevator admit—general usa Mo Yas

Reader not READER NOT Text displayed when reader disabled—genaral use Yas Yas

ready READY

Prasant card PRESENT CARD Locked Door mode text—ganaral usa Yas Yas

Enter command ENTER Intrusion entrance delay text—intrusion zonae feature Yas Mo
COMMAND
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Reader LCD Massages (continuad)

Message Message Text Description ISTAR apC

Name Uses Uses

Misread card MISREAD Visitor/escort misread card feadback text-visitor/escort feature Yas No

All sacure ALLSECURE Intrusion zona all inputs sacure text—intrusion zone feature Yeas Mo

Exit riow EXIT MOW Intrusion axit delay text—intrusion zone feature Yas Ma

Readytoarm READY TO ARM Intrusion zona ready to arm status text—intrusion zone feature Yes Mo

Mot ready 1o arm MOT READY TO Intrusion zona not ready to arm status text—intrusion zone feature Yeas Yas
ARM

Door in akart DOOR IM ALERT ISTAR reader tampared text, or apC reader tamper or door held forced Yas Yas

open text—genaral use

Area armed AREA ARMED Intrusion zone armed mode text—intrusion zone feature Yas Yas

Area disarmaed AREA DISARMED Intrugion zone disarmad maode text-intrusion zone featura Yas Yas

Sacure panding SECURE Intrusion zona disarm pending text—intrusion zone feature Yeas Mo
PENDING

Sacure SECURE Door secure mode taxt—genaral use Yas Yas

Keypad CMD ISSUED keypad command issued text—keypad commands feature Yes Mo

Command

|ssued

Keypad CMD FAILED Keypad command failed text—keypad commands feature Yas Mo

Command

Failed

Keypad ENTER ACCESS kKeypad command prompt 1 texi—keypad commands featura Yas Mo

Command

Prompt 1

Keypad ENTER TARGET Keypad command prompt 2 text—keypad commands feature Yes Mo

Command

Prompt 2

Acknowledged ACKNOWLEDGED Enter next card acknowledgement text—occupancy and visitor/escort Yes Yes

faatures

Enter ascort ENTER ESCORT Request Escort prompt—ococupancy and visitor/escort featuras Yes Mo

Secure viclated SECURE Intrusion zone armed and viclated status text—intrusion zone feature Yas Mo
VIOLATED

Sacure SECURE Intrusion zona armed but not ready to re-arm status text-intrusion zone Yas Mo

affnormal OFFNORMAL faature
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Reader LCD Massages (continuad)

Message Message Text Description iISTAR apC

Name Uses Uses

Lockout LOCKOUTAT Araa lockout reject & T will be replaced with remaining lockout time Yes Mo

HHH: MM HHH:MM-area lockout feature

Reject REJECT Owcupancy reject indicates that supervisor/escort cannot leave Yes Yes

unattended UNATTEND suparviseasivisitors unattended—occupancy feature

Reject REJECT Oocupancy general reject text—occupancy featura Yas Yas

occupancy OCCUPANCY

Door held apen DOOR HELD ISTAR door hald opan status text—STAR only (apC displays Door in Alert Yas Mo
OPEN instead)

Door forced DOOR FORCED ISTAR door forced open status text—iSTAR anly (apC displays Door in Alart Yas Mo

open OPEN instead)
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Reader LCD Message Set Tasks

You can perform the following tasks to configure Reader LCD Message Sets.
m Creating a Reader LCD Message Set on Page 388
m Creating a Reader LCD Message Set Template on Page 388
m Configuring/Modifying a Reader LCD Message Set on Page 389
m Viewing a List of Reader LCD Message Sets on Page 389
m Deleting a Reader LCD Message Set on Page 391
m Using Set Property to Configure Reader LCD Message Sets on Page 392

Creating a Reader LCD Message Set

You can create a new Reader LCD Message Set.

To Create a Reader LCD Message Set

1. Click the Hardware button in the Navigation Pane to open the Hardware Tree.

2. Right<lick the Hardware Folder, click Reader LCD Message Set, and click New on the sub-menu that appears.
=T =

If Reader LCD Message Sets were already created, right-click the Reader LCD Message Sets Folder and click
New on the sub-menu that appears.

3. The Reader LCD Message Set Editor opens, and you can configure the message set.
4. To save your new Reader LCD Message Set, click Save and Close.
O -

Alternatively, if you want to save the Reader LCD Message Set and then create a new one, click Save and New.
The current Reader LCD Message Set is saved and closed, but the Reader LCD Message Set Editor remains
open to allow you to create a new Reader LCD Message Set.

Creating a Reader LCD Message Set Template

You can create a new template for a Reader LCD Message Set. A Reader LCD Message Set template saves you time
because you can reuse the same configuration repeatedly.

To Create a Reader LCD Message Set Template
1. Click the Hardware button in the Navigation Pane to open the Hardware Tree.

2. Rightlick the Hardware Folder, click Reader LCD Message Set, and click New Template on the sub-menu
that appears.

= 0r -

If Reader LCD Message Sets were already created, right-click the Reader LCD Message Sets Folder and click
New Template on the sub-menu that appears.
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The Reader LCD Message Set Editor where you can configure the Reader LCD Message Set template opens.

3. Configure the template to meet your requirements. Any fields you configure values for become part of the
template; then when you subsequently create a new Reader LCD Message Set from that template, these values
are already filled in.

4. In the Name field, enter the name you wish to use for the template.
Example:
Reader LCD Message Set Templatel
5. Tosave the template, click Save and Close.

The template will be available as an option on the pull-down Template menu.

Configuring/Modifying a Reader LCD Message Set

You can configure a new Reader LCD Message Set or modify an existing one using the Reader LCD Message Set
Editor.

To Configure/Modify a Reader LCD Message Set
1. Create a new Reader LCD Message Set or modify an existing Reader LCD Message Set.

The Reader LCD Message Set Editor opens for you to edit the Reader LCD Message Set making changes as you
wish in the fields on the top of the editor and on the General tab.

2. Type a Name and Description for the Reader LCD Message Set that sufficiently identifies this message set and
its purpose.

3. Select your desired date format— by either leaving the default
MM/DDYYY or clicking the down-arrow to pick DDYMM/YY.

4. Select your desired time format— by either leaving the default
12 Hour Clock or clicking the down-arrow to pick the 24 Hour Clock.

5. In the Messages box, use the vertical scroll bar to find the message you wish to modify in the Message Name
column and change its related entry in the Message Text column as desired.

There are 34 messages whose text you can modify for your uses. Many of them are used by (can be downloaded
to) both iSTAR and apC controllers; one of the messages is used only by apCs, while about 15 messages are used
only by iSTARs. For detailed information about the messages, see Reader LCD Message Set Definitions on Page
384,

Viewing a List of Reader LCD Message Sets

You can display a list of the Reader LCD Message Sets you have created by opening a Dynamic View of Reader LCD
Message Sets.
]

To View a List of Reader LCD Message Sets

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
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2. Select Reader LCD Message Set from the Hardware drop-down list and click B - to open a Dynamic View
showing a list of all existing Reader LCD Message Sets, as shown in Figure 151 on Page 390. (You can also click
the down-arrow of this button to either view the list in the current tabbed view or open a new tabbed view).

Figure 151: Reader LCD Message Set List
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* You can sort, filter, and group items in the list.

* You can right<click a Reader LCD Message Set in the list to open the Reader LCD Message Set Context menu
(see Table 88 on Page 390) and perform any of the functions on that menu.

* You can right<lick any column heading to open a context menu of all possible Reader LCD Message Set
fields that can display as columns and add/remove fields to view certain information.

For more information on using Dynamic Views, see the Dynamic Views chapter in the C*CURE 9000 Data Views
Guide.

Reader LCD Message Set List Context Menu

The context menu that opens when you right<click a Reader LCD Message Set in the Reader LCD Message Set
Dynamic View includes the selections described in Table 88 on Page 390,

Table 88: Reader LCD Message Set List Right-Click Context Menu Options
[P

Menu Description
Selection
Edit Click this menu selection to edit the selected Reader LCD Message Sel. The Reader LCD Message Set Editor opens. You can

rename the message set and change any of its attributes.

Delate Click this menu selection to delete the selected Reader LCD Massage Set. A prompt appears asking yvou to confirm that vou want to
delate the Reader LCD Massage Set. Click Yes (o delete the Reader LCD Massage Setor No to cancel the delation.

NOTE: You cannot delete a Reader LCD Message Set if it is being used by an ISTAR and/or apC Controller.

Sat Click this menu selection to change the valua of the selected properties in the salacted Reader LCD Message Sat(s).

proparty A dialog box appears asking you to select a property to change. Click [z] to open a selection listand click the property you wish to
change. ¥ou can then change the value of the following property:

+ Description — You can change the textual description of the Reader LCD Message Set(s) by selacting this property and typing
in a new value.

Add to Thiz option is nat supportad for Readar LCD Messagas.
Group
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Reader LCD Message Set List Right-Click Context Menu Options (continued )
[P,

Menu Description

Selection

Export Click this menu selection to Open an Export.. to XML or CSV file dialog box to export one or more of the selected Readar LCD

salaction Message Set records to either an XML ar a C3V file. This allows you to quickly and easily create XML/C SV reports on the selected
data.

NOTE: Although XML is the initial default file type, once you choose a type in the Save as type field, whether XML or CSY, that
becomes the default the next time this dialog box opens.

CSV-formatted exports cannot be imported. If you require importing functicnality, export to XML,

+ When you export to an XML file, all available data for the selected abject{s), whether displayed in the Dynamic Wiew or not—as
will ag all the chikl objects of the selected racord(s), is axported.

+ ‘When you export to a CSV file, anly data in the columns displaying in the Dynamic View is exported, and in the order displayed.
This allvws you to both selact and arrange data fiakds for vour report. In addition, exporting to a CSW file allows you 1o view the
axported data in an Excel spreadsheat and further manipulate it for your use.

For more information, see the Dynamic Views chapter in the C- CURE 5000 Data Views Guide.

NOTE: When you click Export Selection, you are running the export on the client computer. Consaquently, the system does not
use the Default Export Directory Path—which is on the server. It opens a directory on the client, reverting to the last directory
usad. You can navigate to the default export servar directory, if wou wigh. Or to avold confusion or use the same destination
folder for both client and sarver computers, you can use UNC [ Universal Naming Convention) paths, for example:
WCoomputer Mamah
Program Files\Software House\SWHouse\SWHSystem\Export.

Find in Click this menu selection to Open a Query Paramatars dialog box in which you can enter prompts and/or modify the Query criteria

Audit Log to search for entries in the Audit Log that reference the selected Reader LCD Message Sat. When found the results displayin a
saparate Dynamic View.

Find in Click this menu selection to Open a Query Parameters dialog box in which you can enter prompts and/or madify the Guery criteria

Journal to gearch for entries in the Journal that referance the selacted Reader LCD Massage Sat. When found the results displayin a
saparate Dynamic View.

Deleting a Reader LCD Message Set

You can delete a Reader LCD Message Set if it is not currently being used by any iSTAR and/or apC Controller.

To Delete a Reader LCD Message Set

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select Reader LCD Message Set from the Hardware pane drop-down list.

3. Click @ - to open a Dynamic View showing all Reader LCD Message Set objects.

4

Right-click the Reader LCD Message Set{s) in the list that you want to delete and select Delete from the context
menu. A confirmation message appears.

5. Click Yes to confirm the deletion of the Reader LCD Message Set or click No to cancel the deletion.

If vou click Yes, the Reader LCD Message Set objects dialog box appears showing the results of the delete
operation, with one line per message set. If no controllers are using the message set(s), the line shows that the
message set was deleted. If, however, the message set is in use, the message Unable to delete object - The
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message set is currently in use by iSTAR or apC controllers. Please remove the message set from the
controller(s) is displayed.

Using Set Property to Configure Reader LCD Message Sets

You can use Set Property to quickly set a property for one or more Reader LCD Message Sets without opening the
Reader LCD Message Set Editor, thus making it useful for mass updates. See Table 88 on Page 390 for the
properties that can be changed.

To Set a Property for a Reader LCD Message Set

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Select Reader LCD Message Set from the Hardware pane drop-down list.

Click @ - to open a Dynamic View showing all Reader LCD Message Set objects.

Ll

Rightclick the Reader LCD Message Sel(s) in the list for which you want to set the property and select Set
Property from the context menu.

il

Specify the property for the Reader LCD Message Set(s). Click the drop-down button to see a list of properties.

o

Enter the value for the property and click OK.

=1

Click OK on the Setting Properties of Reader LCD Message Set message box.
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Changing the Language for the Default RM LCD Messages

You can use the Reader LCD Message Set Editor to easily change the language in which the default messages
appear. When you first start the C*CURE 9000, the default messages appear in the system-wide primary language

you chose during installation.

Example:

You chose English as the primary system language and configured all the sets of English messages your Boston
site needs; you may now want to customize some message sets in French for your Montreal site.

NOTE

To Change the Language for the Default Message Set
1. Exit the C+CURE 9000 Administration Application.

2. Go to the Windows Control Panel and click Regional and Language Options.

The C*CURE 9000Multilingual User Interface (MUI) Editor, available as a licensable option when
purchasing C*CURE 9000, allows you to localize the C*CURE 9000 user interface for a broad range
of languages and cultures. When installed and enabled, the C+CURE 9000 MUI Editor allows anyone
with appropriate access permissions to localize individual screens and systern messages, including
the Reader LCD Message Sets, from within C+CURE 9000 at any time. For information on the MUI
Editor see the chapter, “ Displaying the C+CURE 9000 in Multiple Languages” in the C+CLIRE 9000
System Mainfenance Guide.

3. Use the Regional Options tab on the Regional and Language Options dialog box to change to the language and
culture you need by clicking the down- arrow to scroll to your choice and the Customize button to specify your

own required formats.
Example:
French (Canada).

Regional and Lanpuape Opiions
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-

Click Apply and then OK.
5. Restart the Administration Application, click the Hardware button in the Navigation Pane.

6. Rightclick the Reader LCD Message Sets Folder in the Hardware tree and click New on the sub-menu that

appears, as shown in Figure 149 on Page 383,

The Reader LCD Message Set Editor opens, and you can customize a set of messages in French.

=]
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Floors

This chapter explains how to configure Floors in C+CURE 9000. Floors are part of Elevator access control. An
Elevator associates a Floor with an Input or Qutput.

In this chapter

Flonms W eV oW 396
Configuring Floors . 397
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Floors Overview

Floors are configured to define Elevator control. Floors are paired with inputs and outputs to control floor access
through elevators. Before you can configure elevators, you must configure floors and/or floor groups. See Elevator
Configuration Overview on Page 500 for more information.

When a person presents a card at an elevator, the system checks the clearances associated with the card for the
elevator and associated floors. If the person’s clearances do not allow access, the access attempt is rejected before the
person presses an elevator button. If the person has access to a floor, the system grants access to the person and
activates the output attached to the button for that floor.

A Floor has only Name, Description and Enabled properties. If the Floor has been assigned to any Elevators, they
will appear in a read-only list on the Floor General tab.

Elevator controls have not been evaluated by UL.
NOTE by
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Configuring Floors

Accessing the Floor Editor

You can access the Floor editor from the C*CURE 9000 Hardware pane.

To Access the Floor Editor

1. Click the Hardware pane button.

2. Click the Hardware drop-down list and select Floor.

3. Click to open a Dynamic View showing all Floor objects.
4

. Double<lick the Floor in the list that you want to edit, and the Floor General tab opens, as shown in Figure 153

on Page 397.
Figure 153: Floor General Tab
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5. Type a name for the Floor in the Floor Name field.
6. Type a description for the Floor in the Description field.

7. Select Enable to indicate that the Floor is available for use. Elevators that are assigned to the Floor will be shown

in the Accessed Elevators box.
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8. Maintenance Mode - Click to put the Floor into Maintenance Mode. See Chapter 2: Maintenance Mode for more

information.

9. Click Save and Close when you are finished.

10. When you create a Floor group, a Group tab will appear with the Floor General tab, as shown in Figure 154 on

Page 398,

Floor Definitions

The definitions for the fields and buttons on the Floor General tab are listed in Table 89 on Page 398,

Figure 154: Floor Groups Tab
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Table 89: Floor General Tab

Field/Button Description
Name Entar a name for the floor.
Description Entar a briaf description for this floor.

Maintenance Mode

Click to put the floor inte Maintenance Mode. See Chapter 2: Maintenance Mode for more information.
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Table 89: Floor Genaral Tab (continued)
[

Field/Button Description

Enabled Check this box to put the floor anline. When the floor is offling, the C-CURE 9000 System ignoras the floor.
Accessad Displays a list of elevators with buttons associated with this floor. These associations are set when you configura the
Elevators Elevators.

Save and Close Click Save and Close to accept your changes to the Floor configuration.

Creating a Floor

You can create a new Floor.

To Create a Floor

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select Floor from the Hardware pane drop-down list.

3. Click New to create a new Floor. The Floor Editor opens and you can configure the Floor.

4

. To save your new Floor, click Save and Close.

Alternatively, if you want to save the Floor and then create a new one, click Save and New. The current Floor is
saved and closed, but the Floor Editor remains open to allow you to create a new Floor.

Creating a Floor Template

You can create a new template for a Floor. A Floor template saves you time because you can reuse the same

configuration repeatedly.

]
To Create a Floor Template

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Select Floor from the Hardware pane drop-down list.
Click the drop-down arrow next to New and select Template.

The Floor Template opens and you can configure the Floor template.

n o W

To save your new Floor Template, click Save and Close.

The new Floor template appears under Templates in the Template drop-down list.

]
To Select a Floor Template

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select Floor from the Hardware pane drop-down list.

3. Click the drop-down arrow next to New and select Template.
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4. Select the template you wish to use under Templates.

Deleting a Floor

You can delete a Floor.

To Delete a Floor

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Select Floor from the Hardware pane drop-down list.

Click @ - to open a Dynamic View showing all Floor objects.

Right-click the Floor in the list that you want to delete and select Delete from the context menu.

n g W 2

Click Yes on the “ Are you sure you want to delete the selected Floor?” message box.

Modifying a Floor

You can edit a Floor.

To Edit a Floor

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select Floor from the Hardware pane drop-down list.

3. Click @ - to open a Dynamic View showing all Floor objects.

4

. Double<click the Floor in the list that you want to modify and select Edit from the context menu. The Floor Editor
opens.

Viewing a List of Floors

You can view a list of Floors.

.|
To View a List of Floors

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select Floor from the Hardware pane drop-down list.
3. Click @ - to open a Dynamic View showing all Floor objects.

Using Set Property to Configure Floors

You can use Set Property to quickly set a property for a Floor without opening a Floor. Set Property allows you to
select multiple Floors in the dynamic list, and rightclick to use Set Property to set a specific property for all of them.
So, for example, if you wanted to change a setting for 20 Floors, you could select all of them and do it in one step.
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To Set a Property for a Floor

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.

2. Select Floor from the Hardware pane drop-down list.

3. Click @ - to open a Dynamic View showing all Floor objects.

4. Right<lick the Floor in the list for which you want to set the property and select Set Property from the context

menu.

il

Specify the property for the Floor. Click the drop-down button to see a list of properties.
. Enter the value for the property and click OK.
7. Click OK on the Setting Properties of Floor message box.

Add Floors to a Group

You can use Add To Group for Floors. Add Floors To Group enables you to add the Floor object to the group. When
you create a Floor group, a Group tab will appear with the Floor - General tab.

To Add Floors To a Group

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.

2. Select Floor from the Hardware pane drop-down list.

3. Click @ - to open a Dynamic View showing all Floor objects.

4. Right-click the Floor in the list that you want to add to a group and select Add To Group from the context menu.

Figure 155 on Page 401 displays the Hardware pane and the context menu from which you can add a floor
object to a Group.

Figure 155: Hardware Pane - Adding a Floor to.a Group
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Doors

A Door in C+CURE 9000 provides access control by specifying the controllers, readers, inputs, and outputs
associated with an entrance. From the application’s hardware tree, you will configure the specific controller type first,
then configure the associated readers, inputs, and outputs, and then configure the Door. This sequence of reader the
security components is necessary because each door requires the associated components to operate with their apC or
iISTAR controllers.

In this chapter

I ) R T 404
Door Tas ks 405
apC Door EAitor . 410
apC Door Defintions | 471
IS T AR Door Edibor 427
iSTAR Door Monitoring Tab .l 442
ISTAR Door Defindbions 446
iISTAR Aperio Door Editor ... 455
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Door Overview

In general, a door is a logical structure that ties together a controller and its associated readers, inputs, and outputs
for access control. In C*CURE 9000, before you configure the door you must first configure the type of controller that
is to be used for the readers, input, and outputs. Then you can configure the door associated with the components.

Figure 156 on Page 404 represents the way readers, inputs, outputs, events, and areas are related to Doors in
C+CURE 9000, while Table 90 on Page 404 describes typical door components.

Figure 156: Typical Door Configuration

Inputs Qutputs
(RTE,DSM) (DLR, ADA)

Reader

In/O ut > Door L Events

Reader Area

InfOut Im/Out

Table 90: Typical Door Componants

Component | Description

RTE Input A Request To Exit (RTE) input sends a signal that lets C+-CURE 9000 know that someone is going to open the door to exit.
Typically this denice is a motion Sensor oF 4 press to axit button.

DSM Input A Door Switch Monitor {DSM) 2ands a signal that lets C-CURE 9000 know whether the door is open or closed.

DLR Cutput A Door Latch Relay (DLR) ks used to send a signal from C-CURE 9000 to a door latch to lock or unlock the door.

ADA Outpaut An output that activates a door assistance mechanism, usually installed for compliance with the Americans with Disabilities Act
[ADA).

Reader Deafines the card readers that control entry or egrass through this door.

In/Out

Events Door events ara usually triggerad by state changes in the Door inputs and outputs. You spacify the Event you want to activate

when a change, such as " Door held open,” occurs.

Area In/Cut Defines the Area a cardholder enters and the area a cardholder leaves through this door.
Example:
A cardholder passing through a door named *Sales” & leaving an Area called "Lobby” and entering an Area called * Salas
Orffice.”
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Door Tasks

You can perform the following general tasks to configure iSTAR and apC Doors.
m Creating a Door on Page 405
m Creating a Door Template on Page 406
m Deleting a Door on Page 407
m Modifying a Door on Page 407
m Viewing a List of Doors on Page 408
m Using Set Property to Configure Doors on Page 409

m Add a Hardware Device to Group from a Dynamic View on Page 409

Creating a Door

A door object must be configured for the type of controller to which it is connected: iSTAR or apC controllers. The
process is essentially the same when creating each door object type. First you must create the controller, then
configure the controller’s General tab and Board tab to configure inputs, outputs and readers. One exception is that
with the iSTAR controllers, you are required to first create an iSTAR cluster and then create controllers within that
cluster.

Once you have created and configured the door controller, you may create as many doors as that type of controller
can accommodate.

To Create a Door

Follow the steps below to create a door for an apC controller. To create an iSTAR door, first refer to the next set of

steps for reader the iSTAR Cluster and Controller before reader the iSTAR door.
1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.

2. In the Hardware tree, expand the facility folder where you want to create a door. You must create a door by
highlighting a controller icon, board icon, or door icon in the hardware tree:

* apC - highlight the apC controller icon, right click, and select apC Door > New.
* iSTAR - highlight the iSTAR controller icon, right click, and select iSTAR Door > New.

You can also create a new door from the door icon in a folder: highlight the door icon, right click, and select
Door > New. A new Door Dialog box opens. When the Door Dialog box opens on the General tab, configure
the Door.

3. Enter a Name and Description.

4. Maintenance Mode - Click to put the door into Maintenance Mode. See Chapter 2: Maintenance Mode for more
information.

5. Configure the fields on the General tab, as needed. The fields listed below are on the apC and iSTAR Door dialog
boxes.

* Controller - This is a read-only field that indicates the controller associated with the door.
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* Dwoor Switch Monitor - Click E] to display a list of inputs available for the controller. This signal is true
when the door is open. It is used to determine Admit Unused, Door Held, and Door Forced. Click an Input to
select it and assign it to the Door Switch Monitor field.

* Door Lock Relay - Click E] to display a list of outputs available for the controller. T his output is used to
open the door. Click an Qutput to select it and assign it to the Door Lock Relay field.

* Alternate Shunt Relay - Click E] to display a list of outputs available for the controller. Alternate Shunt is
used for cardholders with disability and sometimes for aircraft loading doors. Click an Qutput to select it and
assign it to the Alternate Shunt Relay field .

* Shunt Expiration Relay - Click E] to display a list of outputs available for the controller. This output will
indicate the expiration of the shunt. Click an Output to select it and assign it to the Shunt Expiration Relay
field.

* Entrance Reader - Click @ to display a list of Readers available. Entrance and Exit Readers are required for
Area related functions such as Occupancy and Anti-Passback Click a Reader to select it and assign it to the
Entrance Reader field.

» Exit Reader - Click E] to display a list of Readers available. Entrance and Exit Readers are required for Area
related functions such as Occupancy and Anti-Passback Click a Reader to select it and assign it to the Exit
Reader field.

* Readers are continuously active - Click this check box to enable continuous reader activity. Continuously
Active is not normally used. It is typically used for subway gates and other high volume applications.

* Request to Exit Input - Click E] to display a list of Inputs available. Click an Input to select it and assign it
to the field.

* Unlock Door on RTE - Click this check box to unlock the door at a Request to Exit. This is usually checked,
but certain high security areas may use the REX as a signal to the Security Officer who verifies the person
and opens the door.

* Shunt DSM while RTE is active - Click this check box to Shunt Door Switch Monitor While Request to Exit is
Active. This is frequently used to correct a race condition between REX and DSM.

6. To save your new Door, click Save and Close.

To save the Door and create a new one, click Save and New. The current Door is saved and closed, but the Door
Editor remains open to allow vou to create a new Door.

The following controller creation provides a sample of the steps involved in the creation of an iSTAR Cluster
and Controller. For more detailed information about the creation of iSTAR Clusters, refer to Configuring iSTAR
Clusters on Page 87. For more detailed information about the creation of controllers, refer to:

m Creating an iSTAR Controller on Page 124
m Configuration Overview for iSTAR Controllers on Page 119
m apC Panel Overview on Page 296.

Creating a Door Template

You can create a template for a Door. A Door template saves you time because you can reuse the same configuration

repeatedly.
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L]
To Create a Door Template

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Select either an apC or iSTAR Door from the Hardware pane drop-down list.
Click the drop-down arrow next to New and select Template.

The Door Template opens and you can configure it.

n e W 2

To save your new Door Template, click Save and Close.

The new Door template appears in the Template drop down list under Templates.

To Select a Door Template

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select either an apC or iISTAR Door from the Hardware pane drop-down list.

3. Click the drop-down arrow next to New and select Template.
4

. Select the template you wish to use under the Templates list and configure the door as explained in Creating a
Door on Page 405,

Deleting a Door

You can delete a Door from a controller.

.|
To Delete a Door

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Select either an apC or iSTAR Door from the Hardware pane drop-down list.
Click g - to open a Dynamic View showing Door objects of the same type.

Right-click the Door in the list that you want to delete and select Delete from the context menu.

n o W

Click Yes on the ” Are you sure you want to delete the selected Door?” message box.

Modifying a Door

You can edit a Door,

To Edit a Door

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select either an apC or iSTAR Door from the Hardware pane drop-down list.

3. Click g - to open a Dynamic View showing Door objects of the same type.
4

Double<lick the Door in the list that you want to modify, and the Door Editor opens. Or, you can select the door
in the list, right click, and select Edit from the context menu.
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Viewing a List of Doors

You can view a list of Doors.

.|
To View a List of Doors

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.

2. Select either an apC or iSTAR Door from the Hardware pane drop-down list.
3. Click @ - to open a Dynamic View showing Door objects of the same type.

NOTE In the Dynamic View, you can right-click the column header and select new columns from the list to
add them to the Dynamic View. (For iSTAR Doors you can add a column that identifies the Intrusion
Zone to which the Doors belong.)

If you rightclick a row in the Door Dynamic View, a context menu is displayed. This menu contains a number of
standard selections, as well as selections that are specific for Doors.

See Using the Object List Context Menu in the C* CLIRE 2000 Getting Started Guide for more information about the
object context menu.

See Table 91 on Page 408 for context menu selections that are specific to Doors.
There are additional context menu selections for Advanced Door monitoring. See Advanced Door Monitoring Details
on Page 495 for more information.

Table 91: Doors Context Menu Selactions
T

Selection Description

Lock Opens a Manual action dialog box that lets vou lock the selected Door.

Unlock Opens a2 Manual action dialog box that lets yvou unlock the selected Door.

Momentary Opens a2 Manual action dialog box that lets you momentarily unlock the selected Door.

Unlock

Show Opens the Cause List viewer for this Door.

Locked

Causes

Door Opans the Doors Manitaring Screan for the Door yvou salacted.

Monitoring See Door Monitaring Screen on Page 4946 for information about the Doors Monitoring screen.

Show Click this menu selaction to view a list of Sacurity Objects aseaciated with this iSTAR or apC Door. For mora information, sese

Aszociation "Showing Associations for an Object” in the C-CURE 9000 Getting Started Guide.

Maonitor Click this menu selection to view activity for the selected ISTAR and apC Door(s), and any Input, Output, Reader, and Trigger-
with-target- Evant children, on an Admin Maonitor Activity Viewer.

For more information, see "Monitaring an Object fram the Administration Station” in the C-CURE 9000 Getting Started Guide.
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Using Set Property to Configure Doors

You can use Set Property to quicld}r set a property for an iISTAR or apC Door without opening an iISTAR or apC Door
editor. Set Property allows you to select multiple Doors objects in the dynamic list, and right<lick to use Set Property
to set a specific property for all of them.

Example:

If you wanted to change an unlock property setting for 20 apC Doors, you could select all of them listed in the
dynamic list and do it in one step.

To Set a Property for a Door

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select either an apC or iSTAR Dwoor from the Hardware pane drop-down list.

3. Click @ - to open a Dynamic View showing all Door objects.
4

. Right<lick the Door or set of doors) in the list for which you want to set a property and select Set Property from
the context menu.

w

Specify the property for the Door. Click the Browse button to see a list of properties.
6. Enter the value for the property and click OK.
7. Click OK on the Select a property and value for object message box.

Add a Hardware Device to Group from a Dynamic View

When you select a Hardware device from a Dynamic View and then rightclick for the context menu, Add to group
appears as a menu selection. This function enables you to add the object(s) to a Group. More more information about
the Group function see Groups Tab for Hardware Devices on Page 28.

]
To Add a Hardware Device To a Group

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select a Hardware device from the Hardware pane drop-down list.

3. Click g . to open a Dynamic View showing all objects of that type.
4

. Right<lick on the object that you want to add to a Group and select Add To Group. A list of Groups is
displayed.

il

Select the Group from the list, and the object is added to that group.

6. Click OK to confirm your choice.
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apC Door Editor

The apC Door editor has the following tabs:
m apC Door General Tab on Page 411
m apC Door Readers Tab on Page 413
m apC Door Timing Tab on Page 415
m apC Door Triggers Tab on Page 416
s Groups Tab for Hardware Devices on Page 28
m apC Door Status Tab on Page 416
m apC Door Visitor Management Tab on Page 418
m apC Door State Images Tab on Page 417

Configuring an apC Door

To configure a Door associated with an apC controller, first you must configure an apC panel, along with its readers,
input, and outputs. For more information see apC Controller Configuration Summary on Page 308. To configure the

door, perform the following tasks.

NOTE The apC and apC/L controllers have not been evaluated by UL.

To Configure the apC Door

1. In the C«CURE 9000 Navigation Pane of the Administration Workstation, click Hardware to open the Hardware
pane.

2. Configure the apC panel’s Readers, Inputs, and Outputs.

3. In the Hardware tree, find the apc Controller to which you want to associate the new apC Door, and click the
“+" to expand the contents of that directory. A list displays that includes Doors, Elevators, Inputs, Outputs, and
Readers. These objects are also directories.

If you already have some apC doors configured, you can display all existing doors for the controller. Highlight
Doors and click to open a Dynamic View showing all Door objects of this type (see Figure 157 on Page 411).
Edit an existing door by double<licking the door in the Dynamic View to open the door's editor window.

4. Highlight the Doors directory in the Hardware tree, right-click to display the context menu, and select New. A
new apC Door editor displays. See apC Door - General tab, as shown in Figure 158 on Page 412.

Another way to create the new apC door is to highlight the Controller in the Hardware tree, right click, and select
apC Door>New.
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Figure 157: Hardware Pane - Create an apC Door
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5. Configure the door on the General tab and any other tabs, as needed. You will need to have already configured
the apC Readers, Inputs, and Outputs to fully configure an apC door.

apC Controler 2 Bidg 5

6. Configure remaining tabs for this door, or click Save and Close. The new door displays under the Doors
directory in the Hardware tree.

apC Door General Tab

Configure the door on the General tab and other tabs, as required. You will need to have configured the apC

Readers, Inputs, and Outputs to configure an apC door. Refer to the apC Controller Configuration Summary on Page
308 for further information.

The following section documents the tasks required to configure a basic Door object for apC panel access control. The
Door Reader buttons and entry fields on the Door General tab, shown in Figure 158 on Page 412, allow you to specify
the card readers associated with this Door, and to configure door-specific settings for these readers.

To Configure the apC Door General Tab

1. Use the ldentification box to enter a Name and brief Description (optional) of the door that you are reader.

The Controller that you have chosen to operate the door is listed in the read-only Controller field.

2. Click [..] for the Door Switch Monitor. When you click this button to select an input to assign to the Door
Switch Monitor, a browser opens presenting a list of inputs available for the controller. Click an Input to select it
and add it to the entry field (see Figure 158 on Page 412).
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Figure 158: apC Door Ganeral Tab
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3. Click [.] for the Door Lock Relay. When you click this button to select an output to assign to the Door Lock
Relay, a browser opens presenting a list of outputs available for the controller. Click an Output to select it and
add it to the entry field.

4. Click [.J] for the Alternate Shunt Relay. When you click this button to select an output to assign to the Alternate
Shunt Relay, a browser opens presenting a list of outputs available for the controller. Click an Output to select it
and add it to the entry field.

5. Click [..] for the Shunt Expiration Relay. When you click this button to select an output to assign to the Shunt
Expiration Relay, a browser opens presenting a list of outputs available for the controller. Click an Output to
select it and add it to the entry field.

6. Click [ for the Request to Exit Input. When you click this button to select an input to assign to the Request to
Exit, a browser opens presenting a list of inputs available for the controller. Click an RTE Input to select it and
add it to the entry field.

7. Select the Unlock Door on RTE check box to unlock the door at a Request to Exit.

8. Select the Shunt DSM While RTE is Active check box to Shunt Door Switch Monitor While Request to Exit is
Active.

9. Mavigate to the Readers tab, or click Save and Close to return to the Hardware pane.
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apC Door Readers Tab

The apC Door - Readers tab allows configuration of inbound and outbound access readers and for bi-directional
readers installed at apC controlled doors. All the readers on the door must be located on the same apC panel. See
Figure 159 on Page 413.

The Readers tab also lets you configure doors as "ordinary" or turnstile for escorted access for visitors by selecting the
Readers Are Continuously Active check box.

Figure 159: apC Door Readers Tab
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To Configure the apC Door Readers Tab

1. Click [.] for the Inbound Access Reader. When you click this button to select a reader to assign to the Inbound
Access Reader, a browser opens presenting a list of readers available for the panel. Click a Reader to select it
and add it to the entry field.

When specifying an access reader, follow these guidelines:
* Both access readers on the door must be located on the same apC panel.
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* If you are using a bi-directional reader, specify the same reader in the inbound and outbound access reader
fields.
2. Click -] for the Outbound Access Reader. When you click this button to select a reader to assign to the

Outbound Access Reader, a browser opens presenting a list of readers available for the controller. Click a
Reader to select it and add it to the enfry field.

3. Select the Readers are Continuously Active check box to enable continuous reader activity, enabling readers to
read and process cards even when the doors associated with them are unlocked or open because of another card
access request. This mode is typically used for turnstiles or other high traffic situations that would result in
unacceptable delays if the reader went through its normal sequence of read-open-close for each cardholder.

Example:

Suppose a user swipes their card and unlocks a door. Before the door opens and closes, another person swipes
his card. If this box is checked, the system treats the second swipe as an access request. If you leave this box
unchecked, the system ignores the second swipe. This feature is useful at high volume doors where you don't
want to wait for the door to close after every access.

For escorted access for visitors to work at:

* "Ordinary" doors — multiple person access on each access cycle — select the Readers Are Continuously
Active check box.

* "Turnstiles" {or Mantraps) — one person access only on each access cycle — clear the Readers Are
Continuously Active check box.

4. Click [.2] to select an input for the apC Bi-directional Reader in the Activation of the Input Determines Inbound
Movement entry field. When you click this button to select an input to assign to the inbound input, a browser
opens presenting a list of inputs available for the panel. Click an Input to select it and add it to the entry field.

The selected input tests for inbound movement at the apC controlled door. When this input activates within the
directional link time, the system determines that the card is moving in the inbound direction. The apC panel
uses this information for access control decisions.
The inbound input must be on the same apC as the bi-directional readers on this door.

5. 1f the door has an inbound input defined in the Activation of This Input Determines Inbound Movement field,
enter the time in tenths of seconds that the panel waits between card reads and input state changes to determine

that the card is entering the area in the Must Activate Within entry field. The range for this field is from 0 to
99 99 seconds in units of 0.1 seconds.

If the input changes state within the specified time, the panel determines that the card is moving into the
inbound area.

6. Click [.] to select an input for the apC Bi-directional Reader in the Activation of the Input Determines
Outbound Movement entry field. When you click this button to select an input to assign to the outbound input,
a browser opens presenting a list of inputs available for the panel. Click an Input to select it and add it to the
entry field.

The selected input tests for outbound movement at the apC controlled door. When this input activates within the
directional link time, the system determines that the card is moving in the outbound direction. The apC uses this
information for access control.

The outbound input must be on the same apC as the bi-directional readers on this door.

7. 1f the door has an outbound input defined in the Activation of This Input Determines Outbound Movement
field, enter the time in tenths of seconds that the panel waits between card reads and input state changes to
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determine that the card is entering the area in the Must Activate Within entry field. The range for this field is
from 0 to 99.99 seconds in units of 0.1 seconds.

If the input changes state within the specified time, the panel determines that the card is moving into the
outbound area.

8. Mavigate to the Timing tab, or click Save and Close to return to the Hardware pane.

apC Door Timing Tab

A door that is controlled by an apC panel is constrained to a single set of door timing values for each side of the
door. Required apC door sequences use the same set of timing values regardless of schedule. Only one alternate set

of timer values is used in each door sequence. This corresponds to a personnel record configured to use Alternate
Shunt Time. See the Timing tab in Figure 160 on Page 415.

Figure 160: apC Door Timing Tab
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Setting apC Door Timing

1. Delay Relock - Enter the number of seconds to delay door relock after the door is opened (after a request to exit,
for example). The range in seconds is 0:0:0 to 0:16:39 (999 seconds); the default is 0:0:0.
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2. Shunt Time - Enter the number of seconds that the door can remain open before a door held open alert is
generated within the range of 0:0:0 to 0:16:39 (999 seconds); the default is 0:0:10 (10 seconds).

3. Unlock Time - Enter the number of seconds the Door remains unlocked after a valid card swipe, RTE activation,
or momentary unlock within the range of 0:0:0 to 0:4:15 {255 seconds); the default is 0:0:5 (5 seconds).

4. Alternate Shunt Time - Enter the number of hours, minutes, and seconds the Door can remain open before a
door held open alert is generated after a valid card swipe by a cardholder with the Alternate Shunt flag set in
their personnel record. This value is used only if it is set to a greater time than the Shunt time value within the
range of 0:0:0 (default) to 18:0:0 (18 hours).

5. Shunt Expiration Warning Time - If set, the Shunt expiration relay is fired regardless of the shunt time used. If
set to 0 (the default), the Shunt expiration relay will only be fired if the Alternate shunt time was used. The Shunt
Expiration Warning has a range of 0:0:0 to 0:4:0 {4 minutes).

6. Door Close Debounce Time - Setting this value to 0 indicates that there is no timer. The range is 0 - 25.5
seconds units of 0.1 seconds.

7. Dwoor Open Grace Time - Also known as Door Open Debounce Time. Setting this value to 0 indicates that
there is no timer; as soon as the door opens, door forced open is reported. The range for this field is from 0 to
255 seconds in units of 0.1 seconds.

8. Navigate to the Triggers tab, or click Save and Close to return to the Hardware pane.

apC Door Triggers Tab

You can create Triggers for apC Doors using the apC Doors Triggers tab. A Trigger executes a specified Action when
a particular predefined condition occurs. When a Trigger is defined, the Actions available depend on the property
selected

See the following for information on apC Triggers:
m Triggers Tab for apC Devices on Page 369
m Defining a Trigger for an apC Device on Page 370.

m Removing a Trigger on Page 272

You can click Save and Close after configuring apC Door triggers, or navigate to the Status tab.

apC Door Status Tab
The Door Status tab (see Figure 161 on Page 417) provides a read-only listing of critical information about the
operational status of the selected Door including;

m Alarm State - displays the values Normal, Forced, Held Open, or Unknown.

m Admit Status - displays the values Admit, Reject Admit, Duress, Admit Visitor, Reject Visitor, Request To Exit,
Reject No Escort, Reject Mo PIN, Reject Not Time, Reject Unknown, Reject Unknown PIN, or Reject Duress,

m Open Status - displays the values Open, Closed, or Unknown.
m Mode - displays the values Locked, Unlocked, No Access, or Unknown.
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Figure 161: apC Door Status Tab

m Navigate to the State Images tab or click Save and Close.

apC Door State Images Tab

The State Images tab on the Inputs Board (shown in Figure 162 on Page 418) provides a means to change the default
images used to indicate controller states.

To Change an Image
1. Double<lick the existing image.

A Windows Open dialog box appears allowing you to browse for a folder in which you have placed
replacement images.

2. When you locate the replacement image, select it to add it to the image listing,
3. To restore the default image, right-click the new image and select Restore Default.
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Figure 162: apC Door State Images Tab
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4. Click Save and Close to return to the Hardware pane.

apC Door Visitor Management Tab

The apC Door Visitor Management tab lets you configure Doors with Visitor Management Actions, so that you can
automatically Check-in and Check-out Visitors.

For more information about Check-in and Check-out of Visitor via Visitor Management, see the C+CURE 9000
Visitor Management Guide.
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Figure 163: apC Door Visitor Managemaent tab
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To Configure a Door Action for Check-In

1. In the C+CURE 9000 Admin Client, navigate to the Door you wish to configure.
Click the Visitor Management tab.
Click Add Action.

Chose the Visitor Management Action Check Visitors In.

n & W 2

Select the Direction for the action to take place.

* Choose In for Visitors to Check-in using an inbound reader.

* Choose Out for Visitors to Check-in using an outbound reader.

* Choose In and Qut for Visitors to Check-in using either the inbound or outbound reader.
6. Select a Schedule for the action to be active.

7. Click Save and Close

To Configure a Door Action for Check-out

1. In the C*CURE 9000 Admin Client, navigate to the Door you wish to configure.
2. Click the Visitor Management tab.
3. Click Add Action.
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Chose the Visitor Management Action Check Visitors Out.

* Check Qut Visitors and Return Badge.

Select the Direction for the action to take place.

* Choose In for Visitors to Check-out using an inbound reader.

* Choose Out for Visitors to Check-out using an outbound reader.

* Choose In and Out for Visitors to Check-out using either the inbound or outbound reader.
Select a Schedule for the action to be active.

Click Save and Close

To Configure a Door Action for Check-out

This presumes that a Badge Return mechanism is set up at the Check-out reader.

1.

2
3.
4

420

In the C+CURE 9000 Admin Client, navigate to the Door you wish to configure.

. Click the Visitor Management tab.

Click Add Action.

. Chose the Visitor Management Action Check Visitors Out.

* Check Out Visitors and Return Badge.

Select the Direction for the action to take place.

* Choose In for Visitors to Check-out and Return the Badge using an inbound reader.

* Choose Out for Visitors to Check-out and Return the Badge using an outbound reader.

* Choose In and Out for Visitors to Check-out and Return the Badge using either the inbound or outbound
reader.

Select a Schedule for the action to be active.
Click Save and Close
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apC Door Definitions

The definitions of the various fields and buttons on the apC Door editor are given in the following tables.

apC Door Genaral Tab Definitions

Field/Button | Description

MName Use the ldentification box to enter a name (up to 50 characters long) and brief description of the door you are configuring.

Description A dascription of the door that you are configuring.

Maintenance Click to put the apC door into Maintenance Made. See Chapter 2: Maintenance Mode for more information.

Made

Partition The Partition label indicates to which partition the door balongs.

Hardware

Door Switch Click| .. | for the Door Switch Monitor. When you click this button to select inputs to assign 1o the Door Switch Monitor, a

Maonitor browser opens presanting a list of inputs available for the contraller. Click a Switch or other pre-configurad Input tosalect it and
add it to the entry field.

Door Lock Click [_] for the Door Loeck Relay. When you click this butten to select an cutput to assign to the Deor Lock Relay, a browser

Relay opans prasenting a list of cutputs available far the contraller. Click a Lo ek or other pre-configurad Output to selact itand add it
to the entry field.

Alternate Click [_] for the Alternate Shunt Relay. Whean you click this button 1o select an input 1o assign 1o the Alternate Shunt Relay,

Shunt Relay abrowser opens presenting a list of sutputs available for the controdler. Click an Output to select it and add it to the entry fiekd.

Shunt Click [_] for the Shunt Expiration Relay. When you click this button to select an cutput to assign to the Shunt Expiration

Expiration Relay, a browser opens presenting a list of cutputs available for the controller. Click an Output to select it and add it to the antry

Relay fierdd.

Request to Exit

Fie.qu—astta Click [_] for the Request to Exit Input. When you click this button to select an input to assign to the Request to Exit Input,

Exit Input a browser opens presenting a list of inputs available for the controller. Click an Input to select it and add it to the entry field.

Unileck Door Selectthe Unleck Door an RTE chack box to unlock the door at a Request to Exit.

on RTE

Shunt DSM Selectthe Shunt DSM While RTE is Active check box to Shunt Deor Switch Monitor While Request to Exit is Active.

while RTE is

active

apC Door Readers Tab Definitions

Table 92: apC Door Readers Tab Daefinitions

Field/Button Description

Access Readers
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apC Door Readers Tab Definitions (continued )

Field/Button Description

Inbound Access When yvou click [_] to =alact an Inbound Accass Reader, a browsear opans presanting a list of readers available for the panel.
Reader Click a Reader to selact it and add it to the antry fiekd.

Outbound When you click [_] to salact an Cutbound Access Reader, a browsear apans presanting a list of readers available for the
Access Readar panal. Click a Reader to select it and add it to the entry fiek.

Readers ara Selectthe Readars Are Continuausly Active check box if you want readers to read and process cards even when the

Continuoushy
Active

doors associated with them are unlocked or open becausa of another card access request.

Bi-directional Readers

Activation of the | Click| .- | to select an input for the apC Bl-directisnal Reader in the Activation of the Input Determines Inbound Movement
Input antry fiedd. When vou click this button to select an input to assign to the inbound input, a browser opens presanting a list of
Detarmines inputs available for the panel. Click an Input to sedect it and add it to the entry fiedd.

Eﬁ;int The selected input tests for inbound movement at the apC controlled door. When this input activates within the directional link
tima, the system determinas that the card is moving in the inbound direction. The apC panal usas this information for access
controd decisions.

The inbound input must be on the same apC as the bl-directional readers on this door.

Must Activate If the door hag an inbound input defined in the Activation of This Input Determines Inbound Movement field, anter the time in

Within tenths of saconds that the panel waits between card reads and input state changes to determine that the card is entaring the
area in the Must Activate Within entry field. The range for this field is from 0 to 99.99 seconds in units of 0.1 seconds.

If the input changes state within the specified time, the panel determines that the card is moving into the inbound area.

Activation of the | Click| ... | to selectan input for the apC Bi-directional Reader in the Activation of the Input Determines Outbound Movement

Input entry field. When you dlick this button to select an input to assign to the cutbound input, a browser opens presenting a list of

Determines inputs available for the panel. Click an lnput to select it and add it to the entry fiald.

ﬁﬁ;gﬁt The selected input tests for cutbound movemnent at the apC controlled door. Whaen this input activates within the directional link
time, the system determines that the card is moving in the cutbound direction. The apC uses this infermation for access contral.
The cutbound input must be on the same apC as the bi-directional readers on this door.

Must Activate If the door has an outbound input defined in the Activation of This lnput Determines Outbound Movement fiakd, anter

Within the time in tenths of saconds that the panel waits betwaan card reads and input state changes to determina that the card is

entaring the area in the Must Activate Within entry field. The range for this field is from O to 9999 seconds in units of 0.1
SECONdS.

If the input changes state within the spacified time, the panel determines that the card is moving into the outbound area.

apC Door Timing Tab Definitions

Table 93: apC Door Timing Tab Definitions

Field/Button | Description
Timers
422 Chapter 10 C+-CURE 9000 Hardware Configuration Guide

EFTA01226353




apC Door Definitions

apC Door Timing Tab Definitiens (continued)

Field/Button | Description

Delay Relock Type the number of saconds to delay door relock after the door is openad (after a request to axit, for example). The range in
seconds is 0:0:0 to 0:16: 39 (999 seconds); the default is 0:0:0.

Shunt Time Shunt Time — type the number of seconds that the door can remain open before a door held open alert is generated within the
range of 000:0 ta 0:16:39 (999 saconds): the defaultis 0:0:10 (10 saconds).

Unlock Time Unlock Time — type the numbar of seconds the Door remains unlocked after a valid card swipe, RTE activation, or mamentary
unlock within the range of 0:0:0 to 0:4:15 {255 seconds); the default is 0:0:5 (5 seconds).

Alternate Alternate Shunt Time — type the number of hours, minutes, and seconds the Door can remain opan before a door held open

Shunt Time alert is generated after a valid card swipe by a cardholder with the Alternate Shunt flag setin their personnel record (This value
ts used only if it is set to a greater time than the Shunt time value) within the range of default/minirmum: 8:0:0; maximum:18:0:0
(18 hours).

Shunt If zat, the Shunt axpiration relay fires regardlass of the shunt time used. If set to O (the default), the Shunt axpiration relay fires

Expiration anly if the Alternate shunt time is used. The Shunt Expiration Warning has a range of 0:0:0 to 0:4:0 (4 minutes).

Warning Time

Door Closa Specifies the time (in 1/10th of a second intervals) that the C-CURE 9000 ignoras DSM inputs, to allow for bouncing doors.
Debounce Setting this value to 0 indicates that there is no timar. The range for this fiedd is from 0 to 25.5 seconds in units of 0.1 seconds.
Time

Door Open Specifies the time (in 1/10th of a second intervals) that the C+-CURE 9000 waits for an RTE, card admit, or momentary unlock
Grace Time signal after recaiving the signal fram the DSM. Setting this value to 0 indicates that thare iz no timer; as soon as the door opans,

door forced open is reported. The range for this field is from 0 to 25.5 seconds in units of 0.1 seconds.

apC Door Triggers Tab Definitions

Table 94: apC Door Triggers Tab Definitions

Field/Button | Description

Triggers

Add Click Add in the Triggers tab o create a new trigger.

Remove Click the row selector . * | then click Remove to delete a trigger.

Proparty Click within the Property column to display [__] When you selact this button, the Property browser opens presenting
properties available for the controdler. Click a Property to select it and add it to the column.

Valua Click within tha Value colurmn to display a drop-down list of Values associated with the Property that you have salected. Click on

aValue that yvou want to include as a parameter for the trigger to add it to the column.
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apC Door Triggers Tab Definitions {continuad )

Field/Button | Description

Action Click within the Action column to display a drop-down list of valid actions. Click on an Action that ywou want toinclude as a
parameter for the trigger to add it to the column.

When a Trigger is added, an Action must be configurad in the Action column. This is the Action that will sccur when the object’s
selected Property receives the selected Value. As the Action is selected, the lower pana in the Triggers box will show a

corresponding entry field, or group of entry fiekds, specific to the selected Action. Click [_] to select entries for these fiekls. Once
the field {or group of fields) is completed, the Detalls column will show information about how the Action has been configured.

Datails Displays details concarning the sacurity objects that are associated with the selected Action.

Schedule Click within the Schedule column to display a drop-down list of pre-configured schedules. Click | . | to selecta Schedule that
you want to associate with the trigger. Schadules are created in the Configuration Pane. See the C-CURE 9000 Software
Configuration Guide for more information.

apC Door Trigger Properties

Table 95: apC Door Trigger Propartias

Property Description
Admit Status For any one of the Admit Status values (sea the Value column list) you can choose one of the following Actions to create a
“alues are: Trigger:
AdmitReject Activate Event — Whan this status eccurs and the Schedule is Active | you can choose any Schadula).
Dlurass Activate Event Qutside Schedule — An event is activated when this status occurs whilke the Schedule iz Inactive (choose any
Schadule).
Moticed ) )
Addrnit Activate Qutput —Whan this status occurs (only works with the Always Schadula).
Noticad Only thesa thrae Actions are supportad for Admit Status.
Reject
Alarm 1. Choose avalue for the Property from the Values column.
StateStatus 2. Selectan Action from the Action drop-down list:
Values are: Activate Evant - Selact an Event to activate when this status occurs.
Forced Activate Event Outside Schedule - Selact an Event to activate when this status sceurs while the Schedule is inactive.
Held Gpen Activate Qutput - Select an Cutput to activate when this status occurs. Must use the Always Schedule,
3. Salecta Schedule by clicking in the Schedule eolumin, then click [_] to salect the Scheduls that vou want to assaciate with
the trigger.
For example, if you chose Forced as an Alarm State Status for which you want to define an action, you could then select
Activate Evant. In Details, select the Event you want 1o activate. Then select a Schadule to datermine during what time
periods you want the Forced Alarm State Statusto activate an Event.
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apC Door Groups Tab Definitions

Table 96: apC Door Groups Tab Definitions

Field/Button

Description

Groups

ZOaE v e

For more information about the use of the Toolbar buttons, see Chapter 2, " Dynamic Views" in the C- CURE 8000
Data Views Guide

Nama This column displays the name entered for the group when it was configured. The selected door is a member of any
group(s) listed in this column.
Description This column displays the description entered for the group when it was configured.

apC Door Status Tab Definitions

Tabla 97: apC Door apC Status Tab Definitions

Field/Button | Description

Alarm Status Displays the values Mormal, Forced, Held Open, or Unknown.

Admit Status Displays the values Admit, Reject Admit, Duress, Admit Visitor, Reject Visitor, Request To Exit, Reject No Escort, Reject Mo PIM,
Rejact Mot Time, Reject Unknown, Rejact Unknown PIN, or Reject Durass.

Opan Status Displays the values Open, Closad, or Unknown.

Modea Displays the values Lacked, Unlocked, No Access, or Unknowin.

apC Door State Images Tab Fields and lcons

Table 98: apC Door State Images Tab Definitions

Field/Button | Description Field/Button Description
Unknown Lacked D
Forced D Unlocked 1

Held Opan _-] Mo Access D
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apC Door State Images Tab Definitions (continuad)

Field/Button | Description Field/B utton Description
Opan _! Mamentary Unlock _!
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iSTAR Door Editor
You use the iSTAR Door editor to configure iSTAR Doors.

To configure a Door associated with an iSTAR controller, first you must:
m Create an iSTAR cluster
m Create the iISTAR controller in that cluster

m Create the inputs, outputs and readers that are associated with the Door.
For a brief explanation see Creating a Door on Page 405.

For a more detailed explanation of configuring iSTAR controllers see Understanding C*CURE iSTAR Controllers on
Page 118
The iSTAR Door Editor includes the following tabs:
m iSTAR Door General Tab on Page 427
m iSTAR Door Timing Tab on Page 429
m iSTAR Door Areas & Zones Tab on Page 431
m iSTAR Door Double Swipe Tab on Page 432
m iSTAR Door Conditional Access Tab on Page 436
m iSTAR Door Triggers Tab on Page 438
m Groups Tab for Hardware Devices on Page 28
m iSTAR Door Status Tab on Page 440
m iSTAR Door Monitoring Tab on Page 442
m iSTAR Door Visitor Management tab on Page 443
m iSTAR Door State Images Tab on Page 442

iSTAR Door General Tab

Perform the following steps to configure a basic Door object for iSTAR Controller access control. The Door Reader
buttons and entry fields on the Door dialog box General tab, shown in Figure 164 on Page 428, allow you to specify
the card readers associated with this Door, and to configure door-specific settings for these readers.

NOTE If the first Input, Qutput, or Reader you assign is a Shlage Wireless 1/0O component, a message box
appears asking if you wish to auto-fill the remaining objects for the door. If you click Yes the
remaining objects are selected automatically. This option only appears if all of the options are blank
when you assign the first object. See iISTAR PIM-485 Reader /O Tab on Page 261 for information
about Schlage Wireless Reader /0 components.

An iSTAR Aperio Door does not have the following tabs: Areas & Zones, Double Swipe, and Door

NOTE Monitoring. Also, for Aperio Doors, some of the General tab settings are unavailable because these
Inputs and Outputs are integral to the reader and not user-selectable.
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To Configure the iSTAR Door General Tab
1. Use the Identification box to enter a Name and brief Description (optional) of the door that you are configuring.

Figure 164: iSTAR Door Genaral Tab
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The Controller that you have chosen to operate the door is listed in the Controller read-only field.

2. Click [Z] for the Door Switch Monitor. When you click this button to select an input to assign to the Door
Switch Monitor, a browser opens presenting a list of inputs available for the controller. Click an Input to select it
and add it to the entry field (see Figure 164 on Page 428).

3. Click [.] for the Door Lock Relay. When you click this button to select an input to assign to the Door Lock
Relay, a browser opens presenting a list of outputs available for the controller. Click an Output to select it and
add it to the entry field.

4. Click [.Z] for the Alternate Shunt Relay. When you click this button to select an input to assign to the Alternate
Shunt Relay, a browser opens presenting a list of outputs available for the controller. Click an Output to select it
and add it to the entry field.
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5. Click [.=] for the Shunt Expiration Relay. When you click this button to select an output to assign to the Shunt
Expiration Relay, a browser opens presenting a list of outputs available for the controller. Click an Qutput to
select it and add it to the entry field.

6. Click [..] for the Entrance Reader. When you click this button to select a reader to assign to the Entrance
Reader, a browser opens presenting a list of readers available for the controller. Click a Reader to select it and

add it to the entry field.

7. Click 2] for the Exit Reader. When vou click this button to select a reader to assign to the Exit Reader, a
browser opens presenting a list of readers available for the controller. Click a Reader to select it and add it to the
eniry field.

8. Select the Readers are Continuously Active check box to enable continuous reader activity, enabling readers to
read and process cards even when the doors associated with them are unlocked or open because of another card
access request. This mode is typically used for turnstiles or other high traffic situations that would result in
unacceptable delays if the reader went through its normal sequence of read-open-close for each cardholder.

Example:

Suppose a user swipes their card and unlocks a door. Before the door opens and closes, another person swipes
his card. If this box is checked, the system treats the second swipe as an access request. If you leave this box
unchecked, the system ignores the second swipe. This feature is useful at high volume doors where you don't
want to wait for the door to close after every access.

* "Ordinary" doors — multiple person access on each access cycle — select the Readers Are Continuously
Active check box.

* "Turnstiles" jor Mantraps) — one person access only on each access cycle — clear the Readers Are
Continuously Active check box.

Selecting this option for a Reader on an iSTAR Area Door permits the Area to be configured for Escorted Access
in Companion mode. Leaving this option unselected causes Escorted Access to operate in Remote Escort (or
Turnstile) mode.

9. Click -] for the Request to Exit. When vou click this button to select an input to assign to the Request to Exit,
abrowser opens presenting a list of inputs available for the controller. Click an Input to select it and add it to the
niry field.

10. Select the Unlock Door on RTE check box to unlock the door at a Request to Exit.

11. Select the Shunt DSM While RTE is Active check box to Shunt Door Switch Monitor While Request to Exit is
Active.

12. Select the Send non-alarms input status to the host checkbox to instruct the system to send non-alarm input
status to the host.

Leaving the checkbox unselected (the default setting) instructs the system not to send non-alarm input status to
the host. Doing this reduces network traffic demand when expecting large volumes of non-critical activity
notifications.

13. Click Save and Close or navigate to the Timing tab.

iSTAR Door Timing Tab

Like the Door General tab, the layout of this tab depends upon the controller type. For an iSTAR-connected Door,
Timings are configured using separate entry fields, as shown in Figure 165 on Page 430.
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B is1AR Door

Figure 165: iISTAR Door Timing Tab
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Setting iISTAR Door Timing

The following timers and check boxes appear on the iISTAR Door Timing tab:

1. Delay Relock - Type the number of seconds to delay door relock after the door is opened (after a request to exit,

for example). The range in seconds is 0 to 999 seconds (0:16:39); the default is 0.

2. Shunt Time - Type the number of seconds that the door can remain open before a door held open alert is
generated within the range of 0 to 999 seconds (0:16:39); the default is 10 seconds.

3. Unlock Time - Type the number of seconds the Door remains unlocked after a valid card swipe, RTE activation,

or momentary unlock within the range of 0 to 255 seconds (0:4:15); the default is 5 seconds.

NOTE

A value of 0 actually represents a token unlock time (300 microseconds) that can be used, for
example, to unlock a turnstile so that one person may pass, but tailgating is not possible.

Also, a setting of 0 disables Momentary Unlock manual actions, so choose a non-zero Unlock Time if

430 Chapter 10

you need to use Momentary Unlock with this Door.
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4. Alternate Shunt Time - Type the number of hours, minutes, and seconds the Door can remain open before a
door held open alert is generated after a valid card swipe by a cardholder with the Alternate Shunt flag set in
their personnel record (see the CoCLIRE 9000 Personmel Configuration Guide) within the range of
default/ minimum: 0:04); maximum:18:0:0 (18 hours). This value is used only if it is set to a greater time than the
Shunt ime value.

5. Shunt Expiration Warning Time - If set, the Shunt expiration relay is fired regardless of the shunt time used. If
set to 0 (the default), the Shunt expiration relay will only be fired if the Alternate shunt time was used. The Shunt
Expiration Warning has a range of 0:0:0 to 0:4:0 (4 minutes).

. Door Close Debounce Time - Setting this value to 0 indicates that there is no timer. The range is from 0 to 255
seconds in units of 0.1 seconds.

7. Dwoor Open Grace Time - Also known as Door Open Debounce Time. Setting this value to 0 indicates that
there is no timer; as soon as the door opens, door forced open is reported. The range is from 0 to 25.5 seconds in
units of (1.1 seconds.

8. Door Unlock Grace Time - Specifies the time that the system waits for a door open signal after the door unlock
time has expired. This timing prevents a false door forced message in situations where signals are nearly
simultaneous. The range is from 0 to 100 seconds in units of 0.1 seconds.

9. Always Use Shunt Expire Qutput - If this check box is selected, the Shunt expiration relay is fired regardless of

the shunt time used. If the Shunt Expiration Warning Time is set to 0 (the default), the Shunt expiration relay
shall only be fired if the Alternate shunt time was used.

10. Delay Relock While Door Open After Valid Access - If access is valid, delays the relock of the door until the
door closes, if this check box is selected. This differs from standard relock operations, where relock occurs when
the door opens and the relock delay expires. If the door is open, the lock is energized. The C*CURE 9000 system
sends an alarm when the shunt time expires.

11. Shunt Door for full Shunt Time - If this check box is selected, the door is shunted for the full shunt time. If
selected with Delay relock while door open for valid access, the lock is energized and the door unlocked for the
full shunt time, regardless of whether the door is open or closed.

iSTAR Door Areas & Zones Tab

If this Door is assigned to an iSTAR Cluster Area and/or an iSTAR Intrusion Zone, the Areas & Zones tab displays
read-only assignment information about the Door, as shown in Figure 166 on Page 432.

If the Door is not assigned to either an iSTAR Cluster Area or Intrusion Zone, the relevant box is blank.

The Dynamic View for iSTAR Doors allows you to add a column that identifies the Intrusion Zone to

NOTE which the Doors belong,
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Figure 166: iSTAR Door Areas & Zones Tab

The Areas & Zones tab has the read-only fields shown in iSTAR Door Definitions on Page 446,

iISTAR Door Double Swipe Tab

In addition to the typical, single-swipe use of a card at a door's card reader, the Double Swipe tab (see Figure 167 on
Page 433} allows you to configure a door to enable its reader to interpret a double card swipe as a means to toggle
the door's lock state for an indefinite amount of time. Configure the selected door for Double Swipe by setting a
combination of privilege, personnel group, priority level, and schedule. As with other security objects in the system,
events, manual actions or causes with higher priorities can override a cardholder’s double swipe. The double swipe
lock/unlock messages display in the journal and in the cause list.

NOTE If the door being configured is assigned a Schlage Wireless Reader, the contents of this tab are disabled
because the Schlage readers do not support double swipe.
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Figure 167: iSTAR Door Double Swipe Tab

NOTE The Double Swipe feature requires iSTAR firmware version 4.3 or later for Classic, Pro, or eX.

Do not configure Double Swipe on a Door that is used with Antipassback, Escort, Conditional

NOTE Access, Areas, or Intrusion Zone functionality.

To Configure the iSTAR Door Double Swipe Tab
Follow the steps to access the door editor in the Admin application, as described in Creating a Door on Page 405.

The selections below appear on the Door Configuration dialog box - Double Swipe tab (see Figure 167 on Page 433).
Make the Double Swipe door configuration selections from these options.

1. Permission to Cardholders area:
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a. None - If None is selected, Double Swipe is not enabled at the door. If Double Swipe is active at the door, you
may turn off Double Swipe by selecting None on this tab. Normal card swipe access at the reader is still in
effect, if so configured.

b. With clearance - Selecting this option enables the door to require that cardholders who use Double Swipe at
the reader must have a clearance for access to this particular door configured for them in the Personnel screen,
Clearances tab.

c. With clearance and in personnel group - Selecting this option will require that cardholders who use Double
Swipe at the reader must have a clearance for access to this door configured for them in the Personnel screen,
Clearances tab, and they also must be in the personnel group whose members have access to this door.

d. Personnel Group - Click [ ] to select a personnel group. If a group is selected for Double Swipe, each
cardholder who uses Double Swipe at the reader must be a member of the selected Personnel Group. The

personnel group may be configured in the Configuration pane, Group dialog box.

2. Options area:
a. Priority (0 - 200)- Select a Priority for Double Swipe requests at the door. The default is 75.

In the case of a manual action with higher priority than the priority configured for the door, the manual action
takes precedence. If the door's priority is higher, the double swipe takes precedence. For two actions with the
same priority, the most recent one takes precedence.

If you change the Priority setting on the Double Swipe tab while a double swipe cause is active for the
door, that cause will be removed from the cause list, and any the double swipe action is canceled.

NOTE

b. Double Swipe Cancellation Schedule - Click [...] to select a schedule. The cancelling schedule will delete any
existing double swipe causes on the door at the start of the schedule. Any double swipe actions currently in
effect will be canceled.

3. Click Save and Close to save the settings and close the window, or click Save and New to save the settings and

configure a new door.

A Double Swipe to Lock or Unlock a door also may be configured to trigger an Event. This is configured on the
Triggers tab (see Using Double Swipe to Trigger an Event on Page 439).

For the Monitoring Station’s Activity Viewer to display Double Swipe lock/unlock messages, the Application Layout
must have an Activity Viewer pane configured to display Double Swipe messages. The Activity Viewer pane may be
added, if needed, as described below.

To Edit the Application Layout for Double Swipe
1. In the Admin application, select the Data Views pane.

2. At the top of the pane, select Application Layout from the drop-down menu, and click the green arrow. In the
right-hand pane, a new tab displays with a list of application layouts.

3. Select a layout to edit for Double Swipe messages, right click, and select Edit. The application layout screen
opens.
4. To add an Activity Viewer pane, click Add Pane, and a new pane displays.

a. Click and drag the Activity Viewer icon from the left side of the application layout screen to the new pane. The
Activity Viewer dialog box displays.
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b. Select the Double Swipe check box to display Double Swipe messages at the Monitoring Station. If the box is
unchecked, messages will not display at the Monitoring Station. By default, the Activity Viewer displays all
these Message Types.

c. Click Save and Close .

5. To edit an existing Activity Viewer pane to display Double Swipe messages at the Monitoring Station, click the

Activity Viewer tab on the pane, right click and select Properties. The Activity Viewer dialog box displays.

a. Select the Double Swipe check box to display Double Swipe messages at the Monitoring Station. If the box is
unchecked, messages will not display at the Monitoring Station. By default, the Activity Viewer displays all
these Message Types.

b. Click Save and Close .

Using Double Swipe at the Door

To Use Double Swipe at a Card Reader:
Double Swipe is enabled by:
» the cardholder(s) having a clearance to the specific door
-or -

» the cardholder(s) having a clearance to the specific door and being a member of the personnel group, if the
“With clearance and in personnel group” option is selected on the Double Swipe tab.

The following steps describe how a double swipe at the card reader toggles the door lock, to lock or unlock the door.

To Unlock a Door if the Current State is Lock:

Cardholder swipes the card twice at the reader, within the shunt time.

If the cardholder has the correct clearance set for access to the door or has the correct clearance and is in the
correct personnel group, the door toggles to Unlock. The card reader displays the state of the door, and the door
remains unlocked until it is locked again by another double swipe, or by other causes such as manual action,
scheduled events, and so forth.

If the cardholder swipes only once, a Momentary Unlock occurs for an authorized cardholder.

To Lock a Door if the Current State is Unlock:

Cardholder swipes the card twice at the reader, within the shunt time.

If the cardholder has the correct clearance set for access to the door or has the correct clearance and is in the
correct personnel group, the door toggles to Lock. The card reader displays the state of the door, and the door
remains locked until it is unlocked by another double swipe, or by other causes such as manual action,
scheduled events, and so forth.

For continuous card reader activity, make sure that the Readers are Continuously Active check box is selected in the
Readers area of the General tab.

To associate Double Swipe with a trigger to cause an event, refer to Using Double Swipe to Trigger an Event on Page
439,
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iSTAR Door Conditional Access Tab

The Conditional Access tab (see Figure 168 on Page 437) allows you to configure a door so that appropriately
authorized Personnel can grant access to Personnel without Clearance for that Door. (This tab is available on the
i5TAR Doors Editor only if the Include Personnel Without Clearance in Personnel Downloads option in the
Conditional Access box is selected on the General tab of the door's ISTAR controller editor.)

The Conditional Access process can only be started by Personnel Credentials rejected for having no
Clearance at the door. Rejections for Lost, Stolen, Not Active, Expired, or Unknown Card or for
Antipassback, Occupancy, Lockout, or PIN cause immediate rejection.

NOTE

This feature is usually used on doors into iSTAR Areas where a person inside can grant entry to the Area to
personnel lacking clearance, after validating their identities. (In the latter situation, it can also be used in conjunction
with Dynamic Area Manager. See the Areas chapter in the CoCLIRE 9000 Arens and Zones Guide.)

Example:

A bank has a secure area that it uses for counting cash. Two authorized employees with clearance for the entry
door (Susan and Tom) have already entered the room and are working. A third employee without clearance
(Martin) needs to confer with them and swipes his card at the door. Since the door is configured for
Conditional Access, a Conditional Access event is activated and triggers an output inside the room, such as a
flashing light or bell, to announce that someone wants to enter. Through the glass pane in the door, Susan sees
that it is Martin waiting there. She pushes the button on the wall, activating a 'Conditional Access Response'
event whose action opens the door. Martin enters the room. (The iSTAR Area Status tab would show that there
were currently a total of three people in the area and that one of them had been admitted conditionally.)

The iSTAR Area Status tab keeps track of the number of Personnel currently in the area who were admitted via
Conditional Access. See the Areas chapter in the C*CURE 9000 Areas and Zones Guide. The iSTAR Door Status tab
indicates whether or not Conditional Access is configured for an iSTAR door. See iSTAR Door Status Tab on Page
440,

This feature could also be used on any door to allow a guard at a Monitoring Station, with video capability to
validate a person's identity, to activate the 'Conditional Access Response' event and let that person through the door.

s Conditional Access is only supported on doors on iSTAR Pro, eX, Edge, and Ultra Controllers.

m The controller must also have the Include Personnel Without Clearance in Personnel Downloads
option in the Conditional Access box selected on the General tab. (Normally credentials for
personnel without clearance for any doors on the controller are not downloaded to the controller.)

NOTE

m Conditional Access should not be configured on a door that is used with Escort or Double Swipe
functionality.
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Figure 168: iSTAR Door Conditional AccessTab

B iSTAR Doar - Ulbra Door 1

[l 54ve and Cose | Save and New

Hame |L|I|u Dhoxce 1
[Descrplion: 3

rﬂm"nﬂu
Tirves Zora: (GMT-05:00] E ssterm: Time (L5 & Canads)
Genesal | Timing | Areas & Zones | Double Swipe  Conciional Aocess | Triggers | Giougs | Staius | Docr Moritoring | Liser Diefinec 4 | #

Condiional Aoces Sohedule: | ...| I
Condiional fceees Event | _.|-|

Condtional Access Resporae Time | in seconds, 10 - 1508 [1p 3

See iSTAR Door Conditional Access Tab Definitions on Page 449 for definitions of the fields on the Conditional

Access tab.

Configuring Conditional Access

To Configure Conditional Access for this iSTAR Door

1. Follow the steps to create/edit the iSTAR Pro, X, Edge, or Ultra controller that this door will be on, as described

in Creating an iSTAR Controller on Page 124 and in Editing an iISTAR Controller on Page 126.

2. On the General tab of the iSTAR Controller editor, select the Include Personnel Without Clearance in Personnel
Downloads option in the Conditional Access box, as described in To Configure the iSTAR Controller General
Tab on Page 143.

3. Configure the Events needed for the feature:

a. Configure a panel event for this door's controller that will act as the Conditional Access Event on the iSTAR
Door Conditional Access tab—and initiate the 'Conditional Access' process. This event should trigger an

C*CURE 9000 Hardware Configuration Guide
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output, such as a buzzer or flashing light, that notifies appropriate personnel that someone without the
requisite clearance wants to go through this door.

b. Configure a host or panel event with the action Allow Conditional Access Cycle to be activated to open the
door conditionally.

For information, see the Events Chapter in the C* CLIRE 9000 Soffware Configuration Guide.

4. Follow the steps to access the iSTAR Door editor in the Administration application, as described in Creating a
Door on Page 405, and then open the Conditional Access tab.

5. Click [..] for Conditional Access Schedule to select the schedule during which Conditional Access is enabled for
this door.

6. Click [ for Conditional Access Event to select the event that requests Conditional Access at this door for a
person without Clearance. (Only panel events within this controller's cluster are available for selection.)

7. In the Conditional Access Response Time field, enter the number of seconds that the door will wait for the
'Allow Conditional Access Cycle' event action to open the door after the Conditional Access event entered in the
preceding field has been activated. (The range is 1 - 150 seconds with a default of 10 seconds.)

8. Click Save and Close to save the settings and close the window, or click Save and New to save the settings and
configure a new door.

iSTAR Door Triggers Tab

You can create Triggers for iSTAR Doors using the iSTAR Door Triggers tab. A Trigger executes a specified Action
when a particular predefined condition occurs. When a Trigger is defined, the Actions available depend on the
property selected. The Door Triggers tab is shown in Figure 169 on Page 439,

See the following for information on iSTAR Triggers:
m Triggers Tab for iSTAR Devices on Page 270.
m Defining a Trigger for an iSTAR Device on Page 271.

m Removing a Trigger on Page 272
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Figure 169: iISTAR Door Triggers Tab

Using Double Swipe to Trigger an Event

You can create a trigger to associate Double Swipe activity with the ability to activate an event on a schedule when
the door's reader receives a double-swipe to Lock or Unlock.

To Create the Trigger for an Event
1. Navigate to the Triggers tab, as shown in Figure 169 on Page 439.
2. Click Add on the Triggers tab to create a new trigger.

3. Click within the Property column to display the browse button [..]. A window opens, presenting the list of
properties for the door.
a. 5Select the Double Swipe Property to add it to the column.
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4. Click in the Value column to display the list of Values associated with the Double Swipe Property. Select either
Locked or Unlocked as the value for the trigger and add it to the column. Do not select “Unknown™ as a value
because it is not a valid option and would be ignored.

5. Click in the Action column to display a drop-down list of actions. Select Activate Event as the action for the
trigger and add it to the column. The other actions in the list are not valid for the double swipe trigger and will
be ignored. The lower pane on the Triggers tab will display an event entry field that is specific to the selected
Action.

For the combination of Double Swipe Property and Locked or Unlocked Value, Activate Event is currently the
only action supported.

6. In the Event field, click [ ] to display a list of pre-configured Events. Click on an event in the list to add it to the
field. This Event will occur when the conditions of the trigger are met.

Events may be created from the Configuration pane and “Event” in the drop-down menu on the Administration
application. See the C*CURE 9000 Soffware Configuration Guide for more information.

7. Click in the Schedule column, then click [ ] to select a Schedule to associate with the trigger. Notice that when
you click in the Schedule column, the details of the Event you selected display in the Details column. If the event
has no description entered, the Details cell will remain empty.

Schedules may be created from the Configuration pane and “Schedule” in the drop-down menu on the
Administration application.

8. Mavigate to another tab or click Save and Close to save the trigger, or click Save and New to open a new door
editor.

iSTAR Door Status Tab

The Door Status tab (see Figure 170 on Page 441) provides a read-only listing of critical information about the
operational status of the selected Door including;

m Alarm State - displays the values Normal, Forced, Held Open, or Unknown.

m Open Status - displays the values Open, Closed, or Unknown.

m Mode - displays the values Locked, Unlocked, Mo Access, or Unknown.

m Double Swipe Lock Status - displays the values Locked, Unlocked, or Unknown.

s Conditional Access Mode - displays the values True, False, or Unknown. (This field displays only if Conditional
Access has been enabled by selecting the Include Personnel Without Clearance in Personnel Downloads option
in the Conditional Access box on the General tab of the ISTAR Controller editor.)
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Figure 170: iSTAR Door Status Tab
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Mavigate to the State Images tab or click Save and Close.
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iSTAR Door Monitoring Tab

The iSTAR Door Monitoring tab lets you configure Doors with additional monitoring inputs and lock sensing
equipment. You can use this tab to integrate with third-party lock release inputs, such as fire and crash bar devices,
that control emergency exit from C*CURE 9000 doors. For more information about Door Monitoring, see
Understanding Advanced Door Monitoring on Page 458,

Figure 171: Door Monitaring Tab
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See Advanced Door Monitoring Definitions on Page 461 for definitions of the fields on the Door Monitoring tab.

iSTAR Door State Images Tab

The State Images tab (shown in Figure 172 on Page 443) provides a means to change the default images used to
indicate controller states.

To Change an Image
1. Double<lick the existing image.
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A Windows Open dialog box appears allowing you to browse for a folder in which you have placed
replacement images.

2. When you locate the replacement image, select it to add it to the image listing.

3. To restore the default image, rightclick the new image and select Restore Default.

Figure 172: iISTAR Door State Images Tab
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4. Click Save and Close to return to the Hardware pane.

iSTAR Door Visitor Management tab

The iSTAR Door Visitor Management tab lets you configure Doors with Visitor Management Actions, so that you
can automatically Check-in and Check-out Visitors.

For more information about Check-in and Check-out of Visitor via Visitor Management, see the C+«CURE 9000
Visitor Management Guide.
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Figure 173: iISTAR Door Visitor Management tab
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To Configure a Door Action for Check-In

1.

(% 2 I I 5

.

7.

In the C+CURE 9000 Admin Client, navigate to the Door you wish to configure.

Click the Visitor Management tab.

Click Add Action.

Chose the Visitor Management Action Check Visitors In.

Select the Direction for the action to take place.

* Choose In for Visitors to Check-in using an inbound reader.

* Choose Out for Visitors to Check-in using an outbound reader.

* Choose In and Out for Visitors to Check-in using either the inbound or outbound reader.
Select a Schedule for the action to be active.

Click Save and Close

To Configure a Door Action for Check-out

1.

In the C*CURE 9000 Admin Client, navigate to the Door you wish to configure.

2. Click the Visitor Management tab.

Chapter 10

C-CURE 9000 Hardware Configuration Guide

EFTA01226375



ISTAR Door Monitoring Tab

3. Click Add Action.
4. Chose the Visitor Management Action Check Visitors Out.
* Check Out Visitors and Return Badge.
5. Select the Direction for the action to take place.
* Choose In for Visitors to Check-out using an inbound reader.
* Choose Out for Visitors to Check-out using an outbound reader.
* Choose In and Out for Visitors to Check-out using either the inbound or outbound reader.
6. Select a Schedule for the action to be active.
7. Click Save and Close

To Configure a Door Action for Check-out

This presumes that a Badge Return mechanism is set up at the Check-out reader.
1. In the C+CURE 9000 Admin Client, navigate to the Door you wish to configure.
2. Click the Visitor Management tab.
3. Click Add Action.
4. Chose the Visitor Management Action Check Visitors Out.
* Check Out Visitors and Return Badge.
5. Select the Direction for the action to take place.
* Choose In for Visitors to Check-out and Return the Badge using an inbound reader.
* Choose Out for Visitors to Check-out and Return the Badge using an outbound reader.

Choose In and Out for Visitors to Check-out and Return the Badge using either the inbound or outbound
reader.

6. Select a Schedule for the action to be active.
7. Click Save and Close
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iSTAR Door Definitions

The definitions of the various fields and buttons on the Door dialog box for iSTAR doors are given in the tables
below.

Table 99: ISTAR Daor General Tab Definitions

Field/Button | Description

Marme Use the ldentification box to enter a name (up to 100 characters long ) and brief description of the door you are configuring.

Description A description of the door that wou are configuring.

Maintenance Click to put the iSTAR door into Maintenance Mode. See Chapter 2: Maintenance Mode for more information.

Mode

Location

Controlles This read-only fiek displays the ISTAR Contraller that is connected to the Door.

Hardware

Door Switch Click | - | for the Doer Switeh Moniter. When you click this butten 1o select an input to assign to the Dooer Switch Moniter, a

Maonitor browser opens presenting a list of inputs available for the controller. Click an Input toselect it and add it to the entry field.

Door Lock Click [_] far the Deor Lock Relay. When you click this button to select aninput to assign to the Door Lock Relay, a browser

Relay opens presenting a list of cutputs available for the controller. Click an Output to select it and add it to the entry field.

Alternate Click [_] for the Alternate Shunt Relay. When vou click this buttan to select an sutput to assign to the Alternate Shunt

Shunt Relay Ralay, a browser opens presenting a list of outputs available for the controller. Click an Output to select it and add it to the entry
field. Timing for this cutput is set on the ISTAR Door Timing Tab on Page 429, Cardholders with the Alternate Shunt ADA satting
enabled an the Parsonnel Generaltab (See the O CURE 2000 Personnel Configuration Guide) are granted the additianal
Alternate Shunt time before a door held alarm is generated.

Shunt Click [_] for the Shunt Expiration Relay. Whan vou click this button to selact an output 1o assign to the Shunt Explration

Expiration Relay, a browsar opans prasenting a list of cutputs available for the controller. Click an Output to select it and add it to the antry

Relay fiedd.

Readers

Entrance Click [ ... | for the Entrance Reader. When you click this butlon o select a reader (o assign to the Entrance Reader, a browser

Reader opens presenting a list of readers available for the controller. Click a Reader to select it and add it to the entry field.

Exit Readar Click | .. | for the Exit Reader. When you click this button to select a reader to assign to the Exit Reader, a browser opans
presanting a list of readers available for the controller. Click a Readear to select it and add it to the entry field.

Readers are Selectthe Readers are Continuously Active check bax to enable continuous reader activity.

Continuously Salecting this option for a Reader on an iISTAR Area Door permile the Area to be configured for Companion made Escorted

Active Access. Leaving this option unsalected causes Escorted Access to operate in Remote Escort (or Turnstile) mode.

Request to Exit

Request to Click [_] for the Request to Exit. When you click this button to select an input to assign to the Request to Exit, a browser

Exit opens presenting a list of inputs available for the controller. Click an Input to select it and add it to the entry field.
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Table 99: ISTAR Door Ganeral Tab Definitions (continued )

Field/Button | Description

Unlock Door Selectthe Unlock Door on RTE check box to unkock the door at a Request to Exit.

on RTE

Shunt DSM Select the Shunt DSM While RTE is Active check box to Shunt Door Switch Moniter While Request to Exit is Active.
While RTE is

Activa

iSTAR Door Timing Tab Definitions

Table 100: ISTAR Door Timing Tab Definitions

Field/Button | Description

Timers

Delay Reldock Typi the number of saconds to delay door relock after the door s opened (after a request to exit, for axample). The range in
seconds is 0:0:0 to 0:16:39 (999 seconds); the default is 0:0:0.

Shunt Time Shunt Timea - type the number of seconds that the door can remain opan before a door held open alert is genarated within the
range of 0:0:0 to 0:16:39 (999 seconds); the default is 0:0:10 {10 seconds).

Unlock Time Unlock Time - type the number of seconds the Door remains unlocked after a valid card swipe, RTE activation, or momentary
unkxck within the range of 0:0:0 10 0:4:15 (255 seconds); the default is 0:0:5 (5 seconds).

Alternate Alternate Shunt Time — type the number of hours, minutes, and seconds the Door can remain open before a door held open

Shunt Tirme alait is generated after a valid card swipe by a cardholder with the Alternate Shunt flag setin their personnel record (This value
i usad only if it is set 1o a greater time than the Shunt time value) within the range of default'/minimum: 0:0:0; maximum:18:0:0
(18 hours).

Shunt If zet, the Shunt expiration relay fires regardless of the shunt time used. If set to 0 (the default), the Shunt expiration relay fires

Expiration anly if the Aternate shunt time is used. The Shunt Expiration Warning has a range of 0:0:0 to 0040 (4 minutes).

Warning Time

Door Close Specifies the time (in 1/10th of a second intervals) that the C-CURE 9000 ignores DSM inputs, to allew for bouncing doors.

Debounce Satting this value to 0 indicates that there is no timer. The range is0 - 26 .5 seconds.

Time

Door Opean Specifies the time (in 1/10th of a second intervals) that the C-CURE 9000 waits for an RTE, card admit, or momentary unkock

Grace Time signal after receiving the signal fram the DSM. Setting this value to 0 indicates that there is no timer; as soon as the door opens,
door forced open is repoirted. The range is0 - 26 .5 seconds.

Door Unlock Specifies the time (in 1/10th of a second intervals) that the C-CURE 9000 waits for a door open signal after the door unkock time

Grace Time has expgired. This timing prevents a false door forced message in situations where signals are nearly simultanecsus, The range is
0 - 100 seconds.

Options

Always Uz if this option is selected, the Shunt expiration relay is fired regardiess of the shunt time used. If the Shunt Expiration Warning

Shunt Expire Time is sat to 0 (the defaull), the Shunt expiration relay shall anly be fired if the Alternate shunt time was used.

Output
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Table 100: iSTAR Door Timing Tab Definitions (continued )
. _________________________________________________________________________________________________________________________________________________________________|

Field/Button | Description

Delay Relock If acoess is valid, delays tha relock of the door until the door closes, if this check box is selected.
E‘rh'm E:c" This differs from standard relock operations, whera relock eccurs when the door opens and the relock delay expires
pan After
Valid Access If the door is opan, the kock is energized. Tha C-CURE 9000 sands an alarm when the shunt time expires.
Shunt Door If this option is selected, the door is shunted for the full shunt time. If selected with Delay relock while door open for valid accass,
far full Shunt the lock is energized and the door unlacked for the full shunt time, regardiess of whether the door is open or closed.
Time

iSTAR Door Areas and ZonesTab Definitions

Table 101: ISTAR Door Areas & Zones Tab Flelds
T —

Box/Fields Description

Areas
Entry Araa Name of Area towhich this Door is an ‘Access In’ Door.
Exit Area Name of Area to which this Door is an ‘Access Out' Door.

Intrusion Zones

Intrusion Zona Namae of iSTAR Intrusion Zane this Door is assigned to

Zana Direction | nindicates that this Door is assigned as an Entrance Door for the Intrusion Zone.
Out indicates that this Door is assigned as an Exit Door for the Intrusion Zona.

Display Mame Displays the name you enterad for this Door on the ISTAR Intrusion Zones Editor Ganeraltab.

iSTAR Door Double Swipe Tab Definitions

Table 102: iISTAR Door Double Swipe tab definitions
I —

Field/Button Description

Permission to Cardholders

None If this opticn s salacted, Double Swipae is not enabled at the door. If Double Swips is active at the door, you may turn off Double
Swipe by salecting Mone on this tab. Mormal card swipe access at the reader is stillin effect, if 2o configured.

With clearance Salacting this option will enable the door to require that a cardhoalder who uses Double Swipe also has Double Swipe clearance
configured for them in the Personnel screen, Clearances tab.
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Table 102: ISTAR Door Double Swipe tab definitions (continued)

Field/Button Description

With clearance Salacting this option will require that a cardholder who uses Double Swipe at the reader have a Double Swipe clearance set

and in and also be in the parsannel group that may be selected in the next fiekls

personnel

group

Personnel Click [_] to salect a personnel group whose mambers may be admitted on Double Swipe as long as each member has tha
group proper clearance sat for them in the Parsonnel screen, Clearances tab.

Options

Priority Selact a priority (from 0 - 200) for Double Swipe requests at the door.

In the case of a manual action with higher priarity than the priority configured for tha door, the manual action takes precedence.
If the door's priority is higher, the double swipe takes precedence. For two actions with the same priority, the most recent one
takes precedence.

Doubde Swipe Click [_] to zalact a schadule. The cancelling schedule will delata any axisting double swipe causes on the door at the start of
Cancellation the time spec. Any double swipe actions currently in effect will be cancelied.
Schedule

iSTAR Door Conditional Access Tab Definitions

Table 103: ISTAR Conditional Access Tab Definitions

Field/Button Description
Caonditional Access Click [ ... | to select the schedule during which the door is*Conditional Access-enabled”. This can be any schedub in the
Schadule same time zone as the controller.

The ISTAR Door Status tab will indicate whether Conditional Access is enabled or not.

Caonditional Access Click [ ... | to select the event that requests ‘Conditional Accese’ at this door for a persen without Clearance.

Event I . ) ,
Only panel events within this controller’s cluster are available for selection. This event cannot be the same ane that

targets this door with the "Allsw Conditienal Access Cycle' action—lets the person thraugh the door.

Conditional Acoass Specifies the time (in secends) that the door waits for an "Allow Conditional Access Cycle” event action in response to
Response Tima tha activation of the Conditional Access event. The range is 1 - 180 seconds with a default of 10 seconds.

NOTE: You can choose to display columns on the ISTAR Door Dynamic View that indicate for a given door:
+ Whaether or not Conditional Access is enabled.
+  The salected Conditional Access schedule, evant, and response (delay) time.
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iSTAR Door Triggers Tab Definitions

Table 104: iSTAR Door Triggers Tab Definitions

Field/Button | Description

Triggers

Addd Click Add in the Triggers tab to create a new rigger.

Remove Click the row selector . * | then click Remove to delete a trigger.

Proparty Clickwithin the Property column to display [_] When you select this button, the Property browser opens presenting
proparties available far the controller. Click a Propearty 1o selact it and add it to the column.

Value Click within the Value column to display a drop-down list of Values associated with the Property that you have salected. Click on
aValue that you want toinclude as a parameter for the trigger to add it to the column.

Action Clickwithin the Action column to display a drop-down list of valld actions. Click on an Actlon that you want o include as a
pararmetar for the trigger to add it ta the column.
When a Trigger is added, an Actlon must be configured in the Action column. This is the Action that will eceur when the object’s
selectod Proparty recaives the selectad Value. As the Action is selected, the lower pana in the Triggers box will show a
corresponding entry field, or group of antry fields, specific to the selacted Action. Click [_] to =alect antries for thase fiskds. Onca
the field {or group of fields) is completed, the Details column will show infarmation about how the Action has been configurad.

Details Displays details concarning the security objects that are associated with the selected Action.

Schedule Click within the Schedule column, then click | ... | to select a Schedule that you want to associate with the trigger. Schedules
are created in the Configuration Pane. See the C-CURE 8000 Soffware Configuration Guide for more information.
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iSTAR Triggers Properties

Table 105: iSTAR Triggers Properties

Property Description
Admit Status For any one of the Admit Status, Mode Status, or Open Status values [2eo the Value column drop-down list) you
Admit can choose one of the following Actions to create a Trigger:
Admit Viitor Activate Event —When this status occurs and the Schedule is Active (you can choose any Schedule). You mustseta
Relscl Viei Minimum Activation Time in the Eventor the actions in the Eventwill not activate.
@ feibor
J_Qm Activate Event Outside Schedule — Anevent is activated when this status ocours while the Schedule is Inactive
Reject {choose any Schedule).
Duress Activate Output — Activate an Output when this status ocours (only works with the Always Schadule).
Maoticed Admit
Moticed Reject Pra-Admit status is a special case used to activate a panel Event on a card swipe before the door is opened. Itisused
Pra-Adrmit with the Activate Evant action to activate an Evant that can, far example, change the state of an output on the
iISTAR panel.
Mode Status
Unlocked
Lacked
Mo Access
Mamentary
Unlock
Opan Status
Opsani
Clased
Double Swipe Status For any ona of the Double-Swipe Status values (seea the Value column drop-down ligt) vou can choose one of the
Locked following Actions to create a Trigger:
Unilockad Activate Event —When this status occurs and the Schedule is Active (you can choose any Schedule). You mustseta
Minimum Activation Time in the Event or the actions in the Eventwill not activate.
Activate Event Outside Schedule — An event s activated when this status accurs while the Schedule s Inacthve
(choose any Schedule).
Alarm State Status 1. Choosae a value for the Proparty from the Values column.
Marmal 2. SBelect an Action from the Action drop-down list.
Forced Sae iSTAR Trgger Actions in Tabde 106 on Page 452,
Hald Opan 3. Salacta Schedula by clicking in the Schedule calumn, then click to salact the Schadule that you want to associate with
the trigger.
For example, if you chose Foread as an Alarm State Status for which you want to define an action, you could then select
CCTV Action if you wanted to send a command to a CCTY Switch, than in Datails, select the Switch and the Cammand
(such as Call Up Camera) that you wanted to activate whean a Forced status accurrad.
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iSTAR Triggers Actions

Table 106: ISTAR Triggers Actions
[P,

Action Description

Activate Salact an Event to activate when this status aocurs

Event

Activate Selact an Event to activate when this status accurs whilke the Schaedube is inactive.

Ewvent

Outside

Schedule

Activate Select an Output to activate when this status occurs. Must use the Always Schedule.

Output

Arm Event Selact an Event to arm. An armad Event can be activated; a disarmed Event cannot be activated.
Arm Input Selectan Input to arm. An armed Input can be activated. A disarmad Input cannot ba activated.

CCTW Action Select a CCTV Action to perform by choosing a CCTV Switch and Command fram the Details area, and filing in ane or more
“alues for the Command’s parametaers.

Control Selact an Elevator Button which you want the Action to set for controlled access, turning on security restrictions on the use of this
Accass button.

Deactivate Select an Event to be deactivated. If the Event is Acthve when this action occurs, the action deactivates the Event.

Event

Deactivate Selact an Output to be deactivated. If the Cutput is Active when this action occurs, the action deactivates the Output.

Output

Disable Disable Keypad Commands on the iSTAR Reader you select in Details.

Keypad

Commands

Disabla PIN Set the Reader you select to no lenger require that a cardholder parform a card swipe, then anter a PIN to be granted access.

Disarm Select an Event to disarm. A disarmed Event cannot be activated; an Event must be armed to be activated.
Evant

Disarm Input Selact an Input to disarm. A disarmed Input cannot be activated ., an Input must be armed to be activated .

Enable Set the Reader you select to accept Keypad Commands on the reader.

Keypad
Commands

Enable FIM Set the Reader you select to require that a cardholder parform a card swipa, than enter a PIN to be granted access.

Lock Door Salact a Door to Lock from the Daor field in the Datails area.
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Table 106: ISTAR Triggers Actions (continued)
[,

Action Description

Momentary Select a Door to Momentarily Unlkock from the Door field in the Details area.
Unlack Doar

Pulse Output Select an Output to activate for the duration specified in the Output's Pulse Duration field.

Sacure Door Selact a Door that yvou want to secura. A secure Door cannot be unlocked; this action disarms the reader associated with the
Daor.

Send Email Send an email message to the email address specified in the Details area Reciplent Email Address field. You can designate an
Event to activate if the eamail attempt fails. You can click the Massagea tab to typa the text of the message and optionally choose to
sand the date, time, and name of the Event triggered. For Send Email towork, you must configure the Emall Server and the
Sender Emall Address in Options & Tools>System Varlables in the Customer Support area.

Uncontrol Select an Elevator Button which you want the Action to set for uncontrolled access, turning off security restrictions on the use of
Accass this button.

Unlock Door Selact a Door to unkock fram the Door field in the Details area.

Video Select a Video Camera Action to perform by choosing a Video Server and Camera from the Details area Camera tab, and
Camara choosing ane of the fallowing Action Types.
Action

+ Record Camera lets you set a Pre Alarm Time and Post Alarm Time for retrieving recorded video.
+ Camera Preset Command allows you to designate a Camera Presel 1o activate when this action is triggered.
+ Camera Pattern Command lots vou designate a Camera Pattern to activate when this action i triggered.

iSTAR Door Groups Tab Definitions

Table 107: ISTAR Door Groups Tab Definitions

Field/Button Description

Groups

5& ™ ﬁla ¥ 00 For ma.re mfarr!ﬂatu:-n about the use of the Toolbar buttons, sea Chapter 2, “Dynamic Views” in the G- CURE 8000
Data Views Guide

Nama This column displays the name enterad for the group when it was configured. The salectad door is a membear of any
group(s) listed in this column.

Description This column displays the description entered for the group when it was configured.
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iSTAR Door Status Tab Definitions:

Table 108: ISTAR Door Status Tab Definitions

Field/Button Description

Alarm State Displays the values Normal, Forced, Held Open, o Unknowin.
Opan Status Displays the values Open, Closad, or Unknown.

Mode Displays the values Locked, Unlocked, No Access, or Unknown.

Doubde Swipse Lock Status

Indicates the current status of a door configured for Double Swipe access: Locked, Unlocked, or Unknowin.

If the door is not configured for double swipe access, the field displays Unknown.

Conditional Access Modea

Displays the values True, False, or Unknown.

iSTAR Door State Images Tab Definitions:

Table 109: ISTAR Door State Images Tab Definitions

Field/Button | Description Field/Button Description
Unknown Locked
# td
Farced D Unlocked ﬂ
Held Opan ﬂ Mo Access m
Opan E! Mamentary Unlack E!
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iSTAR Aperio Door Editor

You use the iSTAR Aperio Door editor to configure iSTAR Aperio Doors.

iSTAR Aperio Doors are created automatically when you configure and enable an iSTAR Aperio Reader (see iSTAR

Aperio Reader Editor on Page 264). You cannot manually create an iSTAR Aperio Door.

If you delete an iSTAR Aperio Door, the iSTAR Aperio Reader associated with the door is also deleted.

NOTE

The iSTAR Aperio Door Editor includes the following tabs:

iSTAR Aperio Doors do not support manual actions for Lock, Unlock, and Momentary Unlock.

You cannot create Door Groups that combine iISTAR Aperio Doors with other types of iISTAR Doors.

iSTAR Door General Tab on Page 427

iSTAR Door Timing Tab on Page 429

iSTAR Door Triggers Tab on Page 438

Groups Tab for Hardware Devices on Page 28
iSTAR Door Status Tab on Page 440

iSTAR Door Visitor Management tab on Page 443
iSTAR Door State Images Tab on Page 442
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Configuring Advanced Door Monitoring

This chapter explains the concepts of Advanced Door monitoring, and also includes the procedures that are used to
create various types of monitored doors.

In this chapter

Understanding Advanced Door Monitoring ... ... 458
Hardware Requirements .. . ... 460
Advanced Door Monitoring Definitions __ 461
Advanced Door Monitoring Components .. 463
Advanced Door Monitoring Configurations ... .. ... 467
Configuration Overview . ... ... 473
Configuring an Advanced Door ., 474
Understanding Timing ... ... 481
Monitoring Door Achiviby . 486
Understanding Door Alarms . 487
Advanced Door Monitoring Details .. 495
Door Monitoring SCTeen . 496
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Understanding Advanced Door Monitoring

Advanced Doors are C*CURE 9000 doors that provide increased security for sites with complex requirements, like
airports or hospitals. Standard Doors use the Door State Monitor (DSM) to monitor for Admit Used, Admit Unused,
Door Forced and Door Held.

Advanced Doors support additional monitoring inputs and lock sensing equipment. Advanced Doors also integrate
with third-party lock release inputs, such as fire and crash bar devices, that control emergency exit from C*CURE
9000 doors.

Features

Use Advanced Door Monitoring to configure:
m Multiple inputs - Advanced Doors provide up to 16 inputs, 14 more than on a standard door configuration.

m More complex door configurations - including single- and double-leaf doors with multiple DSM or Request To
Exit (RTE) inputs.

m Lock sensing devices - to monitor locking on magnetic bonds, bolts, and cams.

m Integrated lock releases - to integrate door unlocking with fire, crash bar, power fail, and key switch inputs.

m Special events and actions - to create keypad commands that lock, unlock, and secure doors for a specific time
period.

m Alarm Suppression and RTE control on a per door basis.

m Enhanced Shunt control.

m Grace and change timing options - to fine tune C*CURE 9000 timing to avoid the effects of "door bounce’ and to
correct other door timing situations at the site.

m Journal reports and Monitor Station activities - to manage the system and monitor door activity.

m Additonal Event Actions related to Advanced Doors.
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Example:

Figure 174 on Page 459 shows a double-leaf Advanced Door, configured into A and B sides. Each side
contains a maglock, bond sensor, and DSM input that connects to RM4 modules in a nearby junction box.
Access on the public side of the door is controlled using the public-side read head. This read head is also
configured to accept keypad commands that allow personnel to lock and unlock the door for specific time
intervals. Exit from the secure side of the door is controlled by the secure-side read head.

Locks can be released for fire alarm, crash bar, power failure, or manual key switch. Inputs from the fire pull
and key switch over-ride are shown connected to an 1/8 board in the local junction box.

Figure 174: Typical Advanced Door Configuration

Junction Box

To ISTAR ACM FM Bus RS - 485

| RDR RDR |
N | RM4-2 [ “eRMAT| |
I -
S S SR sr-——1- I
+ Y
— =1
Bond MAGLock DSM [ DSM MAG Lock Bond
Sensor Sensor
=
5
Fire
Y B Side ASide L Full
Jr?:.r Jﬁ@
Secure Side Public Side
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Hardware Requirements

The following guidelines apply to Advanced Doors:

® Advanced Door monitoring is available only on iSTAR configurations.

m Advanced Door inputs can be any mix of lock sensors, lock releases, or DSM or RTE connections.

m Each Advanced Door supports up to 16 input connections. However, the number of available inputs per door is
limited by the number of doors in the configuration and the input capacity of the fully loaded iSTAR controller.

s All Door components, Readers, Inputs, and Outputs, must reside on the same Controller. The table below shows
that some controllers may not have enough Inputs for the maximum configuration. In actual practice, these

limits will rarely, if ever, be reached.,

Table 110: Maximum Inputs per ISTAR

Controller Max Max Max Inputs Result
Doors | Advanced on Controller
Door Inputs

ISTAR Ultra 16 16x 16 =258 338 Adequate Inputs
ISTAR Pro 16 16x16=2586 182 - 64 Inputs
ISTAR aX 8 Door 8 Bx16=128 95 - 32 Inputs
ISTAR ax 4 Door L 4 %16 =64 88 Adequate Inputs
ISTAR Edge 4 Door 4 4x16 =64 64 Adequate Inputs
ISTAR Edge 2 Door 2 2x16=32 32 Adequate Inputs
iISTAR Edge 1 Door 1 1x16=18 4 =12 Inputs

m Advanced Doors support the same number and types of outputs as standard doors —which are as follows:
* Dwoor Latch Relay (1)

* Alternate Shunt (ADA) Relay (1)

* Shunt Expiration warning Relay (1)
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Advanced Door Monitoring Definitions

MNew Definitions, Acronyms, and Abbreviations

m Lock Sensor - An input that monitors the state of the lock on a door. This is not the same as the Door Switch
Monitor (DSM) that monitors whether the door is physically open or closed.

* Bond Sensor - A type of lock sensor input that monitors the condition of a magnetic lock on door. A normal
bond sensor input will be active when the door is unlocked (meaning that the door latch relay is active),
regardless of whether the door is open or closed, but will also be active when the door is open, regardless of
whether the door is unlocked or not unlocked. In other words, it should be active when the door is unlocked
and/or when the door is open. The bond sensor should not be active when the door is closed and locked.

* Cam Detector - A type of lock sensor input that monitors the condition of the cam on an electric strike on a
door. A normal cam detector input will be active when the door is unlocked. The Cam detector should not be
active when the door is locked.

* Latch Bolt Detector - A type of lock sensor input that monitors the condition of a latch bolt on an electric
strike on a door. A normal latch bolt will be active or inactive while the door is unlocked, and will be active
when the door is open. The latch bolt should not be active when the door is closed and locked.

m Lock Release Device - A external device that may unlock a door that is also controlled by the access control
systemn. Indication that the lock release device is active will be supplied through an input.

* Fire Alarm Lock Release - An input that indicates that the fire alarm system has unlocked the door.

* Crash Bar Lock Release - An input that indicates that the door has been unlocked by local crash bar / panic
hardware.

* Key Switch Lock Release - An input that indicates that the door has been unlocked by local key switch
override,

* Power Fail Lock Release - An input that indicates that the door has been unlocked by a lock release device
because of power fail.

Lock Sensor States
Table 111 on Page 461 indicates operational differences in the Lock Sensors.
0 = False or Mot Active

1 = True or Achve

Table 111: Lock Sensor States
e _______________|

Door and Lock State DSM Bond Cam Latch Bolt
Sensor Detector Detector

1. Door Clesed and Locked 0 0 0 0
2. Door Closed and Unlocked 0 1 1 1
3. Door Open and Unlocked 1 1 q 1
4. Door Open and Locked 1 1 fi] 1

1. When the door is Closed and Locked, none of the sensors are active.
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2. When the door is Closed and Unlocked, all of the sensors are active except for the DSM because the Door is still
closed.

3. When the door is Open and Unlocked, all of the sensors are active including the DSM because the Door is now
OpeIL.

4. When the door is Open and Locked, all of the sensors are active except for the Cam Detector because the Door is
Locked.

In this case, the Latch Bolt Detector is active because the door is Locked. When the Latch Bolt Detector is active,
along with the door being open, there is a possibility of damaging the door frame. The Latch Bolt lock is like a
dead bolt in that the bolt is extended when the door is locked.
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Advanced Door Monitoring Components

In addition to standard door components, Advanced Doors support:
m Lock sensor devices
m Lock release devices
m Alarms based on lock sensor, lock release, and multiple D5M inputs to the C=CURE 9000
m Expanded Door Triggers
m Expanded Event Actions

Lock Sensor Devices
A lock sensing device monitors the state of a door lock.

Table 112 on Page 463 shows the types of lock sensing devices that can be configured on an Advanced Door.

Table 112: Lock Sensing Devices

Lock Sensing Device | Function

Bond sensor Manitors the condition of a magnetic lock on a door.

Cam detectar Manitors the condition of the cam on an electric strike on a door.

Latch bolt detector Maonitors the condition of a latch bolt on an electric strike on a
door.

Lock Release Devices

A lock release device is a third-party device that controls door unlock activities. Lock release devices operate
independently from C+CURE 9000 and function even if the Cs CURE system is not running,

To inter-operate, the lock release device has an output, called a lock release input, that is input to the C*CURE 9000.
The C+*CURE 9000 uses the lock release input to:

m Monitor the lock release activities on a door

= Monitor lock sensor activity

m Decide if an open door is reported as door forced open, door open, or door open by one of the lock release inputs.
Table 113 on Page 463 and Figure 175 on Page 464 show the types of lock release devices that can be configured on
an Advanced Door.

Table 113: Lock Release Devices
|

Lock Release Device Function
Crash bar lock releasa Input ta C+CURE 9000 fram crash bar ar panic hardware
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Lock Release Devicas (continuad)

Lock Release Device

Function

Key override switch lock
release

Input ta C-CURE 9000 from a key override switch

Power failure lock release

Input to C-CURE 9000 from power fail hardware

Ganaral Lock Release

Input ta C+CURE 9000 from a Fire Alarm System or iISTAR.

Fire alarm lock releasa

Input ta C-~CURE 8000 from a Fire Alarm System

Figure 175: Lock Release Devices in the Door Monitoring Tab

General I Timing I Areas & Zones | Double Swipe I Triggers | Groups I Status  Door Monitoring | State images

=3 add Input =.s Remove Input

Input

| Type

iSTAR Input1045TAR Ultra ACM1-gem_new_cont_ 100059

Crash bar lock release

iSTAR Input1145TAR Ultra ACM1-gem_new_cont_ 100059

Key ovemide switch lock release

iISTAR Input1245TAR Ukra ACM1-gem_new_cont_ 10005

Power failure lock release

iSTAR Input1345TAR Ukra ACM1-gem_new_cont_ 10005
iSTAR Input1945TAR Ultra ACM1-gem_new_cont_ 100059

General lock release

0 K N

Expanded Door Inputs

In addition to the Lock Sensors, there are also additional inputs for multiple DSMs and RTEs as shown in Figure 176

on Page 464,

Figure 176: Expanded Door Inputs in the Door Monitoring Tab

General I Timing I Areas & Fones | Double Swipe I Triggers | Groups I Status  Door Monitoring | State images

== Add Input =.. Remove Input

[mput Type

iSTAR Input 1045 TAR Ukra ACM1-gem_new_cont_ 10005 Bond Sensor
iSTAR Input1145TAR Ultra ACM1-gem_new_cont_ 100059 Latch bolt detector
iSTAR Input1245TAR Ultra ACM1-gem_new_cont_ 100059 Cam detection

iISTAR Input13H5TAR Ultra ACM1-gem_new_cont_ 10005c

Dioor switch maonitor (side A)

iSTAR Input144i5TAR Ukra ACM1-gcm_new_cont_ 10005
iSTAR Input1545TAR Ultra ACM 1-gem_new_cont_ 100059

Chapter 11
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Door switch monitor {side B)
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Advanced Door Alarms

Table 114 on Page 465 and Figure 177 on Page 465 show the alarm operations available for Advanced Doors. Each
alarm reports the name of the input (lock sensor, lock release device, D5M) that caused the alarm.

Table 114: Advanced Door Alarms

Alarm Description

Door Opan Door opens without valid card or RTE, and one of the lock release devices is active.

Lock Unsecurad Alock sensor activates when it should be inactive. Indicates that the hardware failed to return to the
lockad position after a valid lock releasa.

Lock Tamper A lock sensor is inactive when it should be active. Indicates kock tampering while the door is open, or
failure of lock hardware.

DEM Tamper For doors with multiple DSM devices an a single side. Indicates that ona DSM changed state, and
that the corresponding change did not accur to other DSMs devices on the same side of the door.

Expanded Door Triggers

There are four additional Door Triggers for Advanced Doors Alarms in the triggers Tab.

Figure 177: Additional Door Triggers
Timing | Areas & Zones | Double Swips

IN3gers | Groups | Status | Ueor Menitoring | Hate images |

iSTAR Door g
d S4Re Drag columns to Group by here
Pr ; = e Zor
Ii Property l Description B
| Click here to filter data Al —
i Admit Status The current admit status of this door.
Alarm State status The current alarm state of this door.
Door Open Alarm Status Open Alarm Status -
Double Swipe Status Double Swipe Status.
DSM Tamper Status DSM Tamper Status -
Lock Tamper Status Lock Tamper Status -
Lock Unsecured Status Lock Unsecured Status )
Mode Status The current mode status of this door.
Open Status The current open state of this door,
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Expanded Event Actions

In addition to the Triggers on the Door, there are seven pairs of actions that toggle the allowance of the various
alarms, including Door Held, Door Forced, and RTE Functions. Associate an iSTAR door with each entry. Door

Gruupﬁ are not suppurled.
Figure 178: Expanded Event Actions

‘General | Ackrowledgement | Overdue | Messages mlmwlmwwlw]mml
*=add =4 Remove

Achan Dietnils
Disable Door Forced Alarms daorl
Dizable Door Held Alarms
Disable Door Open Alarms
Disable DSM Tamper Alarms
[Chzable Lock Tamper Alarms
p |Disable Lock Unsecured Alarms _
Dizable RTE Functions
Enable Door Forced Alarms
Enable Door Held Alarms doord
Enable Door Open Alarms
Enable DSM Tamper Alarms
Enable Lock Tamper Alarms:
Enable Lock Unsecured Alarms
Enable RTE Functions

E

| o

iSTAR Door: ||:|nnr2 .
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Advanced Door Monitoring Configurations

Advanced Doors support configurations that include multiple RTE and DSM inputs. These are described in the
following sections.

Multiple RTE Configurations
Multiple RTE devices are typically configured to:
m Provide tight security screens

m [ncrease coverage over wide areas

Configuration Guidelines

You must specify the first RTE in the Request to Exit field of the Configure Door dialog box. This activates other
request to exit options on the Configure Door dialog box. Specify additional RTEs by adding them on the Configure
Advanced Door Monitoring dialog box.

To Display the Configure Door Dialog Box
m Select Hardware Pane =>Cluster=iSTAR>Doors=Door Mame

To Display the Configure Advanced Door Monitoring Dialog Box
m Select Hardware Pane >Cluster=iSTAR>Doors>Door Name>Door Monitoring

If a door has multiple RTEs and is configured to shunt the DSM while RTE is active, the C*CURE

NOTE 9000 will shunt the DSM when any RTE on the door is active.
Figure 179: Door Editor - Door Monitoring Tab
‘General | Timing | Areas & Zones | Double Swipe | Triggess | Groups | ammm]
= Add Input = Remove Input
Inpuit | Type
presor_J H
ISTAR Input 7-ed_cont_1_bond_sensor Bond Sensor j
STAR Input 1-ed_cort_1 L RTEZ =
iSTAR Input3-Crash_bar Crash bar lock release =l
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Figure 180: Door Editor Genaral Tab

General | Timing I Areas & Fones | Double Smpel Triggers I Emupsl Statusl Door Maonitoring I State images

— Location
Controller: Ied_mrrtj
—Hardware
Door Switch Menitor: iSTAR Input2-DSM | v |
Door Lock Relay: [Output2-DLR_door_22 | v |
Alternate Shunt Relay: I | - |
Shunt Expiration Relay: I | w |
—FReaders
Inbound Reader: [COM1iSTAR Reader1-Frort | v |
Outbound Reader: | | v|
[T Readers are continuously active
—Reguest To Bt
Request To Bt Input: [iISTAR Input3-ed_cont_1 | ».— |
¥ Unlock Door on RTE
¥ Shunt DSM while RTE is active
— Settings
¥ Send non-alarms input status to the host

Multiple DSM Configurations

Multiple DSM configurations are used for double-leaf doors (side by side), and also to provide a tighter security
screen (top and bottom). The following sections describe typical multiple DSM configurations.

Single-leaf Doors (DSM top and bottom)

Figure 181 on Page 469 shows a single-leaf door with a DSM at the top and bottom. C+CURE 9000 uses the
following to determine door state:

m If the door is closed, with both D5Ms inactive, and then a DSM activates, the door state is open.
m If the door is open, with both DSMs active, and then a DSM de-activates, the door state is closed.

All DSMs on a single side must activate and deactivate together. If the DSMs do not activate together, C+CURE 9000
issues a DSM Tamper alarm and identifies the DSM that did not change state.
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Figure 181: Single-leaf Door with DSM Top and Bottom

To ISTAR ACM :
|
]
]
|
I
DSM MAG Lock Bond
Sensor
v
Jr
Public Side
DSM
e

Double- Leaf Doors (DSM each side)

Figure 182 on Page 470 shows a double-leaf door with a DSM on side A and another on side B. C*CURE 9000 uses
the following to determine door state:

m If either DSM is active, the door state is open
m If both DSMs are inactive, the door state is closed.

Because double-leaf door configurations with one DSM per side are designed to operate with one leaf open and the
other leaf closed, C*CURE 9000 does not issue DSM tamper alarms for this configuration.
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Figure 182: Double-leaf Door with DSM an Each Side

I lunction Box |
1 RM Bus RS - 465
" rop —1— N
1 - 1N IN_ = 1
: IN_| RM4-2 =AMA-1| N
R B o o o o — — ———— — i —— — ——— il — ——— — — — EJ_T —— — - _'
: )
— : —=)— —
Bond MAGLock DM | DSM MAG Lock Bond
Sensor Sensor
Y B Side A Side Y
] E
Secure Side Publie Side

Double-leaf Doors (DSM top and bottom)

Figure 183 on Page 471 shows a double-leaf door with a DSM at the top and bottom of both side A and side B.
C+CURE 9000 uses the following to determine door state:

m If the side is closed, and a D5M activates, the side is open

m If the side is open, and a DSM de-activates, the side is closed
m If either side is open, the door is open

m If both sides are closed, the door is closed

All DSMs on a single side must activate and deactivate together. If the DSMs do not activate together, the C+CURE
9000 issues a DSM Tamper alarm and identifies the DSM that did not change state.
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Figure 183: Double-leaf Door with DSM Top and Bottom of Each Side

To ISTAR ACM

— — ==} H F—
Bond MAG Lock MAG Lock Bond
Sensor Sensor

r B Side ASside

-k Al
Secure Side Public Side

T O

DSM Configuration Guidelines

You can configure DSM inputs in the Door Switch Monitor field on the Configure Door dialog box, or by adding
them on the configure Door Monitoring dialog box.

If yvou specify a DSM in the Door Switch Monitor field of the Configure Door dialog box, C+CURE 9000 uses that
input as the DSM for side A of the door. DSM inputs that are added using the configure Door Monitoring dialog box
can be either A or B side.

Unlike multiple RTEs, you do not have to use the General Tab for DSM 1. Although the examples show two DSMs
and two RTEs, it is possible to have more than two of each.
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Figure 184: Multiphe DSM Configuration

| Areas & Zones | Double Swipe | Triggers | Groups | Status | Door Moritoring | State images |

~Location
Contraller: fed_cont_1
— Hardware =
(umwm“; FSTAR Input2-DSM J = | v|
Door Lock Relay: [Output2-DLA_door_22 - | v|
Alternate Shunt Feday: | - | v |
Shunt Expiration Relay: | - | - |
"~ Readers
Inbound Reader; |[COM1i5TAR Readeri-Front o | ¥
Outbound Reader: | - | - |
™ Readers are continuously active
Request To Exit
Fieguest To Exit Input: }STF\H InputB-ed_cont_1 - | - |
R Unlock Door on RTE
I Shunt DSM while RTE is active
Sett
T ¥ Send non-alarms input status to the host |

General | Timing | Areas & Zones | Double Swipe | Tnggers | Groups | m&mml

= Add Input =, Remove Input

Bond Senzor
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Configuration Overview

Although Advanced Door configuration procedures vary based on site requirements, most configurations involve the
tasks and activities described in Table 115,

Table 115: General Configuration Procedure

Task Configuration Dialog Box Description Additional Information
1. Configure Hardware Pane > Cluster > Configure inputs, readers, and cutputs Sea Configuring RM4-1 and
Maonitaring Controller > Boards > 1st on the iISTAR controller uging standard RM4-2 Reader, Inputs, and
Inputs, ACM/Znd ACM proceduras and diakog boxes. Cutputon Page 474
Readers, and
Ouitpaits,
2. Configure Hardware Pane > Cluster > Configure lock release componants on See Configuring Lock
Lock Releases Controller > Boards > 1st the iISTAR controller using standard Releasas on the I/8 on Page
ACM/Znd ACM contraller configuration proceduras 477
and dialog boxes.
) Sea Annunciating Lock
Specify how C-CURE 8000 Releases Inputs on Page 477
annunciates the lock release inputs.
3. Configure Hardware Pane > Cluster > Configure the first RTE and the door Sea Configuring the
the Advanced Controller > Doors > Door Name latch relay using the standard Door Advancad Door on Page 478
Door dialog box (required). You can also use
the Door dialog box to configure the
DSM for side A.
Hardwara Pane > Cluster >
Controller > Doors > Door Name | 44 additional components using the
> Door Monitoring Configure Advanced Door
Monitaring dialog box.
4. Configure Hardware Pane > Cluster > Spacify timing requirements for unlock See Undarstanding Timing on
Graoce and Controller > Doors > Door Name grace timars. Also spacify the change Page 481
Change Time > Door Monitoring time options for individual door
parameters compoanents, and for door shunts.
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Configuring an Advanced Door

This section provides step-by-step configuration information for a sample Advanced Door configuration.

Sample Door

The configuration for this example, shown in Figure 185 on Page 474, is a double-leaf door with multiple read heads,
lock sensors, DSMs, and lock release inputs.

Figure 185: Door Configuration Example

Junction Box [

RM Bus RS - 485 1

To ISTAR ACM

=
-
Fire
L B Side A Side ¥ Pull
g B
Secure Side Fublic Side

Configuring RM4-1 and RM4-2 Reader, Inputs, and Output

Configuring RM4 inputs for the door in Figure 185 on Page 474 involves using standard controller configuration
procedures to configure the monitoring inputs, door latch relays, and read heads for A and B sides of the door. This
is detailed in the following procedure.
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To Configure RM4 (R5-485) Inputs for the Sample Configuration

1. From the main menu, select Hardware Pane > Cluster = Controller. From the iSTAR Controller Selecton
browser, select the name of the iISTAR that includes Advanced Door components, and select Edit.

2. Select the tab that includes the inputs to be configured. This will vary, depending on the iSTAR model. In some
cases you will have to first select the ACMn board and a Port.

The EM Readers are configured under the following Tabs:
m iSTAR Ultra - Boards > ACM 1 or 2> RS-485 Port> Reader Port > Readers
m iS5TAR Pro - Boards > ACM 1 or 2> Readers
m i5TAR Edge - COM1 or COM2 or COM3 > Readers
m iSTAR eX - COMI1 or COM?2 > Readers
To configure the inputs for side A in Figure 185 on Page 474 (on EM 1), create an RM Reader.

NOTE Suft:.uare House ra:urnrnenc_ls that the Communication failure option be Funﬁgured for all se_rurit}r
devices that connect to the iSTAR. Select the [/O Tab from the Reader Editor, to configure this
option.

3. In the General tab of the Reader Editor enter the following:
*+ Name - the name of the reader

* Enabled - activated

4. Goto the I/O Tab

5. In the Inputs box, select an input and configure it. Enter at least the following;
m Name - the name of the input
m Enabled - check box checked
m Send State changes to Monitoring Station (and Journal)

m Armed - check box checked. It's good practice to Arm Inputs, but if the Input is a door component, it will be
automatically armed.

To configure the inputs for the example in Figure 185 on Page 474, enter information for DSM side A and the
Magnetic Bond Sensor.
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Figure 186: iSTAR Input DS side A

6. Click OK and Close.
7. Repeat step 5 to configure the Bond Sensor Input.
For consistency, Advanced Doors that include more than one instance of the same input (two

DSMs, for example) should use a naming convention that indicates the area of the door that the
device monitors.

NOTE

Example:
DSM-Lobby-sideA.

8. In the Qutputs box, select an output and configure it. Enter at least the following:
m Name - the name of the output
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m Enabled - check box checked

m Normally energized - activated or de-activated, depending on site requirements. Magnetic Locks are usually
MNormally Energized.

To configure the outputs for the example in Figure 185 on Page 474, enter information for the magnetic lock
output.

Figure 187: Reader /OTab

F i5TAR Reader - (STAR Reader_Publc Rl 210121
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[ | Configued [ T— Tempis
Superveed 1 [ DEM_A_mde
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9. Click Save and Close until you return to the Controller editor.

10. Repeat steps 1 through 7 to configure the RM4-2 for the B side of the door.

Configuring Lock Releases on the I/8

Configuring lock releases for the door in Figure 185 on Page 474 involves using standard controller configuration

procedures.

You must also specify how C*CURE 9000 annunciates the lock release inputs. For configuration guidelines, see the
next section.

Annunciating Lock Releases Inputs

If the lock release input is configured to annunciate, C+CURE 9000 reports input activation and de-activation.
Annunciation of inputs has no impact on door actions or lock release operations.

To reduce message traffic, most configurations will choose to annunciate lock release inputs to test or troubleshoot
the system, but will not annunciate them for normal door operations.

C-CURE 9000 Hardware Configuration Guide Chapter 11 477

EFTA01226408



Canfiguring an Advanced Door

To Configure Lock Releases for the Sample Configuration

1. From the main menu, select Hardware>Cluster>Controller. Rightclick the iSTAR that includes lock release
components and then Edit from the context menu.

2. Select the tab that includes the 1/8 to be configured. This will vary, depending on the iSTAR model. In some
cases you will have to first select the ACM board and a Port.

The 1/8 boards are configured under the following Tabs:
m iSTAR Ultra - Boards > ACM 1 or 2> R5485 Port> ACM Ext > I/8 >Input
m iSTAR Pro - Boards > ACM 1 or 2> ACM Ext > /8 =Input
m iSTAR Edge - COM1 or COM2 or COM3 = 1/8 >Input
m iSTAR eX - COM1 or COM2 = /8 >Input
3. On the I/8 Editor, select an input and click Edit.
4. On the Input Editor, enter at least the following:
m Name - the name of the input
m Enabled - check box checked
m Armed - check box checked

m Send state changes to monitoring station - activated (includes sending to the journal) or deactivated,
according to the site requirements

m Send state changes to journal - Read only. Will be activated if Send state changes to Monitoring station is
true.

5. Click Save and Close. Repeat steps 3 to 5 to configure additional inputs.

Figure 188: /8 Inputs for Sample Door

6. Click Save and Close until you return to the main menu.

Configuring the Advanced Door

Configuring the Advanced Door involves adding door components using both the standard Door editor and the
Door Monitoring Tab editor.

]
To Configure the Advanced Door in the Sample Configuration:

1. From the Hardware Pane, right click on iSTAR to Configure>Door and select New. Or select an existing door in
the controller to edit.

2. On the iSTAR Door Editor, click the General Tab and enter at least the following;
m Door has RTE - the name of RTE input (if required by the door)
m Door switch monitor - the name of the side A DSM input
m Door latch relay - the name of the door latch relay output
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m Optional - Send non-alarm input status to the host. Similar to input annunciation, this will increase traffic
but it is a good mode to understand Advanced Doors.

3. Enter the Readers for the Inbound and Outbound reader fields.

4. Click Save and Close until you return to the main menu.

To configure the door in Figure 189 on Page 479, enter the name of the side A DSM and the door latch relay. The
sample door uses a read head instead of an RTE. However, doors that use one or more RTE devices must configure
the first RTE on the Door Editor.

Figure 189: Sample Door
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5. Select the Door Monitoring tab.

6. To add door components:
a. Select Add Input and pick the appropriate input to add to the Input list.

7. To specify component type:
a. In the Input list box, select an input.
b. Click on the Type field and use the drop-down list to select the component’s type.
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To configure components and types in Figure 190 on Page 480, add inputs for the key override, fire pull, A and B
side bond sensors, and B side DSM. Specify the component type for each of the corresponding inputs. This field

is required.
8. Click Save and Close.

Figure 190: Door Monitoring
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Understanding Timing

Time Delays

Use timing options to prevent false alerts caused by nearly simultaneous inputs to C+CURE 9000, and also to fine
tune timing to meet specialized door and site requirements.

In addition to the normal door de-bounce and grace times, on the Timing Tab, there are seven other timing tweaks
that are used to avoid race conditions. The Timers default to zero but it is good practice to set them all at 0.2 or 0.3,
and then adjust, as necessary. See Figure 191 on Page 481.

Since input changes cannot occur simultaneously, and if almost simultaneous may be read by our hardware in any
order, some input change time values are provided. This change time will be used whenever one of the inputs
changes, to allow the system to wait and see if any of the normally accompanying inputs is also going to change.

For example, every time the door is open (meaning the DSM input is active), the latch bolt or bond sensor input
should also be active. Therefore, every time the door opens, if the input is not already active, a timer will be started
with the value of the lock sensor change value. If the timer times out without the lock sensor input activating, then a
Lock Tamper alarm will be reported. Then when the door closes and locks, this time value will be the time we allow
the lock sensor input to change from active to secure before reporting Lock Unsecured.

Use the Timers box on the Configure Advanced Door Monitoring dialog box to fine tune timing delays for
Advanced Door components.

To Display the Configure Advanced Door Monitoring Dialog Box
m Select Door>Door Monitoring tab.

Figura 191: Timers

[ hmers
Crash Bar Change Time (110 seconds): [T
Bond Sensor Change Time (1110 seconds): [~
Latch Bott Change Time (1710 seconds): |3,—
Cam Sensor Change Time (110 seconds): h
DSM Side A Change Time (1710 seconds): |3,—
DSM Side B Change Time (1110 seconds): [T
RTE Change Time (1110 seconds): h

Kinds of Timing Options
C»CURE 9000 includes timing options that provide:
m Grace times - a wait period that prevents false alerts caused by door open, door unlock, and door bouncing
inputs.
m Change times - a wait period that defines the amount of time allowed for changes in input states. Change times

are used with timing values from other door inputs to define how long C*CURE 9000 waits before issuing lock
tamper or lock unsecure alarms.
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s Shunt /Delay Relock times - a wait period that defines the number of seconds the door can remain open before
relock or before an alert is sounded.

Grace Time Options

Table 116 on Page 482 describes grace time options.

Option

Table 116: Grace Timing Options

Description

Example

Unlock Grace Time

LK

DSM | ]

y__ -

|
|
=

Specifies the time that C-CURE 9000 waits for a
door apen signal after the door unlock timer has
axpired.

Prevents a false " door forced” message in
situations whara the signals are nearly
simultaneous.

Parsonnel who are granted card access delay
opening a door until unlack time is nearty expired,
tharaby causing nearly simultaneaous DSM and
unkack timer expiration inputs to C-CURE 9000.

If configured, C-CURE 9000 waits the number of
saconds you spacify for a door open input, thereby
preventing a false “door forced open” message.

Door Open Grace Time

Crshd

RTE

Specifies the time that C-CURE 9000 waits for
an RTE, card admit, ar mameantary unlock signal
after recaiving the signal from the DSM.

Pravents a fales " door forced opan” messags in
situations whare signals are nearhy
simultaneous.

For additional information, see Spacial Timing
Considerations on Page 484,

Parsonnel lean on a door release mechanisrm while
pressing the RTE switch, causing nearly
simultanecus door open and RTE inputs to
C+CURE 9000,

If configurad, C+CURE 9000 waits the numbsar of
seconds you spacify for the RTE, card admit, or
mamentary unleck signal, thereby preventing a
falea " door forced open” Messags.

Door Closa De-bounce Time

LR

DSM | |

Specifies the time that C-CURE 9000 ignores
DSM inputs, to allvw for bouncing doors.

Unintended door movement (bouncing ) can
activate a DSM input to C-CURE 9000 and cause
false "door forced open” messages.

If configured, the Door close de-boundce time aption
ignores DSM inputs for the time specified after the
door closes to allow for bouncing doors.

Change Time Options

C+CURE 9000 determines change time based on the door components you have configured (DSM, RTE, lock releases,
for example) and the door operation (card access, RTE access, door forced, for example).
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Change time is specified in units of 1/10 second. Enter 1 to specify 1/10 second, 5 to specify 5/10
(1/2) second and so forth.

Software House recommends that you set all change times to at least 5/10 second and make
adjustments only as necessary.

NOTE

Table 117 on Page 483 describes how change time options work for lock releases, lock sensors, and DSM and RTE
devices.

Table 117: Change Timing Options
[

Option Function Associated Inputs Activation Criteria
Crash bar Specifies the amount of time C-CURE C-CURE 9000 uses the crash bar Activated by the bond sensor, latch bolt,
change time 9000 allvws, after a crash bar state change time to determine changes to OF CAM SENSor.

change, for a lock sensor change corresponding:

+  Bond sensors
+ Latch bolis

+  Cam seansus

Bond sensor Spacifies the amaunt of time C«CURE C+CURE 9000 uses the graatest The bond sensor should be active if:
change time 9000 allvws for a bond sensor state value of the following:
change.

C+CURE 9000 uses this time, and the
time of the other door inputs, to
determine the wait before issuing a

= Doaorisopen
+  Door open grace time

+  Door close de-bounce time

+ Cragh bar change time

= Door latch relay is active
= Lock release input(s) are active

The bond sensor shoukd be inactive

“lock tamped” of “lock unsecura” alarm. + Bond sensor change time when:

+  RTE change tima = Latch relay is inactive, the door is
closed, and the lock release inputs
are inactive

Latch bolt Specifies the amount of time C-CURE C+CURE 9000 uses the greatest The latch bolt should be active if the
change time 000 alkvws for a latch bolt state value of the following: door is open.

change. «  Dooropen grace lime The lateh bolt shoukd be inactive if

C-CURE 9000 uses this time, along «  Door close de-bounce time + Dooris closed

with the time of the ather door inputs, to

determine the wait before issuing a + Cragh bar change time = Daoor latch relay is inactive

“lock tamper” or “lock unsacura” alarm. + Latch bolt change time +  Lock release inputs are inactive

+ RTE change time The latch bolt can be active or inactie if:

= Door latch relay is active
= Lock release input(s) are active

Cam sensor Specifies the amount of time C-CURE C+CURE 9000 uses the greatest The cam sensor shoukd be active if:
change time 000 alkvws for a cam sensor state value of the following:
change.

C+CURE 9000 uses this time, along
with the time of the ather door inputs, to
detarmine the wait bafore issuing a
“lock tamper” or “lock unsecurad”
alarm.

= Door latch relay is active

+ Crashbar change time » Lock release input(s) are active

+ Cam sensor change time The cam sensor shoukd be inactive if the

+  RTE change tima door latch relay is inactive and all keck
releases are inactive

C-CURE 9000 Hardware Configuration Guide Chapter 11 483

EFTA01226414



Understanding Timing

Table 117: Change Timing Options (continued)

Option Function Associated Inputs Activation Criteria
DSM sida A Specifies the amount of time C-CURE Additional DSM inputs on the same D&M change time is active when the first
change time 000 alkvws for a DSM state change. door side DSM ina group changes state, (DSMs
—ar- CoCURE 9000 uses this value to must be located on the same side of the
DSM sida B det.ern?inethewait period I:r&far&. daoor).
change time acthivating a DSM tamper for multiple

DSM devices on one side of the door.
RTE change Spaciies the amount of time C«CURE C+CURE 9000 uses the RTE change Activated by the bond sensor, latch bolt,
time 9000 alkws, bafore or after an RTE time to determine changes to OF CAIM SENS0T.

state change, for a lock sensor change. correspoending:

For additional information, see See +  Bond sensors

“Special Timing Consikderations” on + Latch bolis

page 484

« Cam sensors

Shunt Time Options

Table 118 on Page 484 describes options that control shunt time.

QOption

Table 118: Shunt Time Opticns

Description

Delay relock while door open after valid access

If access is valid, delays the relock of the door until the door cleses. This differs from
standard relock oparations whare relock occurs when tha:

+  Door opens.
+  Door opens and the relock delay expiras.

If the door is opan, the lock is enargized.
C»CURE 9000 sends an alarm when the shunt time expires.

Shunt door for full shunt time

Activates the shunt for the full time spacified.

If zelected with Delay relock while door open after valid access the lockis
enargized and the door unlocked for the full shunt time, regardiess of whaethar the door
is open or closed.

Special Timing Considerations

Sites that use an RTE motion detector angled over a door can cause CeCURE 9000 to report a valid RTE that is
caused by door motion, instead of a forced open alarm. This situation occurs because of a race condition in which
the RTE caused by forced motion on the door reports to C* CURE 9000 before the DSM, thereby causing C*CURE
9000 to execute a valid exit instead of a door forced alarm.

You can correct the situation by:

m Repositioning door hardware - adjust the position of any RTE motion detectors angled over doors. You should
also replace any slow DSM components that may be contributing to the problem.
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m Adjusting the timing of door components - use the RTE change time option to specify timing for incoming
traffic and also to change the function of the Door open grace time option.

The RTE change time option specifies the amount of time that C*CURE 9000 ignores RTE inputs after the door is
closed. Use this value to prevent false door forced reports caused by door components (slow bolts or sensors,
bouncing door, for example) for outgoing traffic.

The RTE change time option also changes the function of the Door open grace time option. If you specify a value for
RTE change time, the Door open grace time option now specifies the time C*CURE 9000 ignores RTE changes
before the door open occurs. This prevents RTE signals from the motion detector that are caused by door mechanics
rather than human access. If C+CURE 9000 sees an RTE on a closed door, and then sees the door open within the
period you specify, it cancels the RTE and issues a door forced alarm.
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Monitoring Door Activity

You can monitor Advanced Door activities using:

m Door, alarm, and show cause features on the Monitoring Station

m Journal reports from the Administration application

Using Monitoring Station Commands

To Display Information about Alarms, Alarm Causes, and Door Component Status

1.

2
3.
4

Select Doors from the Non-Hardware Pane on the Monitoring Station Explorer Bar.

Right click on a Door and select Door Monitoring,

Use Door Monitoring to Show Locked Causes and various Alarm States.

Door Monitor Inputs are also shown at the top of the Door Monitoring Editor. Right click on an input for further

context menu urpl'iurns.

Using Journal Reports

To Display Journal Messages about Advanced Doors

1.

2
3.
4

From the Administration application, select Options & Tools.

. Select Journal

Enter a range for Start date/time and End date/time.
Use the Journal Query Assistant to select:

m Object Changed State Message Type

m iSTAR Doors Object Type

m Door Name(s)

m You can also use Journal Triggers to get detailed information.
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Understanding Door Alarms

Alarms

This section describes how C*CURE 9000 manages alarm traffic and contradictory component reports that can
sometimes accompany Advanced Door configurations.

Door Open Alarm - this alarm occurs whenever the door opens without benefit of card or request to exit access, and
one of the lock release devices is active. This alarm indicates that some kind of emergency unlock is occurring. The
alarm message includes the name of the lock release device as the reason for the door open alarm. In the case that
none of the lock release devices is active, this is a normal door forced open alarm.

Lock Unsecured Alarm - this alarm occurs whenever a lock sensor is active when it should be inactive. This
indicates that the lock hardware failed to return to locked position after being unlocked by one of the lock release
devices or by regular door control. The alarm message includes the name of the lock sensor input that caused the
alarm.

Lock Tamper Alarm - this alarm occurs whenever one of the lock sensors is inactive when it should be active. This
is whenever one of the lock release devices is active or the door latch relay has been activated by the door or the
DSM indicates that the door is open. This may indicate that someone is tampering with the lock sensor while the
door is opening or that the lock hardware has failed. The alarm message includes the name of the lock sensor input
that caused the alarm.

DSM Tamper Alarm - this alarm is reported if multiple DSM inputs monitor the same door and one of them does
not become active when it should. The alarm message includes the name of the input that is not active.

New Activity / Journal Reports

MNew door activity reports will be added:
s Lock Tamper Alarm (reported with input name indicating which input caused the lock tamper alarm condition)
m Lock Unsecured Alarm (reported with input name indicating which input caused the lock unsecured alarm

condition)
s Door Open Alarm (reported with input name indicating which input caused the door open alarm condition)

m D5M Tamper Alarm (reported with input name indicating which input caused the DSM tamper alarm
condition)

Managing Message Traffic

To reduce the redundant door open, lock tamper, DSM tamper, and lock unsecured alarms generated by multiple
inputs on Advanced Doors, C+CURE 9000 reports Monitoring Station and journal activity only when the alarm
changes from an inactive to an active state. Additional inputs to the same alarm are not reported. C*CURE 9000 also
clears the alarm only when all inputs deactivate.

The example in Figure 192 on Page 489 shows the General Activity Monitor for a simplified door that includes two
bond sensor inputs and a DSM. The following actions occurred:

1. Door closed (no inputs inactive).

2. Card admitted, door open (DSM activates, bond sensor 1 activates as expected, bond sensor 2 does not activate).
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3. Door Lock unsecured reported (bond sensor 1).

4. Bond sensor 1 deactivates while the door is open, causing a second input to the lock tamper alarm.
C+CURE 9000 does not display an additional alarm report for bond sensor 2 on the General Activity window.

5. Door closed (DSM deactivates).
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Figure 192: Ganeral Activity Alarm Reports Example
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Understanding Door Alarms

Figure 193 on Page 491 shows the Monitoring Status for the example door activities. C*CURE 9000 reports the first
lock tamper (bond sensor 2) and does not clear the alarm. The second lock tamper (bond sensor 1) on the same door
does not display on the General Activity Monitor.

Figure 193: Genaral Activity Alarms Reports Example

E L5204 "047 4 AM ISTAR Docr door_Z2' 18 door forced
E 352004 04T 4 AM ISTAR Door ‘door_22 door lock tamper 157AR Irputd-Eond _Senaor_2 iSTAR Input3-Band _Sensor_1".

E 15204 "0:47:21 AM doorlock tamper Jeared on iSTAR Door ‘door_27
E N4 T0AT-4 AM iSTAR Do ‘door_X2 is door dosed

E S04 04724 AM ISTAR Doer ‘dos_XF daer lack unsacured slamm 15TAR Irputd-Band_Serser_2 STAR Input 3-Bore_Senier 17

E 352014 4833 AM doorlock unsecured alam cleaned o7 ISTAR Door ‘door_22.

Clearing Alarms

Advanced Door alarms may occasionally appear “stuck” because C+CURE 9000 waits for the input to change state
before clearing the alarm. This is to reduce unnecessary alarm traffic. If all inputs are functioning properly, you can
clear all door and input alarms by performing a normal door access cycle (opening and closing the door).

Door Triggers

In addition to the usual five Door Triggers:
m Admit Status - Admit, Reject, Noticed Admit, Noticed Reject, Duress
s Double Swipe Status - Locked, Unlocked
m Mode Status - Unlocked, Locked, No Access

s Open Status - Open, Closed
m Alarm State Status - Normal, Forced, Held Open

There are four additional Advanced Door Triggers shown in Figure 194 on Page 492,
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Figure 194: Advanced Door Triggars
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Privilege Modifications

iSTAR Door Permission list

m Enable Door forced alarms
m Disable Door forced alarms
m Enable Door held alarms

m Disable Door held alarms
m Enable RTE functions

m Disable RTE functions
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m Enable Lock Tamper alarms

m Disable Lock Tamper alarms

m Enable Lock Unsecured alarms

m Disable Lock Unsecured alarms

m Enable Door Open Tamper alarms
m Disable Door Open Tamper alarms
m Enable DSM Tamper alarms

m Disable DSM Tamper alarms

m Door Monitoring Details

Reports

A standard iSTAR Door Report can be used to list all of the Advanced Door components.
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Figure 195: iISTAR Door Report

C-CURE 00 report_door_mon

ISTAR DOOR

Advanced Door Monitoring Inputs

Input Name Link Type

ISTAR Inputd-STAR Ultra Bond Sensor
ACM1-gcm_new cont_10009¢c

ISTAR Input5-STAR Ultra Bond Sensor
ACM1-gecm_new_cont_10003¢

ISTAR Input1-STAR Ultra Latch bolt detector

ACM1-gcm_new _cont 10003¢

Advanced Door Monitoring Inputs

Input Name Link Type

ISTAR InputB-iSTAR Ultra Cam detection
ACM1-gcm_new cont_10009¢c

iISTAR Input9-iISTAR Ultra RTEZ2
ACM1-gcm_new cont_10009¢c

ISTAR Input18-i5TAR Ultra General lock release
ACM1-gcm_new cont_10009¢c

ISTAR Input17-iSTAR Ultra Fire alarm lock release

ACM1-gcm_new _cont_10003¢c

Advanced Door Monitoring Inputs

Input Name Link Type
iISTAR Input3-Crash_bar Crash bar lock release
iI5TAR Inputd-Bond_Sensor 2 Bond Sensor
ISTAR Input7-ed_cont_1 Bond Sensor
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Advanced Door Monitoring Details

If you have Advanced Door Monitoring, additional selections are displayed on the Door context menu from a
Dynamic View or a Monitoring Station Status List of Doors.

Each of these selections let you initiate a Manual Action to enable or disable the selected function.

See Viewing a List of Doors on Page 408 for more information about the context menu for Doors.

Advanced Door Monitoring has 7 Cause List type states, and 14 possible manual actions that may be associated

with these:
m RTE enable/disable,

m door forced alarm enable/ disable,

m door held open alarm enable/disable,

m door open alarm enable/disable,

m lock tamper alarm enable/disable,

m lock unsecured alarm enable/ disable,

m DSM tamper alarm enable/disable.

Enter the Door Monitoring Status screen for iSTAR doors by right clicking on the Door and selecting Door
Monitoring from the context menu. You can also execute the Manual Actions listed above, from this context menu.

Figure 196: Door Context Menu

Find in Audit Log. ..

Find in Journal. ..

Lock...
Unlock. ..
Momentary Unlodk

Show Locked Causes

(" Enable RTE functions... A
Disable RTE Functions...
Enable Door Forced Alarms ...
Disable Door Forced Alarms. ..
Enable Door Held Cpen Alarms...
Disable Door Held Open Alarms ...
Enable Lock Tamper Alarms ...
Disable Lock Tamper Alarms ...
Enable Lodk Unsecured Alarms...

Disable Lodk Unsecured Alarms...
y,

I Door Monitoring |

See Door Monitoring Screen on Page 496 for more information about the Door Monitoring screen.
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Door Monitoring Screen

The Door Monitoring screen shows all inputs monitored by a door, their state, and any door alarm condition derived
from them as well as the Cause Lists.

The upper dynamic view displays Door Monitoring Inputs status. The bottom part displays cause lists and all
‘cause list’ standard functionality is available (right mouse click on selected row will activate "Details / Cancel"
context menu).

Figure 197 on Page 496 shows an example of the Door Monitoring Screen.

Table 119 on Page 497 provides definitions for the fields and selections on the screen.

Also see Table 114 on Page 465 for an explanation of the Alarms.

Figure 197: Door Monitoring Screen

B Doors Monitoring Screen for door_22 .-JEIEI

vews - e 2 [ B V 2 Count: &

Dirag colurmins ko group by here
i Hame [ Input Type [ Armed sizius | Active Status ]
ISTAR Input3-Crash_bar Crash bar lock release Armed Active
ISTAR Inputd-Bond_Semsor_2 Bond Semsor BArmesd Inactive
ISTAR Input7- Bond Sensor Birmesd Mrtive
|| | ed_comt_1_bond_sersor
iSTAR Input-ed_cont_1 Door switch monitor (side E) Armad Inactive
ISTAR Input-ed_cont_1 ATEZ Armed Inactive
1ISTAR Input1- Board1_Key_Owvemnde  Key overnde swrich lock release Birmesd Inactive
r B
Cause Selection |Lgcked State B
S 80/ Enabled (IN)
RTE Funciions
Cumnoor Forced Alarms
C5M Tamper Alanms
Caor Held Alarms
Lisck Tamper Alarse
Cause Lok Linsecured Alarms Priarky
secune_772 Door Open Alarms 75 Lock I
ulock_J2 Unock: Dieor 31072004 12:00:41 PM 75
locke_22 Lock Door 302004 11:55:25 AM 5 Linkock I
twood Urlock: Digsar 371020714 11:58:51 AM 75
Defauk state Locked Momentary Unlock I
&

The availability of manual actions depends on input assignments. The rules to show/hide manual action on the
Door Monitoring Screen and show /hide executors on iSTAR Door Dynamic Views are:

m If there is an RTE input then show Enable/Disable RTE;

m If there is a DSM input then show Enable/Disable Door Forced Alarms, Enable/Disable Door Held alarms, if
there is also any DSM side A inputs, then Enable/Disable DSM Tamper

m If there is a Bond Sensor input then show Enable/Disable Lock Tamper alarms, Enable/Disable Lock unsecured
alarms;
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m If there is a Latch Bolt Detector input then show Enable/Disable Lock Tamper alarms, Enable/ Disable Lock

unsecured alarms;

m If there is a CAM detection input then show Enable/Disable Lock Tamper alarms, Enable/ Disable Lock

unsecured alarms;

m If there is a DSM Side A input then show Enable/ Disable Door Forced Alarms, Enable/ Disable Door Held
alarms, if there is also a main DSM, or another DSM side A, then Enable/Disable DSM Tamper;

m If there is a DSM Side B input then show Enable/Disable Door Forced Alarms, Enable/Disable Door Held
alarms, if there is more than one DSM side B, then Enable/Disable DSM Tamper;

m If there is an RTE2 input then show Enable/Disable RTE.

Tabla 119: Doors Manitering Screen Definitions

Field/Button

Description

25 Refresh Al

Click this button to refresh the values of all Inputs on the screen.

Yiews = [% N i m

This toolbar lets you perferm Dynamic View functions on the list of Door Inputs, such as filtering, printing, and
switching to Card View.

Marme This column displays the name of the Input.

Input type This column displays the function that the Input serves in Door Monitoring.

Armed Status This column displays the Armed Status of the Input. Inputs associated with Doors are automatically Armed and
are reported as unknown.

Active Status This column displays the Active Status of tha Input.

Cause Selaction This drop-down list kets you choose the Cause type to display in the Status Infermation and Cause List section of

the screan.

Status Information

This read-only field displays the current state of the selected Input.

Cause This read-anly field displays the Cause State for the Input.

Action This read-only field displays the Lock and Unlock actions that are in effect on the door.
DataTime This read-anly field displays the Date and Time the cause occurmad.

Priarity This read-only field displays the Event Priority of the causa.

Lock Click this butten to initiate a manual actien to kock the Door.

Unilack Click this button to initiate a manual action to unbock the Door for a defined period.

Momentary Unlock

Click this button to mamentarily unkock the Door for the Door Unlock period (usually 5 seconds).

Enable

The Enable bution changes to match the selected Cause Selection in the drop-down list. Click this bution to
anable the selected Cause type.

Example:
If the Cause Salection i Door Forced Alarms, then the button reads Enable Door Forced Alarms.
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Table 119: Doars Monitoring Screen Definitions (continuad)
. ____________________________________________________________________________________________________________________________________________|

Field/Button Description

Dizabla The Disable button changes to match the selected Cause Selection in the drop-down list. Click this button to
disable the selected Cause typa.

Example:

If the Cause Selection is Deor Forced Alarms, then the button reads Disable Deor Forced Alarms.
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Configuring Elevators

This chapter explains how to configure elevators in C+CURE 92000.

In this chapter

Elevator Configuration Overview . 500
Elewvator Tasbs 501
e ] I LA e o 505
APC Elevabons 519
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Elevator Configuration Overview

Access to floors is managed through Elevator control. Elevators are similar to doors, but have many exit points
which are determined by the floor objects. Floors are created independently from controllers, and are integrated into
Elevators through the definition of elevator buttons (see Creating a Floor on Page 399). Elevator control requires
readers, inputs, outputs, and Personnel Clearances.

A reader is used to control access to the elevator by authenticating cardholders.

A cardholder is given access to an elevator by assigning a Personnel Clearance that includes the Elevator to the

cardholder.

Outputs are used to control the elevator buttons. When the Output is energized, the button for a floor in the Elevator
becomes available for use.

Inputs can be configured to determine at which floor the cardholder exited. When the Elevator door opens at a Floor,
an Input state change indicates that the door has opened.

Elevators or elevator groups are configured through the use of buttons that represent floors with inputs and outputs.
You can then add elevators to clearances that are used to control which cardholders can access the elevators and
floors and at what Himes.

You can configure Elevators for iSTAR and apC controllers.
m iSTAR Elevators on Page 505
m apC Elevators on Page 519

Elevators are associated with the time zone that is used by the elevator's inputs, outputs, and readers.

NOTE
Elevator controls and Clearances for Elevators have not been evaluated by UL, and cannot be used in
NOTE . o ;
UL Listed applications.
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Elevator Tasks

You can perform the following general tasks to configure iSTAR and apC Elevators.
m Creating an Elevator on Page 501
m Creating an Elevator Template on Page 501
m Deleting an Elevator on Page 502
m Modifying an Elevator on Page 502
m Viewing a List of Elevators on Page 502
m Using Set Property for Elevators on Page 503
m Adding Elevators to a Group on Page 503

Creating an Elevator

You can create a new Elevator,

To Create an Elevator
1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select Elevator from the Hardware pane drop-down list.

3. Rightclick the Elevator folder and select New to create a new Elevator. The Elevator Editor opens and you can
configure the Elevator.

4. Type an identification for the Elevator in the Name and Description entry fields.

5. To save your new Elevator, click Save and Close.

Alternatively, if you want to save the Elevator and then create a new one, click Save and New. The current
Elevator is saved and closed, but the Elevator Editor remains open to allow you to create a new Elevator.

Creating an Elevator Template

You can create a new template for an Elevator. An Elevator template saves you time because you specify some of the
Elevator configuration settings in the Template. When you use the Template to create new Elevators, you do not have
to enter those configuration settings again.

]
To Create an Elevator Template

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Select Elevator from the Hardware pane drop-down list.
Click the drop-down arrow next to New and select New Template.

The Elevator Template opens and you can configure the Elevator template.

n o W

To save your new Elevator Template, click Save and Close.

The new Elevator template appears under —Templates in the New Template drop-down list.
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L]
To Create an Elevator from an Elevator Template

1.
2.
3.

In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.

Select Elevator from the Hardware pane drop-down list.

Click the drop-down arrow next to New and click a Template name from the list under —Templates. The

Elevator editor opens.
Configure the Elevator.

To save yvour new Elevator, click Save and Close.

Deleting an Elevator

You can delete an existing Elevator.

To Delete an Elevator

1.
2.

In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Select Elevator from the Hardware pane drop-down list.

Click & - to open a Dynamic View showing all Elevator objects.

Right-click the Elevator in the list that you want to delete and select Delete from the context menu.

Click Yes on the “ Are you sure you want to delete the selected Elevator?” message box.

Modifying an Elevator

You can edit an Elevator to medify its buttons (Floors and Outputs) and state images.

To Edit an Elevator

1.
2.

In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
Select Elevator from the Hardware pane drop-down list.

Click & - to open a Dynamic View showing all Elevator objects.

Double-click the Elevator in the list that vou want to modify, or right-click and select Edit from the context menu.

The Elevator Editor opens.

Viewing a List of Elevators

You can a open Dynamic View |isting your Elevators.

To View a List of Elevators

1.

In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.

2. Select Elevator from the Hardware pane drop-down list.
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3. Click &4 - to open a Dynamic View showing all Elevator objects.

You can right-click the column header to add columns — Enabled, Controller, Comm Status, and so

NOTE . ..

If you right<click a row in the Elevator Dynamic View, a context menu is displayed. This menu contains a number of
standard selections, as well as selections that are specific for elevators.

See Using the Object List Context Menu in the Ce CLURE 9000 Gefting Started Guide for more information about the
object context menu.

Using Set Property for Elevators

You can use Set Property to set properties for Elevators to quickly set a property for an Elevator without opening an
Elevator. You can select multiple Elevators in a Dynamic View list, and right-click to use Set Property to set a
specific property for all of them.

Example:

To change the setting for Send to Monitoring Station for 10 specific Elevators, display a Dynamic View of
Elevators (see Viewing a List of Elevators on Page 502), the use multiple selection (typically SHIFT+LEFT-CLICK
to select a range or CTRL+LEFT-CLICK to select multiple items) to select the 10 Elevators, then right-click to
display the context menu. Choose Set Property from the context menu, then click [ ] to see a list of Elevator
properties. Select Send to Monitoring Station, then select [] or for the Value setting. When you click OK the
property will be set for these elevators.

To Set a Property for an Elevator

1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select Elevator from the Hardware pane drop-down list.

3. Click to open a Dynamic View showing all Elevator objects.

4. Right-click the Elevator in the list that you want to set the property for and select Set Property from the context
menu.

5. Specify the property for the Elevator. Click [..] to choose from a list of properties.
6. Enter the Value for the property and click OK.

Adding Elevators to a Group

You can use Add To Group for Elevators to add one or more Elevators to a group.

To Add Elevators To Group
1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.
2. Select Elevator from the Hardware pane drop-down list.

3. Click to open a Dynamic View showing all Elevator objects.
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Right-click the Elevator in the list that you want to add to the group and select Add To Group from the context
menu.

5. Select a Group from the list that appears.

6. Click OK to confirm that the Elevators were added to the Group. Alternatively, you can click:
* Print to print the message.
* Email to send the message to the email address you have configured in the Customer Support section of the
C+CURE 9000 System Variables.
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iSTAR Elevators

A cluster of iISTAR controllers can be used to manage elevator access. A cluster consists of a system of one or more
iSTAR controllers which determine communications between individual controllers. Each cluster is configured for
either iSTAR Classic/Pro or iSTAR eX controllers. For more information see Configuring iSTAR Clusters on Page 87.

Elevator controls have not been evaluated by UL.
NOTE g

After configuring the parent objects, iSTAR Clusters and Controllers, iSTAR Elevators require floors, iSTAR Readers,
Inputs, Outputs and Doors. The iSTAR Inputs are used to determine at which floor the cardholder exited and the
iSTAR Qutputs are used to control the elevator buttons, which are set in the Buttons tab. These dependent objects
must be set up before you can configure an iSTAR Elevator. For more information, see the references listed below.

1. Cluster and Controller - for more information see:
m iSTAR Cluster Editor on Page 91
m iSTAR Controller Editor on Page 137

2. Floor - for more information see:
m Floors Overview on Page 396

m Configuring a Floor for an iSTAR Elevator on Page 505
3. Boards with Readers, Inputs, Outputs - for more information see:
m iSTAR Controller Boards Tab (iSTAR Classic/Pro) on Page 156
m iS5TAR eX and iSTAR Edge Configuration Summary on Page 121
Once these parent and dependent objects are created, you can continue the elevator configuration process:
1. Elevator name (for more information see iSTAR Elevator General Tab on Page 506).
2. Elevator Buttons (for more information see iSTAR Elevator Buttons Tab on Page 510).
3. Elevator Triggers (see iSTAR Elevator Triggers Tab on Page 512
4. Groups tab (see Groups Tab for Hardware Devices on Page 28).

Configuring a Floor for an iSTAR Elevator

You may create new floors or configure existing floors using the Floor folder displayed in the Hardware tree. After
you create the iSTAR cluster and controller(s), you can configure inputs, outputs, readers, elevators, and buttons and
associate the these objects with specific floors or elevators for access by authorized cardholders. For more information
see Using the Hardware Pane on Page 20.

When you add a floor to a group, the Groups tab will be displayed with the Floor - General tab.

Configuring a Floor for an iSTAR Elevator

1. From the default Floor directory of the Hardware tree, create a new floor, or edit the name or description of an
existing floor.

2. Highlight the Floor folder, rightclick, and select New. A Floor dialog box opens.

3. Enter a Name and Description for the new floor and click the Enabled box if you want to set the floor online.
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Figura 198: Floor Dialog Box - General Tab
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4. Click Save and Close. The new floor name displays below the Floors folder in the Hardware tree.

Continue this creation process until your facility’s floors, which you want to access via an elevator, have been
assigned to a C+CURE 9000 Floor object.

The next task that must be completed before you can configure an iSTAR Elevator is to complete the
configuration of an iSTAR Cluster, Controller(s), Readers, Inputs, Outputs and Doors. For more information, see
the references listed above.

iSTAR Elevator General Tab

You can access the Elevator editor from a configured iSTAR Elevator object in the C=CURE 9000 Hardware pane. See
iSTAR Elevator General Tab Definitions on Page 514 for descriptions of the fields on this tab.

.|
To Access the iISTAR Elevator Editor

1. In the C+CURE 9000 Navigation Pane of the Administration Workstation, click Hardware to open the Hardware

pane.
2. Click the iSTAR Controller drop-down list and select Elevator.
3. Right-click the Elevator listing and click New or New Template.
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4. If you have configured Elevators, double-click the Elevator listing for the selected controller to open a Dynamic
View showing all existing Elevator objects (see Figure 199 on Page 507).

5. Double<lick the Elevator in the list that you want to edit, and the Elevator - General tab opens, shown in Figure
200 on Page 508,

Figure 199: Hardware Pane Elevator Salaction
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To Configure Elevators
1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.

2. Right-click the Elevators folder in the Hardware tree and select New to create a new Elevator. The Elevator -
General tab, shown in Figure 200 on Page 508 opens.

3. Enter a Name and description (for example, its location or function) for the elevator.

4. Select Enabled to put the Elevator online once you click Save and Close.
The iSTAR Controller is displayed within the Location box.
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Figure 200: iSTAR Elevator Ganeral Tab - Reader Salection
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Click 1:] to select a Reader in the Location area. The Reader list shown in the Reader browser is restricted to
unassigned readers on the parent Controller.

Choose an Elevator Floor Selection Mode for the elevator from the listed options. The possible choices include:

* No Input

* Single Input
* Multiple Inputs

If you choose the Single Input option, click the browse [.[] button to select an Input from the Input browser (see

Figure 201 on Page 509).
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Figure 201: iSTAR Elevator General Tab - Input Selection

%. Enter a Button Activation Time in seconds.

Figure 202: iSTAR Elevator General Tab - Completed

9. Navigate to the Buttons tab or click Save and Close.
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iSTAR Elevator Buttons Tab

Elevator Buttonscan be created in the Elevator Buttons tab to specify which floors, inputs, and outputs are connected
to elevator buttons. See iSTAR Elevator Buttons Tab Definitions on Page 515 for more definitions of the Buttons tab.

To Configure Elevator Buttons for Floor Access

1. From the Elevator dialog box, click the Buttons tab. The Elevator dialog box - Buttons tab opens, shown in Figure

203 on Page 510.

Click Add to create a row under the Floors and Outputs columns.

Click within the Floors column to display the browse [ ] button and select a Floor from the Floor browser,

shown in Figure 203 on Page 510, that you want to associate with the iSTAR Elevator.

Figure 203: iISTAR Elevator Buttons Tab - Floor Salaction
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4. Click within the Outputs column to display 1:| and select an Output from the Outputs browser, shown in
Figure 204 on Page 511, that you want to associate with the iSTAR Elevator.

510 Chapter 12

C-CURE 9000 Hardware Configuration Guide

EFTA01226441



ISTAR Elevators

Figure 204: iISTAR Elevator Buttons Tab - Output Salection
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5. Continue to add Floors and Outputs until you have finished creating Elevator Buttons for each floor that you
want to manage with the iSTAR Elevator.

6. Mavigate to the Status tab or click Save and Close.

iSTAR Elevator Status Tab

The Elevator Status tab (see Figure 205 on Page 512) provides a read-only listing of critical information about the
operational status of the selected Elevator including:

s Communication Status - displays the values Normal or Comm Fail.
m Tamper Status - displays the values True or False.

m Admit Status - displays the values Admit or Reject.

See iSTAR Elevator Status Tab Definitions on Page 516 for descriptions of the fields on this tab.
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Figure 205: iSTAR Elevator Status Tab

Navigate to the Triggers tab or click Save and Close.

iISTAR Elevator Triggers Tab

You can create Triggers for iSTAR Elevators using the iSTAR Elevators Triggers tab. A Trigger executes a specified
Action when a particular predefined condition occurs. When a Trigger is defined, the Actions available depend on
the property selected (see Figure 206 on Page 513).

See Triggers Tab for iSTAR Devices on Page 270 for information on creating Triggers for an iSTAR device.

See iSTAR Elevator Triggers Tab Definitions on Page 516 for descriptions of the fields on this tab.
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Figure 206: iSTAR Elevator Triggers Tab - Completed
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iSTAR Elevator State Images Tab

The iSTAR Elevator State Images tab provides a means to change the default images used to indicate controller
states (see Figure 207 on Page 514). These images appear on the Monitoring Station and change according to the

state of the object that they represent.

To Change an Elevator State Image
1. Double<lick the existing image.

A Windows Open dialog box appears allowing you to browse for a folder in which you have placed

TE'FI‘IEL'EITIEI'I[ II'I'IEE{'_'S

2. When you locate the replacement image, select it to add it to the image listing,

3. To restore the default image, right<lick on the new image and select Restore Default.
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4. Click Save and Close to finish the iSTAR Elevator configuration and eturn to the Hardware Pane.

Figure 207: iISTARElvator State Images Tab
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iSTAR Elevator Definitions

The tables in the following sections provide definitions for the iSTAR Elevator editor tabs.

m iSTAR Elevator General Tab Definitions on Page 514

m iSTAR Elevator Buttons Tab Definitions on Page 515

m iSTAR Elevator Status Tab Definitions on Page 516

m iSTAR Elevator Triggers Tab Definitions on Page 516

m iSTAR Elevator Triggers Properties on Page 517

m iSTAR Elevator Triggers Actions on Page 517

m iSTAR Elevator State Images Definitions on Page 517

iSTAR Elevator General Tab Definitions

iISTAR Elevator General Tab Definitions

Field/Button |I'.‘|as=riptinn

Identification
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iISTAR Elevator General Tab Definitions (continued )

Field/Button Description

Elevator Mame Enter a unique name for this elevator.

Description Enter a brief description for this elevator.

Maintenance Click to put the alevator inte Maintenance Made. Ses Chapter 2! Maintenance Maode for more infarmation.
Mode

Enabled Selact this check box to put the elevator onling. For an elevator to be put online, it must selected.
Location

Controllar The parent contraller is displayad in this read-only field.

Reader Click | - | 10 select a Reader from the Reader browser.

Floor Selection

Mode

Mo Input Click on Mo Input to indicate that no inputs are connected to the elevator buttons. Howewer, the system cannot tell if a person
presses a floor button after being granted access.

Single Input Click an Single Input to indicate that one input is connected to all buttons on this alevator.
Click | -+ |and salectan Input from the Input list that displays.
When a parson presses an alevator button, the system detects an alevatar buttan has bean prassed, but cannot determing
which button.

Multiple Inputs Click an Multiphe Inputs toindicate that multiple inputs are associated with this elevator. Each elevator button will be connected
to a different input. Select the inputs by clicking Elevator Buttons to open the Elevator Buttons dialog box.
When a parson presses an elevator button, the system determines which button the person prassed.

Button Activation Time

Buttan Enter the interval at which the Elevator butten activates.

Activation Time

(seconds)

iSTAR Elevator Buttons Tab Definitions

Field

Table 120: ISTAR Elevator Buttons Tab Definitions

Description

Elevator Butt

on Components

Add

Figlds are added to Elevator Buttan Components by clicking Add, which adds an empty row to the grid.

Remove

]

Click the row selector , then click Remowve to delete a trigger.
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Table 120: iSTAR Elevator Buttans Tab Definitions (continued )

Field Description

Floors This displays a list of available floors for the alevator. Use Add to add a floor to the list and click [_] to display the Floor salection
browser.

Qutputs Thisdisplays a list of available Outputs for the elevator. Click [_] to sedect an Cutput fram the Output selaction browser.

iSTAR Elevator Status Tab Definitions

Table 121: ISTAR Elevator Status Tab Definitions
|

Field/Button Description

Communication Status Unknown, Normal, Comm Fail

Tamper Status True, Falsa

Admit Status

Unknown, Admit, Reject

iSTAR Elevator Triggers Tab Definitions

Table 122: ISTAR Elevator Triggers Tab Definitions

Field Description

Add Fields are added to Elevator Button Components by clicking Add, which adds an empty row to the grid.

Remove | ok the row selector . * | then click Remova to delete a trigger.

Property Click within tha Proparty column to display hrawse[;] buttan. When yvou click this buttan, the Proparty browsar opans, presanting
proparties available for the controdier. Click a Property 1o select it and add it to the column.

Value Click within the Walue column to display a drop-down list of Values associated with the Property that you have selected. Clickon a
Walue that you want to include as a parameter for the trigger to add it to the calumn.

Action Click within tha Action colurmn to display a drop-down list of valid actions. Click on an Action that vou want to include as a paramaetar for
the trigger to add it to the columin.
When a Trigger is added, an Action miust be configured in the Action column. This is the Action that will secur when the abject's
selacted Proparty receives the salected Value. As the Action is selacted, the lower pane in the Triggers box will show a corresponding
entry field, or group of entry fields, specific to the salected Action. Click the browse [_] button to select entries for these fiekds. Once
the field {or group of fields) is completed, the Details column will show information about how the Action was configurad.

Details The Details column displays information about how the Action was configured. This field is read-only.

Schedule | Click within the Schedule column, then cick | --- | 1o select a Schedule that you want to associate with the trigger. Schedules are
created in the Configuration Pana.
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iSTAR Elevator Triggers Properties

Table 123: ISTAR Elevator Triggers Properties

Property Description
Admit Status For any one of the Admit Status values (see the Value column drop-down list) you can choose one of the following Actions to
Valugs ara’ create a Trigger:
- Admit Activate Event - When this status occurs and the Schedule is Active (you can choose any Schedula).
- Reject Activate Event Outside Schedula — Anevent is activated when this status occurs while the Schedule is Inactive | choosa
any Schadule).
- Duress

Activate Output —'When this status occurs (only works with the Always Schedule).

- Noticed ) .
Addrmit Only these threa Actions are supportad for Admit Status.
- Noticed
Reject
Comm Status 1. Choose avalue for the Property from the Value column.
“alues are: 2. Salect an Action from the Action drop-down list:
= Normal Seae Table 124 on Page 517.
- Caomm For example, if you chose Comm Faill as a Comm State Status for which you want to define an action, you could then select
Fail Activate Event if yvou wanted to send a command to a CCTV Switch, then in Details, salect theEvent that vou wantad to
activate when a Comm Fall status cccurs.
Tamper
Status
“alues are:

V]

iSTAR Elevator Triggers Actions

Table 124: ISTAR Elevators Triggers Actions

Action Description

Activate Event Selact an Event o activate when this status ocours.

Activate Event Outside Schadule Select an Event to activate when this status accurs while the Schadule is inactive.

Activate Output Selact an Output to activate whan thie status accurs. Must uga the Always Schadula.

iISTAR Elevator State Images Definitions

iISTAR Elevator State Images Tab Definitions

Field/Button Description

Unknown m
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Fie ld/Button Description
e n
Caomm Fail m
Tamparad =

m
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apC Elevators

This section illustrates the configuration process for the apC - controlled elevator. The advanced processing
Controller (apC), apC/8X, and apC/L are access control field panels that coordinate communication between the
CsCURE 9000 server and the system security hardware.

Elevator controls have not been evaluated by UL.

NOTE
The apC and apC/L Controllers have not been evaluated by UL.

The apC Elevator editor includes the following tabs:
m General
m Buttons
m Groups (this tab appears once you have created an Elevator Group)

m State Images

The function of these tabs is covered in the description of configuring the apC Elevator in the following sections. To
configure an elevator controlled by a reader on an apC panel, you must first create and configure the following
objects:

1. Floor (for more information see Floors Overview on Page 396)

2. apC panel(s) {for more information see apC Panel Overview on Page 296)

3. Readers, Inputs, Qutputs

Once these parent and dependent objects are created, you can continue the elevator configuration process:
1. Elevator name (for more information see apC Elevator General Tab on Page 520)

2. Elevator Buttons (for more information see apC Elevator Buttons Tab on Page 522)

3. Personnel Clearance for cardholders who will use the Elevator (for more information see the CoCURE 90N
Personnel Configuration Guide).

4. Groups tab (see Groups Tab for Hardware Devices on Page 28).

Configuring a Floor for an apC Elevator

You may create new floors or configure existing floors using the Floor folder displayed in the hardware tree. After

you create the apC panel, you can configure outputs, readers, elevators, and buttons and associate the these objects
with specific floors or elevators for access by authorized cardholders. When you create a Floor group, a Group tab

will appear with the Floor General tab. For more information see Floors Overview on Page 396,

]
Configuring a Floor for an apC Elevator

1. From the default Floor directory of the Hardware tree, create a new floor, or edit the name or description of an
existing floor.

a. Highlight the Floor folder, right<click and select New. A Floor dialog box opens.

b. Enter a Name and Description for the new floor and click the Enabled box if you want to set the floor online.
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Figure 208: Floor Editor Genaral Tab
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2. Click Save and Close. The new floor name displays below the Floors folder in the Hardware tree.

Continue this creation process until your facility’s floors, which you want to access via an elevator, have been

assigned to a C*CURE 9000 Floor object.

apC Elevator General Tab

You can access the Elevator editor from a configured apC Elevator object in the C+CURE 9000 Hardware pane.

To Access the apC Elevator Editor

1. In the C+*CURE 9000 Navigation Pane of the Administration Workstation, click Hardware to open the Hardware
pane.

2. Click the apC Controller drop-down list and select Elevator.
3. Rightlick the Elevator listing and click New or New Template.

4. 1f you have configured Elevators, double<lick the Elevator listing for the selected controller to open a Dynamic
View showing all existing Elevator objects (see Figure 209 on Page 521).

5. Double<lick the Elevator in the list that you want to edit, and the Elevator General tab opens, shown in Figure
210 on Page 522,
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To Configure Elevators
1. In the Navigation Pane of the Administration Workstation, click Hardware to open the Hardware pane.

2.

Figure 209: Hardware Pane apC Elevator Selection
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Enter a Name and description (for example, its location or function) for the elevator.

Select Enabled to put the Elevator online once vou click Save and Close.
The apC panel name is displayed within the Location box.

Chapter 12

Right-click the Elevators folder in the Hardware tree and select New to create a new Elevator. The Elevator -

General tab, shown in Figure 210 on Page 522 opens.
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Figure 210: apC Elevator General Tab
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5. Click [.J] to select a Reader in the Location area. The Reader list shown in the Reader browser is restricted to
unassigned readers on the parent Controller.

6. Choose an Elevator Floor Selection Mode for the elevator from the listed options. The possible choices include:
* No Input
* Single Input
+ Multiple Inputs

7. If you choose the Single Input option, click the browse [ ] button to select an Input from the Input browser.

8. Enter a Button Activation Time in seconds.

9. Mavigate to the Buttons tab or click Save and Close.

apC Elevator Buttons Tab

Elevator Buttons can be created in the Elevator Buttons tab to specify which floors, inputs, and outputs are connected
to elevator buttons.

To Configure Elevator Buttons for Floor Access

1. From the Elevator editor, click the Buttons tab. The Elevator Buttons tab opens, shown in Figure 211 on Page 523.

2. Click the Add button to create a row under the Floors and Outputs columns.
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3. Click within the Floors column to display [...] and select a Floor from the Floor browser, shown in Figure 211 on
PPage 523, that you want to associate with the apC Elevator.

Figure 211: apC Elevator Buttons Tab Floor Selection
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4. Click within the Outputs column to display G and select an Output from the Outputs browser, shown in
Figure 212 on Page 524, that you want to associate with the apC Elevator.
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Figure 212: apC Elevator Buttons Tab Output Selection
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5. Continue to add Floors and Outputs until you have finished creating Elevator Buttons for each floor that you
want to manage with the apC Elevator.

6. Mavigate to the Status tab or click Save and Close.

apC Elevator Status Tab
The Elevator Status tab (see Figure 213 on Page 525) provides a read-only listing of critical information about the
operational status of the selected Elevator including;

s Communication Status - displays the values Normal or Comm Fail.

m Tamper Status - displays the values True or False.

m Admit Status - displays the values Admit or Reject.
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Figure 213: apC Elevator Status Tab
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Mavigate to the Triggers tab or click Save and Close.

apC Elevator Triggers Tab

You can create Triggers for apC Elevators using the apC Elevators Triggers tab. A Trigger executes a specified Action
when a particular predefined condition occurs. When a Trigger is defined, the Actions available depend on the

property selected

See the following for information on apC Triggers:
m Triggers Tab for apC Devices on Page 369.
m Defining a Trigger for an apC Device on Page 370.
m Removing a Trigger on Page 272,

You can click Save and Close after configuring apC Elevator triggers, or navigate to the Status tab.

apC Elevator State Images Tab

The apC Elevator State Images tab provides a means to change the default images used to indicate controller states
(see Figure 214 on Page 526). These images appear on the Monitoring Station and change according to the state of
the object that they represent.

To Change an Image

1. Double<lick the existing image.
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A Windows Open dialog box appears allowing you to browse for a folder in which you have placed

TEFIEEEI'I'IE'I'I[ |magﬂ*i

2. When you locate the replacement image, select it to add it to the image listing,

3. To restore the default image, rightclick on the new image and select Restore Default.
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Figure 214: apC Elevator - State Images Tab
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4. Click Save and Close to finish the apC Elevator configuration and return to the Hardware Pane.

apC Elevator Definitions

Table 125 on Page 526 through Table 129 on Page 528 provide details about the fields and buttons on the General
tab, Buttons tab, Status tab, Triggers tab, and State Images tab of the apC Elevator dialog box.

apC Elevator General Tab Definitions

Table 125: apC Elevator Genaeral Tab Definitions

Field/Button Description
Identification
Elevatar Marme Enter a unique name for this elevator.
Description Enter a brief description for this elevator.
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apC Elevator Ganeral Tab Definitions (continued)

Field/Button Description

Enabled Selact this check box to put the elevator onling. For an elevator to be put onling, it must selected.

Maintenance Mode Click to put the apC Elevator into Maintenance Mode. See Chapter 2: Maintenance Maode for more information.

Partition This read-only label shows what partition the elevator isin. If the system is not partitioned, the labelindicates that the
elavator iz in the “Default” partition.

Location

Controllar The parent contraller is displayed in this read-only fiekd.

Reader Click [ ... | to select a Reader from the Reader browser.

Floor Selection Mode

Nao Input Selact thiz option whan no inputs are neaded for the apC Elevator.

Single Input Click [_] to select an Input from the Input browser.

Multiple Inputs Selact this option whan mare than ane input is neaded for the apC Elevator.

Button Activation Time

(seconds)

Button Activation Time

Enter the interval at which the apC Elevator button activates.

apC Elevator Status Tab Definitions

Table 126: apC Elevator Status Tab Definitions
= ]

Elevator Status Property | Values

Communication Status Unknown, Mormal, Comm Fail

Tamper Status True, False

Admit Status Unknown, Admit, Reject

apC Elevator Triggers Definitions

Table 127: apC Elevator Triggers Tab Dafinitions

Field Description
Add Fields are added to Elevator Button Components by clicking Add , which adds an empty row to the grid.
Removs Click the row selector . * | then click Remove to delete a trigger.
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Table 127: apC Elevator Triggers Tab Definitions (continued)

Field Description

Proparty Click within the Proparty column to display a [_] buttan. When you click this buttan, the Proparty browsar opens, presanting
properties available for the controdier. Click a Property 1o select it and add it to the column.

Valua Click within tha Value column to display a drop-down list of Values associated with the Property that you have selected. Clickan a
Walue that you want to include as a parameter for the trigger to add it to the column.

Action Click within the Action colurmn to display a drop-down list of valid actions. Click on an Action that vou want to include as a parametar for
the trigger to add it to the columin.
When a Trigger is added, an Action must be configured in the Action column. This is the Action that will ooccur whan the abject’'s
selected Proparty receives the salected Value. As the Action is selected, the lower pane in the Triggers box will show a corresponding
entry field, or group of entry fields, specific to the selected Action. Click [_] to select entries for these fiekds. Once the field (or group of
fields) is completed, the Details column will show information about how the Action was configured.

Datails The Details column displays infermation about how the Action was configured. This field is read-only.

Schedule | Clickwithin the Sehedule column, then click the browse [ ... | button to select a Schedule that you want to associate with the trigger.
Schadules are created in the Configuration Panea.

apC Elevator Triggers Properties

Table 128: apC Elevator Triggers Properties

Property Description
Admit Status For any ane of the Admit Status values (ses the Value column drop-down ligt) you can choose ane of the following Actions 1o
Valuas are: create a Trigger:

Admit Activate Event - When this status oecurs and the Schadule is Active (you can choose any Schadula).

Rejoct Activate Event Outside Schedule - An event is activated when this slatus cecurs while the Schedule is Inactive (choose

any Schadiula).

Admit _ )

Dlurass Activate Qutput - When this status occurs (only works with the Always Schadula).

Reject Only these three Actions are supported for Admit Status.

Duress

Moticed

Admit

Moticed

Reject

apC Elevator State Images Definitions

528

Tabla 129: apC Elevator State
Images Tab Dafinitions

Field/Button

Description

Unknown

"
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apC Elevator State Images Tab Defin-

itions {continued)

Field/Button | Description
Active i

L
Comm Fail m
Tamperad =

"
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