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FD-886 [Rev, 4-13-15)

EVIDENCE COLLECTED ITEM LOG
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Print Legibly. More than one line may be used for each item, if necessary.
Date: 47112019 nmmﬂ ID: I E-NY-3027571 ‘m.-.ﬁﬂ:_.-m_ H._"_L-_-._.m_l_.._.mm and __..-_."-E_.m”f.
Location: 9 EAST 7lst STREET, NEW YORK, NY 10021
Preparer/Assistants:
Item # Description Location Specific Coliected by/ Packaging Comments
{e.g., One black 5amsung flip phone; Serial ¥) {e.g.. Room) Location Observed by Method (if needed)
(e.q., Specific area w/in room) {First Nome and Last Name)
_r....l._“.w._.h _mJ.. w.._ﬂ..-..v _l._rl.__.-.._.r\...lr_ll .._fim.ful_ ..lﬂ_,u. _._._.J .Keﬂ.
. L)Y
\ _.._..1 ) ......u.n...__Ln-ﬂr_ .L. ..h.____..c_r,.v..n. 2 H. N _\.uﬂ.ﬂv D apaat T2
2= J . EODWY =
AL = D2 LSRR ! -’ )
& < ks e N . . ; "
. 1 ,.Q:q.. | __.?:3“,__ bo > DV | NSApE BoouSieY
- HARD DRVES 3 CABANETS

Z = pemmTeaeuere Lae Vg,

2 DA DELL | wisde
i, - T IASAA 29 £ a1 3 \ o .
2 | | — MeNTU- B 2268 Y$s fa STE o
4 | HP compiic MPRTINE pobia | PEGE /o
7 i & ot e Oh)
=1 1\ O
| (—Voeeoon STE SELVEL- AN ALY
= I el IWAEHING Room by
- wopeL - ERAS e WOLST AT
WEL WA 8¢ T ey R
= ...._l_.. _q ._‘. “L._...._.L._M.u....L ._...._l..u.v ! __.... .T....._. r_.,.. 4» _".C . ._._“.\w...,...

| AULNE P

)

£ ..,_.,”r.“......“:_J.Jﬁ.. W [ 1 b &e

SP oo (i,

ﬂi bT0 TAGLE

\O SAtaeV (0 PSS

poawe

#x =

ProTO TewAr

IWNMoE

| -

ﬂ .m.%.u.,.._.uﬁ.”.k I J\._ ,...,.v_m.w ,r.hL‘_ .‘,_. F.. __..:qu__......x ,__ ]
| VERGPTIW (BLVE) v 0N FuopR-
o R ?..r.u..m.n.n P 20 UYE oo LA NET P
| '] V= TIET I Sk USE H WAL

SONY_GM_00167 761

EFTA_00191366

EFTA01256687



=
=
FD-886 (Rev. 4-13-15) EVIDENCE COLLECTED ITEM LOG Page > of > .
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FD-886 (Rev. 4-13-15)

EVIDENCE COLLECTED ITEM LOG

Print Legibly. Movre than one line may be used for each item, if necessary.
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Location: ? EAST 71st STREET, NEW YORK, NY 10021
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UNITED STATES DEPARTMENT O7 JUSTICE
FEDERAL BUREAU OF INVESTIG/ . TION

FD-597 (Rev. 4-13-2015)

Receipt for Property
Case ID: Q- N1 - 202 3573
On {date) 1 t 1 ||]£l itemn (s) listed below were:
Collected/Seized
Received From
Returned To
& Released To
(Name) Je “'}' 55’5/54 2] I
(Street Address) 9 'Casl 75 sH et B
(City) A e ,L{?rﬂé’ Ay reeey

Description of Ttem (s): / JPF/*? f}fﬂf? rﬂrﬁw’r{w/ﬁ“ﬂ/&wsﬂj §u1.~up.ﬁé ﬁ-po
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Received By: _ B Received From:
(Signature)

Printed Name/Title: Printed Name/Title:
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AT (SDNY Res. 001/] T Search ond Selrure Watrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

19MAG 6439

Case Mo, 19(Cr 490 (RMB)

In the Matter of the Search of
(Briefly describe the property to be searched
ar identifi the prerson by name and address)

See Attachment A

T T Vi o gt it

SEARCH AND SEIZURE WARRANT
To: Any authorized law enforcement officer

An application by a federal law enforcement officer of an attorney for th government requests the search

of the following person or property located in the _ Southem Distretof __New York
fifentify the prevson or describe the properiy io be searched and give its locationy:
See Attachment A

The person or property to be searched, described above, is believed to co ceal fidentify the person or describe the propers
o b seized):

See Attachment A

The search and seizure are related to violation(s) of finsers statuiory citations)
Title 18, United States Code, Sections 371 and 1591

I find that the affidavit(s), or any recorded testimony, establish probable ¢ wse to search and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before 1 July 12,2018
ot 1o exceed 14 days)
M in the daytime 6:00 a.m. to 10 p.m. at any time in the day or night &s | find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the wirrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, cr leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the executi n of the warrant, musi prepare an
inventory as required by law and promptly retwrn this warrant and inventory to the Clerk of the Court.
O Upon its return. this warrant and inventory should be filed under seql by thi Clerk of the Coun.
LASA LY Irvistals

O 1 find that immediate notification may have an adverse result listed in 18 1 S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice v the: persiiwha, or whose property, will be
searched or seized (check the appropriate box) (Mor o days fner 13 earsed 2

Ountil, the facts justifying, ihe Tater spoilic daie of

= —_—
Date and time issued: 2 =15 /;.—-—-_-‘:*._-—.?_ | ._.r-j-:_"'zy;__,,_r
.-r’z at ‘.__ﬂ’% iy 'k vipraive

City and state: ~ New York, NY _Han, Henry Pitnjan, UG, Magistrate Judge

Pron o mam e aed title
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AQ DY (SDNY Rev. 01/17) Search und Setzure Warrant (Page 2)

Return
Case Mo.: Date and time warrant executed: Copy of jvarrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

o the C‘lmd:clare under penalty of perjury that this inventory is correct and was ' turned along with the original warrant

Execu ing afficer's signature

Pr ued name and ritle
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ATTACHMENT A
I. Premises to be Searched—Subject Premises

1. The premises to be searched (the “Subject Premises”) are described as a multi-story
single-family residence located at 9 East 71st Street, New York, N:w York, and include all locked
and closed containers found therein. A photograph of the front etrance to the Subject Premises
is included below:

‘Google_

Il. Items to Be Seized
A. Evidence, Fruits, and Instrumentalities of the Subject ( Mfenses

This warrant authorizes the seizure of certain evidence, 'ruits, and instrumentalities of
violations of Title 18, United States Code, Sections 1591 (sex traff cking of minors), and 371 (sex
trafficking conspiracy) (the “Subject Offenses™) described as follo vs:

The items to be seized from the Subject Premises are any computer devices and storage
media that may contain any electronically stored information fallin ; within the categories set forth
in Section B of this Attachment, including, but not limited to, desk ‘op and laptop computers, disk
drives, modems, thumb drives, personal digital assistants, smart phines, digital cameras, scanners,
routers, modems, and network equipment used to connect to the Iaternet. In lieu of seizing any
such computer devices or storage media, this warrant also autl orizes, in the alternative, the
copying of such devices or media for later review.

The items to be seized from the Subject Premises also incly de:

2017.08.02
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1. Any items or records needed to access the data s ored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, private encryptim keys, or similar information.

2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software nanuals or other information
concerning the configuration of the seized or copied computer dev ses or storage media,

3. Any evidence conceming the identities or locations « fthose persons with access to,
control over, or ownership of the seized or copied computer device: or storage media.

B. Search and Seizure of Electronically Stored Informatio

As set forth in Section A to this attachment, this warrant auth rrizes the search of the Subject
Premises for any computer devices and storage media that may co itain any electronically stored
information falling within the categories set forth below:

4, Any documents or communications with or regardin g victims or potential victims
of the Subject Offenses;

5, Any photographs of victims or potential victims of t] e Subject Offenses;

6. Any nude, partially nude, or sexually suggestive ph)tographs of individuals who
appear to be teenage girls, or younger;

7. Records or other items that evidence ownership, ccatrol, or use of, or access to
devices, storage media, and related electronjc equipment used o access, transmit, or store
information relating to the Subject Offenses, including, but nc: limited to, sales receipts,
warranties, bills for Internet access, handwritten notes, registry enir es, configuration files, saved
usernames and passwords, user profiles, e-mail contacts, and photog -aphs;

8. Any child erotica, defined as suggestive visual depictions of nude minors that do
not constitute child pornography as defined by 18 U.S.C. § 2256(8).

C. Review of ESI

Law enforcement personnel (including, in addition to law enfi rcement officers and agents,
and depending on the nature of the ESI and the status of the investiga ion and related proceedings,
attorneys for the government, attorney support staff, agency personne assisting the government in
this investigation, and outside technical experts under government ¢ntrol) will create 2 forensic
image of the Subject Devices (if practicable) and review the ESI cont ined therein for information
responsive to the warrant, that is, for the materials specified in Sectica B of this Attachment.

In conducting this review, law enforcement personnel may use various techniques to

determine which files or other ESI contain evidence or fruits of the Subject Offenses. Such
techniques may include, for example:

2017.08.02
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* surveying directories or folders and the individual fi =s they contain (analogous to
looking at the outside of a file cabinet for the markings i contains and opening a drawer
believed to contain pertinent files);

* conducting a file-by-file review by “opening” or readir.g the first few “pages” of such
files in order to determine their precise contents (analigous to performing a cursory
examination of each document in a file cabinet to deter 1ine its relevance);

* “scanning” storage areas to discover and possibly reiover recently deleted data or
deliberately hidden files; and

¢ performing electronic keyword searches through all electronic storage areas to
determine the existence and location of data potentially \elated to the subject matter of
the investigation®; and

* reviewing metadata, system information, configuratior, files, registry data, and any
other information reflecting how, when, and by whom tl e computer was used.

Law enforcement personnel will make reasonable efforts to search only for files,
documents, or other electronically stored information within the c: tegories identified in Section
ILA of this Attachment. However, law enforcement personnel are authorized to conduct a
complete review of all the ESI from seized devices or storage mec a if necessary to evaluate jts
contents and to locate all data responsive to the warrant.

® Keyword searches alone are typically inadequate to detect all re 'evant data. For one thing,
keyword searches work only for text data, yet many types of files, sush as images and videos, do
not store data as searchable text. Moreover, even as to text data, there (nay be information properly
subject to seizure but that is not captured by a keyword search becat se the information does not

2017.08.02
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FD-674a (7-24-2017) ERT PHOTOGRAPHIC LOG
GENERAL INFORMATION
paTE _07/11 (2019 CASEID_3VE-NY-30,1611 _
LocATION 9Eask T1*" Stpeet NewMoww NM j0OZ) _
CAMERA TYPE Nikon D610 ARD #
rurmmuummruﬂnﬁ;m—lﬂm_
REMARKS ~
e
Photo # Subject (Circle One) Range o Description
|| Eniry / Exit 1(Ging? / items # Long / Med / {loss/ CESNRY  15:0) 1\ duly 2019
2.~ \3, YEWY Exit / Other / ltems # [£ng) Med | Clase PUIING eXieRRE )
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3.}55| Entry / Exit | Other / items # Long £ Mes’! Close oome B Y a2 dawe
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c { Exit / Other | ftems # Long / Med / Close R ™~ ﬂqqg-;
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FD-674a (7-24-2017)

ERT PHOTOGRAPHIC LOG

PAGE _Z

GENERAL INFORMATION

pATE _O11n [2019

CASE Ip_3ME-NY- 3071571

LOCATION |t

CAMERATYPE

REMARKS

N 1007y

: 1o
PREPARER/PHOTOGRAPHER _&mmﬂw ﬁl.,__

Photo # Subject (Circle One)

Range

Use
Scale

Desacription

Long / Med / Close

Floge 3 daliway

Long | Med / Close

N I Exil / Other [/ hems #
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Exil f Other [ Hems #

Long / Med / Close
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Lomg / Mod / Close foon L Yoo A
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Long / Med [ Close
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02\
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Long / Med / Chose

__r""--...-r-
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